[image: ]
Finance Modernization - Workforce Implementation
 [CHG0031968] [CTASK0015716]
Drafted by: Bret Blackford

Purpose: This document notes the various security and control considerations made regarding the replacement of the legacy Oracle GL system with Workday Financial. This review and evaluation of the Workday Financial control environment has occurred for the duration of the implementation project, starting in February 2022. 

Security and Control

Paul McAdams and Bret Blackford have been tasked with overseeing that adequate security and controls are included in the Workday implementation.  As we work to ensure adequate controls are in place I wanted to summarize some key areas of focus.  Paul and Bret will focus on items 1 and 2 below (Jeff Ball will address item 3 and Bret will address item 4). Note that as Arch is a publicly traded organization we need to consider Sarbanes-Oxley control considerations[footnoteRef:1]. [1:  A good SOx overview document can be found here, from Protivity … https://tinyurl.com/2p85e643  ] 


IT General Controls

1. User access controls 
2. Program change management controls
3. Backup and recovery controls
4. System development life cycle controls


1. User Access Controls
 
a) New user approval: Before granting new access, ensuring an independent and appropriate level of approval is provided to verify that access is appropriate. This is tracked through the Arch ServiceNow ticketing system, and approval provided users line manager.

b) Terminations process: Access needs to be revoked for terminated employees or users. Workday FIN terminations will be managed similarly as other how Workday HCM/Payroll and other Arch applications. 

c) Role-based-access-control (RBAC): Designing access privileges to align to user roles, helps ensure the access provided is appropriate.

d) Segregation of duties: Incompatible duties should be segregated to reduce the risk of fraud or error. If the same person can perform two tasks or approve their own actions, they may bypass and undermine the established process requirements.

e) Periodic access review: Conceptually, a periodic access review is the catch-all for any errors or required changes in the access privileges. It reviews the system access at a point in time to confirm it's correct; including the users and their access rights. It can identify if terminated users weren't removed, the incorrect privileges were given, or just role changes were the access is no longer required.

f) Restricted privileged access: Every system needs a super-user to be able to administer other users access and troubleshoot any issues in the system. However, the more users have this access, the greater the risk of inappropriate use. This should be restricted to the extent possible, while still ensuring a super-user is always available to support the system(s).


2. Program change management controls

Workday is a cloud SaaS application.  Although Arch does not have access to source code or systems there are several integrations and customizations that can be changed by Arch users. Controls need to be in place to ensure any changes to integrations or customizations are authorized, documented, tested, and logged for independent review.

Arch Workday change management considerations noted in email here (in SharePoint)

		

3. Backup and recovery controls

Again, Workday is a cloud SaaS application. All backup and disaster recovery is the responsibility of Workday.  Arch will need to make sure configurations are backed up and that the application is included in the Arch BI/DR plan. 


4. System development life cycle controls

This is to ensure that appropriate analysis, planning, design, development, and testing have occurred and are properly documented.  The project management documents for the Workday implementation are maintained by Workday consultants on SmartSheets[footnoteRef:2] and on the Arch SharePoint[footnoteRef:3] site.  [2:  SmartSheets url - https://app.smartsheet.com/home ]  [3:  Arch SharePoint location - https://archcoal.sharepoint.com/sites/PMO ] 





Additional control discussion and working documents

1.a. New User Approval

Initially Workday FIN will handle user provisioning and terminations similarly to Workday HCM/Payroll.  User access will be requested on the ServiceNow form and routed for appropriate approval before being forwarded to the Workday Administrator, Sherrie Eastwood.  Sherrie will provide the requested access but double-check that access is appropriate and does not cause a segregation of duties issue or expose confidential data with appropriate approval.

It is desirable to have the option in the future to move user provisioning under IT to be consistent with how other provisioning is handled.  For this to happen we will need to provide IT Compliance (Steve Duncan and Bret Blackford) the limited set of privileges to allow this is Workday, maintaining the Principle of Least Privilege. Establishing the limited set of Workday roles/permissions/privileges will require the assistance of Workday consultants.  

All of the above will need to be documented and tested.


1.b. Termination Process

We will use the same termination process as exists for Workday HCM/Payroll. Will need to document and test.



1.c. Role Based Access

[bookmark: _Hlk113006198]The Workday consultants have provided a Gold Security Matrix[footnoteRef:4] to document user roles in the system. This file appears to contain key security information and we need to understand how it is created, where it is maintained, how is it verified, with whom was it reviewed and approved, etc.  Is this a file we can generate prior to audit for their review?  Are the various Business Process[footnoteRef:5] defined (or need to be)?  Sherrie Easton is the Admin of Workday HCM/Payroll and may have the ability to re-create this matrix or run the underlying reports out of Workday.  [4:  I’ve attached the latest Gold Security Matrix received from Workday consultants  
      ]  [5:  A good overview of Workday Business Process can be found here … https://tinyurl.com/2ckz3whs ] 


All of the above will need to be documented and tested.




1.d. Segregation of Duties

This goes along with 1.c. above.  The business owners need to document any segregation of duties (SoD) that can occur within or between the various Workday roles allowed. How can we detect when a SoD occurs?  What are mitigating controls when a SoD might be temporarily required due to delegations, vacations, etc.?  SoD needs to be reviewed annually by business owners.

All of the above will need to be documented


1.e. Periodic Access Review

Periodically, often twice a year, a list of system users and their roles needs to be obtained by IT Compliance (Steve Duncan and Bret Blackford). This list will then be forwarded to the listed users supervisors for their review and approval. This review can lead to identification of role changes and terminations.   A similar process needs to be put in place for the Workford FIN users.

All of the above will need to be documented and tested.


1.f. Restricted Privilege Access 

Any super-user privileges need to be identified and adequate reporting/logging needs to be in place along with periodic monitoring.  Where possible, admin privilege should only be granted as-needed. This will need to be documented and tested.


To assist in the review of the controls and security over the general ledger system and financial reporting, Arch Internal Audit has engaged PWC to assist with a pre-implementation review. Some details noted below.

	Date
	Description
	Attachments

	May 10, 2022
	IA notice to WDay team
	


	May 27, 2022
	IA Notice – WDay Assessment
	

[bookmark: _MON_1730091381]  

	August 22, 2022
	IA status update
	

   

	September 6, 2022
	IA status update
	

    

	September 6, 2022
	IA status update – follow-up discussions
	

    

	September 9, 2022
	Discussion on Change Management
(on SharePoint here) 
	


	October 11, 2022
	IA status update
	

  

	October 28, 2022
	IA/PWC Workday Pre-Imp Assessment Update
	

  

	November 15, 2022
	IA/PWC Workday Pre-Implementation Review - Security Assessment Results
	

  

	November 30, 2022
	responses to PWC's WDay Assessment(s)
	


	December 8, 2022
	IA Workday Implementation Status Report
	







Additional internal IT discussions on security and control:
	Date
	Description
	Attachments

	July 21, 2022
	Workday Security Role Assignments
	


	August 30, 2022
	Arch PM discussion on controls
	


	September 9, 2022
	Summary of IA WDay Pre-Implementation info
	


	September 9, 2022
	WDay Security info – misc
	


	December 5, 2022
	Email to IA (Derek LaBell) asking what response to PWC assessment might be required 
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09.08.2022 WDay Change Management - mtg notes

		From

		Blackford, M. Bret

		To

		Lorson, John; Goede, Rhonda; Szczepan, Greg; Zambo, Marty; Kappel, Paul; McAdams, Paul; DiFatta, Anthony

		Cc

		Blackford, M. Bret; Duncan, Steve

		Recipients

		JLorson@archrsc.com; RGoede@archrsc.com; gszczepan@archrsc.com; rzambo@archrsc.com; pkappel@archrsc.com; pmcadams@archrsc.com; adifatta@archrsc.com; mblackford@archrsc.com; sduncan@archrsc.com



All,



 



A good initial discussion today as we walked through change management expectations when we go-live with Workday in January 2023. As mentioned, we will need to have an understanding of the process and procedures to follow when we are making a WDay related changes that has been identified as “important”. 



 



From this initial meeting we have aligned that changes to core financial functionality (not HCM/Payroll) will require standard change control using ServiceNow change process.



 



Core financial functionality: 



key calculations, reports, roles/permissions, Business Processes (how we utilize the system), integrations/interfaces.  Other items are still be defined as the team works through end-to-end (E2E) testing. 



 



 



Follow-up:



1.	Bret to contact Marc Erlich to discuss what other Workday FIN clients do for change management

2.	John Lorson to work with the Accounting and Finance team to identify key reports, processes, integrations, etc. that should be included or considered for change control



a.	Team to regroup later to revisit list and determine appropriate change control



3.	John Lorson and Bret Blackford to get with Marc Erlich to determine what Workday reports are available to show system changes.  We then need to determine if we care about changes noted and for those which are considered important make sure we have change control.

4.	Document what Workday tenant environments exist for testing and how to use

5.	Before go-live Steve Duncan to provide an overview of how to request or enter a change ticket



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 
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RE: Arch Audit & Workday implementation

		From

		LaBell, Derek

		To

		Blackford, M. Bret

		Cc

		Lucas Folse; Carolyn Bandle; Zambo, Marty; Peter Mahoney (US)

		Recipients

		mblackford@archrsc.com; lfolse@collaborativesolutions.com; carolyn.bandle@workday.com; rzambo@archrsc.com; peter.r.mahoney@pwc.com



Lucas and Carolyn,


 


I’m the Audit Director at Arch and one of the projects I’ve been tasked with by our Board is to work with the Arch team and third parties to ensure the documentation, controls, and security that are put in place are “audit ready” when this goes live in 2023.  The best way to accomplish this is to work alongside the implementation group and address needs as they come up, as opposed to auditing at the end of the project and have problems that can’t be fixed timely.  Myself and my contracted staff from PWC will be working on the project.  We’ll work with everyone on this email thread to determine a good cadence for our inclusion and interaction.  We don’t need to be involved in every meeting, so I’ll count on this team to help me determine what the key meetings are that require our attendance.  I’ll set up an introduction meeting in the next week and we’ll be able to provide a little more detail on our expectations and deliverables.


 


If you have any questions let me know.


Thank you,


Derek


 


From: Blackford, M. Bret <mblackford@archrsc.com> 
Sent: Tuesday, May 10, 2022 10:19 AM
To: LaBell, Derek <dlabell@archrsc.com>
Cc: Lucas Folse <lfolse@collaborativesolutions.com>; Carolyn Bandle <carolyn.bandle@workday.com>; Blackford, M. Bret <mblackford@archrsc.com>; Zambo, Marty <rzambo@archrsc.com>; Peter Mahoney (US) <peter.r.mahoney@pwc.com>
Subject: Arch Audit & Workday implementation




 


Derek,


Your contacts for the Workday implementation should be the following:


 


			Lucas Folse 
Collaborative Solutions Engagement Manager
+1(407) 421-9836


			Carolyn Bandle


Workday 


Engagement Manager


+1(785)727-0812


			Bret Blackford


Arch Resources


Project Manager


+1(314) 402-7086 : mobile








 


 



 


M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 


 


 


From: LaBell, Derek <dlabell@archrsc.com> 
Sent: Tuesday, May 10, 2022 9:04 AM
To: Blackford, M. Bret <mblackford@archrsc.com>; Zambo, Marty <rzambo@archrsc.com>
Cc: Lorson, John <JLorson@archrsc.com>; Szczepan, Greg <gszczepan@archrsc.com>; Peter Mahoney (US) <peter.r.mahoney@pwc.com>
Subject: Workday implementation




 


Bret and Marty,


 


Based on a few of the calls I’ve been on and the conversations, I think we’re at the point where my team can start working alongside you as the implementation goes forward.  We’ll be assessing this from an audit perspective including documentation, controls, and security and providing feedback as we go along.  We’ll be updating the EY IT and Finance audit group throughout the process in preparation of their questions and audit of the implementation.  PWC will be engaged on our end to assist me and Pete is putting together some resources, including the use of their Workday SME.    I’d like to have a brief kickoff meeting with this group next week to make sure we’re on the same page.  I’ll set that up.  


 


Can you please designate a person on the Workday or Collaborative teams to be a point of contact for audit and I assume you will be our main contact on the Arch side?


 


Thanks and let me know if you have any questions.


 


Derek LaBell


Director of Internal Audit | Arch Resources, Inc.


One CityPlace Drive


Suite 300 St. Louis, MO 63141


o: 314-994-2736 | m: 314-401-0465


dlabell@archrsc.com | www.archrsc.com
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Internal Audit Notification - Arch Workday Implementation Assessment

		From

		LaBell, Derek

		To

		Zambo, Marty; Ziegler, John; Blackford, M. Bret; Carolyn Bandle; Lucas Folse

		Cc

		Giljum, Matt; Lorson, John; Goede, Rhonda; Szczepan, Greg; Hensala, Greg; Peter Mahoney (US); nicole.pledger@pwc.com

		Recipients

		rzambo@archrsc.com; JZiegler@archrsc.com; mblackford@archrsc.com; carolyn.bandle@workday.com; lfolse@collaborativesolutions.com; mgiljum@archrsc.com; JLorson@archrsc.com; RGoede@archrsc.com; gszczepan@archrsc.com; GHensala@archrsc.com; peter.r.mahoney@pwc.com; nicole.pledger@pwc.com



Good Morning,

 

Attached is the Scope Memo for our upcoming Workday Implementation Assessment (GL and Budget / Forecasting).   PWC will be leading the assessment under my direction.  Introductory meetings were conducted this week and work will begin next week.  We will be providing feedback throughout the assessment with the objective to be “audit ready” upon implementation.  Feedback will be centered around controls, security, and the systems development life cycle.  We will be sharing our documentation with EY for their review and inclusion in their annual audit work.

 

If you have any questions, please let me know. 

 

Derek LaBell

Director of Internal Audit | Arch Resources, Inc.

One CityPlace Drive

Suite 300 St. Louis, MO 63141

o: 314-994-2736 | m: 314-401-0465

dlabell@archrsc.com | www.archrsc.com
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Scope Memo


			


			Workday Finance Modernization Implementation Review





			


			[bookmark: _gjdgxs]


			





			Audit Timeline





			Document Request List Response


			Multiple throughout fieldwork





			Field Work


			June 2022 – Workday B&F Deployment





			Findings to Management


			Throughout Assessment





			Management Response Due


			Throughout Assessment





			Final Deliverable


			TBD











Background		





Arch Resources, Inc. is implementing Workday as part of a finance modernization project as a replacement for its General Ledger (GL) and Budgeting and Forecasting. This will be a phased implementation with the GL module to be implemented with a planned go-live date of January 1, 2023. The Budgeting and Forecasting module implementation timing is to be determined for a later date in 2023.





Project Objectives





Based on the scope discussions and information obtained from management, the objective of this review is to support management and provide feedback during the Workday implementation. This includes, but is not limited to, assessing system assess, system configurations, business process controls, and sharing insights for leading practices for the GL and Budgeting and Forecasting.





Approach





PwC and Internal Audit will utilize a risk-based approach to accomplish the project objectives within the defined scope with input from subject matter specialists. Our review will include: ongoing participation in management project meetings, inquiry of management (questionnaire and selected interviews); inspection of management’s policies and procedures; and performance of selected testing procedures.





Project Scope





The scope of work includes an assessment of controls, practices, and security considerations over Workday. Project scope may include, but is not limited to, the following elements:


 


1) Security Assessment - upon security configuration completion (Timing: TBD upon discussion with IT)


a) As a part of the Workday FM implementation, PwC will perform a pre-implementation security assessment for reporting insights by performing the following:


i) Obtain process documentation, business process definitions, and related configurations to understand the current system setup and assess gaps and impacts of identified in-scope key controls prior to go-live


ii) Analyze configurable security setup to identify gaps around Sensitive Access (SA) and Segregation of Duties (SoD) conflicts for considerations around Client identified, high-risk access points granting excessive access across organizations prior to go-live.


iii) Based on information gathered through the security access assessment, PwC will build custom Workday reports and leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to go-live.





2) Financial and IT General Controls Assessment - following design and build phase (Tentative timing: July)


a) Read the risk and control matrices prepared by Client management to understand control configurations and control dependencies


b) Review related configurations to understand the system setup and assess the risks and impact on key controls identified by management for Workday FM and IT General Controls (ITGCs)


c) Meet with project functional area leads and control owners identified by management to complete a walkthrough of controls in Workday FM and ITGCs validate configurations for configurable controls;


d) Assess the potential risks in the business processes within the in-scope functional areas;


e) Assess the controls design (IT dependent, and automated) and provide our observations and high-level recommendations for Client management’s consideration in addressing gaps;


f) Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate completeness and accuracy of custom reports supporting IT dependent controls;


g) Identify and provide any gaps and recommendations to the implementation project team for consideration.





Deliverables





PwC and Internal Audit will provide the following:


1) Security Assessment


a) Workday Sensitive Access and Segregation of Duties Framework


b) Sensitive Access and Segregation of Duties Analysis


c) Configurable Mitigating Control Recommendations


2) Preliminary summary of findings at established milestones;


3) Report, if necessary, with a description of any identified findings, associated risks identified, and recommendations.  Our report will include a section for management to respond to our findings and recommendations, including a detailed action plan; and


4) Periodic status updates during fieldwork.





[bookmark: _GoBack]Participants





			Internal Audit Team        


Christopher Lydon, Internal Audit Principal 	314-276-2000 (cell)


Nicole Pledger, Workday Specialist	330-554-5225 (cell)


Pete Mahoney, Internal Audit Sr. Manager 	314-258-6670 (cell)


Megan Iselin, Internal Audit Manager	     832-763-4094 (cell)


Derek LaBell, Internal Audit Director                314-994-2736


Gurmeet Sawhney, Managing Director              734-754-0123 (cell)


Jasmin Randhawa, Associate                             646-852-7377 (cell)


			Scope Memo Distribution List


Process Owner(s):


Marty Zambo, CIO


John Zeigler, CCO


Process Owners & Key Participants


Bret Blackford, SOX PMO


Carolyn Bandle, Engagement Manager (Workday)


Lucas Folse, Engagement Manager (Collaborative)





























Confidential information for the sole benefit and use of Arch Resources, Inc.
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Scope Memo

		

		Workday Finance Modernization Implementation Review
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		Audit Timeline



		Document Request List Response

		Multiple throughout fieldwork



		Field Work

		June 2022 – Workday B&F Deployment



		Findings to Management

		Throughout Assessment



		Management Response Due

		Throughout Assessment



		Final Deliverable

		TBD







Background		



Arch Resources, Inc. is implementing Workday as part of a finance modernization project as a replacement for its General Ledger (GL) and Budgeting and Forecasting. This will be a phased implementation with the GL module to be implemented with a planned go-live date of January 1, 2023. The Budgeting and Forecasting module implementation timing is to be determined for a later date in 2023.



Project Objectives



Based on the scope discussions and information obtained from management, the objective of this review is to support management and provide feedback during the Workday implementation. This includes, but is not limited to, assessing system assess, system configurations, business process controls, and sharing insights for leading practices for the GL and Budgeting and Forecasting.



Approach



PwC and Internal Audit will utilize a risk-based approach to accomplish the project objectives within the defined scope with input from subject matter specialists. Our review will include: ongoing participation in management project meetings, inquiry of management (questionnaire and selected interviews); inspection of management’s policies and procedures; and performance of selected testing procedures.



Project Scope



The scope of work includes an assessment of controls, practices, and security considerations over Workday. Project scope may include, but is not limited to, the following elements:

 

1) Security Assessment - upon security configuration completion (Timing: TBD upon discussion with IT)

a) As a part of the Workday FM implementation, PwC will perform a pre-implementation security assessment for reporting insights by performing the following:

i) Obtain process documentation, business process definitions, and related configurations to understand the current system setup and assess gaps and impacts of identified in-scope key controls prior to go-live

ii) Analyze configurable security setup to identify gaps around Sensitive Access (SA) and Segregation of Duties (SoD) conflicts for considerations around Client identified, high-risk access points granting excessive access across organizations prior to go-live.

iii) Based on information gathered through the security access assessment, PwC will build custom Workday reports and leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to go-live.



2) Financial and IT General Controls Assessment - following design and build phase (Tentative timing: July)

a) Read the risk and control matrices prepared by Client management to understand control configurations and control dependencies

b) Review related configurations to understand the system setup and assess the risks and impact on key controls identified by management for Workday FM and IT General Controls (ITGCs)

c) Meet with project functional area leads and control owners identified by management to complete a walkthrough of controls in Workday FM and ITGCs validate configurations for configurable controls;

d) Assess the potential risks in the business processes within the in-scope functional areas;

e) Assess the controls design (IT dependent, and automated) and provide our observations and high-level recommendations for Client management’s consideration in addressing gaps;

f) Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate completeness and accuracy of custom reports supporting IT dependent controls;

g) Identify and provide any gaps and recommendations to the implementation project team for consideration.



Deliverables



PwC and Internal Audit will provide the following:

1) Security Assessment

a) Workday Sensitive Access and Segregation of Duties Framework

b) Sensitive Access and Segregation of Duties Analysis

c) Configurable Mitigating Control Recommendations

2) Preliminary summary of findings at established milestones;

3) Report, if necessary, with a description of any identified findings, associated risks identified, and recommendations.  Our report will include a section for management to respond to our findings and recommendations, including a detailed action plan; and

4) Periodic status updates during fieldwork.



[bookmark: _GoBack]Participants



		Internal Audit Team        

Christopher Lydon, Internal Audit Principal 	314-276-2000 (cell)

Nicole Pledger, Workday Specialist	330-554-5225 (cell)

Pete Mahoney, Internal Audit Sr. Manager 	314-258-6670 (cell)

Megan Iselin, Internal Audit Manager	     832-763-4094 (cell)

Derek LaBell, Internal Audit Director                314-994-2736

Gurmeet Sawhney, Managing Director              734-754-0123 (cell)

Jasmin Randhawa, Associate                             646-852-7377 (cell)

		Scope Memo Distribution List

Process Owner(s):

Marty Zambo, CIO

John Zeigler, CCO

Process Owners & Key Participants

Bret Blackford, SOX PMO

Carolyn Bandle, Engagement Manager (Workday)

Lucas Folse, Engagement Manager (Collaborative)
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Internal Audit Workday Pre-Implementation Status Update

		From

		LaBell, Derek

		To

		Giljum, Matt; Ziegler, John; Zambo, Marty; Lorson, John; Blackford, M. Bret

		Cc

		Szczepan, Greg; Peter Mahoney (US)

		Recipients

		mgiljum@archrsc.com; JZiegler@archrsc.com; rzambo@archrsc.com; JLorson@archrsc.com; mblackford@archrsc.com; gszczepan@archrsc.com; peter.r.mahoney@pwc.com



As requested by Senior Management and the Audit Committee, Internal Audit has been participating in weekly meetings and providing input to the Workday and Arch team.  This input is focused on providing timely feedback on how Arch is developing implementation governance, identifying risks and controls, and creating a secured environment.  In addition, we are evaluating and testing the processes to ensure adequate System Development Life Cycle (SDLC) procedures exist for SOX purposes and EY reliance.   It’s my intention to provide you a status update on our work every 2 weeks and to also provide some general opinion as an observer to the process.  My PWC team is gathering documentation when available, testing and documenting for SOX and audit purposes, and providing feedback as necessary.  As of now, there hasn’t been a lot to test since the heart of our project rests with governance, controls, and security and those items are still to be fully developed.   



 



The items in this update are intended to provide management and the implementation team key concepts we would expect to see addressed.  My objective is provide constructive feedback as the implementation proceeds in order to have a successful year end audit.  I am not expecting a formal management response.  



 



As noted in our overall risks section of the attached document, we view the development of the Workday controls as critical and further delay of addressing the risks and controls as a potential stumbling block.  In addition, proper governance and policies are still are being developed by the implementation team and will be critical to the overall SDLC and SOX Audit.  Unit testing out of the gate was unexpectedly slow as testing roles, responsibilities, and expectations were not fully developed, which is an indication that the governance process should be improved further.  The Arch team continues to press Workday and Collaborative Solutions on expectations for key milestones.  I would expect to see improved detailed guidance and enforced deadlines by the Collaborative Solutions and Workday group going forward.  



 



Let me know if you have any questions.  



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status August 22nd








Key Discussion Items


Overall Risks


Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment from the Workday Controls team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.





Workday Project Governance & System Development Life Cycle 


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations, key design decisions, test scripts and testing deficiency resolution. 


We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).





Workday Risk & Controls


Risk and control matrices (RCMs), both IT and business process, need to be updated to reflect the future state processes within Workday and risk within the technology.


Workday change management processes have not yet been defined for future state


Change management policies, including testing expectations and approvals have not been specifically defined for Workday


There does not appear to be a clear definition of:


What constitutes an emergency change vs. a pre-approved change vs. standard change


A governance model with roles and responsibilities for change management


What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change


What reports are needed to support monitoring and change management within Workday to support SOX


Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:


Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)


Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)





Upcoming Audit Activities (8/22/22 - 9/12/22)


The Workday audit team assessed available project deliverables during the July/August period, but is currently on hold for Controls/Reports/Security as the relevant documents have not yet been finalised for this review. We will continue to support questions from management  and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch implementation team (Updated target date of Sep 19,2022).
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Arch Resources Workday Assessment: Project Status August 22nd





Key Discussion Items

Overall Risks

Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment from the Workday Controls team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.



Workday Project Governance & System Development Life Cycle 

Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations, key design decisions, test scripts and testing deficiency resolution. 

We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).



Workday Risk & Controls

Risk and control matrices (RCMs), both IT and business process, need to be updated to reflect the future state processes within Workday and risk within the technology.

Workday change management processes have not yet been defined for future state

Change management policies, including testing expectations and approvals have not been specifically defined for Workday

There does not appear to be a clear definition of:

What constitutes an emergency change vs. a pre-approved change vs. standard change

A governance model with roles and responsibilities for change management

What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change

What reports are needed to support monitoring and change management within Workday to support SOX

Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:

Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)

Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)



Upcoming Audit Activities (8/22/22 - 9/12/22)

The Workday audit team assessed available project deliverables during the July/August period, but is currently on hold for Controls/Reports/Security as the relevant documents have not yet been finalised for this review. We will continue to support questions from management  and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch implementation team (Updated target date of Sep 19,2022).
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Workday Implementation - Internal Audit Status Update

		From

		LaBell, Derek

		To

		Giljum, Matt; Lorson, John; Szczepan, Greg; Zambo, Marty; Blackford, M. Bret; Ziegler, John

		Cc

		Peter Mahoney (US); Nicole Pledger (US)

		Recipients

		mgiljum@archrsc.com; JLorson@archrsc.com; gszczepan@archrsc.com; rzambo@archrsc.com; mblackford@archrsc.com; JZiegler@archrsc.com; peter.r.mahoney@pwc.com; nicole.pledger@pwc.com



Attached is an updated Internal Audit Workday Implementation status update.   There are minimal updates in this report due to the implementation focus being placed on general unit testing.  Two new bullet points are noted in blue font.  With end to end testing kicking off soon, the next few weeks will be critical.   Internal Audit will start to review the completeness of end to end testing and the updated control environment as documentation is made available.



 



Let me know if you have any questions



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status September 2nd 





Workday Project Governance & System Development Life Cycle 


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations, key design decisions, test scripts and testing deficiency resolution. 


We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).





Workday Risk & Controls


Existing Workday HCM controls not sufficient. Risk and control matrices (RCMs), both IT and business process, need to be updated for Workday GL implementation for below areas: 


Workday change management processes have not yet been defined for future state


Change management policies, including testing expectations and approvals have not been specifically defined for Workday


There does not appear to be a clear definition of:


What constitutes an emergency change vs. a pre-approved change vs. standard change


A governance model with roles and responsibilities for change management


What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change


What reports are needed to support monitoring and change management within Workday to support SOX


Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:


Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)


Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)


Additional Discussion Items From This Week/Upcoming Activities


Overall Risks


Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment from the Workday audit team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.


Given that the Workday project implementation team highlighted that significant future configuration changes/development to the system moving forward could impact project timelines, it will be important to meet revised documentation target dates for test plans and risk and controls.


Testing 


Detailed documentation for overall testing process (testing requirements, test success criteria, testing results) should be performed/maintained for Wave 1 testing (Ellipse Interface)


We will continue to support questions from management  and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch implementation team (Updated target date of Sep 19,2022).


 


Key Discussion Items From Last Update - MINIMAL UPDATE ON OVERALL PROGRESS BASED ON REVISED DUE DATES
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Arch Resources Workday Assessment: Project Status September 2nd 



Workday Project Governance & System Development Life Cycle 

Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations, key design decisions, test scripts and testing deficiency resolution. 

We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).



Workday Risk & Controls

Existing Workday HCM controls not sufficient. Risk and control matrices (RCMs), both IT and business process, need to be updated for Workday GL implementation for below areas: 

Workday change management processes have not yet been defined for future state

Change management policies, including testing expectations and approvals have not been specifically defined for Workday

There does not appear to be a clear definition of:

What constitutes an emergency change vs. a pre-approved change vs. standard change

A governance model with roles and responsibilities for change management

What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change

What reports are needed to support monitoring and change management within Workday to support SOX

Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:

Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)

Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)

Additional Discussion Items From This Week/Upcoming Activities

Overall Risks

Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment from the Workday audit team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.

Given that the Workday project implementation team highlighted that significant future configuration changes/development to the system moving forward could impact project timelines, it will be important to meet revised documentation target dates for test plans and risk and controls.

Testing 

Detailed documentation for overall testing process (testing requirements, test success criteria, testing results) should be performed/maintained for Wave 1 testing (Ellipse Interface)

We will continue to support questions from management  and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch implementation team (Updated target date of Sep 19,2022).

 

Key Discussion Items From Last Update - MINIMAL UPDATE ON OVERALL PROGRESS BASED ON REVISED DUE DATES











image1.png

- NNN NN

i
//é

7"'*

.

_ame

h

/,,,,//////







image11.emf
FW_ Workday  Implementation - Internal Audit Status Update.msg


FW_ Workday Implementation - Internal Audit Status Update.msg
FW: Workday Implementation - Internal Audit Status Update

		From

		Blackford, M. Bret

		To

		Duncan, Steve

		Cc

		ChangeMgt

		Recipients

		sduncan@archrsc.com; ChangeMgt@archrsc.com



Steve, see attached, especially the Change Management process



 



*	Existing Workday HCM controls not sufficient. Risk and control matrices (RCMs), both IT and business process, need to be updated for Workday GL implementation for below areas: 



*	Workday change management processes have not yet been defined for future state



*	Change management policies, including testing expectations and approvals have not been specifically defined for Workday

*	There does not appear to be a clear definition of:



*	What constitutes an emergency change vs. a pre-approved change vs. standard change

*	A governance model with roles and responsibilities for change management

*	What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change

*	What reports are needed to support monitoring and change management within Workday to support SOX



 



 



From: LaBell, Derek <dlabell@archrsc.com> 
Sent: Tuesday, September 6, 2022 10:38 AM
To: Giljum, Matt <mgiljum@archrsc.com>; Lorson, John <JLorson@archrsc.com>; Szczepan, Greg <gszczepan@archrsc.com>; Zambo, Marty <rzambo@archrsc.com>; Blackford, M. Bret <mblackford@archrsc.com>; Ziegler, John <JZiegler@archrsc.com>
Cc: Peter Mahoney (US) <peter.r.mahoney@pwc.com>; Nicole Pledger (US) <nicole.pledger@pwc.com>
Subject: Workday Implementation - Internal Audit Status Update



 



Attached is an updated Internal Audit Workday Implementation status update.   There are minimal updates in this report due to the implementation focus being placed on general unit testing.  Two new bullet points are noted in blue font.  With end to end testing kicking off soon, the next few weeks will be critical.   Internal Audit will start to review the completeness of end to end testing and the updated control environment as documentation is made available.



 



Let me know if you have any questions



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status September 2nd 





Workday Project Governance & System Development Life Cycle 


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations, key design decisions, test scripts and testing deficiency resolution. 


We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).





Workday Risk & Controls


Existing Workday HCM controls not sufficient. Risk and control matrices (RCMs), both IT and business process, need to be updated for Workday GL implementation for below areas: 


Workday change management processes have not yet been defined for future state


Change management policies, including testing expectations and approvals have not been specifically defined for Workday


There does not appear to be a clear definition of:


What constitutes an emergency change vs. a pre-approved change vs. standard change


A governance model with roles and responsibilities for change management


What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change


What reports are needed to support monitoring and change management within Workday to support SOX


Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:


Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)


Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)


Additional Discussion Items From This Week/Upcoming Activities


Overall Risks


Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment from the Workday audit team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.


Given that the Workday project implementation team highlighted that significant future configuration changes/development to the system moving forward could impact project timelines, it will be important to meet revised documentation target dates for test plans and risk and controls.


Testing 


Detailed documentation for overall testing process (testing requirements, test success criteria, testing results) should be performed/maintained for Wave 1 testing (Ellipse Interface)


We will continue to support questions from management  and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch implementation team (Updated target date of Sep 19,2022).


 


Key Discussion Items From Last Update - MINIMAL UPDATE ON OVERALL PROGRESS BASED ON REVISED DUE DATES
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09.07.2022: Workday Implementation - Internal Audit Status Update

		From

		Blackford, M. Bret

		To

		Carolyn Bandle; Elsie Martinez

		Cc

		Blackford, M. Bret

		Recipients

		carolyn.bandle@workday.com; emartinez@collaborativesolutions.com; mblackford@archrsc.com



Carolyn and Elsie,



Attached is from our Audit department. On September 19 the auditors will begin their implementation review. At that time they will want to see documentation on the following areas:



 



*	SDLC – documentation of each phase



*	Controls over – approvals, testing, data conversion, go-live, segregation of duties

*	Design Documentation

*	Key Design Decisions

*	Test Scripts



*	Testing deficiency resolution



*	Test Scripts



*	Testing Functionality

*	Testing Interfaces



*	Ellipse à Workday 

*	RMS à Workday 

*	GL Conversion à Workday (ensure data accuracy and completeness) 

*	Workday HCM à Workday FIN – this is a “boomerang” integration used to get hourly/salary hours from HCM to FIN 

*	Concur à Workday 

*	Workday à OFA 

*	LMS à Ellipse à Workday 



*	Testing Reports

*	Testing Controls – approvals

*	Management review, approval, sign-off



 



*	Full Inventory of Key Reports



 



*	Document Business Processes



 



*	Document Change Management



 



*	Segregation of Duties



*	Control reports



*	Report showing who has what access

*	Report showing what fx() is provided by each Business Process and user role

*	Report showing any changes to user roles

*	Report showing any changes to Business Processes

*	Report showing any changes to key interfaces

*	Report showing any changes to EIBs

*	Report showing any changes to key reports (IS, BS, SCF, TB, etc.) 



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 



 



 



 



From: LaBell, Derek <dlabell@archrsc.com> 
Sent: Tuesday, September 6, 2022 10:38 AM
To: Giljum, Matt <mgiljum@archrsc.com>; Lorson, John <JLorson@archrsc.com>; Szczepan, Greg <gszczepan@archrsc.com>; Zambo, Marty <rzambo@archrsc.com>; Blackford, M. Bret <mblackford@archrsc.com>; Ziegler, John <JZiegler@archrsc.com>
Cc: Peter Mahoney (US) <peter.r.mahoney@pwc.com>; Nicole Pledger (US) <nicole.pledger@pwc.com>
Subject: Workday Implementation - Internal Audit Status Update



 



Attached is an updated Internal Audit Workday Implementation status update.   There are minimal updates in this report due to the implementation focus being placed on general unit testing.  Two new bullet points are noted in blue font.  With end to end testing kicking off soon, the next few weeks will be critical.   Internal Audit will start to review the completeness of end to end testing and the updated control environment as documentation is made available.



 



Let me know if you have any questions



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status September 2nd 





Workday Project Governance & System Development Life Cycle 


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations, key design decisions, test scripts and testing deficiency resolution. 


We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).





Workday Risk & Controls


Existing Workday HCM controls not sufficient. Risk and control matrices (RCMs), both IT and business process, need to be updated for Workday GL implementation for below areas: 


Workday change management processes have not yet been defined for future state


Change management policies, including testing expectations and approvals have not been specifically defined for Workday


There does not appear to be a clear definition of:


What constitutes an emergency change vs. a pre-approved change vs. standard change


A governance model with roles and responsibilities for change management


What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change


What reports are needed to support monitoring and change management within Workday to support SOX


Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:


Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)


Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)


Additional Discussion Items From This Week/Upcoming Activities


Overall Risks


Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment from the Workday audit team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.


Given that the Workday project implementation team highlighted that significant future configuration changes/development to the system moving forward could impact project timelines, it will be important to meet revised documentation target dates for test plans and risk and controls.


Testing 


Detailed documentation for overall testing process (testing requirements, test success criteria, testing results) should be performed/maintained for Wave 1 testing (Ellipse Interface)


We will continue to support questions from management  and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch implementation team (Updated target date of Sep 19,2022).


 


Key Discussion Items From Last Update - MINIMAL UPDATE ON OVERALL PROGRESS BASED ON REVISED DUE DATES
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Arch Resources Workday Assessment: Project Status September 2nd

Overall Risks
e Further delays to design of controls and the supporting documentation (revised due date of Sept 19, 2022) could limit management’s ability to apply feedback timely based on the assessment
from the Workday audit team. The risk and controls viewpoint is currently lagging for the Workday implementation and is a critical component for an effective and SOX ready implementation.
e Given that the Workday project implementation team highlighted that significant future configuration changes/development to the system moving forward could impact project timelines, it will be
important to meet revised documentation target dates for test plans and risk and controls.

Key Discussion Items From Last Update -

Workday Project Governance & System Development Life Cycle
o Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase (per CHG 07: A project methodology governs program development
activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.) and complete a review/sign-off of key project deliverables such as design documentations,
key design decisions, test scripts and testing deficiency resolution.
o We observed that management is in process of developing the test scripts (including full inventory of reports, interfaces, and end to end processes). This process should be developed collaboratively
by Arch management and engaged service providers, and formally reviewed and approved by Arch management before End to End testing begins (target date of Sept 12, 2022).

Workday Risk & Controls
e Existing Workday HCM controls not sufficient. Risk and control matrices (RCMs), both IT and business process, need to be updated for Workday GL implementation for below areas:

o Workday change management processes have not yet been defined for future state
[ ] Change management policies, including testing expectations and approvals have not been specifically defined for Workday
[ ] There does not appear to be a clear definition of:
] What constitutes an emergency change vs. a pre-approved change vs. standard change
] A governance model with roles and responsibilities for change management
] What types of configuration changes constitute a “key” configuration change and define risk rankings for each key configuration change

. What reports are needed to support monitoring and change management within Workday to support SOX
o Defined organizational expectation regarding segregation of duties (SODs) and specifically the strategy for Workday to comply with organizational expectations for SODs such as define:
o Business access within Workday should be segregated (this has been considered for Workday HCM, but management should consider for over-arching system including GL module)
o Key SOX reports and control performers using key reports (SOD should be considered for control performers and those with access to modify key SOX reports)

Additional Discussion Items From This Week/Upcoming Activities
Testing
. Detailed documentation for overall testing process (testing requirements, test success criteria, testing results) should be performed/maintained for Wave 1 testing (Ellipse Interface)
. We will continue to support questions from management and monitor testing progress from a SOX perspective until detailed review can be initiated for the updated documentation from Arch
implementation team (Updated target date of Sep 19,2022).
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09.08.2022 WDay Change Management - mtg notes

		From

		Blackford, M. Bret

		To

		Lorson, John; Goede, Rhonda; Szczepan, Greg; Zambo, Marty; Kappel, Paul; McAdams, Paul; DiFatta, Anthony

		Cc

		Blackford, M. Bret; Duncan, Steve

		Recipients

		JLorson@archrsc.com; RGoede@archrsc.com; gszczepan@archrsc.com; rzambo@archrsc.com; pkappel@archrsc.com; pmcadams@archrsc.com; adifatta@archrsc.com; mblackford@archrsc.com; sduncan@archrsc.com



All,



 



A good initial discussion today as we walked through change management expectations when we go-live with Workday in January 2023. As mentioned, we will need to have an understanding of the process and procedures to follow when we are making a WDay related changes that has been identified as “important”. 



 



From this initial meeting we have aligned that changes to core financial functionality (not HCM/Payroll) will require standard change control using ServiceNow change process.



 



Core financial functionality: 



key calculations, reports, roles/permissions, Business Processes (how we utilize the system), integrations/interfaces.  Other items are still be defined as the team works through end-to-end (E2E) testing. 



 



 



Follow-up:



1.	Bret to contact Marc Erlich to discuss what other Workday FIN clients do for change management

2.	John Lorson to work with the Accounting and Finance team to identify key reports, processes, integrations, etc. that should be included or considered for change control



a.	Team to regroup later to revisit list and determine appropriate change control



3.	John Lorson and Bret Blackford to get with Marc Erlich to determine what Workday reports are available to show system changes.  We then need to determine if we care about changes noted and for those which are considered important make sure we have change control.

4.	Document what Workday tenant environments exist for testing and how to use

5.	Before go-live Steve Duncan to provide an overview of how to request or enter a change ticket



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 
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Workday Implementation Internal Audit Assessment 

		From

		LaBell, Derek

		To

		Zambo, Marty; Lorson, John; Blackford, M. Bret; Szczepan, Greg

		Cc

		Giljum, Matt; Ziegler, John; Peter Mahoney (US); Nicole Pledger (US)

		Recipients

		rzambo@archrsc.com; JLorson@archrsc.com; mblackford@archrsc.com; gszczepan@archrsc.com; mgiljum@archrsc.com; JZiegler@archrsc.com; peter.r.mahoney@pwc.com; nicole.pledger@pwc.com



Attached is the most recent Internal Audit Workday Implementation status report.  As you will notice in the report, we are in the midst of assessing a number of different areas such as risks, controls, configurations, end to end testing, and security.  We’ll be reaching out to your teams for any additional questions and will be scheduling some time soon to provide feedback from our assessment so far.



 



Let me know if you have any questions.  



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status October 7th 





Workday Project Governance & System Development Life Cycle 


Audit began in process review of End to End testing (management commenced E2E on 9/19/22) support and will continue to provide feedback on testing.





Workday Risk & Controls


Gained system access to the tenant and received the necessary system auditor and report writer security groups.


Reviewed the provided Risk and control matrices (RCMs) for the FInancial Accounting business process and the configuration in the Tenant, and started to identify gaps and additional risks for management's consideration.


Reviewed the legacy Oracle RCMs and identified potential gaps from previous risks and controls from the provided Financial Accounting controls.


Commenced reviewing the initial documentation provided for the Security Assessment over sensitive access and segregation of duties.


Commenced drafting custom reports for sensitive access and segregation of duties assessment.


RCMs, both IT and business process, need to be updated for the Workday GL implementation. Specifically addressing business process risks, change management process, policies, definitions, governance model, and approvals.





Next Steps and Upcoming Activities


Overall Status/Risks


Risk and controls design for the Workday implementation is a critical component for an effective and SOX ready implementation. Audit is in process of assessing controls and configurations, but there will be limited time for management to respond to the feedback prior to go-live.


Meet with stakeholders to review and provide feedback on Financial Accounting business process risk and controls.


ACTION: Please provide the names of the key stakeholders we should meet with to discuss controls.


Finalize draft assessment of the Financial Accounting business process risks and controls and provide recommendations for managements review.


Meet with stakeholders to align sensitive access and segregation of duties frameworks.


ACTION: Please provide the names of the key stakeholders we should meet with to discuss controls.


Complete custom report development for sensitive access and segregation of duties analysis.


Assess configurable security setup to identify gaps around sensitive access and segregation of duties conflicts.


Continue to evaluate End to End testing support and progress





Key Discussion Items From Last Update





Previously Identified Risks (Refer to previous status for additional detail)


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase per CHG 07 (SOX control).


Workday financial, change management and SOD processes have not yet been defined for future state.
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Arch Resources Workday Assessment: Project Status October 7th 



Workday Project Governance & System Development Life Cycle 

Audit began in process review of End to End testing (management commenced E2E on 9/19/22) support and will continue to provide feedback on testing.



Workday Risk & Controls

Gained system access to the tenant and received the necessary system auditor and report writer security groups.

Reviewed the provided Risk and control matrices (RCMs) for the FInancial Accounting business process and the configuration in the Tenant, and started to identify gaps and additional risks for management's consideration.

Reviewed the legacy Oracle RCMs and identified potential gaps from previous risks and controls from the provided Financial Accounting controls.

Commenced reviewing the initial documentation provided for the Security Assessment over sensitive access and segregation of duties.

Commenced drafting custom reports for sensitive access and segregation of duties assessment.

RCMs, both IT and business process, need to be updated for the Workday GL implementation. Specifically addressing business process risks, change management process, policies, definitions, governance model, and approvals.



Next Steps and Upcoming Activities

Overall Status/Risks

Risk and controls design for the Workday implementation is a critical component for an effective and SOX ready implementation. Audit is in process of assessing controls and configurations, but there will be limited time for management to respond to the feedback prior to go-live.

Meet with stakeholders to review and provide feedback on Financial Accounting business process risk and controls.

ACTION: Please provide the names of the key stakeholders we should meet with to discuss controls.

Finalize draft assessment of the Financial Accounting business process risks and controls and provide recommendations for managements review.

Meet with stakeholders to align sensitive access and segregation of duties frameworks.

ACTION: Please provide the names of the key stakeholders we should meet with to discuss controls.

Complete custom report development for sensitive access and segregation of duties analysis.

Assess configurable security setup to identify gaps around sensitive access and segregation of duties conflicts.

Continue to evaluate End to End testing support and progress



Key Discussion Items From Last Update



Previously Identified Risks (Refer to previous status for additional detail)

Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase per CHG 07 (SOX control).

Workday financial, change management and SOD processes have not yet been defined for future state.
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Arch Resources Workday Pre-Imp Assessment Update

		From

		Jeremy Rhoads (US)

		To

		Blackford, M. Bret; LaBell, Derek; Lorson, John; Zambo, Marty

		Cc

		Gurmeet Sawhney (US); Nicole Pledger (US); Jasmin Randhawa (US); Peter Mahoney (US)

		Recipients

		mblackford@archrsc.com; dlabell@archrsc.com; JLorson@archrsc.com; rzambo@archrsc.com; gurmeet.sawhney@pwc.com; nicole.pledger@pwc.com; jasmin.k.randhawa@pwc.com; peter.r.mahoney@pwc.com



CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.





Hello All, 



Happy Friday! Thank you for taking the time to walk through the Workday Assessment Update with us. 



Please find attached the slides that we discussed during the meeting for your review and reference. 



If you have any questions or comments please don't hesitate to reach out and we are happy to discuss in further detail. 



Best,

Jeremy




-- 


Jeremy Rhoads 




PwC | Manager | Cyber Risk & Regulatory Technology Solutions

Mobile: +1 (703) 295-2841

Email: Jeremy.Rhoads@PwC.com

PricewaterhouseCoopers LLP | Phoenix, AZ

http://www.pwc.com/us






The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 








In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.








PricewaterhouseCoopers LLP is a Delaware limited liability partnership.  This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.
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Background





As part of the overall assessment of the Arch Resources Workday control environment, we reviewed the Workday Financial Management - General Ledger Controls and any changes to the Information Technology General Controls (ITGCs) as a result of the expanded Workday functionality, and assessed against industry leading practice. These procedures were performed based on the Archcoal4 tenant from October 3rd to October 20th. For this assessment we:





Reviewed the Workday Financial Management - General Ledger risk and controls matrix (RCM)


Reviewed the Workday ITGCs RCM


Identified gaps or areas for improvement over the provided risks and controls


Provided recommendations for addressing gaps and/or automated control improvements








This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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Workday Financial Management - General Ledger - Journal Entries








		


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


What is it? Journal entries (manual, external, etc.) are reviewed, approved, and authorized in order to provide complete, accurate, and valid postings to the GL.





Why is it important? Inaccurate or invalid journal entries that post to the GL result in misstated financial statements.





The 'Accounting Journal Event' and ‘Accounting Journal Unpost-Reverse Event’ business process definitions are not configured with any approval steps in the tenant. As a result manual journal entries do not require any approval prior to posting. There are no custom validations to validate that manual journal entries are posted to the appropriate accounts.


Observation:


Recommendation: 


Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' and 'Accounting Journal Unpost-Reverse Event' business process definitions to require approval for journal entries prior to completion.


Define a control that validates a bulk import of journal entries done through EIB on the 'Accounting Journal Event' BP with appropriate approvals and routing restrictions.
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Workday Financial Management - General Ledger - Period Close








		


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


What is it? At the end of each period ensure reconciliations of GL accounts and suspense transactions are identified and are complete, accurate, and valid postings to the GL and performed within the appropriate time period.





Why is it important? These reconciliations and suspense transactions ensure postings are complete and accurate, checklists completed, and fixed operational entries resulting in correct financial statements.





There are gaps around key account reconciliations and their completion before period close and the monitoring of period close activities does not fully mitigate the risk of appropriate completion of checklists.


Observation:


Recommendation: 


Document processes around account balance reconciliations. These reconciliations should be reviewed for completeness and confirmation that any issues identified have been resolved.


Configure the 'Period Close Event' business process definition to include to-do steps required and an appropriate approval step with routing restrictions to automate the process.


Identify and document the period close checklist with specific attributes applicable to Workday that are reviewed on the closing checklist to validate that key steps are performed including suspense transaction reviews.
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Workday Financial Management - General Ledger - Control Accounts








		


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


What is it? Control accounts are summary accounts for the GL.





Why is it important? Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) need to be accurate in order to support accurate balances. 





Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) are not configured as control accounts to enable warnings on directly posting to the general ledger via manual journal entries.  Further an approval step or routing restrictions  are not configured within the 'Accounting Journal Event' to require approval if the journal contains a control account.


Observation:


Recommendation: 


Enable warnings for directly posting to critical subledger accounts to prevent inaccurate final ledger balances. 


Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' business process definition to require approvals for any and journal entries.


Utilize standard reports, such as 'Assets to Ledger Reconciliation' are generated and reviewed before period close to identify any discrepancies due to  future-dated transactions, etc.
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Workday Financial Management - General Ledger - Allocations








		


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


What is it? Allocation journal entries and underlying details are required to be approved prior to posting.





Why is it important? Costs are not appropriately allocated, resulting in inappropriate financial reporting





There is a gap in processes to monitor appropriate allocation of costs. The 'Allocation Finalize Event' business process definition is not configured with any approval steps or allocation percentages in the tenant so all allocation transactions automatically post once initiated.


Observation:


Recommendation: 


Add an approval step with appropriate routing restrictions in the 'Allocation Finalize Event' business process definition to require approval for all allocation transactions before they are posted. 


Implement a manual control to review the allocation, including the underlying allocation definition and statistics to determine whether the allocation is appropriate 
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Workday Financial Management - General Ledger - Intercompany Transactions








		


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


What is it? Intercompany transactions are internal transfer of funds within the organization.





Why is it important? Eliminating (where appropriate) and if necessary confirming intercompany transaction balances are complete, accurate, and captured in a timely manner results in accurate financial statements.





The 'Accounting Journal Intercompany Event' business process definition is not configured with any approval steps and/or routing restrictions in the tenant so all transactions are bypassed.


Observation:


Recommendation: 


Add an approval step with appropriate routing restrictions in the 'Accounting Journal Intercompany Event' business process definition to require approval for all intercompany elimination transactions.
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Workday Financial Management - General Ledger - GL Maintenance 








		


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


What is it? Ensuring transactions are posted to the appropriate ledger accounts.





Why is it important? Account posting rules are configured to post transactions to appropriate ledger accounts based on configured posting rules, which match the company's accounting policy.


Documented that payroll account posting rules were configured, but remaining GL account posting rules were not configured to post transactions to appropriate ledger accounts based on configured posting rules.


Observation:


Recommendation: 


Determine and configure key account posting rules to direct posting transactions to their appropriate ledger accounts to automate this process and automatically perform consolidations.
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ITGC Assessment


As a result of the assessment, the team reviewed and assessed the “new” controls as part of the Financial Management - GL  implementation. The existing ITGCs and applicable processes that exist were deemed out of scope for this assessment. As such, there were three areas within Change Management that are noted as unmitigated or partially mitigated risk areas. These key areas for managements review and consideration include: 





Change Categorization


Changes are directly configured within Workday, in the current state, without following a testing/approval protocol or categorization, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting. This will be important for managements monitoring as well as determining a complete population of SOX changes.





		Emergency Changes


Emergency changes do not follow the change management procedures and bypass established processes resulting in invalid or inaccurate changes made.





Change Monitoring


Changes to Workday that are not properly monitored which increases the risk of invalid data, fraud, and/or unreliable financial information and report outputs. Management is in the process determining logging to monitor changes, but it has not been fully designed. 














This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources




















11


ITGC Assessment - Change Categorization


What is it? Different types of configuration changes are classified into different categories, with different testing and approval processes for each change category.





Why is it important? Changes that are incorrectly classified may go through incorrect change management processes and allow for certain changes to bypass testing and approval.





It is unclear how management differentiates which change is categorized into categories. These could be defined as emergency, expedited, normal, or standard changes. This may lead to change tickets being incorrectly classified as standard changes, which may not go through an approval process.


Observation:


Recommendation: 


Clearly differentiate between the different categories of changes and define what types of changes are emergency, expedited, normal, or standard. (Refer to the Appendix for examples of key configuration changes)


Formally document the types of configuration changes that fall into the different change classifications. 


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Emergency Changes


What is it? Emergency changes are high-priority changes that often go through review and approval after the change has already been made.





Why is it important? Due to the nature of their urgency, emergency changes typically do not follow normal change management procedures and can result in inappropriate changes to the tenant if there is a lack of retrospective review and approval.








It is not specified what Management considers as an emergency change or what qualifies as a critical priority incident for emergency changes. 


Observation:


Recommendation: 


Refer to previous slide (Change Classification) for recommendations regarding the categorization of changes.  (Refer to the Appendix for examples of key configuration changes)


Define a time frame for retrospective approval of emergency changes. 


Formally document a control over emergency change procedures. 


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Change Monitoring


What is it? Change monitoring is the review and reconciliation of key configuration changes in the tenant to approved change requests.





Why is it important? Unauthorized changes may be directly configured within Workday without following a testing/approval protocol, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting.





The change monitoring activities are still in process of being developed and there are currently no defined procedures regarding Workday configuration change monitoring to validate that key configuration changes were appropriately authorized.


Observation:


Recommendation: 


Maintain a list of key configuration changes and clearly identify risk rankings and procedures for each key configuration change. 


Periodically reconcile key changes to approved tickets in order to validate that key changes follow the appropriate testing and approval procedures. For changes that did not obtain proper approval, investigate and resolve the discrepancy. Store and maintain proof of reconciliation and evidence of sign-off in a shared drive for ease of traceability.


Formally document a control over change monitoring.


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Going Forward


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources


Phase 1


Review and Prioritize Recommendations


Phase 2


Implement Remediation Activities


Phase 3


Develop Risk and Control Matrix


Phase 4


Sign Off and Deploy


Phase 5


Sustain Ongoing Monitoring Controls


Review recommendations for each of the areas discussed


Prioritize and rank the recommendations


Identify remediation activities and define owners for each action item 


Identify key IT risks and map them to controls


Develop an IT general controls risk and control matrix 


Obtain sign off from key stakeholders


Deploy the newly documented controls


Complete required training for new controls/procedures


Develop a process to monitor the IT general controls on a regular basis


With new features released semi-annually, a controls impact analysis is recommended.


Implement configuration updates as required


Where applicable, define and build reports for monitoring/manual review


 




















Appendix


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources




















Appendix - Key Configuration Changes


This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources








In Workday, there are a number of different types of configuration changes that should be considered when developing change management procedures:


Integrations


Custom Reports


Business Process Definitions 


Condition Rules


Validation Rules


Calculated Fields


Security Configurations


Semi-Annual Release & Service Updates


Tasks 


Organization Setup


Tenant Setup


			Configuration Type			Low			Medium			High


			Domain / Task			Change Profile Photo			Set Up Compensation Packages			Process Payroll





For each object, the following fields should be defined:


			Technical Object			Function			Risk Ranking			Technical Owner			Business Lead			Alternate Business Lead			Informed Parties


			Business Process Definition			Hire			Medium			Workday Analyst			HR Business Lead			Compensation Business Lead			Compliance





Within each of these areas, specific objects may be ranked to differentiate between high, medium, and lower risk items. Example:
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Background



As part of the overall assessment of the Arch Resources Workday control environment, we reviewed the Workday Financial Management - General Ledger Controls and any changes to the Information Technology General Controls (ITGCs) as a result of the expanded Workday functionality, and assessed against industry leading practice. These procedures were performed based on the Archcoal4 tenant from October 3rd to October 20th. For this assessment we:



Reviewed the Workday Financial Management - General Ledger risk and controls matrix (RCM)

Reviewed the Workday ITGCs RCM

Identified gaps or areas for improvement over the provided risks and controls

Provided recommendations for addressing gaps and/or automated control improvements





This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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Workday Financial Management - General Ledger - Journal Entries





		

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

What is it? Journal entries (manual, external, etc.) are reviewed, approved, and authorized in order to provide complete, accurate, and valid postings to the GL.



Why is it important? Inaccurate or invalid journal entries that post to the GL result in misstated financial statements.



The 'Accounting Journal Event' and ‘Accounting Journal Unpost-Reverse Event’ business process definitions are not configured with any approval steps in the tenant. As a result manual journal entries do not require any approval prior to posting. There are no custom validations to validate that manual journal entries are posted to the appropriate accounts.

Observation:

Recommendation: 

Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' and 'Accounting Journal Unpost-Reverse Event' business process definitions to require approval for journal entries prior to completion.

Define a control that validates a bulk import of journal entries done through EIB on the 'Accounting Journal Event' BP with appropriate approvals and routing restrictions.
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Workday Financial Management - General Ledger - Period Close





		

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

What is it? At the end of each period ensure reconciliations of GL accounts and suspense transactions are identified and are complete, accurate, and valid postings to the GL and performed within the appropriate time period.



Why is it important? These reconciliations and suspense transactions ensure postings are complete and accurate, checklists completed, and fixed operational entries resulting in correct financial statements.



There are gaps around key account reconciliations and their completion before period close and the monitoring of period close activities does not fully mitigate the risk of appropriate completion of checklists.

Observation:

Recommendation: 

Document processes around account balance reconciliations. These reconciliations should be reviewed for completeness and confirmation that any issues identified have been resolved.

Configure the 'Period Close Event' business process definition to include to-do steps required and an appropriate approval step with routing restrictions to automate the process.

Identify and document the period close checklist with specific attributes applicable to Workday that are reviewed on the closing checklist to validate that key steps are performed including suspense transaction reviews.
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Workday Financial Management - General Ledger - Control Accounts





		

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

What is it? Control accounts are summary accounts for the GL.



Why is it important? Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) need to be accurate in order to support accurate balances. 



Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) are not configured as control accounts to enable warnings on directly posting to the general ledger via manual journal entries.  Further an approval step or routing restrictions  are not configured within the 'Accounting Journal Event' to require approval if the journal contains a control account.

Observation:

Recommendation: 

Enable warnings for directly posting to critical subledger accounts to prevent inaccurate final ledger balances. 

Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' business process definition to require approvals for any and journal entries.

Utilize standard reports, such as 'Assets to Ledger Reconciliation' are generated and reviewed before period close to identify any discrepancies due to  future-dated transactions, etc.
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Workday Financial Management - General Ledger - Allocations





		

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

What is it? Allocation journal entries and underlying details are required to be approved prior to posting.



Why is it important? Costs are not appropriately allocated, resulting in inappropriate financial reporting



There is a gap in processes to monitor appropriate allocation of costs. The 'Allocation Finalize Event' business process definition is not configured with any approval steps or allocation percentages in the tenant so all allocation transactions automatically post once initiated.

Observation:

Recommendation: 

Add an approval step with appropriate routing restrictions in the 'Allocation Finalize Event' business process definition to require approval for all allocation transactions before they are posted. 

Implement a manual control to review the allocation, including the underlying allocation definition and statistics to determine whether the allocation is appropriate 
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Workday Financial Management - General Ledger - Intercompany Transactions





		

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

What is it? Intercompany transactions are internal transfer of funds within the organization.



Why is it important? Eliminating (where appropriate) and if necessary confirming intercompany transaction balances are complete, accurate, and captured in a timely manner results in accurate financial statements.



The 'Accounting Journal Intercompany Event' business process definition is not configured with any approval steps and/or routing restrictions in the tenant so all transactions are bypassed.

Observation:

Recommendation: 

Add an approval step with appropriate routing restrictions in the 'Accounting Journal Intercompany Event' business process definition to require approval for all intercompany elimination transactions.
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Workday Financial Management - General Ledger - GL Maintenance 





		

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

What is it? Ensuring transactions are posted to the appropriate ledger accounts.



Why is it important? Account posting rules are configured to post transactions to appropriate ledger accounts based on configured posting rules, which match the company's accounting policy.

Documented that payroll account posting rules were configured, but remaining GL account posting rules were not configured to post transactions to appropriate ledger accounts based on configured posting rules.

Observation:

Recommendation: 

Determine and configure key account posting rules to direct posting transactions to their appropriate ledger accounts to automate this process and automatically perform consolidations.
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ITGC Assessment

As a result of the assessment, the team reviewed and assessed the “new” controls as part of the Financial Management - GL  implementation. The existing ITGCs and applicable processes that exist were deemed out of scope for this assessment. As such, there were three areas within Change Management that are noted as unmitigated or partially mitigated risk areas. These key areas for managements review and consideration include: 



Change Categorization

Changes are directly configured within Workday, in the current state, without following a testing/approval protocol or categorization, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting. This will be important for managements monitoring as well as determining a complete population of SOX changes.



		Emergency Changes

Emergency changes do not follow the change management procedures and bypass established processes resulting in invalid or inaccurate changes made.



Change Monitoring

Changes to Workday that are not properly monitored which increases the risk of invalid data, fraud, and/or unreliable financial information and report outputs. Management is in the process determining logging to monitor changes, but it has not been fully designed. 









This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Change Categorization

What is it? Different types of configuration changes are classified into different categories, with different testing and approval processes for each change category.



Why is it important? Changes that are incorrectly classified may go through incorrect change management processes and allow for certain changes to bypass testing and approval.



It is unclear how management differentiates which change is categorized into categories. These could be defined as emergency, expedited, normal, or standard changes. This may lead to change tickets being incorrectly classified as standard changes, which may not go through an approval process.

Observation:

Recommendation: 

Clearly differentiate between the different categories of changes and define what types of changes are emergency, expedited, normal, or standard. (Refer to the Appendix for examples of key configuration changes)

Formally document the types of configuration changes that fall into the different change classifications. 

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Emergency Changes

What is it? Emergency changes are high-priority changes that often go through review and approval after the change has already been made.



Why is it important? Due to the nature of their urgency, emergency changes typically do not follow normal change management procedures and can result in inappropriate changes to the tenant if there is a lack of retrospective review and approval.





It is not specified what Management considers as an emergency change or what qualifies as a critical priority incident for emergency changes. 

Observation:

Recommendation: 

Refer to previous slide (Change Classification) for recommendations regarding the categorization of changes.  (Refer to the Appendix for examples of key configuration changes)

Define a time frame for retrospective approval of emergency changes. 

Formally document a control over emergency change procedures. 

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Change Monitoring

What is it? Change monitoring is the review and reconciliation of key configuration changes in the tenant to approved change requests.



Why is it important? Unauthorized changes may be directly configured within Workday without following a testing/approval protocol, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting.



The change monitoring activities are still in process of being developed and there are currently no defined procedures regarding Workday configuration change monitoring to validate that key configuration changes were appropriately authorized.

Observation:

Recommendation: 

Maintain a list of key configuration changes and clearly identify risk rankings and procedures for each key configuration change. 

Periodically reconcile key changes to approved tickets in order to validate that key changes follow the appropriate testing and approval procedures. For changes that did not obtain proper approval, investigate and resolve the discrepancy. Store and maintain proof of reconciliation and evidence of sign-off in a shared drive for ease of traceability.

Formally document a control over change monitoring.

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Going Forward

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources

Phase 1

Review and Prioritize Recommendations

Phase 2

Implement Remediation Activities

Phase 3

Develop Risk and Control Matrix

Phase 4

Sign Off and Deploy

Phase 5

Sustain Ongoing Monitoring Controls

Review recommendations for each of the areas discussed

Prioritize and rank the recommendations

Identify remediation activities and define owners for each action item 

Identify key IT risks and map them to controls

Develop an IT general controls risk and control matrix 

Obtain sign off from key stakeholders

Deploy the newly documented controls

Complete required training for new controls/procedures

Develop a process to monitor the IT general controls on a regular basis

With new features released semi-annually, a controls impact analysis is recommended.

Implement configuration updates as required

Where applicable, define and build reports for monitoring/manual review

 













Appendix

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources













Appendix - Key Configuration Changes

This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources





In Workday, there are a number of different types of configuration changes that should be considered when developing change management procedures:

Integrations

Custom Reports

Business Process Definitions 

Condition Rules

Validation Rules

Calculated Fields

Security Configurations

Semi-Annual Release & Service Updates

Tasks 

Organization Setup

Tenant Setup

		Configuration Type		Low		Medium		High

		Domain / Task		Change Profile Photo		Set Up Compensation Packages		Process Payroll



For each object, the following fields should be defined:

		Technical Object		Function		Risk Ranking		Technical Owner		Business Lead		Alternate Business Lead		Informed Parties

		Business Process Definition		Hire		Medium		Workday Analyst		HR Business Lead		Compensation Business Lead		Compliance



Within each of these areas, specific objects may be ranked to differentiate between high, medium, and lower risk items. Example:
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RE: Arch Resources Workday Pre-Implementation Review - Security Assessment Results

		From

		Jeremy Rhoads (US)

		To

		Peter Mahoney (US); Gurmeet Sawhney (US); Nicole Pledger (US); Jasmin Randhawa (US); LaBell, Derek; Blackford, M. Bret; Lorson, John; Zambo, Marty; Szczepan, Greg; Goede, Rhonda; Hensala, Greg

		Cc

		Giljum, Matt

		Recipients

		peter.r.mahoney@pwc.com; gurmeet.sawhney@pwc.com; nicole.pledger@pwc.com; jasmin.k.randhawa@pwc.com; dlabell@archrsc.com; mblackford@archrsc.com; JLorson@archrsc.com; rzambo@archrsc.com; gszczepan@archrsc.com; RGoede@archrsc.com; GHensala@archrsc.com; mgiljum@archrsc.com



CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.





Hi All,



 



As requested, please find attached the presentation materials from our discussion and also attached are the supporting documentation for both the Sensitive Access Results and the Segregation of Duties Results. 



 



Additionally, the three individuals that were identified yesterday will be receiving a separate email today to log in to the Workbench tool to view the BI Dashboards highlighting these results in a user-friendly visualization.



 



If you have any questions or comments please let us know and we are happy to discuss. 



 



Best,



Jeremy



 



Jeremy Rhoads



 



PwC | Manager | Cyber Risk & Regulatory Technology Solutions



Mobile: +1 (703) 295-2841



Email: Jeremy.Rhoads@PwC.com



PricewaterhouseCoopers LLP | Phoenix, AZ



http://www.pwc.com/us



 



-----Original Appointment-----
From: Peter Mahoney (US) <peter.r.mahoney@pwc.com> 
Sent: Friday, November 4, 2022 11:55 AM
To: Peter Mahoney (US); Gurmeet Sawhney (US); Nicole Pledger (US); Jeremy Rhoads (US); Jasmin Randhawa (US); LaBell, Derek; Blackford, M. Bret; Lorson, John; Zambo, Marty; gszczepan@archrsc.com; Goede, Rhonda; Hensala, Greg
Cc: mgiljum@archrsc.com; Conference Room - STL - Accounting
Subject: Arch Resources Workday Pre-Implementation Review - Security Assessment Results
When: Monday, November 14, 2022 3:30 PM-4:00 PM (UTC-06:00) Central Time (US & Canada).
Where: 



 



Good afternoon,









Setting time for the discussion of the Sensitive Access (SA) and Segregation of Duties (SOD) analysis performed based on the agreed upon SA and SOD framework.









Please let me know if you have any questions.









Thanks,
Pete



 



________________________________________________________________________________ 



Microsoft Teams meeting 



Join on your computer, mobile app or room device 



Click here to join the meeting 



Meeting ID: 233 691 818 770 
Passcode: ap5sKP 



Download Teams | Join on the web



Join with a video conferencing device 



teams@vconlink.pwc.com 



Video Conference ID: 114 490 177 4 



Alternate VTC instructions 



Or call in (audio only) 



+1 213-493-9475,,106815201#   United States, Los Angeles 



Phone Conference ID: 106 815 201# 



Find a local number | Reset PIN 



Learn More | Meeting options 



________________________________________________________________________________ 





  _____  


The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 





In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.





PricewaterhouseCoopers LLP is a Delaware limited liability partnership. This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.





  _____  
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Background

We performed a security assessment on the Financial Accounting and System functional areas. This assessment identified a
framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources
determined as key financial risks to the organization.

The SA and SOD assessment used data extracted from the Archcoal4 (Implementation) Workday tenant on November 2, 2022.
The SA/SOD analysis was performed on the agreed-upon framework by process owners.

The SA/SOD analysis excludes the following types of user accounts:

° Implementer accounts
o  There are 25 accounts have elevated access rights across functional areas required for implementation purposes

by the project team.
o  Werecommend that there is a clear strategy in place for when this access will be removed at go-live.

e System & Workday-owned accounts
o  Workday maintains certain system accounts, e.g., “wd-support” to which only Workday has access to provide

emergency support.
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Assessment Metrics

Out of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) controls across the Financial Accounting and
System functional areas:

Segregation of Duties Metrics:

e 13 of 13 SODs tested have users in conflict
o 5 Financial Accounting SODs had conflicts
o 8 System SODs had conflicts
e 1out of the 13 SODs noted have more than 10 users in conflict

Sensitive Access Metrics

e 7o0f 20 SAs points displayed excessive access to higher risk abilities

ARCH
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, documented and configurable
mitigating controls were evaluated for ways to address the financial risk that the conflict presents to the organization. The following
observations were identified:

Theme/Observation Risk/Impact Recommendation for Consideration

Review the security groups with excessive
Inherent Security Group Conflicts . . access and/or inherent conflicts and remove
Th SOD violati db Excesstve access for securijiRiEneiiy access where possible to resolve conflicts. If
1 i ;I‘e al;e scurity group eon ?lljetcause ¥ | allow for unilateral performance of access removfl is not an option identifyé
inherent security group contiicts, conflicting abilities, which may result in b ption,
meaning that the same security group : . mitigating control to confirm that access to
. : unauthorized transactions. o . .
has access to conflicting functions. the conflict is restricted to the appropriate
end-users.

Implement and identify controls in place to
mitigate key financial risk and include key
attributes to facilitate effective operation of
controls: Control Performer, Control
Frequency, Reports Utilized in Review, Steps
mitigaFe the risk of users hgyipg etacting et i n—— 1\ 1c involvgd, investigation criteria, anfl releyant
excessive access and/or abilities to needed assertions. As part of the controls identified,
perform conflicting abilities. ) confirm that segregation of duties exists
between the control performer and reviewer.

Management has not yet established
formalized documentation around
2 processes and procedures in place that

Users have the ability to bypass controls
which may result in performing
unauthorized or inappropriate
transactions and lead to difficulty in
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, mitigating controls were evaluated for
ways to address the financial risk that the conflict presents to the organization. The following observations were identified:

# Theme/Observation Risk/Impact Recommendation for Consideration
Integration System Users An unauthorized user logging in under Disable the ability to allow ISUs having user
There are 53 Integration System Users an ISU account may potentially perform @nterf.ace access. If this is.not an optipn, .

3 (T b e @oaiimgnedl o eillory Lot inaccurate or erroneous transactions. identify a control to monitor ISU loglns. via the

. . . These abilities cannot be monitored or UI on an ongoing basis to decrease the impact
via the user interface (using traced back to the specific user due to the | of inappropriate and unauthorized
username/password). general nature of the ISU account name. | transactions.
ARCH 6
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Next Steps

->  Review of Sensitive Access assessment output
€  All sensitive access elements should be reviewed for appropriateness of the security groups and users that have access to
each function as per comments in the output
-  Review of Segregation of Duties analysis output
€  Where possible, SOD risks should be remediated by addressing inherent conflicts (i.e. have zero users in conflict). All SoDs
should be reviewed to look at the access points and users across both abilities and how the risk may be reduced
€  We understand some of the SOD results are showing up as designed by the business process, but to the extent that the SoD
cannot be fully remediated, mitigating controls should be developed to address residual risk exposures. Examples include
enforcing additional manual process controls, or user monitoring over these conflicting functions and/or power users.
-  Identification of mitigating controls
€  Where manual review controls are required to fully mitigate SOD risk, consider designing, implementing, and
documenting mitigating controls for those manual reviews
ARCH 7
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Appendix - Examples of Key Themes

For each of the 2 themes identified, examples of abilities assessed and matching mitigating control recommendations are below:

Theme Identified

Example SA/SOD

Recommendation Example

Inherent Security Group Conflicts

SOD- 11: Security Configuration AND Assign
User-Based Security Groups

Review the appropriateness of the 'Security
Configurator' security group from having access to both
configure security and assign user-based security
groups.

Mitigating Controls

SOD 7: Edit Business Process Definitions AND
Assign User-Based Security Groups

Implement a manual review to monitor the processes
around editing business process definitions and
assigning user-based security groups to validate no user
in conflict is performing both abilities.
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Introduction





						Arch Resources


						Workday Sensitive Access (SA) Assessment												DRAFT





						1. This Sensitive Access assessment is based on data extracted from ARCHCOAL4 IMPL tenant on 11/02/22 .
 


						2. User counts excludes the following member types: 


						- Users assigned to the "Implementer" security group: These accounts have elevated access rights.  See tab "Implementers" for a list of implementer accounts.


						- Integration systems accounts: Integration system accounts are "non-user" accounts needed for interfaces to communicate egress and ingress data. Each interface is required to be assigned to a set of security groups to update and in- or outbound data fields.


						- System & Workday-owned accounts: Workday maintains certain system accounts, e.g. "wd-support" to which only Workday has access to provider emergency support.





































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Output Summary


						Enterprise Control - Workday Sensitive Access (SA) Assessment





																		DRAFT


						#			Functional Area			Ability			Risk			Ability - BP / Domains			User Count			Workday Security Groups			Comments


						SA-1			Financial Accounting			Open Close Periods			Provides potentially unauthorized access to open and close accounting periods.			Domain: Process: Close Year End
Domain: Process: Period End
			5			Accounting Operations Lead
			Security group with this ability appear to be appropriate.


						SA-2			Financial Accounting			Set Up Periods			Provides potentially unauthorized access to set up periods and period-close activities.			Domain: Set Up: Ledger and Book
Domain: Set Up: Period Close
			8			Common Finance Configurator
			Security group with this ability appear to be appropriate.


						SA-3			Financial Accounting			Perform Journal Entries			Provides potentially unauthorized access to create and post manual journal entries, or unpost journal entries.			Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event
			9			Accountant
Accounting Operations Lead
			Security groups with this ability appear to be appropriate.


						SA-4			Financial Accounting			Update Chart of Accounts			Unauthorized or inaccurate changes to the chart of accounts could result in inappropriate accounting transactions.			Domain: Set Up: Accounts
			8			Common Finance Configurator
			Security group with this ability appear to be appropriate.


						SA-5			Financial Accounting			Maintain Financial Accounting Rules / Set Ups			Provides potentially unauthorized access to set up/modify accounting rules, customer categories, fiscal schedule, ledger and book usage, receivable write-off categories, revenue categories, spend categories, and supplier categories which may result in inaccurate journals.			Domain: Set Up: Accounting Rules
Domain: Set Up: Company
Domain: Set Up: Company Accounting
Domain: Set Up: Company General
Domain: Set Up: Customer Categories
Domain: Set Up: Financial Accounting
Domain: Set Up: Fiscal Schedule
Domain: Set Up: Interest Rate and Late Fee Rule
Domain: Set Up: Journal Source
Domain: Set Up: Ledger and Book
Domain: Set Up: Loan
Domain: Set Up: Period Close
Domain: Set Up: Receivable Overpayment
Domain: Set Up: Receivable Write-off Categories
Domain: Set Up: Revenue Categories
Domain: Set Up: Spend Categories
Domain: Set Up: Supplier Categories
Domain: Set Up: Worktag Balancing
			8			Accounting Configurator
Common Finance Configurator
Finance Organization Administrator
			Review the appropriateness of the 'Accounting Configurator' and 'Common Finance Configurator' security groups from having access to modify financial accounting rules/set ups. Consider limiting their access to 'view' only.

The remaining security group with this ability appears appropriate.


						SA-6			Financial Accounting			Set Up Worktags			Provides potentially unauthorized access to set up and maintain worktags leading to inaccurate reporting.			Domain: Set Up: Enable Worktags
Domain: Set Up: Maintain Custom Worktags
Domain: Set Up: Worktag Balancing
Domain: Set Up: Worktags
			8			Common Finance Configurator
			Security group with this ability appear to be appropriate.


						SA-7			Financial Accounting			Set Up Financial Statement Structure			Provides the ability to make potentially unauthorized changes to financial statement report definitions.			Domain: Reports: Financial Accounting
			7			Accountant
			Security group with this ability appear to be appropriate.


						SA-8			System			Create and Edit Integrations			Provides potentially unauthorized access to set up integration systems or system protocols resulting in inappropriate or unauthorized changes to the critical integration systems and problems with completeness and accuracy of data.			Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs
Domain: Set Up: Map Worktags
			22			Accountant - Integrations
Accounting Center Administrator
Common Finance Configurator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations			Security groups with this ability appear to be appropriate.


						SA-9			System			Edit Business Process Definitions			Provides potentially unauthorized access to manage business process definitions to define the workflow of each business process, including conditions for approvals.			Domain: Business Process Administration
Domain: Manage: Business Process Definitions
			10			Business Process Administrator
HR Business Process Administrator
INT021 - New Hire Outbound Security Group
INT032 ADP Security Group
Payroll Business Process Administrator
Performance Business Process Administrator			Review the appropriateness of the 'INT021- New Hire Outbound Security Group' and 'INT032 ADP Security Group' security group from having access to edit business process definitions.

The remaining security groups with this ability appear to be appropriate.


						SA-10			System			Security Administration			Provides potentially unauthorized access to the creation and maintenance of Workday accounts, establishment of password rules, and management of feature permissions resulting in inappropriate or unauthorized changes to the system security set up.			Domain: Lock Out Workday Accounts
Domain: Security Administration
Domain: Workday Account Passwords
Domain: Workday Accounts
			2			Security Administrator
Security Partner
			Security groups with this ability appear to be appropriate.


						SA-11			System			Security Configuration			Provides access to create unauthorized security groups, make unauthorized changes to security policies, and enable/disable security policies inappropriately which could result in inappropriate security group access.			Domain: Security Activation
Domain: Security Configuration
			2			Security Configurator
			Security groups with this ability appear to be appropriate.


						SA-12			System			Assign Roles			Potentially unauthorized access to assign roles to a user may result in inappropriate levels of access being obtained by that user.			Assign Roles: Assign Roles
			8			Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Talent Administrator
			Review the appropriateness of the 'Alternate Owner, 'Alternate Owner Chain, Hierarchy Owner Chain', and 'Owner' security groups from having access to assign roles. 

Validate that the 'Talent Administrator' only has access to assign a limited number of roles as they relate to the Talent process area.

The remaining security group with this ability appears appropriate ('Security Administrator').


						SA-13			System			Maintain Assignable Roles			Potentially unauthorized access to add new assignable roles and provision access to certain security groups to gain unauthorized access.			Domain: Set Up: Assignable Roles
			2			Security Administrator
			Security group with this ability appear to be appropriate.


						SA-14			System			Assign User-Based Security Groups			Potentially unauthorized access to assign users to user-based security groups may result in inappropriate user access across all organizations (unconstrained).			Domain: User-Based Security Group Administration
			2			Security Administrator
Security Configurator
			Typically this ability is limited to the 'Security Administrator'. Review the appropriateness of the 'Security Configurator' from having access to assign user-based security groups. 


						SA-15			System			Report Output Sharing			Unauthorized ability to share outputs of custom reports used in SOX processes or reporting.			Domain: Report Output Sharing
			56			Report Output Sharing
Report Writer
			There are a large number of groups with access to report output sharing. Consider review of all the groups and users.


						SA-16			System			Create and Modify Custom Reports			Provides potentially unauthorized access to create and modify key custom reports which are used in regulatory reporting leading to inaccurate financial or regulatory reporting.			Domain: Custom Report Administration
Domain: Custom Report Creation
			48			HR Administrator
Report Writer
Setup Administrator
			There are a large number of groups with access to create/modify custom reports. Consider review of all the groups and users.


						SA-17			System			Edit Integration Security			Provides potentially unauthorized access to create integration system users for integration runs resulting in inappropriate or unauthorized executions of business critical integration systems or inappropriate UI access for the system user.			Domain: Integration Security
			2			Security Administrator
			Security group with this ability appear to be appropriate.


						SA-18			System			Edit Tenant Set Up			Provides potentially unauthorized access to tenant set up functions.			Domain: Set Up: Tenant Setup - BP and Notifications
Domain: Set Up: Tenant Setup - Document Categories
Domain: Set Up: Tenant Setup - General
Domain: Set Up: Tenant Setup - Global
Domain: Set Up: Tenant Setup - HCM
Domain: Set Up: Tenant Setup - Integrations
Domain: Set Up: Tenant Setup - Payroll
Domain: Set Up: Tenant Setup - Reporting and Analytics
Domain: Set Up: Tenant Setup - Search
Domain: Set Up: Tenant Setup - Security
Domain: Set Up: Tenant Setup - System
Domain: Set Up: Tenant Setup - Tenant Analyzer
Domain: Set Up: Tenant Setup - Worklets
			7			Business Process Administrator
HR Administrator
Payroll Administrator
Security Administrator
Setup Administrator
			Security groups with this ability appear to be appropriate.


						SA-19			System			Launch/ Schedule Integrations			Provides potentially unauthorized access to run an integration resulting in inappropriate or unauthorized executions of business critical integration systems.			Domain: Integration Build
Domain: Integration Debug
Domain: Integration Event
			20			Accountant - Integrations
Accounting Center Administrator
Budget - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
			There are a large number of groups with access to launch/schedule integrations. While several of them are segmented groups, consider review of all the groups and users, especially administrative groups that would be able to launch all integrations.


						SA-20			System			Sandbox to Production Management (Object Transporter Access)			Privileged access to transport configuration changes from the sandbox tenant to production.			Domain: Configuration Set
Domain: OX for Non-Implementers
			4			Migration Administrator
Setup Administrator
			Security groups with this ability appear appropriate.
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-1


						Sensitive Access Analytic Results for Open Close Periods





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Close Year End			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Close Year End			Domain


						Denise Kelley			DKelley / Denise Kelley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Close Year End			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Close Year End			Domain


						John W. Lorson			JLorson / John W. Lorson			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Close Year End			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Period End			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Period End			Domain


						Denise Kelley			DKelley / Denise Kelley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Period End			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Period End			Domain


						John W. Lorson			JLorson / John W. Lorson			Accounting Operations Lead			Role-Based Security Group (Constrained)			Process: Period End			Domain






















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-2


						Sensitive Access Analytic Results for Set Up Periods





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain




































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-3


						Sensitive Access Analytic Results for Perform Journal Entries





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Christopher L Chard			cchard / Christopher L Chard			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Gina L Brunner			gbrunner / Gina L Brunner			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						John W. Lorson			JLorson / John W. Lorson			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Cathy M. Staley			CStaley / Cathy M. Staley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Denise Kelley			DKelley / Denise Kelley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						John W. Lorson			JLorson / John W. Lorson			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Event			Business Process


						Anthony DiFatta			adifatta / Anthony DiFatta			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Christopher L Chard			cchard / Christopher L Chard			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Gina L Brunner			gbrunner / Gina L Brunner			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						John W. Lorson			JLorson / John W. Lorson			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accountant			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Cathy M. Staley			CStaley / Cathy M. Staley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Denise Kelley			DKelley / Denise Kelley			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process


						John W. Lorson			JLorson / John W. Lorson			Accounting Operations Lead			Role-Based Security Group (Constrained)			Accounting Journal Unpost-Reverse Event			Business Process












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-4


						Sensitive Access Analytic Results for Update Chart of Accounts





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Accounts			Domain




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-5


						Sensitive Access Analytic Results for Maintain Financial Accounting Rules / Set Ups





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Accounting Rules			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Finance Organization Administrator			User-Based Security Group			Set Up: Company			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Finance Organization Administrator			User-Based Security Group			Set Up: Company			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Finance Organization Administrator			User-Based Security Group			Set Up: Company			Domain


						John W. Lorson			JLorson / John W. Lorson			Finance Organization Administrator			User-Based Security Group			Set Up: Company			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Finance Organization Administrator			User-Based Security Group			Set Up: Company			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Finance Organization Administrator			User-Based Security Group			Set Up: Company			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Company Accounting			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Finance Organization Administrator			User-Based Security Group			Set Up: Company General			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Finance Organization Administrator			User-Based Security Group			Set Up: Company General			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Finance Organization Administrator			User-Based Security Group			Set Up: Company General			Domain


						John W. Lorson			JLorson / John W. Lorson			Finance Organization Administrator			User-Based Security Group			Set Up: Company General			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Finance Organization Administrator			User-Based Security Group			Set Up: Company General			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Finance Organization Administrator			User-Based Security Group			Set Up: Company General			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Customer Categories			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Financial Accounting			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Fiscal Schedule			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Interest Rate and Late Fee Rule			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Journal Source			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Ledger and Book			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						John W. Lorson			JLorson / John W. Lorson			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accounting Configurator			User-Based Security Group			Set Up: Loan			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Period Close			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Overpayment			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Receivable Write-off Categories			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Revenue Categories			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Spend Categories			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Supplier Categories			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-6


						Sensitive Access Analytic Results for Set Up Worktags





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Enable Worktags			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Maintain Custom Worktags			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Worktag Balancing			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Worktags			Domain




















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-7


						Sensitive Access Analytic Results for Set Up Financial Statement Structure





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain


						Christopher L Chard			cchard / Christopher L Chard			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain


						Gina L Brunner			gbrunner / Gina L Brunner			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain


						John W. Lorson			JLorson / John W. Lorson			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accountant			Role-Based Security Group (Constrained)			Reports: Financial Accounting			Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-8


						Sensitive Access Analytic Results for Create and Edit Integrations





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Christopher L Chard			cchard / Christopher L Chard			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Gina L Brunner			gbrunner / Gina L Brunner			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						John W. Lorson			JLorson / John W. Lorson			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Compensation Administrator			User-Based Security Group			Integration Build			Domain


						Gary S Glassman			GGlassman / Gary S Glassman			Compensation Administrator			User-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Build			Domain


						SysUserPositivePay			SysUserPositivePay			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Complete Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator			User-Based Security Group			Integration Build			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Build			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Complete Administrator			User-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						ISU_INT0050			ISU_INT0050			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						SysUserPositivePay			SysUserPositivePay			Integration Administrator			User-Based Security Group			Integration Configure			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Configure			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Configure			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Center Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accounting Center Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						ISU_INT0050			ISU_INT0050			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						SysUserPositivePay			SysUserPositivePay			Integration Administrator			User-Based Security Group			Integrations: EIBs			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integrations: EIBs			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integrations: EIBs			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						John W. Lorson			JLorson / John W. Lorson			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						Christina M. Bianconi			TBianconi / Christina M. Bianconi			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Common Finance Configurator			User-Based Security Group			Set Up: Map Worktags			Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-9


						Sensitive Access Analytic Results for Edit Business Process Definitions





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Cathy M. Staley			CStaley / Cathy M. Staley			Business Process Administrator			User-Based Security Group			Business Process Administration			Domain


						Denise Kelley			DKelley / Denise Kelley			Business Process Administrator			User-Based Security Group			Business Process Administration			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Business Process Administrator			User-Based Security Group			Business Process Administration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Business Process Administrator			User-Based Security Group			Business Process Administration			Domain


						WD_Turnover_User			WD_Turnover_User			Business Process Administrator			User-Based Security Group			Business Process Administration			Domain


						INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound Security Group			Integration System Security Group (Unconstrained)			Business Process Administration			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			INT032 ADP Security Group			Integration System Security Group (Unconstrained)			Business Process Administration			Domain


						Kimberly Brown			kbrown / Kimberly Brown			HR Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			HR Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			INT032 ADP Security Group			Integration System Security Group (Unconstrained)			Manage: Business Process Definitions			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Payroll Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			Payroll Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						ISU_INT0050			ISU_INT0050			Payroll Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Laura M. Easler			leasler / Laura M. Easler			Performance Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Phyllis A Flowers			PFlowers / Phyllis A Flowers			Performance Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Kimberly Brown			kbrown / Kimberly Brown			HR Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			HR Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Payroll Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Business Process Administrator			Segment-Based Security Group			Manage: Business Process Definitions			Domain
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-10


						Sensitive Access Analytic Results for Security Administration





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Lock Out Workday Accounts			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Lock Out Workday Accounts			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Security Administration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Security Administration			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Workday Account Passwords			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Workday Account Passwords			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Partner			Role-Based Security Group (Constrained)			Workday Account Passwords			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Partner			Role-Based Security Group (Constrained)			Workday Account Passwords			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Workday Account Passwords			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Workday Account Passwords			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Partner			Role-Based Security Group (Constrained)			Workday Account Passwords			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Partner			Role-Based Security Group (Constrained)			Workday Account Passwords			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Workday Accounts			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Workday Accounts			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Partner			Role-Based Security Group (Constrained)			Workday Accounts			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Partner			Role-Based Security Group (Constrained)			Workday Accounts			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Workday Accounts			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Workday Accounts			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Partner			Role-Based Security Group (Constrained)			Workday Accounts			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Partner			Role-Based Security Group (Constrained)			Workday Accounts			Domain
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-11


						Sensitive Access Analytic Results for Security Configuration





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			Security Configurator			User-Based Security Group			Security Activation			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Configurator			User-Based Security Group			Security Activation			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Configurator			User-Based Security Group			Security Configuration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Configurator			User-Based Security Group			Security Configuration			Domain








































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-12


						Sensitive Access Analytic Results for Assign Roles





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			Alternate Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Alternate Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Kimberly Brown			kbrown / Kimberly Brown			Alternate Owner Chain			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Alternate Owner Chain			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Kimberly Brown			kbrown / Kimberly Brown			Hierarchy Owner Chain			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Hierarchy Owner Chain			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Anthony DiFatta			adifatta / Anthony DiFatta			Owner			Owner Share Security Group			Assign Roles			Assign Roles


						Anthony DiFatta			adifatta / Anthony DiFatta			Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Cathy M. Staley			CStaley / Cathy M. Staley			Owner			Owner Share Security Group			Assign Roles			Assign Roles


						Cathy M. Staley			CStaley / Cathy M. Staley			Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Denise Kelley			DKelley / Denise Kelley			Owner			Owner Share Security Group			Assign Roles			Assign Roles


						Denise Kelley			DKelley / Denise Kelley			Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Gina L Brunner			gbrunner / Gina L Brunner			Owner			Owner Share Security Group			Assign Roles			Assign Roles


						Gina L Brunner			gbrunner / Gina L Brunner			Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Kimberly Brown			kbrown / Kimberly Brown			Owner			Owner Share Security Group			Assign Roles			Assign Roles


						Kimberly Brown			kbrown / Kimberly Brown			Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Owner			Owner Share Security Group			Assign Roles			Assign Roles


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Owner			Role-Based Security Group (Constrained)			Assign Roles			Assign Roles


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Assign Roles			Assign Roles


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Assign Roles			Assign Roles


						Laura M. Easler			leasler / Laura M. Easler			Talent Administrator			User-Based Security Group			Assign Roles			Assign Roles


						Phyllis A Flowers			PFlowers / Phyllis A Flowers			Talent Administrator			User-Based Security Group			Assign Roles			Assign Roles


















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-13


						Sensitive Access Analytic Results for Maintain Assignable Roles





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Set Up: Assignable Roles			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Set Up: Assignable Roles			Domain














































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-14


						Sensitive Access Analytic Results for Assign User-Based Security Groups





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			User-Based Security Group Administration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			User-Based Security Group Administration			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Configurator			User-Based Security Group			User-Based Security Group Administration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Configurator			User-Based Security Group			User-Based Security Group Administration			Domain








































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-15


						Sensitive Access Analytic Results for Report Output Sharing





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Gary S Glassman			GGlassman / Gary S Glassman			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						John A. Ziegler Jr.			JZiegler / John A. Ziegler Jr.			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Laura M. Easler			leasler / Laura M. Easler			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Phyllis A Flowers			PFlowers / Phyllis A Flowers			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Report Output Sharing			User-Based Security Group			Report Output Sharing			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Ashland_Integration_User_Outbound			Ashland_Integration_User_Outbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Ashland_Outbound			Ashland_Outbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Denise Kelley			DKelley / Denise Kelley			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT0008_ActiveDirectory_IntUser			INT0008_ActiveDirectory_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT0016_Vocus_IntUser			INT0016_Vocus_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Int0038_GarnHist			Int0038_GarnHist			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT009-WF-CostCenterOutbound			INT009-WF-CostCenterOutbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT009-WF-EmployeeMaster			INT009-WF-EmployeeMaster			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT009-WF-Jobcode			INT009-WF-Jobcode			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT009-WF-PayComponents			INT009-WF-PayComponents			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT009-WF-PayElements			INT009-WF-PayElements			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT018_Equifax_IntUser			INT018_Equifax_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT035_GL_IntUser			INT035_GL_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT304_Empyrean_Inbound			INT304_Empyrean_Inbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT304_Empyrean_Inbound_Test			INT304_Empyrean_Inbound_Test			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT318_Talx_IntUser			INT318_Talx_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT402_DCFinancials_IntUser			INT402_DCFinancials_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						INT403_DCInbound_IntUser			INT403_DCInbound_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						John W. Lorson			JLorson / John W. Lorson			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Jasmin K Randhawa			jrandhawa / Jasmin K Randhawa			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Jeremy Rhoads			jrhoads / Jeremy Rhoads			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Mercer_Inbound_Test			Mercer_Inbound_Test			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Mercer_Outbound_IntUser			Mercer_Outbound_IntUser			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						MercerDCInbound			MercerDCInbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						MercerDCInbound-TestMode			MercerDCInbound-TestMode			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						MercerInbound			MercerInbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Michael Pritt			mpritt / Michael Pritt			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Sanjay Karanwal			skaranwal / Sanjay Karanwal			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Sabegh Virdi			svirdi / Sabegh Virdi			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						SysUser_Garn_TestMode			SysUser_Garn_TestMode			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						SysUser_Garn_UpdateMode			SysUser_Garn_UpdateMode			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						SysUser_GarnHist			SysUser_GarnHist			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						SysUser_GarnPQQ			SysUser_GarnPQQ			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						SysUser_WF_Inbound			SysUser_WF_Inbound			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						SysUserPositivePay			SysUserPositivePay			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						WD_Active_Directory_User			WD_Active_Directory_User			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						WD_ORA_INT_User			WD_ORA_INT_User			Report Writer			User-Based Security Group			Report Output Sharing			Domain


						WD_Turnover_User			WD_Turnover_User			Report Writer			User-Based Security Group			Report Output Sharing			Domain






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-16


						Sensitive Access Analytic Results for Create and Modify Custom Reports





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			HR Administrator			User-Based Security Group			Custom Report Administration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			HR Administrator			User-Based Security Group			Custom Report Administration			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Custom Report Administration			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Custom Report Administration			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Custom Report Administration			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Custom Report Administration			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Ashland_Integration_User_Outbound			Ashland_Integration_User_Outbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Ashland_Outbound			Ashland_Outbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Denise Kelley			DKelley / Denise Kelley			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Greg A. Szczepan			gszczepan / Greg A. Szczepan			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT0008_ActiveDirectory_IntUser			INT0008_ActiveDirectory_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT0016_Vocus_IntUser			INT0016_Vocus_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Int0038_GarnHist			Int0038_GarnHist			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT009-WF-CostCenterOutbound			INT009-WF-CostCenterOutbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT009-WF-EmployeeMaster			INT009-WF-EmployeeMaster			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT009-WF-Jobcode			INT009-WF-Jobcode			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT009-WF-PayComponents			INT009-WF-PayComponents			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT009-WF-PayElements			INT009-WF-PayElements			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT018_Equifax_IntUser			INT018_Equifax_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT035_GL_IntUser			INT035_GL_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT304_Empyrean_Inbound			INT304_Empyrean_Inbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT304_Empyrean_Inbound_Test			INT304_Empyrean_Inbound_Test			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT318_Talx_IntUser			INT318_Talx_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT402_DCFinancials_IntUser			INT402_DCFinancials_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						INT403_DCInbound_IntUser			INT403_DCInbound_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						John W. Lorson			JLorson / John W. Lorson			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Jasmin K Randhawa			jrandhawa / Jasmin K Randhawa			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Jeremy Rhoads			jrhoads / Jeremy Rhoads			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Mercer_Inbound_Test			Mercer_Inbound_Test			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Mercer_Outbound_IntUser			Mercer_Outbound_IntUser			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						MercerDCInbound			MercerDCInbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						MercerDCInbound-TestMode			MercerDCInbound-TestMode			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						MercerInbound			MercerInbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Michael Pritt			mpritt / Michael Pritt			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Sanjay Karanwal			skaranwal / Sanjay Karanwal			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Sabegh Virdi			svirdi / Sabegh Virdi			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						SysUser_Garn_TestMode			SysUser_Garn_TestMode			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						SysUser_Garn_UpdateMode			SysUser_Garn_UpdateMode			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						SysUser_GarnHist			SysUser_GarnHist			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						SysUser_GarnPQQ			SysUser_GarnPQQ			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						SysUser_WF_Inbound			SysUser_WF_Inbound			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						SysUserPositivePay			SysUserPositivePay			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						WD_Active_Directory_User			WD_Active_Directory_User			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						WD_ORA_INT_User			WD_ORA_INT_User			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						WD_Turnover_User			WD_Turnover_User			Report Writer			User-Based Security Group			Custom Report Creation			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Custom Report Creation			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Custom Report Creation			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Custom Report Creation			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Custom Report Creation			Domain






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-17


						Sensitive Access Analytic Results for Edit Integration Security





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Integration Security			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Integration Security			Domain














































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-18


						Sensitive Access Analytic Results for Edit Tenant Set Up





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Cathy M. Staley			CStaley / Cathy M. Staley			Business Process Administrator			User-Based Security Group			Set Up: Tenant Setup - BP and Notifications			Domain


						Denise Kelley			DKelley / Denise Kelley			Business Process Administrator			User-Based Security Group			Set Up: Tenant Setup - BP and Notifications			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Business Process Administrator			User-Based Security Group			Set Up: Tenant Setup - BP and Notifications			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Business Process Administrator			User-Based Security Group			Set Up: Tenant Setup - BP and Notifications			Domain


						WD_Turnover_User			WD_Turnover_User			Business Process Administrator			User-Based Security Group			Set Up: Tenant Setup - BP and Notifications			Domain


						Kimberly Brown			kbrown / Kimberly Brown			HR Administrator			User-Based Security Group			Set Up: Tenant Setup - Document Categories			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			HR Administrator			User-Based Security Group			Set Up: Tenant Setup - Document Categories			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - General			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - General			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - General			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - General			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Global			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Global			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Global			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Global			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - HCM			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - HCM			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - HCM			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - HCM			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Integrations			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Integrations			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Integrations			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Integrations			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Payroll Administrator			User-Based Security Group			Set Up: Tenant Setup - Payroll			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Administrator			User-Based Security Group			Set Up: Tenant Setup - Payroll			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			Payroll Administrator			User-Based Security Group			Set Up: Tenant Setup - Payroll			Domain


						ISU_INT0050			ISU_INT0050			Payroll Administrator			User-Based Security Group			Set Up: Tenant Setup - Payroll			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Reporting and Analytics			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Reporting and Analytics			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Reporting and Analytics			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Reporting and Analytics			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Search			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Security Administrator			User-Based Security Group			Set Up: Tenant Setup - Security			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Security Administrator			User-Based Security Group			Set Up: Tenant Setup - Security			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - System			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - System			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - System			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - System			Domain


						Kimberly Brown			kbrown / Kimberly Brown			HR Administrator			User-Based Security Group			Set Up: Tenant Setup - Tenant Analyzer			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			HR Administrator			User-Based Security Group			Set Up: Tenant Setup - Tenant Analyzer			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Tenant Analyzer			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Tenant Analyzer			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Tenant Analyzer			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Tenant Analyzer			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Worklets			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Worklets			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Worklets			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Set Up: Tenant Setup - Worklets			Domain















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-19


						Sensitive Access Analytic Results for Launch/ Schedule Integrations





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Anthony DiFatta			adifatta / Anthony DiFatta			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Christopher L Chard			cchard / Christopher L Chard			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Gina L Brunner			gbrunner / Gina L Brunner			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						John W. Lorson			JLorson / John W. Lorson			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accountant - Integrations			Segment-Based Security Group			Integration Build			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Compensation Administrator			User-Based Security Group			Integration Build			Domain


						Gary S Glassman			GGlassman / Gary S Glassman			Compensation Administrator			User-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Build			Domain


						SysUserPositivePay			SysUserPositivePay			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						INT032_ADP_IntUser			INT032_ADP_IntUser			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Payroll Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Complete Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator			User-Based Security Group			Integration Build			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator			User-Based Security Group			Integration Build			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Build			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Build			Domain


						Denise Kelley			DKelley / Denise Kelley			Payroll Complete Administrator			User-Based Security Group			Integration Build			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						ISU_INT0050			ISU_INT0050			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						SysUserPositivePay			SysUserPositivePay			Integration Administrator			User-Based Security Group			Integration Debug			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Debug			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Debug			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						Christopher L Chard			cchard / Christopher L Chard			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						Gina L Brunner			gbrunner / Gina L Brunner			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						Gregory F. Hensala			GHensala / Gregory F. Hensala			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						John W. Lorson			JLorson / John W. Lorson			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						Timothy L Schroeder			tschroeder / Timothy L Schroeder			Accountant - Integrations			Segment-Based Security Group			Integration Event			Domain


						Anthony DiFatta			adifatta / Anthony DiFatta			Accounting Center Administrator			User-Based Security Group			Integration Event			Domain


						Thomas P Heithaus			theithaus / Thomas P Heithaus			Accounting Center Administrator			User-Based Security Group			Integration Event			Domain


						Rhonda R. Goede			RGoede / Rhonda R. Goede			Budget - Integrations			Segment-Based Security Group			Integration Event			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Denise Kelley			DKelley / Denise Kelley			Integration Administrator			User-Based Security Group			Integration Event			Domain


						ISU_INT0050			ISU_INT0050			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Mark A. Luzecky			MLuzecky / Mark A. Luzecky			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Monica R. Seguin			MSeguin / Monica R. Seguin			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Pamela S. Marlow			Pmarlow / Pamela S. Marlow			Integration Administrator			User-Based Security Group			Integration Event			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Integration Administrator			User-Based Security Group			Integration Event			Domain


						SysUserPositivePay			SysUserPositivePay			Integration Administrator			User-Based Security Group			Integration Event			Domain


						ISU_INT0050			ISU_INT0050			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Event			Domain


						SysUserPositivePay			SysUserPositivePay			Payroll Integration Administrator - Integrations			Segment-Based Security Group			Integration Event			Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-20


						Sensitive Access Analytic Results for Sandbox to Production Management (Object Transporter Access)





						Back to Summary												DRAFT


						User Name			Workday Account			Security Group			Security Group Type			Access Points			Access Points Type


						Cathy M. Staley			CStaley / Cathy M. Staley			Setup Administrator			User-Based Security Group			Configuration Set			Domain


						Denise Kelley			DKelley / Denise Kelley			Setup Administrator			User-Based Security Group			Configuration Set			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Setup Administrator			User-Based Security Group			Configuration Set			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Setup Administrator			User-Based Security Group			Configuration Set			Domain


						Cathy M. Staley			CStaley / Cathy M. Staley			Migration Administrator			User-Based Security Group			OX for Non-Implementers			Domain


						Denise Kelley			DKelley / Denise Kelley			Migration Administrator			User-Based Security Group			OX for Non-Implementers			Domain


						Kimberly Brown			kbrown / Kimberly Brown			Migration Administrator			User-Based Security Group			OX for Non-Implementers			Domain


						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood			Migration Administrator			User-Based Security Group			OX for Non-Implementers			Domain




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Implementers


						Implementers Details





						Back to Summary												DRAFT


						Security Group			User Name			Workday Account			Account Locked, Disabled or Expiring


						Implementers						wd-support


						Implementers			Steven Davies			sdavies-impl / Steven Davies


						Implementers			Sunil Shelke			sshelke-impl / Sunil Shelke


						Implementers			Angel Tan			atan-impl / Angel Tan


						Implementers			Kit Luong			kluong-impl / Kit Luong


						Implementers			Faye French			ffrench-impl / Faye French


						Implementers			John Castrigano			jcastrigano-impl / John Castrigano


						Implementers			Victoria Gilbert			vgilbert-impl / Victoria Gilbert


						Implementers			Mary Miller			mmiller-impl / Mary Miller


						Implementers			Ivan Ruiz			iruiz-impl / Ivan Ruiz


						Implementers			Carolyn Bandle			cbandle-impl / Carolyn Bandle


						Implementers			Jessica Kent			jkent-impl / Jessica Kent


						Implementers			Patrick Fink			pfink-impl / Patrick Fink


						Implementers			Hector De Zayas			hdezayas-impl / Hector De Zayas


						Implementers			Susana Ip			sip-impl / Susana Ip


						Implementers			Jake Lobel			jlobel-impl / Jake Lobel


						Implementers			Karolina Debowska			kdebowska-impl / Karolina Debowska


						Implementers			Amy Weinstock			aweinstock-impl / Amy Weinstock


						Implementers			Marc Erlich			merlich-impl / Marc Erlich


						Implementers			Sophia Johnson			sjohnson-impl / Sophia Johnson


						Implementers			Craig Munson			cmunson-impl / Craig Munson


						Implementers			Tyler Pope			tpope-impl / Tyler Pope


						Implementers			Mason Celli			mcelli-impl / Mason Celli


						Implementers			Michael Cooper			mcooper-impl / Michael Cooper


						Implementers			Tom Hutchinson			thutchinson-impl / Tom Hutchinson









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ISU Accounts


						ISU Accounts with UI sessions allowed Details





						Back to Summary												DRAFT


						Workday Account			User Name			Is Integration User			Do Not Allow UI Sessions


						INT0008_ActiveDirectory_IntUser			INT0008_ActiveDirectory_IntUser			Yes


						SysUserPositivePay			SysUserPositivePay			Yes


						INT009-WF-CostCenterOutbound			INT009-WF-CostCenterOutbound			Yes


						INT032_ADP_IntUser			INT032_ADP_IntUser			Yes


						INT0016_Vocus_IntUser			INT0016_Vocus_IntUser			Yes


						Mercer_Outbound_IntUser			Mercer_Outbound_IntUser			Yes


						INT035_GL_IntUser			INT035_GL_IntUser			Yes


						Ashland_Integration_User_Outbound			Ashland_Integration_User_Outbound			Yes


						INT009-WF-PayComponents			INT009-WF-PayComponents			Yes


						INT009-WF-EmployeeMaster			INT009-WF-EmployeeMaster			Yes


						INT009-WF-PayElements			INT009-WF-PayElements			Yes


						INT007-SysUser-Ashland			INT007-SysUser-Ashland			Yes


						INT009-WF-Jobcode			INT009-WF-Jobcode			Yes


						SysUser_GarnHist			SysUser_GarnHist			Yes


						SysUser_WF_Inbound			SysUser_WF_Inbound			Yes


						MercerInbound			MercerInbound			Yes


						SysUser_Garn_TestMode			SysUser_Garn_TestMode			Yes


						SysUser_Garn_UpdateMode			SysUser_Garn_UpdateMode			Yes


						SysUser_GarnPQQ			SysUser_GarnPQQ			Yes


						SysUser_Ashland			SysUser_Ashland			Yes


						Int_PNC_User			Int_PNC_User			Yes


						Employee_photo_uploadA			Employee_photo_uploadA			Yes


						Ceridian_Integration_User			Ceridian_Integration_User			Yes


						Ceridian_Integration_User_Qtr			Ceridian_Integration_User_Qtr			Yes


						Ceridian_Integration_User_Annual			Ceridian_Integration_User_Annual			Yes


						Int0038_GarnHist			Int0038_GarnHist			Yes


						INT018_Equifax_IntUser			INT018_Equifax_IntUser			Yes


						ACI MissionMode Integration			ACI MissionMode Integration			Yes


						MercerDCInbound			MercerDCInbound			Yes


						Ashland_Outbound			Ashland_Outbound			Yes


						Sysuser_WF_TBC			Sysuser_WF_TBC			Yes


						Sysuser_WF_TBC1			Sysuser_WF_TBC1			Yes


						Sysuser_WF_TBC2			Sysuser_WF_TBC2			Yes


						Sysuser_WF_TBC3			Sysuser_WF_TBC3			Yes


						Mercer_Inbound_Test			Mercer_Inbound_Test			Yes


						INT011 - Active Directory Outbound IntUser			INT011 - Active Directory Outbound IntUser			Yes


						INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser			Yes


						MercerDCInbound-TestMode			MercerDCInbound-TestMode			Yes


						ISU_INT0050			ISU_INT0050			Yes


						WD_ORA_INT_User			WD_ORA_INT_User			Yes


						INT304_Empyrean_Inbound_Test			INT304_Empyrean_Inbound_Test			Yes


						INT304_Empyrean_Inbound			INT304_Empyrean_Inbound			Yes


						WD_Turnover_User			WD_Turnover_User			Yes


						ISU_INT325_ADP_Tax_Periodic			ISU_INT325_ADP_Tax_Periodic			Yes


						ISU_INT326_ADP_Tax_Monthly			ISU_INT326_ADP_Tax_Monthly			Yes


						ISU_INT327_ADP_Tax_Quarterly			ISU_INT327_ADP_Tax_Quarterly			Yes


						INT318_Talx_IntUser			INT318_Talx_IntUser			Yes


						ADPSmartCompliance_User			ADPSmartCompliance_User			Yes


						WD_Active_Directory_User			WD_Active_Directory_User			Yes


						Verify Status			Verify Status			Yes


						INT403_DCInbound_IntUser			INT403_DCInbound_IntUser			Yes


						INT402_DCFinancials_IntUser			INT402_DCFinancials_IntUser			Yes


						ISU Accounting Center			ISU Accounting Center			Yes























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ArchResources_Workday_SOD_Results-02-Nov-2022.xlsx

Introduction





						Arch Resources


						Workday Segregation of Duties (SOD) Assessment												DRAFT





						1. This Segregation of Duties assessment is based on data extracted from ARCHCOAL4 IMPL tenant on 11/02/22 .
 


						2. User counts excludes the following member types: 


						- Users assigned to the "Implementer" security group: These accounts have elevated access rights.  See tab "Implementers" for a list of implementer accounts.


						- Integration systems accounts: Integration system accounts are "non-user" accounts needed for interfaces to communicate egress and ingress data. Each interface is required to be assigned to a set of security groups to update and in- or outbound data fields.


						- System & Workday-owned accounts: Workday maintains certain system accounts, e.g. "wd-support" to which only Workday has access to provider emergency support.





































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Output Summary


						Enterprise Insights - Workday Segregation of Duties Assessment


																		DRAFT


						#			Control Name			Ability - 1			Ability - 2			Inherent Security Group Conflicts			Security Group Level: 
Ability 1 - BP / Domains			Security Group Level: 
Ability 2 - BP / Domains			Total User Count			Security Groups			Risk			Comments


						SOD-1			Perform Journal Entries AND Maintain Financial Accounting Rules / Set Ups			Perform Journal Entries			Maintain Financial Accounting Rules / Set Ups			N/A			Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event			Domain: Set Up: Accounting Rules
Domain: Set Up: Company
Domain: Set Up: Company Accounting
Domain: Set Up: Company General
Domain: Set Up: Customer Categories
Domain: Set Up: Financial Accounting
Domain: Set Up: Fiscal Schedule
Domain: Set Up: Interest Rate and Late Fee Rule
Domain: Set Up: Journal Source
Domain: Set Up: Ledger and Book
Domain: Set Up: Loan
Domain: Set Up: Period Close
Domain: Set Up: Receivable Overpayment
Domain: Set Up: Receivable Write-off Categories
Domain: Set Up: Revenue Categories
Domain: Set Up: Spend Categories
Domain: Set Up: Supplier Categories
Domain: Set Up: Worktag Balancing			5			Accountant
Accounting Configurator
Accounting Operations Lead
Common Finance Configurator
Finance Organization Administrator			Incorrect /Unauthorized journal entry postings or changes to the resulting journal entries based on accounting set ups, resulting in incorrect reporting.			1. Consider segregating 5 users with the ability to perform journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to maintain financial accounting rules / set ups ('Common Finance Configurator', 'Finance Organization Administrator', Accounting Configurator').

2. From conversations with Arch Resources, it is noted that approvals for journal entries occur outside of Workday. Implement a manual frequent monitoring control to review the journal entry process to validate that only appropriate users are initiating and approving journal entries. 


						SOD-2			Perform Journal Entries AND Open Close Periods			Perform Journal Entries			Open Close Periods			Accounting Operations Lead			Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event			Domain: Process: Close Year End
Domain: Process: Period End			5			Accountant
Accounting Operations Lead			Adjustments and/or manual journal entries are recorded in the wrong period.			1. Review the appropriateness of the 'Accounting Operations Lead' security group from having access to both perform journal entries and open close periods.

2. Consider segregating 5 users with the ability to perform journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to open close periods ('Accounting Operations Lead').

3. Refer to SoD-1 (#2) for recommendation on implementing a manual control for the journal entry process occurring outside of Workday.


						SOD-3			Perform Journal Entries AND Update Chart of Accounts			Perform Journal Entries			Update Chart of Accounts			N/A			Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event			Domain: Set Up: Accounts			5			Accountant
Accounting Operations Lead
Common Finance Configurator			Maintain a fictitious general ledger account and hide activity via incorrect or unauthorized journal entry postings resulting in incorrect reporting.			1. Consider segregating 5 users with the ability to initiate journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to update chart of accounts ('Common Finance Configurator').

2. Refer to SoD-1 (#2) for recommendation on implementing a manual control for the journal entry process occurring outside of Workday.


						SOD-4			Initiate Journal Entries AND Approve Journal Entries			Initiate Journal Entries			Approve Journal Entries			N/A			Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event			N/A			9			Accountant
Accounting Operations Lead			Incorrect or unauthorized journal entry postings or unposting resulting in invalid entries and financial reporting errors.			1. From conversations with Arch Resources, it is noted that approvals for journal entries occur outside of Workday. Implement a manual frequent monitoring control to review the journal entry process to validate that only appropriate users are initiating and approving journal entries. 


						SOD-5			Edit Business Process Definitions AND Initiate Journal Entries			Edit Business Process Definitions			Initiate Journal Entries			N/A			Domain: Business Process Administration
Domain: Manage: Business Process Definitions			Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event			2			Accounting Operations Lead
Business Process Administrator
Payroll Business Process Administrator			Users may modify the workflow within the accounting journal business process and then post a journal not subject to the intended approval process, resulting in inappropriate journal entries.			1. Consider segregating 2 users with the ability to edit business process definitions ('Business Process Administrator' and 'Payroll Business Process Administrator') from those with the ability to initiate journal entries ('Accounting Operations Lead').

2. Implement a frequent monitoring control to review and validate that users who can initiate journal entries are not also editing business process definitions.


						SOD-6			Edit Business Process Definitions AND Assign Roles			Edit Business Process Definitions			Assign Roles			N/A			Domain: Business Process Administration
Domain: Manage: Business Process Definitions			Assign Roles: Assign Roles			6			Alternate Owner
Alternate Owner Chain
Business Process Administrator
HR Business Process Administrator
Hierarchy Owner Chain
Owner
Payroll Business Process Administrator
Performance Business Process Administrator
Security Administrator
Talent Administrator			Users may modify the workflow within a business process then assign role-based security groups that can initiate/approve to themselves, thereby overriding intended approval workflows.			1. Consider segregating 6 users with the ability to edit business process definitions ('Business Process Administrator', 'HR Business Process Administrator', 'Payroll Business Process Administrator', 'Performance Business Process Administrator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Owner Chain', 'Hierarchy Owner Chain', Owner', 'Security Administrator', 'Talent Administrator')

2. Implement a frequent manual review to monitor users in conflict and their permissions to edit business process definitions and assign roles.


						SOD-7			Edit Business Process Definitions AND Assign User-Based Security Groups			Edit Business Process Definitions			Assign User-Based Security Groups			N/A			Domain: Business Process Administration
Domain: Manage: Business Process Definitions			Domain: User-Based Security Group Administration			2			Business Process Administrator
HR Business Process Administrator
Security Administrator
Security Configurator			Users may modify the workflow within a business process then assign user-based security groups within the workflow to themselves, thereby overriding intended approval workflows.			1. Consider segregating 2 users with the ability to edit business process definitions ('Business Process Administrator' and 'HR Business Process Administrator') from those with the ability to assign user-based security groups ('Security Administrator' and 'Security Configurator').

2. Implement a manual review to monitor the processes around editing business process definitions and assigning user-based security groups to validate no user in conflict is performing both abilities.


						SOD-8			Edit Integration Security AND Create/Edit Integrations			Edit Integration Security			Create and Edit Integrations			N/A			Domain: Integration Security			Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs			2			Integration Administrator
Security Administrator			Potential access to create or edit integration set up and then edit security related to the new integration, including creating system users that may be able to access the integration via the user interface.			1. Consider segregating 2 users with the ability to edit integration security ('Security Administrator') from those with the ability to create/edit integrations ('Integration Administrator' ).

2. Define a monitoring control to review the 2 users in conflict and their abilities to edit integration security and create/edit integrations.


						SOD-9			Maintain Assignable Roles AND Assign Roles			Maintain Assignable Roles			Assign Roles			Security Administrator			Domain: Set Up: Assignable Roles			Assign Roles: Assign Roles			2			Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator			Users can change who can assign roles and then assign themselves roles to security groups.			1. Consider segregating 2 users with the ability to maintain assignable roles ('Security Administrator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Owner Chain', 'Hierarchy Owner Chain', 'Owner', and 'Security Administrator').

2. Implement a monitoring control to review the processes around maintaining assignable roles and assigning roles to verify that no user is performing inappropriate activities.


						SOD-10			Security Configuration AND Assign Roles			Security Configuration			Assign Roles			N/A			Domain: Security Activation
Domain: Security Configuration			Assign Roles: Assign Roles			2			Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Security Configurator			Users may create security groups or assign security groups to business process or domain security policies and assign themselves roles in those groups.			1. Consider segregating 2 users with the ability to configure security ('Security Configurator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Chain Owner', 'Hierarchy Owner Chain', 'Owner', and 'Security Administrator').

2. Implement a control to monitor processes around security configuration and assigning roles to validate no user is performing both abilities.


						SOD-11			Security Configuration AND Assign User-Based Security Groups			Security Configuration			Assign User-Based Security Groups			Security Configurator			Domain: Security Activation
Domain: Security Configuration			Domain: User-Based Security Group Administration			2			Security Administrator
Security Configurator			Users may create security groups or assign security groups to business process or domain security policies and assign themselves to those user-based security groups.			1. Review the appropriateness of the 'Security Configurator' security group from having access to both configure security and assign user-based security groups. 

2. Segregate 2 users in conflict with the ability to configure security ('Security Configurator') from those with the ability to assign user-based security groups ('Security Configurator' and 'Security Administrator').


						SOD-12			Create and Edit Integrations AND Launch/ Schedule Integrations			Create and Edit Integrations			Launch/ Schedule Integrations			Accountant - Integrations
Accounting Center Administrator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations			Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs
Domain: Set Up: Map Worktags			Domain: Integration Build
Domain: Integration Debug
Domain: Integration Event			20			Accountant - Integrations
Accounting Center Administrator
Budget - Integrations
Common Finance Configurator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations			Users may create or edit an integration and then execute/launch that integration, resulting in inappropriate transactions into/out of Workday.			1. Review the appropriateness of inherent security groups and their ability to both create/edit integrations and launch/schedule integrations ('Accountant - Integrations', 'Accounting Center Administrator', 'Compensation Administrator', 'Integration Administrator', 'Payroll Administrator', 'Payroll Complete Administrator', 'Payroll Integration Administrator', 'Payroll Integration Administrator - Integrations').

2. Implement a monitoring control around the processes to create/edit integrations and launch/schedule integrations.


						SOD-13			Create and Edit Integrations AND Sandbox to Production Management (Object Transporter Access)			Create and Edit Integrations			Sandbox to Production Management (Object Transporter Access)			N/A			Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs			Domain: Configuration Set
Domain: OX for Non-Implementers			4			Integration Administrator
Migration Administrator
Payroll Administrator
Payroll Complete Administrator
Setup Administrator			The ability to set up integrations and transport changes from sandbox to production may allow inappropriate integrations to be transported to production.			1. Consider segregating 4 users with the ability to create and edit integrations ('Integration Administrator', 'Payroll Administrator', 'Payroll Complete Administrator') from those with the ability to manage sandbox to production changes ('Setup Administrator' and 'Migration Administrator').

2. Define a monitoring control around the processes to create/edit integrations and sandbox to production management.
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-1


						SOD Name


						Perform Journal Entries AND Maintain Financial Accounting Rules / Set Ups																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Perform Journal Entries			Accountant
Accounting Operations Lead																		Maintain Financial Accounting Rules / Set Ups			Common Finance Configurator
Finance Organization Administrator
Accounting Configurator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Accountant			Anthony DiFatta			adifatta / Anthony DiFatta						Anthony DiFatta			adifatta / Anthony DiFatta						Common Finance Configurator			Anthony DiFatta			adifatta / Anthony DiFatta


						Accountant			Christopher L Chard			cchard / Christopher L Chard						Gregory F. Hensala			GHensala / Gregory F. Hensala						Common Finance Configurator			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accountant			Gina L Brunner			gbrunner / Gina L Brunner						John W. Lorson			JLorson / John W. Lorson						Common Finance Configurator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


						Accountant			Gregory F. Hensala			GHensala / Gregory F. Hensala						Thomas P Heithaus			theithaus / Thomas P Heithaus						Common Finance Configurator			John W. Lorson			JLorson / John W. Lorson


						Accountant			John W. Lorson			JLorson / John W. Lorson						Timothy L Schroeder			tschroeder / Timothy L Schroeder						Common Finance Configurator			Rhonda R. Goede			RGoede / Rhonda R. Goede


						Accountant			Thomas P Heithaus			theithaus / Thomas P Heithaus															Common Finance Configurator			Christina M. Bianconi			TBianconi / Christina M. Bianconi


						Accountant			Timothy L Schroeder			tschroeder / Timothy L Schroeder															Common Finance Configurator			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Accounting Operations Lead			Anthony DiFatta			adifatta / Anthony DiFatta															Common Finance Configurator			Timothy L Schroeder			tschroeder / Timothy L Schroeder


						Accounting Operations Lead			Cathy M. Staley			CStaley / Cathy M. Staley															Finance Organization Administrator			Anthony DiFatta			adifatta / Anthony DiFatta


						Accounting Operations Lead			Denise Kelley			DKelley / Denise Kelley															Finance Organization Administrator			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accounting Operations Lead			Gregory F. Hensala			GHensala / Gregory F. Hensala															Finance Organization Administrator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


						Accounting Operations Lead			John W. Lorson			JLorson / John W. Lorson															Finance Organization Administrator			John W. Lorson			JLorson / John W. Lorson


																											Finance Organization Administrator			Rhonda R. Goede			RGoede / Rhonda R. Goede


																											Finance Organization Administrator			Timothy L Schroeder			tschroeder / Timothy L Schroeder


																											Accounting Configurator			Anthony DiFatta			adifatta / Anthony DiFatta


																											Accounting Configurator			Gregory F. Hensala			GHensala / Gregory F. Hensala


																											Accounting Configurator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


																											Accounting Configurator			John W. Lorson			JLorson / John W. Lorson


																											Accounting Configurator			Rhonda R. Goede			RGoede / Rhonda R. Goede


																											Accounting Configurator			Thomas P Heithaus			theithaus / Thomas P Heithaus


																											Accounting Configurator			Timothy L Schroeder			tschroeder / Timothy L Schroeder









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-2


						SOD Name


						Perform Journal Entries AND Open Close Periods																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Perform Journal Entries			Accountant
Accounting Operations Lead																		Open Close Periods			Accounting Operations Lead





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Accountant			Anthony DiFatta			adifatta / Anthony DiFatta						Anthony DiFatta			adifatta / Anthony DiFatta						Accounting Operations Lead			Anthony DiFatta			adifatta / Anthony DiFatta


						Accountant			Christopher L Chard			cchard / Christopher L Chard						Cathy M. Staley			CStaley / Cathy M. Staley						Accounting Operations Lead			Cathy M. Staley			CStaley / Cathy M. Staley


						Accountant			Gina L Brunner			gbrunner / Gina L Brunner						Denise Kelley			DKelley / Denise Kelley						Accounting Operations Lead			Denise Kelley			DKelley / Denise Kelley


						Accountant			Gregory F. Hensala			GHensala / Gregory F. Hensala						Gregory F. Hensala			GHensala / Gregory F. Hensala						Accounting Operations Lead			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accountant			John W. Lorson			JLorson / John W. Lorson						John W. Lorson			JLorson / John W. Lorson						Accounting Operations Lead			John W. Lorson			JLorson / John W. Lorson


						Accountant			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Accountant			Timothy L Schroeder			tschroeder / Timothy L Schroeder


						Accounting Operations Lead			Anthony DiFatta			adifatta / Anthony DiFatta


						Accounting Operations Lead			Cathy M. Staley			CStaley / Cathy M. Staley


						Accounting Operations Lead			Denise Kelley			DKelley / Denise Kelley


						Accounting Operations Lead			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accounting Operations Lead			John W. Lorson			JLorson / John W. Lorson




































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-3


						SOD Name


						Perform Journal Entries AND Update Chart of Accounts																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Perform Journal Entries			Accountant
Accounting Operations Lead																		Update Chart of Accounts			Common Finance Configurator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Accountant			Anthony DiFatta			adifatta / Anthony DiFatta						Anthony DiFatta			adifatta / Anthony DiFatta						Common Finance Configurator			Anthony DiFatta			adifatta / Anthony DiFatta


						Accountant			Christopher L Chard			cchard / Christopher L Chard						Gregory F. Hensala			GHensala / Gregory F. Hensala						Common Finance Configurator			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accountant			Gina L Brunner			gbrunner / Gina L Brunner						John W. Lorson			JLorson / John W. Lorson						Common Finance Configurator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


						Accountant			Gregory F. Hensala			GHensala / Gregory F. Hensala						Thomas P Heithaus			theithaus / Thomas P Heithaus						Common Finance Configurator			John W. Lorson			JLorson / John W. Lorson


						Accountant			John W. Lorson			JLorson / John W. Lorson						Timothy L Schroeder			tschroeder / Timothy L Schroeder						Common Finance Configurator			Rhonda R. Goede			RGoede / Rhonda R. Goede


						Accountant			Thomas P Heithaus			theithaus / Thomas P Heithaus															Common Finance Configurator			Christina M. Bianconi			TBianconi / Christina M. Bianconi


						Accountant			Timothy L Schroeder			tschroeder / Timothy L Schroeder															Common Finance Configurator			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Accounting Operations Lead			Anthony DiFatta			adifatta / Anthony DiFatta															Common Finance Configurator			Timothy L Schroeder			tschroeder / Timothy L Schroeder


						Accounting Operations Lead			Cathy M. Staley			CStaley / Cathy M. Staley


						Accounting Operations Lead			Denise Kelley			DKelley / Denise Kelley


						Accounting Operations Lead			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accounting Operations Lead			John W. Lorson			JLorson / John W. Lorson




































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-4


						SOD Name


						Initiate Journal Entries AND Approve Journal Entries																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Initiate Journal Entries			Accountant
Accounting Operations Lead																		Approve Journal Entries			N/A





						**All security groups and users with access to ability 1 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						**No approval steps were found in one or more business processes mapped to this ability 
 OR 
 Condition rules were configured for approval steps in one or more business processes mapped to this ability


						Accountant			Anthony DiFatta			adifatta / Anthony DiFatta						Anthony DiFatta			adifatta / Anthony DiFatta


						Accountant			Christopher L Chard			cchard / Christopher L Chard						Christopher L Chard			cchard / Christopher L Chard


						Accountant			Gina L Brunner			gbrunner / Gina L Brunner						Gina L Brunner			gbrunner / Gina L Brunner


						Accountant			Gregory F. Hensala			GHensala / Gregory F. Hensala						Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accountant			John W. Lorson			JLorson / John W. Lorson						John W. Lorson			JLorson / John W. Lorson


						Accountant			Thomas P Heithaus			theithaus / Thomas P Heithaus						Thomas P Heithaus			theithaus / Thomas P Heithaus


						Accountant			Timothy L Schroeder			tschroeder / Timothy L Schroeder						Timothy L Schroeder			tschroeder / Timothy L Schroeder


						Accounting Operations Lead			Anthony DiFatta			adifatta / Anthony DiFatta						Cathy M. Staley			CStaley / Cathy M. Staley


						Accounting Operations Lead			Cathy M. Staley			CStaley / Cathy M. Staley						Denise Kelley			DKelley / Denise Kelley


						Accounting Operations Lead			Denise Kelley			DKelley / Denise Kelley


						Accounting Operations Lead			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accounting Operations Lead			John W. Lorson			JLorson / John W. Lorson




































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-5


						SOD Name


						Edit Business Process Definitions AND Initiate Journal Entries																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Edit Business Process Definitions			Business Process Administrator
Payroll Business Process Administrator																		Initiate Journal Entries			Accounting Operations Lead





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Business Process Administrator			Cathy M. Staley			CStaley / Cathy M. Staley						Cathy M. Staley			CStaley / Cathy M. Staley						Accountant			Anthony DiFatta			adifatta / Anthony DiFatta


						Business Process Administrator			Denise Kelley			DKelley / Denise Kelley						Denise Kelley			DKelley / Denise Kelley						Accountant			Christopher L Chard			cchard / Christopher L Chard


						Business Process Administrator			Kimberly Brown			kbrown / Kimberly Brown															Accountant			Gina L Brunner			gbrunner / Gina L Brunner


						Business Process Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood															Accountant			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Business Process Administrator			WD_Turnover_User			WD_Turnover_User															Accountant			John W. Lorson			JLorson / John W. Lorson


						INT021 - New Hire Outbound Security Group			INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser															Accountant			Thomas P Heithaus			theithaus / Thomas P Heithaus


						INT032 ADP Security Group			INT032_ADP_IntUser			INT032_ADP_IntUser															Accountant			Timothy L Schroeder			tschroeder / Timothy L Schroeder


						HR Business Process Administrator			Kimberly Brown			kbrown / Kimberly Brown															Accounting Operations Lead			Anthony DiFatta			adifatta / Anthony DiFatta


						HR Business Process Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood															Accounting Operations Lead			Cathy M. Staley			CStaley / Cathy M. Staley


						Payroll Business Process Administrator			Cathy M. Staley			CStaley / Cathy M. Staley															Accounting Operations Lead			Denise Kelley			DKelley / Denise Kelley


						Payroll Business Process Administrator			Denise Kelley			DKelley / Denise Kelley															Accounting Operations Lead			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Payroll Business Process Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser															Accounting Operations Lead			John W. Lorson			JLorson / John W. Lorson


						Payroll Business Process Administrator			ISU_INT0050			ISU_INT0050


						Performance Business Process Administrator			Laura M. Easler			leasler / Laura M. Easler


						Performance Business Process Administrator			Phyllis A Flowers			PFlowers / Phyllis A Flowers



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-6


						SOD Name


						Edit Business Process Definitions AND Assign Roles																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Edit Business Process Definitions			Business Process Administrator
HR Business Process Administrator
Payroll Business Process Administrator
Performance Business Process Administrator																		Assign Roles			Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Talent Administrator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Business Process Administrator			Cathy M. Staley			CStaley / Cathy M. Staley						Kimberly Brown			kbrown / Kimberly Brown						Alternate Owner			Kimberly Brown			kbrown / Kimberly Brown


						Business Process Administrator			Denise Kelley			DKelley / Denise Kelley						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Alternate Owner			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Business Process Administrator			Kimberly Brown			kbrown / Kimberly Brown						Cathy M. Staley			CStaley / Cathy M. Staley						Alternate Owner Chain			Kimberly Brown			kbrown / Kimberly Brown


						Business Process Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Denise Kelley			DKelley / Denise Kelley						Alternate Owner Chain			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Business Process Administrator			WD_Turnover_User			WD_Turnover_User						Laura M. Easler			leasler / Laura M. Easler						Hierarchy Owner Chain			Kimberly Brown			kbrown / Kimberly Brown


						INT021 - New Hire Outbound Security Group			INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser						Phyllis A Flowers			PFlowers / Phyllis A Flowers						Hierarchy Owner Chain			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						INT032 ADP Security Group			INT032_ADP_IntUser			INT032_ADP_IntUser															Owner			Anthony DiFatta			adifatta / Anthony DiFatta


						HR Business Process Administrator			Kimberly Brown			kbrown / Kimberly Brown															Owner			Cathy M. Staley			CStaley / Cathy M. Staley


						HR Business Process Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood															Owner			Denise Kelley			DKelley / Denise Kelley


						Payroll Business Process Administrator			Cathy M. Staley			CStaley / Cathy M. Staley															Owner			Gina L Brunner			gbrunner / Gina L Brunner


						Payroll Business Process Administrator			Denise Kelley			DKelley / Denise Kelley															Owner			Kimberly Brown			kbrown / Kimberly Brown


						Payroll Business Process Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser															Owner			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Payroll Business Process Administrator			ISU_INT0050			ISU_INT0050															Security Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Performance Business Process Administrator			Laura M. Easler			leasler / Laura M. Easler															Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Performance Business Process Administrator			Phyllis A Flowers			PFlowers / Phyllis A Flowers															Talent Administrator			Laura M. Easler			leasler / Laura M. Easler


																											Talent Administrator			Phyllis A Flowers			PFlowers / Phyllis A Flowers
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-7


						SOD Name


						Edit Business Process Definitions AND Assign User-Based Security Groups																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Edit Business Process Definitions			Business Process Administrator
HR Business Process Administrator																		Assign User-Based Security Groups			Security Administrator
Security Configurator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Business Process Administrator			Cathy M. Staley			CStaley / Cathy M. Staley						Kimberly Brown			kbrown / Kimberly Brown						Security Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Business Process Administrator			Denise Kelley			DKelley / Denise Kelley						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Business Process Administrator			Kimberly Brown			kbrown / Kimberly Brown															Security Configurator			Kimberly Brown			kbrown / Kimberly Brown


						Business Process Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood															Security Configurator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Business Process Administrator			WD_Turnover_User			WD_Turnover_User


						INT021 - New Hire Outbound Security Group			INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser


						INT032 ADP Security Group			INT032_ADP_IntUser			INT032_ADP_IntUser


						HR Business Process Administrator			Kimberly Brown			kbrown / Kimberly Brown


						HR Business Process Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Payroll Business Process Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Payroll Business Process Administrator			Denise Kelley			DKelley / Denise Kelley


						Payroll Business Process Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser


						Payroll Business Process Administrator			ISU_INT0050			ISU_INT0050


						Performance Business Process Administrator			Laura M. Easler			leasler / Laura M. Easler


						Performance Business Process Administrator			Phyllis A Flowers			PFlowers / Phyllis A Flowers



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-8


						SOD Name


						Edit Integration Security AND Create/Edit Integrations																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Edit Integration Security			Security Administrator																		Create and Edit Integrations			Integration Administrator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Security Administrator			Kimberly Brown			kbrown / Kimberly Brown						Kimberly Brown			kbrown / Kimberly Brown						Accountant - Integrations			Anthony DiFatta			adifatta / Anthony DiFatta


						Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Accountant - Integrations			Christopher L Chard			cchard / Christopher L Chard


																											Accountant - Integrations			Gina L Brunner			gbrunner / Gina L Brunner


																											Accountant - Integrations			Gregory F. Hensala			GHensala / Gregory F. Hensala


																											Accountant - Integrations			John W. Lorson			JLorson / John W. Lorson


																											Accountant - Integrations			Thomas P Heithaus			theithaus / Thomas P Heithaus


																											Accountant - Integrations			Timothy L Schroeder			tschroeder / Timothy L Schroeder


																											Compensation Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson


																											Compensation Administrator			Gary S Glassman			GGlassman / Gary S Glassman


																											Integration Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


																											Integration Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson


																											Integration Administrator			Denise Kelley			DKelley / Denise Kelley


																											Integration Administrator			ISU_INT0050			ISU_INT0050


																											Integration Administrator			Kimberly Brown			kbrown / Kimberly Brown


																											Integration Administrator			Mark A. Luzecky			MLuzecky / Mark A. Luzecky


																											Integration Administrator			Monica R. Seguin			MSeguin / Monica R. Seguin


																											Integration Administrator			Pamela S. Marlow			Pmarlow / Pamela S. Marlow


																											Integration Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Integration Administrator			SysUserPositivePay			SysUserPositivePay


																											Payroll Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


																											Payroll Administrator			Denise Kelley			DKelley / Denise Kelley


																											Payroll Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser


																											Payroll Administrator			ISU_INT0050			ISU_INT0050


																											Payroll Complete Administrator			Denise Kelley			DKelley / Denise Kelley


																											Payroll Integration Administrator			ISU_INT0050			ISU_INT0050


																											Payroll Integration Administrator			SysUserPositivePay			SysUserPositivePay


																											Payroll Integration Administrator - Integrations			ISU_INT0050			ISU_INT0050


																											Payroll Integration Administrator - Integrations			SysUserPositivePay			SysUserPositivePay


																											Accounting Center Administrator			Anthony DiFatta			adifatta / Anthony DiFatta


																											Accounting Center Administrator			Thomas P Heithaus			theithaus / Thomas P Heithaus


																											Common Finance Configurator			Anthony DiFatta			adifatta / Anthony DiFatta


																											Common Finance Configurator			Gregory F. Hensala			GHensala / Gregory F. Hensala


																											Common Finance Configurator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


																											Common Finance Configurator			John W. Lorson			JLorson / John W. Lorson


																											Common Finance Configurator			Rhonda R. Goede			RGoede / Rhonda R. Goede


																											Common Finance Configurator			Christina M. Bianconi			TBianconi / Christina M. Bianconi


																											Common Finance Configurator			Thomas P Heithaus			theithaus / Thomas P Heithaus


																											Common Finance Configurator			Timothy L Schroeder			tschroeder / Timothy L Schroeder






















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-9


						SOD Name


						Maintain Assignable Roles AND Assign Roles																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Maintain Assignable Roles			Security Administrator																		Assign Roles			Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Security Administrator			Kimberly Brown			kbrown / Kimberly Brown						Kimberly Brown			kbrown / Kimberly Brown						Alternate Owner			Kimberly Brown			kbrown / Kimberly Brown


						Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Alternate Owner			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Alternate Owner Chain			Kimberly Brown			kbrown / Kimberly Brown


																											Alternate Owner Chain			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Hierarchy Owner Chain			Kimberly Brown			kbrown / Kimberly Brown


																											Hierarchy Owner Chain			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Owner			Anthony DiFatta			adifatta / Anthony DiFatta


																											Owner			Cathy M. Staley			CStaley / Cathy M. Staley


																											Owner			Denise Kelley			DKelley / Denise Kelley


																											Owner			Gina L Brunner			gbrunner / Gina L Brunner


																											Owner			Kimberly Brown			kbrown / Kimberly Brown


																											Owner			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Security Administrator			Kimberly Brown			kbrown / Kimberly Brown


																											Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Talent Administrator			Laura M. Easler			leasler / Laura M. Easler


																											Talent Administrator			Phyllis A Flowers			PFlowers / Phyllis A Flowers
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-10


						SOD Name


						Security Configuration AND Assign Roles																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Security Configuration			Security Configurator																		Assign Roles			Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Security Configurator			Kimberly Brown			kbrown / Kimberly Brown						Kimberly Brown			kbrown / Kimberly Brown						Alternate Owner			Kimberly Brown			kbrown / Kimberly Brown


						Security Configurator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Alternate Owner			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Alternate Owner Chain			Kimberly Brown			kbrown / Kimberly Brown


																											Alternate Owner Chain			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Hierarchy Owner Chain			Kimberly Brown			kbrown / Kimberly Brown


																											Hierarchy Owner Chain			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Owner			Anthony DiFatta			adifatta / Anthony DiFatta


																											Owner			Cathy M. Staley			CStaley / Cathy M. Staley


																											Owner			Denise Kelley			DKelley / Denise Kelley


																											Owner			Gina L Brunner			gbrunner / Gina L Brunner


																											Owner			Kimberly Brown			kbrown / Kimberly Brown


																											Owner			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Security Administrator			Kimberly Brown			kbrown / Kimberly Brown


																											Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Talent Administrator			Laura M. Easler			leasler / Laura M. Easler


																											Talent Administrator			Phyllis A Flowers			PFlowers / Phyllis A Flowers
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-11


						SOD Name


						Security Configuration AND Assign User-Based Security Groups																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Security Configuration			Security Configurator																		Assign User-Based Security Groups			Security Administrator
Security Configurator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Security Configurator			Kimberly Brown			kbrown / Kimberly Brown						Kimberly Brown			kbrown / Kimberly Brown						Security Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Security Configurator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Security Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


																											Security Configurator			Kimberly Brown			kbrown / Kimberly Brown


																											Security Configurator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-12


						SOD Name


						Create and Edit Integrations AND Launch/ Schedule Integrations																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Create and Edit Integrations			Accountant - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
Accounting Center Administrator
Common Finance Configurator																		Launch/ Schedule Integrations			Accountant - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
Accounting Center Administrator
Budget - Integrations





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Accountant - Integrations			Anthony DiFatta			adifatta / Anthony DiFatta						Anthony DiFatta			adifatta / Anthony DiFatta						Accountant - Integrations			Anthony DiFatta			adifatta / Anthony DiFatta


						Accountant - Integrations			Christopher L Chard			cchard / Christopher L Chard						Christopher L Chard			cchard / Christopher L Chard						Accountant - Integrations			Christopher L Chard			cchard / Christopher L Chard


						Accountant - Integrations			Gina L Brunner			gbrunner / Gina L Brunner						Gina L Brunner			gbrunner / Gina L Brunner						Accountant - Integrations			Gina L Brunner			gbrunner / Gina L Brunner


						Accountant - Integrations			Gregory F. Hensala			GHensala / Gregory F. Hensala						Gregory F. Hensala			GHensala / Gregory F. Hensala						Accountant - Integrations			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Accountant - Integrations			John W. Lorson			JLorson / John W. Lorson						John W. Lorson			JLorson / John W. Lorson						Accountant - Integrations			John W. Lorson			JLorson / John W. Lorson


						Accountant - Integrations			Thomas P Heithaus			theithaus / Thomas P Heithaus						Thomas P Heithaus			theithaus / Thomas P Heithaus						Accountant - Integrations			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Accountant - Integrations			Timothy L Schroeder			tschroeder / Timothy L Schroeder						Timothy L Schroeder			tschroeder / Timothy L Schroeder						Accountant - Integrations			Timothy L Schroeder			tschroeder / Timothy L Schroeder


						Compensation Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson						Darla Rae Dickinson			ddickinson / Darla Rae Dickinson						Compensation Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson


						Compensation Administrator			Gary S Glassman			GGlassman / Gary S Glassman						Gary S Glassman			GGlassman / Gary S Glassman						Compensation Administrator			Gary S Glassman			GGlassman / Gary S Glassman


						Integration Administrator			Cathy M. Staley			CStaley / Cathy M. Staley						Cathy M. Staley			CStaley / Cathy M. Staley						Integration Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Integration Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson						Denise Kelley			DKelley / Denise Kelley						Integration Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson


						Integration Administrator			Denise Kelley			DKelley / Denise Kelley						ISU_INT0050			ISU_INT0050						Integration Administrator			Denise Kelley			DKelley / Denise Kelley


						Integration Administrator			ISU_INT0050			ISU_INT0050						Kimberly Brown			kbrown / Kimberly Brown						Integration Administrator			ISU_INT0050			ISU_INT0050


						Integration Administrator			Kimberly Brown			kbrown / Kimberly Brown						Mark A. Luzecky			MLuzecky / Mark A. Luzecky						Integration Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Integration Administrator			Mark A. Luzecky			MLuzecky / Mark A. Luzecky						Monica R. Seguin			MSeguin / Monica R. Seguin						Integration Administrator			Mark A. Luzecky			MLuzecky / Mark A. Luzecky


						Integration Administrator			Monica R. Seguin			MSeguin / Monica R. Seguin						Pamela S. Marlow			Pmarlow / Pamela S. Marlow						Integration Administrator			Monica R. Seguin			MSeguin / Monica R. Seguin


						Integration Administrator			Pamela S. Marlow			Pmarlow / Pamela S. Marlow						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Integration Administrator			Pamela S. Marlow			Pmarlow / Pamela S. Marlow


						Integration Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						SysUserPositivePay			SysUserPositivePay						Integration Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Integration Administrator			SysUserPositivePay			SysUserPositivePay						INT032_ADP_IntUser			INT032_ADP_IntUser						Integration Administrator			SysUserPositivePay			SysUserPositivePay


						Payroll Administrator			Cathy M. Staley			CStaley / Cathy M. Staley						Rhonda R. Goede			RGoede / Rhonda R. Goede						Payroll Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Payroll Administrator			Denise Kelley			DKelley / Denise Kelley															Payroll Administrator			Denise Kelley			DKelley / Denise Kelley


						Payroll Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser															Payroll Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser


						Payroll Administrator			ISU_INT0050			ISU_INT0050															Payroll Administrator			ISU_INT0050			ISU_INT0050


						Payroll Complete Administrator			Denise Kelley			DKelley / Denise Kelley															Payroll Complete Administrator			Denise Kelley			DKelley / Denise Kelley


						Payroll Integration Administrator			ISU_INT0050			ISU_INT0050															Payroll Integration Administrator			ISU_INT0050			ISU_INT0050


						Payroll Integration Administrator			SysUserPositivePay			SysUserPositivePay															Payroll Integration Administrator			SysUserPositivePay			SysUserPositivePay


						Payroll Integration Administrator - Integrations			ISU_INT0050			ISU_INT0050															Payroll Integration Administrator - Integrations			ISU_INT0050			ISU_INT0050


						Payroll Integration Administrator - Integrations			SysUserPositivePay			SysUserPositivePay															Payroll Integration Administrator - Integrations			SysUserPositivePay			SysUserPositivePay


						Accounting Center Administrator			Anthony DiFatta			adifatta / Anthony DiFatta															Accounting Center Administrator			Anthony DiFatta			adifatta / Anthony DiFatta


						Accounting Center Administrator			Thomas P Heithaus			theithaus / Thomas P Heithaus															Accounting Center Administrator			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Common Finance Configurator			Anthony DiFatta			adifatta / Anthony DiFatta															Budget - Integrations			Rhonda R. Goede			RGoede / Rhonda R. Goede


						Common Finance Configurator			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Common Finance Configurator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


						Common Finance Configurator			John W. Lorson			JLorson / John W. Lorson


						Common Finance Configurator			Rhonda R. Goede			RGoede / Rhonda R. Goede


						Common Finance Configurator			Christina M. Bianconi			TBianconi / Christina M. Bianconi


						Common Finance Configurator			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Common Finance Configurator			Timothy L Schroeder			tschroeder / Timothy L Schroeder






















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-13


						SOD Name


						Create and Edit Integrations AND Sandbox to Production Management (Object Transporter Access)																		DRAFT			Back To Summary





						Ability - 1			Conflict Security Groups																		Ability - 2			Conflict Security Groups


						Create and Edit Integrations			Integration Administrator
Payroll Administrator
Payroll Complete Administrator																		Sandbox to Production Management (Object Transporter Access)			Setup Administrator
Migration Administrator





						**All security groups and users with access to ability 1 are listed below.																					**All security groups and users with access to ability 2 are listed below.


						Security Group			User Name			Workday Account						Unique Users with SOD Conflict			Workday Account						Security Group			User Name			Workday Account


						Accountant - Integrations			Anthony DiFatta			adifatta / Anthony DiFatta						Cathy M. Staley			CStaley / Cathy M. Staley						Setup Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Accountant - Integrations			Christopher L Chard			cchard / Christopher L Chard						Denise Kelley			DKelley / Denise Kelley						Setup Administrator			Denise Kelley			DKelley / Denise Kelley


						Accountant - Integrations			Gina L Brunner			gbrunner / Gina L Brunner						Kimberly Brown			kbrown / Kimberly Brown						Setup Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Accountant - Integrations			Gregory F. Hensala			GHensala / Gregory F. Hensala						Sharon L. Eastwood			Seastwood / Sharon L. Eastwood						Setup Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Accountant - Integrations			John W. Lorson			JLorson / John W. Lorson															Migration Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Accountant - Integrations			Thomas P Heithaus			theithaus / Thomas P Heithaus															Migration Administrator			Denise Kelley			DKelley / Denise Kelley


						Accountant - Integrations			Timothy L Schroeder			tschroeder / Timothy L Schroeder															Migration Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Compensation Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson															Migration Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Compensation Administrator			Gary S Glassman			GGlassman / Gary S Glassman


						Integration Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Integration Administrator			Darla Rae Dickinson			ddickinson / Darla Rae Dickinson


						Integration Administrator			Denise Kelley			DKelley / Denise Kelley


						Integration Administrator			ISU_INT0050			ISU_INT0050


						Integration Administrator			Kimberly Brown			kbrown / Kimberly Brown


						Integration Administrator			Mark A. Luzecky			MLuzecky / Mark A. Luzecky


						Integration Administrator			Monica R. Seguin			MSeguin / Monica R. Seguin


						Integration Administrator			Pamela S. Marlow			Pmarlow / Pamela S. Marlow


						Integration Administrator			Sharon L. Eastwood			Seastwood / Sharon L. Eastwood


						Integration Administrator			SysUserPositivePay			SysUserPositivePay


						Payroll Administrator			Cathy M. Staley			CStaley / Cathy M. Staley


						Payroll Administrator			Denise Kelley			DKelley / Denise Kelley


						Payroll Administrator			INT032_ADP_IntUser			INT032_ADP_IntUser


						Payroll Administrator			ISU_INT0050			ISU_INT0050


						Payroll Complete Administrator			Denise Kelley			DKelley / Denise Kelley


						Payroll Integration Administrator			ISU_INT0050			ISU_INT0050


						Payroll Integration Administrator			SysUserPositivePay			SysUserPositivePay


						Payroll Integration Administrator - Integrations			ISU_INT0050			ISU_INT0050


						Payroll Integration Administrator - Integrations			SysUserPositivePay			SysUserPositivePay


						Accounting Center Administrator			Anthony DiFatta			adifatta / Anthony DiFatta


						Accounting Center Administrator			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Common Finance Configurator			Anthony DiFatta			adifatta / Anthony DiFatta


						Common Finance Configurator			Gregory F. Hensala			GHensala / Gregory F. Hensala


						Common Finance Configurator			Greg A. Szczepan			gszczepan / Greg A. Szczepan


						Common Finance Configurator			John W. Lorson			JLorson / John W. Lorson


						Common Finance Configurator			Rhonda R. Goede			RGoede / Rhonda R. Goede


						Common Finance Configurator			Christina M. Bianconi			TBianconi / Christina M. Bianconi


						Common Finance Configurator			Thomas P Heithaus			theithaus / Thomas P Heithaus


						Common Finance Configurator			Timothy L Schroeder			tschroeder / Timothy L Schroeder






















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Implementers


						Implementers Details


																		DRAFT


						Security Group			User Name			Workday Account			Account Locked, Disabled or Expiring


						Implementers						wd-support


						Implementers			Steven Davies			sdavies-impl / Steven Davies


						Implementers			Sunil Shelke			sshelke-impl / Sunil Shelke


						Implementers			Angel Tan			atan-impl / Angel Tan


						Implementers			Kit Luong			kluong-impl / Kit Luong


						Implementers			Faye French			ffrench-impl / Faye French


						Implementers			John Castrigano			jcastrigano-impl / John Castrigano


						Implementers			Victoria Gilbert			vgilbert-impl / Victoria Gilbert


						Implementers			Mary Miller			mmiller-impl / Mary Miller


						Implementers			Ivan Ruiz			iruiz-impl / Ivan Ruiz


						Implementers			Carolyn Bandle			cbandle-impl / Carolyn Bandle


						Implementers			Jessica Kent			jkent-impl / Jessica Kent


						Implementers			Patrick Fink			pfink-impl / Patrick Fink


						Implementers			Hector De Zayas			hdezayas-impl / Hector De Zayas


						Implementers			Susana Ip			sip-impl / Susana Ip


						Implementers			Jake Lobel			jlobel-impl / Jake Lobel


						Implementers			Karolina Debowska			kdebowska-impl / Karolina Debowska


						Implementers			Amy Weinstock			aweinstock-impl / Amy Weinstock


						Implementers			Marc Erlich			merlich-impl / Marc Erlich


						Implementers			Sophia Johnson			sjohnson-impl / Sophia Johnson


						Implementers			Craig Munson			cmunson-impl / Craig Munson


						Implementers			Tyler Pope			tpope-impl / Tyler Pope


						Implementers			Mason Celli			mcelli-impl / Mason Celli


						Implementers			Michael Cooper			mcooper-impl / Michael Cooper


						Implementers			Tom Hutchinson			thutchinson-impl / Tom Hutchinson












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ISU_Accounts


						ISU Accounts with UI sessions allowed Details


																		DRAFT


						Workday Account			User Name			Is Integration User			Do Not Allow UI Sessions


						INT0008_ActiveDirectory_IntUser			INT0008_ActiveDirectory_IntUser			Yes


						SysUserPositivePay			SysUserPositivePay			Yes


						INT009-WF-CostCenterOutbound			INT009-WF-CostCenterOutbound			Yes


						INT032_ADP_IntUser			INT032_ADP_IntUser			Yes


						INT0016_Vocus_IntUser			INT0016_Vocus_IntUser			Yes


						Mercer_Outbound_IntUser			Mercer_Outbound_IntUser			Yes


						INT035_GL_IntUser			INT035_GL_IntUser			Yes


						Ashland_Integration_User_Outbound			Ashland_Integration_User_Outbound			Yes


						INT009-WF-PayComponents			INT009-WF-PayComponents			Yes


						INT009-WF-EmployeeMaster			INT009-WF-EmployeeMaster			Yes


						INT009-WF-PayElements			INT009-WF-PayElements			Yes


						INT007-SysUser-Ashland			INT007-SysUser-Ashland			Yes


						INT009-WF-Jobcode			INT009-WF-Jobcode			Yes


						SysUser_GarnHist			SysUser_GarnHist			Yes


						SysUser_WF_Inbound			SysUser_WF_Inbound			Yes


						MercerInbound			MercerInbound			Yes


						SysUser_Garn_TestMode			SysUser_Garn_TestMode			Yes


						SysUser_Garn_UpdateMode			SysUser_Garn_UpdateMode			Yes


						SysUser_GarnPQQ			SysUser_GarnPQQ			Yes


						SysUser_Ashland			SysUser_Ashland			Yes


						Int_PNC_User			Int_PNC_User			Yes


						Employee_photo_uploadA			Employee_photo_uploadA			Yes


						Ceridian_Integration_User			Ceridian_Integration_User			Yes


						Ceridian_Integration_User_Qtr			Ceridian_Integration_User_Qtr			Yes


						Ceridian_Integration_User_Annual			Ceridian_Integration_User_Annual			Yes


						Int0038_GarnHist			Int0038_GarnHist			Yes


						INT018_Equifax_IntUser			INT018_Equifax_IntUser			Yes


						ACI MissionMode Integration			ACI MissionMode Integration			Yes


						MercerDCInbound			MercerDCInbound			Yes


						Ashland_Outbound			Ashland_Outbound			Yes


						Sysuser_WF_TBC			Sysuser_WF_TBC			Yes


						Sysuser_WF_TBC1			Sysuser_WF_TBC1			Yes


						Sysuser_WF_TBC2			Sysuser_WF_TBC2			Yes


						Sysuser_WF_TBC3			Sysuser_WF_TBC3			Yes


						Mercer_Inbound_Test			Mercer_Inbound_Test			Yes


						INT011 - Active Directory Outbound IntUser			INT011 - Active Directory Outbound IntUser			Yes


						INT021 - New Hire Outbound IntUser			INT021 - New Hire Outbound IntUser			Yes


						MercerDCInbound-TestMode			MercerDCInbound-TestMode			Yes


						ISU_INT0050			ISU_INT0050			Yes


						WD_ORA_INT_User			WD_ORA_INT_User			Yes


						INT304_Empyrean_Inbound_Test			INT304_Empyrean_Inbound_Test			Yes


						INT304_Empyrean_Inbound			INT304_Empyrean_Inbound			Yes


						WD_Turnover_User			WD_Turnover_User			Yes


						ISU_INT325_ADP_Tax_Periodic			ISU_INT325_ADP_Tax_Periodic			Yes


						ISU_INT326_ADP_Tax_Monthly			ISU_INT326_ADP_Tax_Monthly			Yes


						ISU_INT327_ADP_Tax_Quarterly			ISU_INT327_ADP_Tax_Quarterly			Yes


						INT318_Talx_IntUser			INT318_Talx_IntUser			Yes


						ADPSmartCompliance_User			ADPSmartCompliance_User			Yes


						WD_Active_Directory_User			WD_Active_Directory_User			Yes


						Verify Status			Verify Status			Yes


						INT403_DCInbound_IntUser			INT403_DCInbound_IntUser			Yes


						INT402_DCFinancials_IntUser			INT402_DCFinancials_IntUser			Yes


						ISU Accounting Center			ISU Accounting Center			Yes
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Background

We performed a security assessment on the Financial Accounting and System functional areas. This assessment identified a
framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources
determined as key financial risks to the organization.

The SA and SOD assessment used data extracted from the Archcoal4 (Implementation) Workday tenant on November 2, 2022.
The SA/SOD analysis was performed on the agreed-upon framework by process owners.

The SA/SOD analysis excludes the following types of user accounts:

° Implementer accounts
o  There are 25 accounts have elevated access rights across functional areas required for implementation purposes

by the project team.
o  Werecommend that there is a clear strategy in place for when this access will be removed at go-live.

e System & Workday-owned accounts
o  Workday maintains certain system accounts, e.g., “wd-support” to which only Workday has access to provide

emergency support.
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Assessment Metrics

Out of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) controls across the Financial Accounting and
System functional areas:

Segregation of Duties Metrics:

e 13 of 13 SODs tested have users in conflict
o 5 Financial Accounting SODs had conflicts
o 8 System SODs had conflicts
e 1out of the 13 SODs noted have more than 10 users in conflict

Sensitive Access Metrics

e 7o0f 20 SAs points displayed excessive access to higher risk abilities
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, documented and configurable
mitigating controls were evaluated for ways to address the financial risk that the conflict presents to the organization. The following
observations were identified:

Theme/Observation Risk/Impact Recommendation for Consideration

Review the security groups with excessive
Inherent Security Group Conflicts . . access and/or inherent conflicts and remove
Th SOD violati db Excesstve access for securijiRiEneiiy access where possible to resolve conflicts. If
1 i ;I‘e al;e scurity group eon ?lljetcause ¥ | allow for unilateral performance of access removfl is not an option identifyé
inherent security group contiicts, conflicting abilities, which may result in b ption,
meaning that the same security group : . mitigating control to confirm that access to
. : unauthorized transactions. o . .
has access to conflicting functions. the conflict is restricted to the appropriate
end-users.

Implement and identify controls in place to
mitigate key financial risk and include key
attributes to facilitate effective operation of
controls: Control Performer, Control
Frequency, Reports Utilized in Review, Steps
mitigaFe the risk of users hgyipg etacting et i n—— 1\ 1c involvgd, investigation criteria, anfl releyant
excessive access and/or abilities to needed assertions. As part of the controls identified,
perform conflicting abilities. ) confirm that segregation of duties exists
between the control performer and reviewer.

Management has not yet established
formalized documentation around
2 processes and procedures in place that

Users have the ability to bypass controls
which may result in performing
unauthorized or inappropriate
transactions and lead to difficulty in
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, mitigating controls were evaluated for
ways to address the financial risk that the conflict presents to the organization. The following observations were identified:

# Theme/Observation Risk/Impact Recommendation for Consideration
Integration System Users An unauthorized user logging in under Disable the ability to allow ISUs having user
There are 53 Integration System Users an ISU account may potentially perform @nterf.ace access. If this is.not an optipn, .

3 (T b e @oaiimgnedl o eillory Lot inaccurate or erroneous transactions. identify a control to monitor ISU loglns. via the

. . . These abilities cannot be monitored or UI on an ongoing basis to decrease the impact
via the user interface (using traced back to the specific user due to the | of inappropriate and unauthorized
username/password). general nature of the ISU account name. | transactions.
ARCH 6
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Next Steps

->  Review of Sensitive Access assessment output
€  All sensitive access elements should be reviewed for appropriateness of the security groups and users that have access to
each function as per comments in the output
-  Review of Segregation of Duties analysis output
€  Where possible, SOD risks should be remediated by addressing inherent conflicts (i.e. have zero users in conflict). All SoDs
should be reviewed to look at the access points and users across both abilities and how the risk may be reduced
€  We understand some of the SOD results are showing up as designed by the business process, but to the extent that the SoD
cannot be fully remediated, mitigating controls should be developed to address residual risk exposures. Examples include
enforcing additional manual process controls, or user monitoring over these conflicting functions and/or power users.
-  Identification of mitigating controls
€  Where manual review controls are required to fully mitigate SOD risk, consider designing, implementing, and
documenting mitigating controls for those manual reviews
ARCH 7
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Appendix - Examples of Key Themes

For each of the 2 themes identified, examples of abilities assessed and matching mitigating control recommendations are below:

Theme Identified

Example SA/SOD

Recommendation Example

Inherent Security Group Conflicts

SOD- 11: Security Configuration AND Assign
User-Based Security Groups

Review the appropriateness of the 'Security
Configurator' security group from having access to both
configure security and assign user-based security
groups.

Mitigating Controls

SOD 7: Edit Business Process Definitions AND
Assign User-Based Security Groups

Implement a manual review to monitor the processes
around editing business process definitions and
assigning user-based security groups to validate no user
in conflict is performing both abilities.
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		From

		Blackford, Bret B.

		To

		Lorson, John W.

		Cc

		Blackford, Bret B.

		Recipients

		JLorson@archrsc.com; mblackford@archrsc.com



INC0045613



John,



 



I met with Audit (Pete and Derek) this morning and an item we discussed is the WDay implementation review(s). I mentioned to Derek that I was not clear on any response that might be expected by Audit, and that I understood the assessments to be non-formal suggestions.  Derek confirmed no formal response was required but that you and I should have a memo drafted on our control position vis-à-vis the PWC assessments. 



 



We may want to break the recommendations down into categories and address each category.  



 



Responses are addressing attached PWC assessment documents (which I have modified and added some of my comments – not for Internal Audit but for you and I to discuss and agree on). These are just my initial thoughts so consider this very drafty. 



 



IT General Controls (ITGC)



 



*	Change Control – Arch will continue to use the current change procedures with Workday.  ServiceNow will be utilized to document change requests, authorizations, approvals, and testing.  All significant changes to items noted below are expected to go through ServiceNow.



 



*	Integrations



*	Security Configurations



*	Custom Reports



*	Semi-Annual Release & Service Updates



*	Business Process Definitions



*	Tasks



*	Condition Rules



*	Organization Setup



*	Validation Rules



*	Tenant Setup



*	Calculated Fields



 



 



*	Change Monitoring – John Lorson, Steve Duncan, and Bret Blackford will periodically (at least monthly) review change reports and reconcile any noted changes with the ServiceNow system for an appropriate corresponding change request.  Initially changes will be reviewed with the native Workday reports but the Kainos Smart Audit tool will be utilized when implemented Q1 2023 to aid in this review.



 



Workday Financial Management – GL – Journal Entries



 



*	Approvals – Arch management has made the conscious decision to review and approve many G/L transactions outside of the Workday system.  This may change after additional system familiarity, but initially it is considered preferable to continue with current manual review process, mostly to better ensure a timely close process.  Waiting for Workday system-level approvals could put the timely close process at risk.  Accounting will continue to provide oversight, review and approval to journal entries, period closes, etc.



 



The following are recommendations/notes based on the output of the PWC tool



 



Segregation of Duties (SoD)



 



*	Throughout the implementation process Arch has worked with both Workday and Collaborative consultants to understand the control environment and implement best practices.  A key control item is the development and review of the Gold Security Matrix (latest attached).  This file notes the key roles/user assignments, security groups, domain policies, business process policy, etc.  In additional to this Arch has purchased the Kainos Smart Audit tool which will be implemented in Q1 2023.  This tool will assist in continued review and assessment of user privileges and SoD. 

*	Known SoD limitations – Arch Accounting and Finance is thinly staffed and management is aware that this may leave some individuals with sub-optimal access privileges.  Where such excess access is noted management will utilize Workday native reports as well as Kainos Smart Audit reports to identify and monitor elevated access use. 



 



Sensitive Access



 



*	Several items noted were associated with the HCM/Payroll implementation that has been in place for several years.  This access has been audited/reviewed but where possible Arch management will work to reduce, limit, monitor this access.



*	Several of these accounts appear to be used for integrations that required a named account (not a generic account).  The user-ids and passwords for these integration accounts are not known or accessible by any Arch user.



*	Also, as noted above, Arch Accounting and Finance is thinly staffed. Where access cannot be eliminated it will be monitored. 



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 
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As part of the overall assessment of the Arch Resources Workday control environment, we reviewed the Workday Financial Management - General Ledger Controls and any changes to the Information Technology General Controls (ITGCs) as a result of the expanded Workday functionality, and assessed against industry leading practice. These procedures were performed based on the Archcoal4 tenant from October 3rd to October 20th. For this assessment we:





1. Reviewed the Workday Financial Management - General Ledger risk and controls matrix (RCM)


2. Reviewed the Workday ITGCs RCM


3. Identified gaps or areas for improvement over the provided risks and controls


4. Provided recommendations for addressing gaps and/or automated control improvements
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What is it? Journal entries (manual, external, etc.) are reviewed, approved, and authorized in order to provide complete, accurate, and valid postings to the GL.





Why is it important? Inaccurate or invalid journal entries that post to the GL result in misstated financial statements.














Observation:



The 'Accounting Journal Event' and ‘Accounting Journal Unpost-Reverse Event’ business process definitions are not configured with any approval steps in the tenant. As a result manual journal entries do not require any approval prior to posting. There are no custom validations to validate that manual journal entries are posted to the appropriate accounts.
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Recommendation:


1. Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' and 'Accounting Journal Unpost-Reverse Event' business process definitions to require approval for journal entries prior to completion.


2. Define a control that validates a bulk import of journal entries done through EIB on the 'Accounting Journal Event' BP with appropriate approvals and routing restrictions.
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Recommendation:


1. Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' and 'Accounting Journal Unpost-Reverse Event' business process definitions to require approval for journal entries prior to completion.


Management Response: Approvals will be managed and documented outside the Workday system.  This will be similar to how approvals are currently managed in Oracle GL.  This has been intestinally done to minimize wait-time at close, and to minimize the number of days it takes to close the books.





2. Define a control that validates a bulk import of journal entries done through EIB on the 'Accounting Journal Event' BP with appropriate approvals and routing restrictions.


Management Response: This will be a manual process performed outside the Workday system. 	

















[bookmark: Slide_Number_6]Workday Financial Management - General Ledger - Period Close





What is it? At the end of each period ensure reconciliations of GL accounts and suspense transactions are identified and are complete, accurate, and valid postings to the GL and performed within the appropriate time period.





Why is it important? These reconciliations and suspense transactions ensure postings are complete and accurate, checklists completed, and fixed operational entries resulting in correct financial statements.











Observation:



There are gaps around key account reconciliations and their completion before period close and the monitoring of period close activities does not fully mitigate the risk of appropriate completion of checklists.
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Recommendation:


1. Document processes around account balance reconciliations. These reconciliations should be reviewed for completeness and confirmation that any issues identified have been resolved.


2. Configure the 'Period Close Event' business process definition to include to-do steps required and an appropriate approval step with routing restrictions to automate the process.


3. Identify and document the period close checklist with specific attributes applicable to Workday that are reviewed on the closing checklist to validate that key steps are performed including suspense transaction reviews.














[bookmark: Slide_Number_7]Workday Financial Management - General Ledger - Period Close








Recommendation:


1. Document processes around account balance reconciliations. These reconciliations should be reviewed for completeness and confirmation that any issues identified have been resolved.


Management Response: Process will be similar to current reconciliations.





2. Configure the 'Period Close Event' business process definition to include to-do steps required and an appropriate approval step with routing restrictions to automate the process.


Management Response: Period close process has been documented. As noted above, approvals are intentionally performed outside the Workday system to minimize close time.





3. Identify and document the period close checklist with specific attributes applicable to Workday that are reviewed on the closing checklist to validate that key steps are performed including suspense transaction reviews.


Management Response:

















[bookmark: Slide_Number_8]Workday Financial Management - General Ledger - Control Accounts





What is it? Control accounts are summary accounts for the GL.





Why is it important? Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) need to be accurate in order to support accurate balances.














Observation:



Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) are not configured as control accounts to enable warnings on directly posting to the general ledger via manual journal entries. Further an approval step or routing restrictions are not configured within the 'Accounting Journal Event' to require approval if the journal contains a control account.
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Recommendation:


1. Enable warnings for directly posting to critical subledger accounts to prevent inaccurate final ledger balances.


2. Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' business process definition to require approvals for any and journal entries.


3. Utilize standard reports, such as 'Assets to Ledger Reconciliation' are generated and reviewed before period close to identify any discrepancies due to future-dated transactions, etc.














[bookmark: Slide_Number_9]Workday Financial Management - General Ledger - Control Accounts








Recommendation:


1. Enable warnings for directly posting to critical subledger accounts to prevent inaccurate final ledger balances.


Management Response:	











2. Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' business process definition to require approvals for any and journal entries.


Management Response:











3. Utilize standard reports, such as 'Assets to Ledger Reconciliation' are generated and reviewed before period close to identify any discrepancies due to future-dated transactions, etc.


Management Response:

















[bookmark: Slide_Number_10]Workday Financial Management - General Ledger - Allocations





What is it? Allocation journal entries and underlying details are required to be approved prior to posting.





Why is it important? Costs are not appropriately allocated, resulting in inappropriate financial reporting




















Observation:



There is a gap in processes to monitor appropriate allocation of costs. The 'Allocation Finalize Event' business process definition is not configured with any approval steps or allocation percentages in the tenant so all allocation transactions automatically post once initiated.
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Recommendation:


1. Add an approval step with appropriate routing restrictions in the 'Allocation Finalize Event' business process definition to require approval for all allocation transactions before they are posted.


2. Implement a manual control to review the allocation, including the underlying allocation definition and statistics to determine whether the allocation is appropriate
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[bookmark: Slide_Number_11]Workday Financial Management - General Ledger - Allocations








Recommendation:


1. Add an approval step with appropriate routing restrictions in the 'Allocation Finalize Event' business process definition to require approval for all allocation transactions before they are posted.


Management Response:











2. Implement a manual control to review the allocation, including the underlying allocation definition and statistics to determine whether the allocation is appropriate


Management Response:








[image: ]








[bookmark: Slide_Number_12]Workday Financial Management - General Ledger - Intercompany Transactions





What is it? Intercompany transactions are internal transfer of funds within the organization.





Why is it important? Eliminating (where appropriate) and if necessary confirming intercompany transaction balances are complete, accurate, and captured in a timely manner results in accurate financial statements.Observation:


The 'Accounting Journal Intercompany Event' business process definition is not configured with any


approval steps and/or routing restrictions in the tenant so all transactions are bypassed.
































Recommendation:


1. Add an approval step with appropriate routing restrictions in the 'Accounting Journal Intercompany Event' business process definition to require approval for all intercompany elimination transactions.
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[bookmark: Slide_Number_13]Workday Financial Management - General Ledger - Intercompany Transactions











Recommendation:


1. Add an approval step with appropriate routing restrictions in the 'Accounting Journal Intercompany Event' business process definition to require approval for all intercompany elimination transactions.


Management Response:

















[bookmark: Slide_Number_14]Workday Financial Management - General Ledger - GL Maintenance





What is it? Ensuring transactions are posted to the appropriate ledger accounts.





Why is it important? Account posting rules are configured to post transactions to appropriate ledger accounts based on configured posting rules, which match the company's accounting policy.














Observation:



Documented that payroll account posting rules were configured, but remaining GL account posting rules were not configured to post transactions to appropriate ledger accounts based on configured posting rules.
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Recommendation:


1. Determine and configure key account posting rules to direct posting transactions to their appropriate ledger accounts to automate this process and automatically perform consolidations.





[image: ]
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Recommendation:


1. Determine and configure key account posting rules to direct posting transactions to their appropriate ledger accounts to automate this process and automatically perform consolidations.


Management Response:
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[bookmark: Slide_Number_16]ITGC Assessment





As a result of the assessment, the team reviewed and assessed the “new” controls as part of the Financial Management - GL implementation. The existing ITGCs and applicable processes that exist were deemed out of scope for this assessment. As such, there were three areas within Change Management that are noted as unmitigated or partially mitigated risk areas. These key areas for managements review and consideration include:





Change Categorization


· Changes are directly configured within Workday, in the current state, without following a testing/approval protocol or categorization, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting. This will be important for managements monitoring as well as determining a complete population of SOX changes.





Emergency Changes


· Emergency changes do not follow the change management procedures and bypass established processes resulting in invalid or inaccurate changes made.





Change Monitoring


· Changes to Workday that are not properly monitored which increases the risk of invalid data, fraud, and/or unreliable financial information and report outputs. Management is in the process determining logging to monitor changes, but it has not been fully designed.














[bookmark: Slide_Number_17]ITGC Assessment - Change Categorization





What is it? Different types of configuration changes are classified into different categories, with different testing and approval processes for each change category.





Why is it important? Changes that are incorrectly classified may go through incorrect change management processes and allow for certain changes to bypass testing and approval.











Observation:



It is unclear how management differentiates which change is categorized into categories. These could be defined as emergency, expedited, normal, or standard changes. This may lead to change tickets being incorrectly classified as standard changes, which may not go through an approval process.
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Recommendation:


1. Clearly differentiate between the different categories of changes and define what types of changes are emergency, expedited, normal, or standard. (Refer to the Appendix for examples of key configuration changes)


2. Formally document the types of configuration changes that fall into the different change classifications.














[bookmark: Slide_Number_18]ITGC Assessment - Change Categorization








Recommendation:


1. Clearly differentiate between the different categories of changes and define what types of changes are emergency, expedited, normal, or standard. (Refer to the Appendix for examples of key configuration changes)


Management Response:  Workday changes will follow the standard Arch change management process, utilizing ServiceNow. The following is noted in the ServiceNow CR entry:


· Create Normal Change: Normal Changes are a general-purpose change type that requires one or more approvals.


· Standard: Select from available preapproved change templates. These changes do not require approval.


· Create Emergency Change: Emergency Changes are a change type that must be implemented as soon as possible.


	Those changes noted in the Appendix are consistent with Arch expectations. 


	


2. Formally document the types of configuration changes that fall into the different change classifications.


Management Response: See above.
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[bookmark: Slide_Number_19]ITGC Assessment - Emergency Changes





What is it? Emergency changes are high-priority changes that often go through review and approval after the change has already been made.





Why is it important? Due to the nature of their urgency, emergency changes typically do not follow normal change management procedures and can result in inappropriate changes to the tenant if there is a lack of retrospective review and approval.Observation:


It is not specified what Management considers as an emergency change or what qualifies as a critical priority incident for emergency changes.


























Recommendation:


1. Refer to previous slide (Change Classification) for recommendations regarding the categorization of changes. (Refer to the Appendix for examples of key configuration changes)


2. Define a time frame for retrospective approval of emergency changes.


3. Formally document a control over emergency change procedures.
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Recommendation:


1. Refer to previous slide (Change Classification) for recommendations regarding the categorization of changes. (Refer to the Appendix for examples of key configuration changes)


Management Response: addressed in previous slide








2. Define a time frame for retrospective approval of emergency changes.


Management Response: formalized in change management procedures and reviewed in CAB








3. Formally document a control over emergency change procedures.


Management Response: formally documented in change management procedures as noted in ServiceNow

















[bookmark: Slide_Number_21]ITGC Assessment - Change Monitoring





What is it? Change monitoring is the review and reconciliation of key configuration changes in the tenant to approved change requests.





Why is it important? Unauthorized changes may be directly configured within Workday without following a testing/approval protocol, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting.











Observation:



The change monitoring activities are still in process of being developed and there are currently no defined procedures regarding Workday configuration change monitoring to validate that key configuration changes were appropriately authorized.





[image: ]


Recommendation:


1. Maintain a list of key configuration changes and clearly identify risk rankings and procedures for each key configuration change.


2. Periodically reconcile key changes to approved tickets in order to validate that key changes follow the appropriate testing and approval procedures. For changes that did not obtain proper approval, investigate and resolve the discrepancy. Store and maintain proof of reconciliation and evidence of sign-off in a shared drive for ease of traceability.


3. Formally document a control over change monitoring.
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Recommendation:


1. Maintain a list of key configuration changes and clearly identify risk rankings and procedures for each key configuration change.


Management Response: Similar to those items noted in the Appendix








2. Periodically reconcile key changes to approved tickets in order to validate that key changes follow the appropriate testing and approval procedures. For changes that did not obtain proper approval, investigate and resolve the discrepancy. Store and maintain proof of reconciliation and evidence of sign-off in a shared drive for ease of traceability.


Management Response: Will be included in standard change management process and reviewed by Steve Duncan, Change Management Coordinator








3. Formally document a control over change monitoring.


Management Response: Will be reviewed by Steve Duncan, Change Management Coordinator and John Lorson, CAO
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[bookmark: Slide_Number_23]ITGC Assessment - Going Forward





· Review recommendations for each of the areas discussed


· Prioritize and rank the recommendations


Phase 1


Review and Prioritize Recommendations





· Identify remediation activities and define owners for each action item








· Implement configuration updates as required


Phase 2


Implement Remediation Activities





· Where applicable, define and build reports for monitoring/manual review








· Identify key IT risks and map them to controls


Phase 3


Develop Risk and Control Matrix





· Develop an IT general controls risk and control matrix





· Obtain sign off from key stakeholders


· Deploy the newly documented controls


Phase 4


Sign Off and Deploy





· Complete required training for new controls/procedures


Phase 5


Sustain Ongoing Monitoring Controls








· Develop a process to monitor the IT general controls on a regular basis


· [image: ]With new features released semi-annually, a controls impact analysis is recommended.
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[bookmark: Slide_Number_25]Appendix - Key Configuration Changes





[bookmark: _GoBack]In Workday, there are a number of different types of configuration changes that should be considered when developing change management procedures:








· Integrations


· Custom Reports


· Business Process Definitions


· Condition Rules


· Validation Rules


· Calculated Fields






· Security Configurations


· Semi-Annual Release & Service Updates


· Tasks


· Organization Setup


· Tenant Setup








Within each of these areas, specific objects may be ranked to differentiate between high, medium, and lower risk items. Example:





			Configuration Type


			Low


			Medium


			High





			Domain / Task


			Change Profile Photo


			Set Up Compensation Packages


			Process Payroll











For each object, the following fields should be defined:





			Technical Object


			Function


			Risk Ranking


			Technical Owner


			Business Lead


			Alternate Business Lead


			Informed Parties





			Business Process Definition


			Hire


			Medium


			Workday Analyst


			HR Business Lead


			Compensation Business Lead


			Compliance
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RE: Arch Resources Workday Pre-Implementation Review - Security Assessment Results


			From


			Jeremy Rhoads (US)


			To


			Peter Mahoney (US); Gurmeet Sawhney (US); Nicole Pledger (US); Jasmin Randhawa (US); LaBell, Derek A.; Blackford, Bret B.; Lorson, John W.; Zambo, Marty M.; Szczepan, Greg A.; Goede, Rhonda R.; Hensala, Gregory F.


			Cc


			Giljum, Matt C.


			Recipients
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CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.








Hi All,





 





As requested, please find attached the presentation materials from our discussion and also attached are the supporting documentation for both the Sensitive Access Results and the Segregation of Duties Results. 





 





Additionally, the three individuals that were identified yesterday will be receiving a separate email today to log in to the Workbench tool to view the BI Dashboards highlighting these results in a user-friendly visualization.





 





If you have any questions or comments please let us know and we are happy to discuss. 





 





Best,





Jeremy





 





Jeremy Rhoads





 





PwC | Manager | Cyber Risk & Regulatory Technology Solutions





Mobile: +1 (703) 295-2841





Email: Jeremy.Rhoads@PwC.com





PricewaterhouseCoopers LLP | Phoenix, AZ





http://www.pwc.com/us





 





-----Original Appointment-----
From: Peter Mahoney (US) <peter.r.mahoney@pwc.com> 
Sent: Friday, November 4, 2022 11:55 AM
To: Peter Mahoney (US); Gurmeet Sawhney (US); Nicole Pledger (US); Jeremy Rhoads (US); Jasmin Randhawa (US); LaBell, Derek; Blackford, M. Bret; Lorson, John; Zambo, Marty; gszczepan@archrsc.com; Goede, Rhonda; Hensala, Greg
Cc: mgiljum@archrsc.com; Conference Room - STL - Accounting
Subject: Arch Resources Workday Pre-Implementation Review - Security Assessment Results
When: Monday, November 14, 2022 3:30 PM-4:00 PM (UTC-06:00) Central Time (US & Canada).
Where: 





 





Good afternoon,













Setting time for the discussion of the Sensitive Access (SA) and Segregation of Duties (SOD) analysis performed based on the agreed upon SA and SOD framework.













Please let me know if you have any questions.













Thanks,
Pete





 





________________________________________________________________________________ 





Microsoft Teams meeting 





Join on your computer, mobile app or room device 





Click here to join the meeting 





Meeting ID: 233 691 818 770 
Passcode: ap5sKP 





Download Teams | Join on the web





Join with a video conferencing device 





teams@vconlink.pwc.com 





Video Conference ID: 114 490 177 4 





Alternate VTC instructions 





Or call in (audio only) 





+1 213-493-9475,,106815201#   United States, Los Angeles 





Phone Conference ID: 106 815 201# 





Find a local number | Reset PIN 





Learn More | Meeting options 





________________________________________________________________________________ 
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The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 








In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.








PricewaterhouseCoopers LLP is a Delaware limited liability partnership. This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.
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Background

We performed a security assessment on the Financial Accounting and System functional areas. This assessment identified a
framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources
determined as key financial risks to the organization.

The SA and SOD assessment used data extracted from the Archcoal4 (Implementation) Workday tenant on November 2, 2022.
The SA/SOD analysis was performed on the agreed-upon framework by process owners.

The SA/SOD analysis excludes the following types of user accounts:

° Implementer accounts
o  There are 25 accounts have elevated access rights across functional areas required for implementation purposes

by the project team.
o  Werecommend that there is a clear strategy in place for when this access will be removed at go-live.

e System & Workday-owned accounts
o  Workday maintains certain system accounts, e.g., “wd-support” to which only Workday has access to provide

emergency support.
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Assessment Metrics

Out of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) controls across the Financial Accounting and
System functional areas:

Segregation of Duties Metrics:

e 13 of 13 SODs tested have users in conflict
o 5 Financial Accounting SODs had conflicts
o 8 System SODs had conflicts
e 1out of the 13 SODs noted have more than 10 users in conflict

Sensitive Access Metrics

e 7o0f 20 SAs points displayed excessive access to higher risk abilities
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, documented and configurable
mitigating controls were evaluated for ways to address the financial risk that the conflict presents to the organization. The following
observations were identified:

Theme/Observation Risk/Impact Recommendation for Consideration

Review the security groups with excessive
Inherent Security Group Conflicts . . access and/or inherent conflicts and remove
Th SOD violati db Excesstve access for securijiRiEneiiy access where possible to resolve conflicts. If
1 i ;I‘e al;e scurity group eon ?lljetcause ¥ | allow for unilateral performance of access removfl is not an option identifyé
inherent security group contiicts, conflicting abilities, which may result in b ption,
meaning that the same security group : . mitigating control to confirm that access to
. : unauthorized transactions. o . .
has access to conflicting functions. the conflict is restricted to the appropriate
end-users.

Implement and identify controls in place to
mitigate key financial risk and include key
attributes to facilitate effective operation of
controls: Control Performer, Control
Frequency, Reports Utilized in Review, Steps
mitigaFe the risk of users hgyipg etacting et i n—— 1\ 1c involvgd, investigation criteria, anfl releyant
excessive access and/or abilities to needed assertions. As part of the controls identified,
perform conflicting abilities. ) confirm that segregation of duties exists
between the control performer and reviewer.

Management has not yet established
formalized documentation around
2 processes and procedures in place that

Users have the ability to bypass controls
which may result in performing
unauthorized or inappropriate
transactions and lead to difficulty in
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, mitigating controls were evaluated for
ways to address the financial risk that the conflict presents to the organization. The following observations were identified:

# Theme/Observation Risk/Impact Recommendation for Consideration
Integration System Users An unauthorized user logging in under Disable the ability to allow ISUs having user
There are 53 Integration System Users an ISU account may potentially perform @nterf.ace access. If this is.not an optipn, .

3 (T b e @oaiimgnedl o eillory Lot inaccurate or erroneous transactions. identify a control to monitor ISU loglns. via the

. . . These abilities cannot be monitored or UI on an ongoing basis to decrease the impact
via the user interface (using traced back to the specific user due to the | of inappropriate and unauthorized
username/password). general nature of the ISU account name. | transactions.
ARCH 6
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Next Steps

->  Review of Sensitive Access assessment output
€  All sensitive access elements should be reviewed for appropriateness of the security groups and users that have access to
each function as per comments in the output
-  Review of Segregation of Duties analysis output
€  Where possible, SOD risks should be remediated by addressing inherent conflicts (i.e. have zero users in conflict). All SoDs
should be reviewed to look at the access points and users across both abilities and how the risk may be reduced
€  We understand some of the SOD results are showing up as designed by the business process, but to the extent that the SoD
cannot be fully remediated, mitigating controls should be developed to address residual risk exposures. Examples include
enforcing additional manual process controls, or user monitoring over these conflicting functions and/or power users.
-  Identification of mitigating controls
€  Where manual review controls are required to fully mitigate SOD risk, consider designing, implementing, and
documenting mitigating controls for those manual reviews
ARCH 7
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Appendix - Examples of Key Themes

For each of the 2 themes identified, examples of abilities assessed and matching mitigating control recommendations are below:

Theme Identified

Example SA/SOD

Recommendation Example

Inherent Security Group Conflicts

SOD- 11: Security Configuration AND Assign
User-Based Security Groups

Review the appropriateness of the 'Security
Configurator' security group from having access to both
configure security and assign user-based security
groups.

Mitigating Controls

SOD 7: Edit Business Process Definitions AND
Assign User-Based Security Groups

Implement a manual review to monitor the processes
around editing business process definitions and
assigning user-based security groups to validate no user
in conflict is performing both abilities.
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Introduction







								Arch Resources



								Workday Sensitive Access (SA) Assessment																DRAFT







								1. This Sensitive Access assessment is based on data extracted from ARCHCOAL4 IMPL tenant on 11/02/22 .
 



								2. User counts excludes the following member types: 



								- Users assigned to the "Implementer" security group: These accounts have elevated access rights.  See tab "Implementers" for a list of implementer accounts.



								- Integration systems accounts: Integration system accounts are "non-user" accounts needed for interfaces to communicate egress and ingress data. Each interface is required to be assigned to a set of security groups to update and in- or outbound data fields.



								- System & Workday-owned accounts: Workday maintains certain system accounts, e.g. "wd-support" to which only Workday has access to provider emergency support.







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Output Summary



								Enterprise Control - Workday Sensitive Access (SA) Assessment







																								DRAFT



								#				Functional Area				Ability				Risk				Ability - BP / Domains				User Count				Workday Security Groups				Comments



								SA-1				Financial Accounting				Open Close Periods				Provides potentially unauthorized access to open and close accounting periods.				Domain: Process: Close Year End
Domain: Process: Period End
				5				Accounting Operations Lead
				Security group with this ability appear to be appropriate.



								SA-2				Financial Accounting				Set Up Periods				Provides potentially unauthorized access to set up periods and period-close activities.				Domain: Set Up: Ledger and Book
Domain: Set Up: Period Close
				8				Common Finance Configurator
				Security group with this ability appear to be appropriate.



								SA-3				Financial Accounting				Perform Journal Entries				Provides potentially unauthorized access to create and post manual journal entries, or unpost journal entries.				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event
				9				Accountant
Accounting Operations Lead
				Security groups with this ability appear to be appropriate.



								SA-4				Financial Accounting				Update Chart of Accounts				Unauthorized or inaccurate changes to the chart of accounts could result in inappropriate accounting transactions.				Domain: Set Up: Accounts
				8				Common Finance Configurator
				Security group with this ability appear to be appropriate.



								SA-5				Financial Accounting				Maintain Financial Accounting Rules / Set Ups				Provides potentially unauthorized access to set up/modify accounting rules, customer categories, fiscal schedule, ledger and book usage, receivable write-off categories, revenue categories, spend categories, and supplier categories which may result in inaccurate journals.				Domain: Set Up: Accounting Rules
Domain: Set Up: Company
Domain: Set Up: Company Accounting
Domain: Set Up: Company General
Domain: Set Up: Customer Categories
Domain: Set Up: Financial Accounting
Domain: Set Up: Fiscal Schedule
Domain: Set Up: Interest Rate and Late Fee Rule
Domain: Set Up: Journal Source
Domain: Set Up: Ledger and Book
Domain: Set Up: Loan
Domain: Set Up: Period Close
Domain: Set Up: Receivable Overpayment
Domain: Set Up: Receivable Write-off Categories
Domain: Set Up: Revenue Categories
Domain: Set Up: Spend Categories
Domain: Set Up: Supplier Categories
Domain: Set Up: Worktag Balancing
				8				Accounting Configurator
Common Finance Configurator
Finance Organization Administrator
				Review the appropriateness of the 'Accounting Configurator' and 'Common Finance Configurator' security groups from having access to modify financial accounting rules/set ups. Consider limiting their access to 'view' only.

The remaining security group with this ability appears appropriate.



								SA-6				Financial Accounting				Set Up Worktags				Provides potentially unauthorized access to set up and maintain worktags leading to inaccurate reporting.				Domain: Set Up: Enable Worktags
Domain: Set Up: Maintain Custom Worktags
Domain: Set Up: Worktag Balancing
Domain: Set Up: Worktags
				8				Common Finance Configurator
				Security group with this ability appear to be appropriate.



								SA-7				Financial Accounting				Set Up Financial Statement Structure				Provides the ability to make potentially unauthorized changes to financial statement report definitions.				Domain: Reports: Financial Accounting
				7				Accountant
				Security group with this ability appear to be appropriate.



								SA-8				System				Create and Edit Integrations				Provides potentially unauthorized access to set up integration systems or system protocols resulting in inappropriate or unauthorized changes to the critical integration systems and problems with completeness and accuracy of data.				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs
Domain: Set Up: Map Worktags
				22				Accountant - Integrations
Accounting Center Administrator
Common Finance Configurator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations				Security groups with this ability appear to be appropriate.



								SA-9				System				Edit Business Process Definitions				Provides potentially unauthorized access to manage business process definitions to define the workflow of each business process, including conditions for approvals.				Domain: Business Process Administration
Domain: Manage: Business Process Definitions
				10				Business Process Administrator
HR Business Process Administrator
INT021 - New Hire Outbound Security Group
INT032 ADP Security Group
Payroll Business Process Administrator
Performance Business Process Administrator				Review the appropriateness of the 'INT021- New Hire Outbound Security Group' and 'INT032 ADP Security Group' security group from having access to edit business process definitions.

The remaining security groups with this ability appear to be appropriate.



								SA-10				System				Security Administration				Provides potentially unauthorized access to the creation and maintenance of Workday accounts, establishment of password rules, and management of feature permissions resulting in inappropriate or unauthorized changes to the system security set up.				Domain: Lock Out Workday Accounts
Domain: Security Administration
Domain: Workday Account Passwords
Domain: Workday Accounts
				2				Security Administrator
Security Partner
				Security groups with this ability appear to be appropriate.



								SA-11				System				Security Configuration				Provides access to create unauthorized security groups, make unauthorized changes to security policies, and enable/disable security policies inappropriately which could result in inappropriate security group access.				Domain: Security Activation
Domain: Security Configuration
				2				Security Configurator
				Security groups with this ability appear to be appropriate.



								SA-12				System				Assign Roles				Potentially unauthorized access to assign roles to a user may result in inappropriate levels of access being obtained by that user.				Assign Roles: Assign Roles
				8				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Talent Administrator
				Review the appropriateness of the 'Alternate Owner, 'Alternate Owner Chain, Hierarchy Owner Chain', and 'Owner' security groups from having access to assign roles. 

Validate that the 'Talent Administrator' only has access to assign a limited number of roles as they relate to the Talent process area.

The remaining security group with this ability appears appropriate ('Security Administrator').



								SA-13				System				Maintain Assignable Roles				Potentially unauthorized access to add new assignable roles and provision access to certain security groups to gain unauthorized access.				Domain: Set Up: Assignable Roles
				2				Security Administrator
				Security group with this ability appear to be appropriate.



								SA-14				System				Assign User-Based Security Groups				Potentially unauthorized access to assign users to user-based security groups may result in inappropriate user access across all organizations (unconstrained).				Domain: User-Based Security Group Administration
				2				Security Administrator
Security Configurator
				Typically this ability is limited to the 'Security Administrator'. Review the appropriateness of the 'Security Configurator' from having access to assign user-based security groups. 



								SA-15				System				Report Output Sharing				Unauthorized ability to share outputs of custom reports used in SOX processes or reporting.				Domain: Report Output Sharing
				56				Report Output Sharing
Report Writer
				There are a large number of groups with access to report output sharing. Consider review of all the groups and users.



								SA-16				System				Create and Modify Custom Reports				Provides potentially unauthorized access to create and modify key custom reports which are used in regulatory reporting leading to inaccurate financial or regulatory reporting.				Domain: Custom Report Administration
Domain: Custom Report Creation
				48				HR Administrator
Report Writer
Setup Administrator
				There are a large number of groups with access to create/modify custom reports. Consider review of all the groups and users.



								SA-17				System				Edit Integration Security				Provides potentially unauthorized access to create integration system users for integration runs resulting in inappropriate or unauthorized executions of business critical integration systems or inappropriate UI access for the system user.				Domain: Integration Security
				2				Security Administrator
				Security group with this ability appear to be appropriate.



								SA-18				System				Edit Tenant Set Up				Provides potentially unauthorized access to tenant set up functions.				Domain: Set Up: Tenant Setup - BP and Notifications
Domain: Set Up: Tenant Setup - Document Categories
Domain: Set Up: Tenant Setup - General
Domain: Set Up: Tenant Setup - Global
Domain: Set Up: Tenant Setup - HCM
Domain: Set Up: Tenant Setup - Integrations
Domain: Set Up: Tenant Setup - Payroll
Domain: Set Up: Tenant Setup - Reporting and Analytics
Domain: Set Up: Tenant Setup - Search
Domain: Set Up: Tenant Setup - Security
Domain: Set Up: Tenant Setup - System
Domain: Set Up: Tenant Setup - Tenant Analyzer
Domain: Set Up: Tenant Setup - Worklets
				7				Business Process Administrator
HR Administrator
Payroll Administrator
Security Administrator
Setup Administrator
				Security groups with this ability appear to be appropriate.



								SA-19				System				Launch/ Schedule Integrations				Provides potentially unauthorized access to run an integration resulting in inappropriate or unauthorized executions of business critical integration systems.				Domain: Integration Build
Domain: Integration Debug
Domain: Integration Event
				20				Accountant - Integrations
Accounting Center Administrator
Budget - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
				There are a large number of groups with access to launch/schedule integrations. While several of them are segmented groups, consider review of all the groups and users, especially administrative groups that would be able to launch all integrations.



								SA-20				System				Sandbox to Production Management (Object Transporter Access)				Privileged access to transport configuration changes from the sandbox tenant to production.				Domain: Configuration Set
Domain: OX for Non-Implementers
				4				Migration Administrator
Setup Administrator
				Security groups with this ability appear appropriate.











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-1



								Sensitive Access Analytic Results for Open Close Periods







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-2



								Sensitive Access Analytic Results for Set Up Periods







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-3



								Sensitive Access Analytic Results for Perform Journal Entries







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Christopher L Chard				cchard / Christopher L Chard				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Christopher L Chard				cchard / Christopher L Chard				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-4



								Sensitive Access Analytic Results for Update Chart of Accounts







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-5



								Sensitive Access Analytic Results for Maintain Financial Accounting Rules / Set Ups







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								John W. Lorson				JLorson / John W. Lorson				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								John W. Lorson				JLorson / John W. Lorson				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								John W. Lorson				JLorson / John W. Lorson				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-6



								Sensitive Access Analytic Results for Set Up Worktags







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-7



								Sensitive Access Analytic Results for Set Up Financial Statement Structure







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-8



								Sensitive Access Analytic Results for Create and Edit Integrations







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Gary S Glassman				GGlassman / Gary S Glassman				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Configure				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Configure				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Center Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accounting Center Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integrations: EIBs				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integrations: EIBs				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-9



								Sensitive Access Analytic Results for Edit Business Process Definitions







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Cathy M. Staley				CStaley / Cathy M. Staley				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								Denise Kelley				DKelley / Denise Kelley				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								WD_Turnover_User				WD_Turnover_User				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound Security Group				Integration System Security Group (Unconstrained)				Business Process Administration				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				INT032 ADP Security Group				Integration System Security Group (Unconstrained)				Business Process Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				INT032 ADP Security Group				Integration System Security Group (Unconstrained)				Manage: Business Process Definitions				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								ISU_INT0050				ISU_INT0050				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Laura M. Easler				leasler / Laura M. Easler				Performance Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Phyllis A Flowers				PFlowers / Phyllis A Flowers				Performance Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-10



								Sensitive Access Analytic Results for Security Administration







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Lock Out Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Lock Out Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Security Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Security Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-11



								Sensitive Access Analytic Results for Security Configuration







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Configurator				User-Based Security Group				Security Activation				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Configurator				User-Based Security Group				Security Activation				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Configurator				User-Based Security Group				Security Configuration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Configurator				User-Based Security Group				Security Configuration				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-12



								Sensitive Access Analytic Results for Assign Roles







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Alternate Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Alternate Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Alternate Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Alternate Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Hierarchy Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Hierarchy Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Anthony DiFatta				adifatta / Anthony DiFatta				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Anthony DiFatta				adifatta / Anthony DiFatta				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Cathy M. Staley				CStaley / Cathy M. Staley				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Cathy M. Staley				CStaley / Cathy M. Staley				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Denise Kelley				DKelley / Denise Kelley				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Denise Kelley				DKelley / Denise Kelley				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Gina L Brunner				gbrunner / Gina L Brunner				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Gina L Brunner				gbrunner / Gina L Brunner				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Assign Roles				Assign Roles



								Laura M. Easler				leasler / Laura M. Easler				Talent Administrator				User-Based Security Group				Assign Roles				Assign Roles



								Phyllis A Flowers				PFlowers / Phyllis A Flowers				Talent Administrator				User-Based Security Group				Assign Roles				Assign Roles



































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-13



								Sensitive Access Analytic Results for Maintain Assignable Roles







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Set Up: Assignable Roles				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Set Up: Assignable Roles				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-14



								Sensitive Access Analytic Results for Assign User-Based Security Groups







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				User-Based Security Group Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				User-Based Security Group Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Configurator				User-Based Security Group				User-Based Security Group Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Configurator				User-Based Security Group				User-Based Security Group Administration				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-15



								Sensitive Access Analytic Results for Report Output Sharing







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Gary S Glassman				GGlassman / Gary S Glassman				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								John A. Ziegler Jr.				JZiegler / John A. Ziegler Jr.				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Laura M. Easler				leasler / Laura M. Easler				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Phyllis A Flowers				PFlowers / Phyllis A Flowers				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Ashland_Outbound				Ashland_Outbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Denise Kelley				DKelley / Denise Kelley				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Int0038_GarnHist				Int0038_GarnHist				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-Jobcode				INT009-WF-Jobcode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-PayComponents				INT009-WF-PayComponents				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-PayElements				INT009-WF-PayElements				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT035_GL_IntUser				INT035_GL_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT318_Talx_IntUser				INT318_Talx_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								John W. Lorson				JLorson / John W. Lorson				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Jasmin K Randhawa				jrandhawa / Jasmin K Randhawa				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Jeremy Rhoads				jrhoads / Jeremy Rhoads				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Mercer_Inbound_Test				Mercer_Inbound_Test				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								MercerDCInbound				MercerDCInbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								MercerInbound				MercerInbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Michael Pritt				mpritt / Michael Pritt				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Sanjay Karanwal				skaranwal / Sanjay Karanwal				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Sabegh Virdi				svirdi / Sabegh Virdi				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_GarnHist				SysUser_GarnHist				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_GarnPQQ				SysUser_GarnPQQ				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_WF_Inbound				SysUser_WF_Inbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUserPositivePay				SysUserPositivePay				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								WD_Active_Directory_User				WD_Active_Directory_User				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								WD_ORA_INT_User				WD_ORA_INT_User				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								WD_Turnover_User				WD_Turnover_User				Report Writer				User-Based Security Group				Report Output Sharing				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-16



								Sensitive Access Analytic Results for Create and Modify Custom Reports







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				HR Administrator				User-Based Security Group				Custom Report Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Administrator				User-Based Security Group				Custom Report Administration				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Ashland_Outbound				Ashland_Outbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Denise Kelley				DKelley / Denise Kelley				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Int0038_GarnHist				Int0038_GarnHist				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-Jobcode				INT009-WF-Jobcode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-PayComponents				INT009-WF-PayComponents				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-PayElements				INT009-WF-PayElements				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT035_GL_IntUser				INT035_GL_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT318_Talx_IntUser				INT318_Talx_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								John W. Lorson				JLorson / John W. Lorson				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Jasmin K Randhawa				jrandhawa / Jasmin K Randhawa				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Jeremy Rhoads				jrhoads / Jeremy Rhoads				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Mercer_Inbound_Test				Mercer_Inbound_Test				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								MercerDCInbound				MercerDCInbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								MercerInbound				MercerInbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Michael Pritt				mpritt / Michael Pritt				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Sanjay Karanwal				skaranwal / Sanjay Karanwal				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Sabegh Virdi				svirdi / Sabegh Virdi				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_GarnHist				SysUser_GarnHist				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_GarnPQQ				SysUser_GarnPQQ				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_WF_Inbound				SysUser_WF_Inbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUserPositivePay				SysUserPositivePay				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								WD_Active_Directory_User				WD_Active_Directory_User				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								WD_ORA_INT_User				WD_ORA_INT_User				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								WD_Turnover_User				WD_Turnover_User				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-17



								Sensitive Access Analytic Results for Edit Integration Security







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Integration Security				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Integration Security				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-18



								Sensitive Access Analytic Results for Edit Tenant Set Up







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Cathy M. Staley				CStaley / Cathy M. Staley				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Denise Kelley				DKelley / Denise Kelley				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								WD_Turnover_User				WD_Turnover_User				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Document Categories				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Document Categories				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								ISU_INT0050				ISU_INT0050				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Set Up: Tenant Setup - Security				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Set Up: Tenant Setup - Security				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-19



								Sensitive Access Analytic Results for Launch/ Schedule Integrations







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Gary S Glassman				GGlassman / Gary S Glassman				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Debug				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Debug				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Center Administrator				User-Based Security Group				Integration Event				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accounting Center Administrator				User-Based Security Group				Integration Event				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Budget - Integrations				Segment-Based Security Group				Integration Event				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Event				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Event				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Event				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Event				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Event				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-20



								Sensitive Access Analytic Results for Sandbox to Production Management (Object Transporter Access)







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



								Denise Kelley				DKelley / Denise Kelley				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Implementers



								Implementers Details







								Back to Summary																DRAFT



								Security Group				User Name				Workday Account				Account Locked, Disabled or Expiring



								Implementers								wd-support



								Implementers				Steven Davies				sdavies-impl / Steven Davies



								Implementers				Sunil Shelke				sshelke-impl / Sunil Shelke



								Implementers				Angel Tan				atan-impl / Angel Tan



								Implementers				Kit Luong				kluong-impl / Kit Luong



								Implementers				Faye French				ffrench-impl / Faye French



								Implementers				John Castrigano				jcastrigano-impl / John Castrigano



								Implementers				Victoria Gilbert				vgilbert-impl / Victoria Gilbert



								Implementers				Mary Miller				mmiller-impl / Mary Miller



								Implementers				Ivan Ruiz				iruiz-impl / Ivan Ruiz



								Implementers				Carolyn Bandle				cbandle-impl / Carolyn Bandle



								Implementers				Jessica Kent				jkent-impl / Jessica Kent



								Implementers				Patrick Fink				pfink-impl / Patrick Fink



								Implementers				Hector De Zayas				hdezayas-impl / Hector De Zayas



								Implementers				Susana Ip				sip-impl / Susana Ip



								Implementers				Jake Lobel				jlobel-impl / Jake Lobel



								Implementers				Karolina Debowska				kdebowska-impl / Karolina Debowska



								Implementers				Amy Weinstock				aweinstock-impl / Amy Weinstock



								Implementers				Marc Erlich				merlich-impl / Marc Erlich



								Implementers				Sophia Johnson				sjohnson-impl / Sophia Johnson



								Implementers				Craig Munson				cmunson-impl / Craig Munson



								Implementers				Tyler Pope				tpope-impl / Tyler Pope



								Implementers				Mason Celli				mcelli-impl / Mason Celli



								Implementers				Michael Cooper				mcooper-impl / Michael Cooper



								Implementers				Tom Hutchinson				thutchinson-impl / Tom Hutchinson























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ISU Accounts



								ISU Accounts with UI sessions allowed Details







								Back to Summary																DRAFT



								Workday Account				User Name				Is Integration User				Do Not Allow UI Sessions



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Yes



								SysUserPositivePay				SysUserPositivePay				Yes



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Yes



								INT032_ADP_IntUser				INT032_ADP_IntUser				Yes



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Yes



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Yes



								INT035_GL_IntUser				INT035_GL_IntUser				Yes



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Yes



								INT009-WF-PayComponents				INT009-WF-PayComponents				Yes



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Yes



								INT009-WF-PayElements				INT009-WF-PayElements				Yes



								INT007-SysUser-Ashland				INT007-SysUser-Ashland				Yes



								INT009-WF-Jobcode				INT009-WF-Jobcode				Yes



								SysUser_GarnHist				SysUser_GarnHist				Yes



								SysUser_WF_Inbound				SysUser_WF_Inbound				Yes



								MercerInbound				MercerInbound				Yes



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Yes



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Yes



								SysUser_GarnPQQ				SysUser_GarnPQQ				Yes



								SysUser_Ashland				SysUser_Ashland				Yes



								Int_PNC_User				Int_PNC_User				Yes



								Employee_photo_uploadA				Employee_photo_uploadA				Yes



								Ceridian_Integration_User				Ceridian_Integration_User				Yes



								Ceridian_Integration_User_Qtr				Ceridian_Integration_User_Qtr				Yes



								Ceridian_Integration_User_Annual				Ceridian_Integration_User_Annual				Yes



								Int0038_GarnHist				Int0038_GarnHist				Yes



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Yes



								ACI MissionMode Integration				ACI MissionMode Integration				Yes



								MercerDCInbound				MercerDCInbound				Yes



								Ashland_Outbound				Ashland_Outbound				Yes



								Sysuser_WF_TBC				Sysuser_WF_TBC				Yes



								Sysuser_WF_TBC1				Sysuser_WF_TBC1				Yes



								Sysuser_WF_TBC2				Sysuser_WF_TBC2				Yes



								Sysuser_WF_TBC3				Sysuser_WF_TBC3				Yes



								Mercer_Inbound_Test				Mercer_Inbound_Test				Yes



								INT011 - Active Directory Outbound IntUser				INT011 - Active Directory Outbound IntUser				Yes



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Yes



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Yes



								ISU_INT0050				ISU_INT0050				Yes



								WD_ORA_INT_User				WD_ORA_INT_User				Yes



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Yes



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Yes



								WD_Turnover_User				WD_Turnover_User				Yes



								ISU_INT325_ADP_Tax_Periodic				ISU_INT325_ADP_Tax_Periodic				Yes



								ISU_INT326_ADP_Tax_Monthly				ISU_INT326_ADP_Tax_Monthly				Yes



								ISU_INT327_ADP_Tax_Quarterly				ISU_INT327_ADP_Tax_Quarterly				Yes



								INT318_Talx_IntUser				INT318_Talx_IntUser				Yes



								ADPSmartCompliance_User				ADPSmartCompliance_User				Yes



								WD_Active_Directory_User				WD_Active_Directory_User				Yes



								Verify Status				Verify Status				Yes



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Yes



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Yes



								ISU Accounting Center				ISU Accounting Center				Yes










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ArchResources_Workday_SOD_Results-02-Nov-2022.xlsx


Introduction







								Arch Resources



								Workday Segregation of Duties (SOD) Assessment																DRAFT







								1. This Segregation of Duties assessment is based on data extracted from ARCHCOAL4 IMPL tenant on 11/02/22 .
 



								2. User counts excludes the following member types: 



								- Users assigned to the "Implementer" security group: These accounts have elevated access rights.  See tab "Implementers" for a list of implementer accounts.



								- Integration systems accounts: Integration system accounts are "non-user" accounts needed for interfaces to communicate egress and ingress data. Each interface is required to be assigned to a set of security groups to update and in- or outbound data fields.



								- System & Workday-owned accounts: Workday maintains certain system accounts, e.g. "wd-support" to which only Workday has access to provider emergency support.







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Output Summary



								Enterprise Insights - Workday Segregation of Duties Assessment



																								DRAFT



								#				Control Name				Ability - 1				Ability - 2				Inherent Security Group Conflicts				Security Group Level: 
Ability 1 - BP / Domains				Security Group Level: 
Ability 2 - BP / Domains				Total User Count				Security Groups				Risk				Comments



								SOD-1				Perform Journal Entries AND Maintain Financial Accounting Rules / Set Ups				Perform Journal Entries				Maintain Financial Accounting Rules / Set Ups				N/A				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				Domain: Set Up: Accounting Rules
Domain: Set Up: Company
Domain: Set Up: Company Accounting
Domain: Set Up: Company General
Domain: Set Up: Customer Categories
Domain: Set Up: Financial Accounting
Domain: Set Up: Fiscal Schedule
Domain: Set Up: Interest Rate and Late Fee Rule
Domain: Set Up: Journal Source
Domain: Set Up: Ledger and Book
Domain: Set Up: Loan
Domain: Set Up: Period Close
Domain: Set Up: Receivable Overpayment
Domain: Set Up: Receivable Write-off Categories
Domain: Set Up: Revenue Categories
Domain: Set Up: Spend Categories
Domain: Set Up: Supplier Categories
Domain: Set Up: Worktag Balancing				5				Accountant
Accounting Configurator
Accounting Operations Lead
Common Finance Configurator
Finance Organization Administrator				Incorrect /Unauthorized journal entry postings or changes to the resulting journal entries based on accounting set ups, resulting in incorrect reporting.				1. Consider segregating 5 users with the ability to perform journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to maintain financial accounting rules / set ups ('Common Finance Configurator', 'Finance Organization Administrator', Accounting Configurator').

2. From conversations with Arch Resources, it is noted that approvals for journal entries occur outside of Workday. Implement a manual frequent monitoring control to review the journal entry process to validate that only appropriate users are initiating and approving journal entries. 



								SOD-2				Perform Journal Entries AND Open Close Periods				Perform Journal Entries				Open Close Periods				Accounting Operations Lead				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				Domain: Process: Close Year End
Domain: Process: Period End				5				Accountant
Accounting Operations Lead				Adjustments and/or manual journal entries are recorded in the wrong period.				1. Review the appropriateness of the 'Accounting Operations Lead' security group from having access to both perform journal entries and open close periods.

2. Consider segregating 5 users with the ability to perform journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to open close periods ('Accounting Operations Lead').

3. Refer to SoD-1 (#2) for recommendation on implementing a manual control for the journal entry process occurring outside of Workday.



								SOD-3				Perform Journal Entries AND Update Chart of Accounts				Perform Journal Entries				Update Chart of Accounts				N/A				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				Domain: Set Up: Accounts				5				Accountant
Accounting Operations Lead
Common Finance Configurator				Maintain a fictitious general ledger account and hide activity via incorrect or unauthorized journal entry postings resulting in incorrect reporting.				1. Consider segregating 5 users with the ability to initiate journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to update chart of accounts ('Common Finance Configurator').

2. Refer to SoD-1 (#2) for recommendation on implementing a manual control for the journal entry process occurring outside of Workday.



								SOD-4				Initiate Journal Entries AND Approve Journal Entries				Initiate Journal Entries				Approve Journal Entries				N/A				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				N/A				9				Accountant
Accounting Operations Lead				Incorrect or unauthorized journal entry postings or unposting resulting in invalid entries and financial reporting errors.				1. From conversations with Arch Resources, it is noted that approvals for journal entries occur outside of Workday. Implement a manual frequent monitoring control to review the journal entry process to validate that only appropriate users are initiating and approving journal entries. 



								SOD-5				Edit Business Process Definitions AND Initiate Journal Entries				Edit Business Process Definitions				Initiate Journal Entries				N/A				Domain: Business Process Administration
Domain: Manage: Business Process Definitions				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				2				Accounting Operations Lead
Business Process Administrator
Payroll Business Process Administrator				Users may modify the workflow within the accounting journal business process and then post a journal not subject to the intended approval process, resulting in inappropriate journal entries.				1. Consider segregating 2 users with the ability to edit business process definitions ('Business Process Administrator' and 'Payroll Business Process Administrator') from those with the ability to initiate journal entries ('Accounting Operations Lead').

2. Implement a frequent monitoring control to review and validate that users who can initiate journal entries are not also editing business process definitions.



								SOD-6				Edit Business Process Definitions AND Assign Roles				Edit Business Process Definitions				Assign Roles				N/A				Domain: Business Process Administration
Domain: Manage: Business Process Definitions				Assign Roles: Assign Roles				6				Alternate Owner
Alternate Owner Chain
Business Process Administrator
HR Business Process Administrator
Hierarchy Owner Chain
Owner
Payroll Business Process Administrator
Performance Business Process Administrator
Security Administrator
Talent Administrator				Users may modify the workflow within a business process then assign role-based security groups that can initiate/approve to themselves, thereby overriding intended approval workflows.				1. Consider segregating 6 users with the ability to edit business process definitions ('Business Process Administrator', 'HR Business Process Administrator', 'Payroll Business Process Administrator', 'Performance Business Process Administrator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Owner Chain', 'Hierarchy Owner Chain', Owner', 'Security Administrator', 'Talent Administrator')

2. Implement a frequent manual review to monitor users in conflict and their permissions to edit business process definitions and assign roles.



								SOD-7				Edit Business Process Definitions AND Assign User-Based Security Groups				Edit Business Process Definitions				Assign User-Based Security Groups				N/A				Domain: Business Process Administration
Domain: Manage: Business Process Definitions				Domain: User-Based Security Group Administration				2				Business Process Administrator
HR Business Process Administrator
Security Administrator
Security Configurator				Users may modify the workflow within a business process then assign user-based security groups within the workflow to themselves, thereby overriding intended approval workflows.				1. Consider segregating 2 users with the ability to edit business process definitions ('Business Process Administrator' and 'HR Business Process Administrator') from those with the ability to assign user-based security groups ('Security Administrator' and 'Security Configurator').

2. Implement a manual review to monitor the processes around editing business process definitions and assigning user-based security groups to validate no user in conflict is performing both abilities.



								SOD-8				Edit Integration Security AND Create/Edit Integrations				Edit Integration Security				Create and Edit Integrations				N/A				Domain: Integration Security				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs				2				Integration Administrator
Security Administrator				Potential access to create or edit integration set up and then edit security related to the new integration, including creating system users that may be able to access the integration via the user interface.				1. Consider segregating 2 users with the ability to edit integration security ('Security Administrator') from those with the ability to create/edit integrations ('Integration Administrator' ).

2. Define a monitoring control to review the 2 users in conflict and their abilities to edit integration security and create/edit integrations.



								SOD-9				Maintain Assignable Roles AND Assign Roles				Maintain Assignable Roles				Assign Roles				Security Administrator				Domain: Set Up: Assignable Roles				Assign Roles: Assign Roles				2				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator				Users can change who can assign roles and then assign themselves roles to security groups.				1. Consider segregating 2 users with the ability to maintain assignable roles ('Security Administrator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Owner Chain', 'Hierarchy Owner Chain', 'Owner', and 'Security Administrator').

2. Implement a monitoring control to review the processes around maintaining assignable roles and assigning roles to verify that no user is performing inappropriate activities.



								SOD-10				Security Configuration AND Assign Roles				Security Configuration				Assign Roles				N/A				Domain: Security Activation
Domain: Security Configuration				Assign Roles: Assign Roles				2				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Security Configurator				Users may create security groups or assign security groups to business process or domain security policies and assign themselves roles in those groups.				1. Consider segregating 2 users with the ability to configure security ('Security Configurator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Chain Owner', 'Hierarchy Owner Chain', 'Owner', and 'Security Administrator').

2. Implement a control to monitor processes around security configuration and assigning roles to validate no user is performing both abilities.



								SOD-11				Security Configuration AND Assign User-Based Security Groups				Security Configuration				Assign User-Based Security Groups				Security Configurator				Domain: Security Activation
Domain: Security Configuration				Domain: User-Based Security Group Administration				2				Security Administrator
Security Configurator				Users may create security groups or assign security groups to business process or domain security policies and assign themselves to those user-based security groups.				1. Review the appropriateness of the 'Security Configurator' security group from having access to both configure security and assign user-based security groups. 

2. Segregate 2 users in conflict with the ability to configure security ('Security Configurator') from those with the ability to assign user-based security groups ('Security Configurator' and 'Security Administrator').



								SOD-12				Create and Edit Integrations AND Launch/ Schedule Integrations				Create and Edit Integrations				Launch/ Schedule Integrations				Accountant - Integrations
Accounting Center Administrator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs
Domain: Set Up: Map Worktags				Domain: Integration Build
Domain: Integration Debug
Domain: Integration Event				20				Accountant - Integrations
Accounting Center Administrator
Budget - Integrations
Common Finance Configurator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations				Users may create or edit an integration and then execute/launch that integration, resulting in inappropriate transactions into/out of Workday.				1. Review the appropriateness of inherent security groups and their ability to both create/edit integrations and launch/schedule integrations ('Accountant - Integrations', 'Accounting Center Administrator', 'Compensation Administrator', 'Integration Administrator', 'Payroll Administrator', 'Payroll Complete Administrator', 'Payroll Integration Administrator', 'Payroll Integration Administrator - Integrations').

2. Implement a monitoring control around the processes to create/edit integrations and launch/schedule integrations.



								SOD-13				Create and Edit Integrations AND Sandbox to Production Management (Object Transporter Access)				Create and Edit Integrations				Sandbox to Production Management (Object Transporter Access)				N/A				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs				Domain: Configuration Set
Domain: OX for Non-Implementers				4				Integration Administrator
Migration Administrator
Payroll Administrator
Payroll Complete Administrator
Setup Administrator				The ability to set up integrations and transport changes from sandbox to production may allow inappropriate integrations to be transported to production.				1. Consider segregating 4 users with the ability to create and edit integrations ('Integration Administrator', 'Payroll Administrator', 'Payroll Complete Administrator') from those with the ability to manage sandbox to production changes ('Setup Administrator' and 'Migration Administrator').

2. Define a monitoring control around the processes to create/edit integrations and sandbox to production management.











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-1



								SOD Name



								Perform Journal Entries AND Maintain Financial Accounting Rules / Set Ups																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Perform Journal Entries				Accountant
Accounting Operations Lead																								Maintain Financial Accounting Rules / Set Ups				Common Finance Configurator
Finance Organization Administrator
Accounting Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Gregory F. Hensala				GHensala / Gregory F. Hensala								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								John W. Lorson				JLorson / John W. Lorson								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Thomas P Heithaus				theithaus / Thomas P Heithaus								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Accountant				John W. Lorson				JLorson / John W. Lorson								Timothy L Schroeder				tschroeder / Timothy L Schroeder								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder																				Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta																				Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley																				Finance Organization Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley																				Finance Organization Administrator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala																				Finance Organization Administrator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson																				Finance Organization Administrator				John W. Lorson				JLorson / John W. Lorson



																																				Finance Organization Administrator				Rhonda R. Goede				RGoede / Rhonda R. Goede



																																				Finance Organization Administrator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



																																				Accounting Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Accounting Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



																																				Accounting Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



																																				Accounting Configurator				John W. Lorson				JLorson / John W. Lorson



																																				Accounting Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



																																				Accounting Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Accounting Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-2



								SOD Name



								Perform Journal Entries AND Open Close Periods																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Perform Journal Entries				Accountant
Accounting Operations Lead																								Open Close Periods				Accounting Operations Lead







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Cathy M. Staley				CStaley / Cathy M. Staley								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								Denise Kelley				DKelley / Denise Kelley								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Gregory F. Hensala				GHensala / Gregory F. Hensala								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				John W. Lorson				JLorson / John W. Lorson								John W. Lorson				JLorson / John W. Lorson								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-3



								SOD Name



								Perform Journal Entries AND Update Chart of Accounts																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Perform Journal Entries				Accountant
Accounting Operations Lead																								Update Chart of Accounts				Common Finance Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Gregory F. Hensala				GHensala / Gregory F. Hensala								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								John W. Lorson				JLorson / John W. Lorson								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Thomas P Heithaus				theithaus / Thomas P Heithaus								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Accountant				John W. Lorson				JLorson / John W. Lorson								Timothy L Schroeder				tschroeder / Timothy L Schroeder								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder																				Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta																				Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-4



								SOD Name



								Initiate Journal Entries AND Approve Journal Entries																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Initiate Journal Entries				Accountant
Accounting Operations Lead																								Approve Journal Entries				N/A







								**All security groups and users with access to ability 1 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								**No approval steps were found in one or more business processes mapped to this ability 
 OR 
 Condition rules were configured for approval steps in one or more business processes mapped to this ability



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Christopher L Chard				cchard / Christopher L Chard



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								Gina L Brunner				gbrunner / Gina L Brunner



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				John W. Lorson				JLorson / John W. Lorson								John W. Lorson				JLorson / John W. Lorson



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus								Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder								Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta								Cathy M. Staley				CStaley / Cathy M. Staley



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley								Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-5



								SOD Name



								Edit Business Process Definitions AND Initiate Journal Entries																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Business Process Definitions				Business Process Administrator
Payroll Business Process Administrator																								Initiate Journal Entries				Accounting Operations Lead







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Cathy M. Staley				CStaley / Cathy M. Staley								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta



								Business Process Administrator				Denise Kelley				DKelley / Denise Kelley								Denise Kelley				DKelley / Denise Kelley								Accountant				Christopher L Chard				cchard / Christopher L Chard



								Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Accountant				Gina L Brunner				gbrunner / Gina L Brunner



								Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Business Process Administrator				WD_Turnover_User				WD_Turnover_User																				Accountant				John W. Lorson				JLorson / John W. Lorson



								INT021 - New Hire Outbound Security Group				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser																				Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus



								INT032 ADP Security Group				INT032_ADP_IntUser				INT032_ADP_IntUser																				Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								HR Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta



								HR Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley																				Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Payroll Business Process Administrator				Denise Kelley				DKelley / Denise Kelley																				Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Payroll Business Process Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser																				Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



								Payroll Business Process Administrator				ISU_INT0050				ISU_INT0050



								Performance Business Process Administrator				Laura M. Easler				leasler / Laura M. Easler



								Performance Business Process Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-6



								SOD Name



								Edit Business Process Definitions AND Assign Roles																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Business Process Definitions				Business Process Administrator
HR Business Process Administrator
Payroll Business Process Administrator
Performance Business Process Administrator																								Assign Roles				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Talent Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Kimberly Brown				kbrown / Kimberly Brown								Alternate Owner				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Denise Kelley				DKelley / Denise Kelley								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Alternate Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown								Cathy M. Staley				CStaley / Cathy M. Staley								Alternate Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Denise Kelley				DKelley / Denise Kelley								Alternate Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				WD_Turnover_User				WD_Turnover_User								Laura M. Easler				leasler / Laura M. Easler								Hierarchy Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



								INT021 - New Hire Outbound Security Group				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser								Phyllis A Flowers				PFlowers / Phyllis A Flowers								Hierarchy Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								INT032 ADP Security Group				INT032_ADP_IntUser				INT032_ADP_IntUser																				Owner				Anthony DiFatta				adifatta / Anthony DiFatta



								HR Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Owner				Cathy M. Staley				CStaley / Cathy M. Staley



								HR Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Owner				Denise Kelley				DKelley / Denise Kelley



								Payroll Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley																				Owner				Gina L Brunner				gbrunner / Gina L Brunner



								Payroll Business Process Administrator				Denise Kelley				DKelley / Denise Kelley																				Owner				Kimberly Brown				kbrown / Kimberly Brown



								Payroll Business Process Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser																				Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Payroll Business Process Administrator				ISU_INT0050				ISU_INT0050																				Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Performance Business Process Administrator				Laura M. Easler				leasler / Laura M. Easler																				Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Performance Business Process Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers																				Talent Administrator				Laura M. Easler				leasler / Laura M. Easler



																																				Talent Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-7



								SOD Name



								Edit Business Process Definitions AND Assign User-Based Security Groups																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Business Process Definitions				Business Process Administrator
HR Business Process Administrator																								Assign User-Based Security Groups				Security Administrator
Security Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Kimberly Brown				kbrown / Kimberly Brown								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Denise Kelley				DKelley / Denise Kelley								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Security Configurator				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				WD_Turnover_User				WD_Turnover_User



								INT021 - New Hire Outbound Security Group				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser



								INT032 ADP Security Group				INT032_ADP_IntUser				INT032_ADP_IntUser



								HR Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown



								HR Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Payroll Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Business Process Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Business Process Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



								Payroll Business Process Administrator				ISU_INT0050				ISU_INT0050



								Performance Business Process Administrator				Laura M. Easler				leasler / Laura M. Easler



								Performance Business Process Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-8



								SOD Name



								Edit Integration Security AND Create/Edit Integrations																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Integration Security				Security Administrator																								Create and Edit Integrations				Integration Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta



								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard



																																				Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner



																																				Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala



																																				Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson



																																				Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder



																																				Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



																																				Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman



																																				Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



																																				Integration Administrator				Denise Kelley				DKelley / Denise Kelley



																																				Integration Administrator				ISU_INT0050				ISU_INT0050



																																				Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown



																																				Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky



																																				Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin



																																				Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow



																																				Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Integration Administrator				SysUserPositivePay				SysUserPositivePay



																																				Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Payroll Administrator				Denise Kelley				DKelley / Denise Kelley



																																				Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



																																				Payroll Administrator				ISU_INT0050				ISU_INT0050



																																				Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley



																																				Payroll Integration Administrator				ISU_INT0050				ISU_INT0050



																																				Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay



																																				Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050



																																				Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay



																																				Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



																																				Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



																																				Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



																																				Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



																																				Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



																																				Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-9



								SOD Name



								Maintain Assignable Roles AND Assign Roles																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Maintain Assignable Roles				Security Administrator																								Assign Roles				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Alternate Owner				Kimberly Brown				kbrown / Kimberly Brown



								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Alternate Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Alternate Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Alternate Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Hierarchy Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Hierarchy Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Owner				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Owner				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Owner				Denise Kelley				DKelley / Denise Kelley



																																				Owner				Gina L Brunner				gbrunner / Gina L Brunner



																																				Owner				Kimberly Brown				kbrown / Kimberly Brown



																																				Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



																																				Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Talent Administrator				Laura M. Easler				leasler / Laura M. Easler



																																				Talent Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-10



								SOD Name



								Security Configuration AND Assign Roles																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Security Configuration				Security Configurator																								Assign Roles				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Configurator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Alternate Owner				Kimberly Brown				kbrown / Kimberly Brown



								Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Alternate Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Alternate Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Alternate Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Hierarchy Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Hierarchy Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Owner				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Owner				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Owner				Denise Kelley				DKelley / Denise Kelley



																																				Owner				Gina L Brunner				gbrunner / Gina L Brunner



																																				Owner				Kimberly Brown				kbrown / Kimberly Brown



																																				Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



																																				Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Talent Administrator				Laura M. Easler				leasler / Laura M. Easler



																																				Talent Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-11



								SOD Name



								Security Configuration AND Assign User-Based Security Groups																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Security Configuration				Security Configurator																								Assign User-Based Security Groups				Security Administrator
Security Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Configurator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Security Configurator				Kimberly Brown				kbrown / Kimberly Brown



																																				Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-12



								SOD Name



								Create and Edit Integrations AND Launch/ Schedule Integrations																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Create and Edit Integrations				Accountant - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
Accounting Center Administrator
Common Finance Configurator																								Launch/ Schedule Integrations				Accountant - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
Accounting Center Administrator
Budget - Integrations







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard								Christopher L Chard				cchard / Christopher L Chard								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard



								Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner								Gina L Brunner				gbrunner / Gina L Brunner								Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner



								Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala								Gregory F. Hensala				GHensala / Gregory F. Hensala								Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson								John W. Lorson				JLorson / John W. Lorson								Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson



								Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus								Thomas P Heithaus				theithaus / Thomas P Heithaus								Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder								Timothy L Schroeder				tschroeder / Timothy L Schroeder								Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson								Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



								Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman								Gary S Glassman				GGlassman / Gary S Glassman								Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman



								Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Cathy M. Staley				CStaley / Cathy M. Staley								Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson								Denise Kelley				DKelley / Denise Kelley								Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



								Integration Administrator				Denise Kelley				DKelley / Denise Kelley								ISU_INT0050				ISU_INT0050								Integration Administrator				Denise Kelley				DKelley / Denise Kelley



								Integration Administrator				ISU_INT0050				ISU_INT0050								Kimberly Brown				kbrown / Kimberly Brown								Integration Administrator				ISU_INT0050				ISU_INT0050



								Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown								Mark A. Luzecky				MLuzecky / Mark A. Luzecky								Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky								Monica R. Seguin				MSeguin / Monica R. Seguin								Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky



								Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin								Pamela S. Marlow				Pmarlow / Pamela S. Marlow								Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin



								Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow



								Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								SysUserPositivePay				SysUserPositivePay								Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Integration Administrator				SysUserPositivePay				SysUserPositivePay								INT032_ADP_IntUser				INT032_ADP_IntUser								Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Rhonda R. Goede				RGoede / Rhonda R. Goede								Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Administrator				Denise Kelley				DKelley / Denise Kelley																				Payroll Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser																				Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



								Payroll Administrator				ISU_INT0050				ISU_INT0050																				Payroll Administrator				ISU_INT0050				ISU_INT0050



								Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley																				Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Integration Administrator				ISU_INT0050				ISU_INT0050																				Payroll Integration Administrator				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay																				Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050																				Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay																				Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay



								Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta																				Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta																				Budget - Integrations				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-13



								SOD Name



								Create and Edit Integrations AND Sandbox to Production Management (Object Transporter Access)																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Create and Edit Integrations				Integration Administrator
Payroll Administrator
Payroll Complete Administrator																								Sandbox to Production Management (Object Transporter Access)				Setup Administrator
Migration Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta								Cathy M. Staley				CStaley / Cathy M. Staley								Setup Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard								Denise Kelley				DKelley / Denise Kelley								Setup Administrator				Denise Kelley				DKelley / Denise Kelley



								Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner								Kimberly Brown				kbrown / Kimberly Brown								Setup Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Setup Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson																				Migration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Migration Administrator				Denise Kelley				DKelley / Denise Kelley



								Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder																				Migration Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson																				Migration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman



								Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



								Integration Administrator				Denise Kelley				DKelley / Denise Kelley



								Integration Administrator				ISU_INT0050				ISU_INT0050



								Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky



								Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin



								Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow



								Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



								Payroll Administrator				ISU_INT0050				ISU_INT0050



								Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Integration Administrator				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay



								Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Implementers



								Implementers Details



																								DRAFT



								Security Group				User Name				Workday Account				Account Locked, Disabled or Expiring



								Implementers								wd-support



								Implementers				Steven Davies				sdavies-impl / Steven Davies



								Implementers				Sunil Shelke				sshelke-impl / Sunil Shelke



								Implementers				Angel Tan				atan-impl / Angel Tan



								Implementers				Kit Luong				kluong-impl / Kit Luong



								Implementers				Faye French				ffrench-impl / Faye French



								Implementers				John Castrigano				jcastrigano-impl / John Castrigano



								Implementers				Victoria Gilbert				vgilbert-impl / Victoria Gilbert



								Implementers				Mary Miller				mmiller-impl / Mary Miller



								Implementers				Ivan Ruiz				iruiz-impl / Ivan Ruiz



								Implementers				Carolyn Bandle				cbandle-impl / Carolyn Bandle



								Implementers				Jessica Kent				jkent-impl / Jessica Kent



								Implementers				Patrick Fink				pfink-impl / Patrick Fink



								Implementers				Hector De Zayas				hdezayas-impl / Hector De Zayas



								Implementers				Susana Ip				sip-impl / Susana Ip



								Implementers				Jake Lobel				jlobel-impl / Jake Lobel



								Implementers				Karolina Debowska				kdebowska-impl / Karolina Debowska



								Implementers				Amy Weinstock				aweinstock-impl / Amy Weinstock



								Implementers				Marc Erlich				merlich-impl / Marc Erlich



								Implementers				Sophia Johnson				sjohnson-impl / Sophia Johnson



								Implementers				Craig Munson				cmunson-impl / Craig Munson



								Implementers				Tyler Pope				tpope-impl / Tyler Pope



								Implementers				Mason Celli				mcelli-impl / Mason Celli



								Implementers				Michael Cooper				mcooper-impl / Michael Cooper



								Implementers				Tom Hutchinson				thutchinson-impl / Tom Hutchinson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ISU_Accounts



								ISU Accounts with UI sessions allowed Details



																								DRAFT



								Workday Account				User Name				Is Integration User				Do Not Allow UI Sessions



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Yes



								SysUserPositivePay				SysUserPositivePay				Yes



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Yes



								INT032_ADP_IntUser				INT032_ADP_IntUser				Yes



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Yes



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Yes



								INT035_GL_IntUser				INT035_GL_IntUser				Yes



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Yes



								INT009-WF-PayComponents				INT009-WF-PayComponents				Yes



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Yes



								INT009-WF-PayElements				INT009-WF-PayElements				Yes



								INT007-SysUser-Ashland				INT007-SysUser-Ashland				Yes



								INT009-WF-Jobcode				INT009-WF-Jobcode				Yes



								SysUser_GarnHist				SysUser_GarnHist				Yes



								SysUser_WF_Inbound				SysUser_WF_Inbound				Yes



								MercerInbound				MercerInbound				Yes



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Yes



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Yes



								SysUser_GarnPQQ				SysUser_GarnPQQ				Yes



								SysUser_Ashland				SysUser_Ashland				Yes



								Int_PNC_User				Int_PNC_User				Yes



								Employee_photo_uploadA				Employee_photo_uploadA				Yes



								Ceridian_Integration_User				Ceridian_Integration_User				Yes



								Ceridian_Integration_User_Qtr				Ceridian_Integration_User_Qtr				Yes



								Ceridian_Integration_User_Annual				Ceridian_Integration_User_Annual				Yes



								Int0038_GarnHist				Int0038_GarnHist				Yes



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Yes



								ACI MissionMode Integration				ACI MissionMode Integration				Yes



								MercerDCInbound				MercerDCInbound				Yes



								Ashland_Outbound				Ashland_Outbound				Yes



								Sysuser_WF_TBC				Sysuser_WF_TBC				Yes



								Sysuser_WF_TBC1				Sysuser_WF_TBC1				Yes



								Sysuser_WF_TBC2				Sysuser_WF_TBC2				Yes



								Sysuser_WF_TBC3				Sysuser_WF_TBC3				Yes



								Mercer_Inbound_Test				Mercer_Inbound_Test				Yes



								INT011 - Active Directory Outbound IntUser				INT011 - Active Directory Outbound IntUser				Yes



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Yes



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Yes



								ISU_INT0050				ISU_INT0050				Yes



								WD_ORA_INT_User				WD_ORA_INT_User				Yes



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Yes



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Yes



								WD_Turnover_User				WD_Turnover_User				Yes



								ISU_INT325_ADP_Tax_Periodic				ISU_INT325_ADP_Tax_Periodic				Yes



								ISU_INT326_ADP_Tax_Monthly				ISU_INT326_ADP_Tax_Monthly				Yes



								ISU_INT327_ADP_Tax_Quarterly				ISU_INT327_ADP_Tax_Quarterly				Yes



								INT318_Talx_IntUser				INT318_Talx_IntUser				Yes



								ADPSmartCompliance_User				ADPSmartCompliance_User				Yes



								WD_Active_Directory_User				WD_Active_Directory_User				Yes



								Verify Status				Verify Status				Yes



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Yes



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Yes



								ISU Accounting Center				ISU Accounting Center				Yes
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Gold Security Matrix Final.xlsx

In Scope Security Groups


			Ref ID			Security Group Name			Type			Notes


			Prism_Data_Administrator_Prism_Access						Prism Access Security Group


			Accounting_Center_Administrator_Prism_Access						Prism Access Security Group


			Prism_Data_Writer_Prism_Access						Prism Access Security Group


			Accounting_Center_Analyst_Prism_Access						Prism Access Security Group


			Security_Administrator_Prism_Access						Prism Access Security Group


			Security_Configurator_Prism_Access						Prism Access Security Group


						ISSG_Accounting_Center			Integration Segment Security


						ISSG AC/Prism Data Inbound			Integration Segment Security


						ISSG ARCH Integrations External Launch			Integration Segment Security


						ISSG ARCH Headcount Accounting Journals Pre-Processor Inbound			Integration Segment Security


						ISSG ARCH Headcount Accounting Journals Boomerang			Integration Segment Security


						ISSG OFA Account Balance Extract Outbound			Integration Segment Security


						ISSG Foundation Data Extract Outbound			Integration Segment Security


			Segment_Budgets			Budget - Integrations			Segment Based


			Reconciliation_Type_Access_Journal_Line			Reconciliation Type Access (Journal Line)			Segment Based


			Reconciliation_Type_Access_Bank_Statement			Reconciliation Type Access (Bank Statement)			Segment Based


			Accounting_Configurator			Accounting Configurator			User Based


			Common_Finance_Configurator			Common Finance Configurator			User Based


			Bank_Configurator			Bank Configurator			User Based


			Finance_Organization_Administrator			Finance Organization Administrator			User Based


			Drive_Administrator			Drive Administrator			User Based


			Discovery_Board_Administrator			Discovery Board Administrator			User Based


			Finance_Planning_Administrator			Finance Planning Administrator			User Based


			Accounting_Center_Administrator			Accounting Center Administrator			User Based


			Accounting_Center_Analyst			Accounting Center Analyst			User Based


			Prism_Data_Administrator			Prism Data Administrator			User Based


			Prism_Data_Writer			Prism Data Writer			User Based


			Report_Administrator			Report Administrator			User Based


			Security_Analyst			Security Analyst			User Based


			Accounts_Receivable_Specialist			Accounts Receivable Operations Lead			Role Based


			Finance_Analyst			Finance Analyst			Role Based


			Customer_Collections_Specialist			Customer Collections Specialist			Role Based


			Location_Hierarchy_Financial_Analyst			Location Hierarchy Financial Analyst			Role Based


			Location_Hierarchy_Manager			Location Hierarchy Manager			Role Based


			Award_Billing_Specialist			Award Billing Specialist			Role Based


			Accounts_Payable_Operations_Lead			Accounts Payable Operations Lead			Role Based


			Collections_Manager			Collections Manager			Role Based


			Collector			Collector			Role Based


			Inventory_Analyst			Inventory Analyst			Role Based


			Organization_Planner_Cost_Center			Organization Planner (Cost Center)			Role Based


			Project_Financial_Analyst			Project Financial Analyst			Role Based


			Cash_Specialist			Cash Specialist			Role Based


			Customer_Billing_Specialist			Customer Billing Specialist			Role Based


			Payroll_Accountant			Payroll Accountant			Role Based


			Bank_Reconciliation_Specialist			Bank Reconciliation Specialist			Role Based


			Cash_Settlement_Specialist			Cash Settlement Specialist			Role Based


			Customer_Payment_Specialist			Customer Payment Specialist			Role Based


			Customer_Refund_Specialist			Customer Refund Specialist			Role Based


			Customer_Deposit_Specialist			Customer Deposit Specialist			Role Based


			Subaward_Specialist			Subaward Specialist			Role Based


			Miscellaneous_Payment_Data_Entry_Specialist			Miscellaneous Payment Data Entry Specialist			Role Based


			Common_Finance_Operations_Lead			Common Finance Operations Lead			Role Based


			Business_Asset_Operations_Lead			Business Asset Operations Lead			Role Based


			Inventory_Operations_Lead			Inventory Operations Lead			Role Based


			Procurement_Operations_Lead			Procurement Operations Lead			Role Based


			Common_Finance_Analyst			Common Finance Analyst			Role Based


			Accounting_Analyst			Accounting Analyst			Role Based


			Budget_Analyst			Budget Analyst			Role Based


			Business_Asset_Analyst			Business Asset Analyst			Role Based


			Procurement_Analyst			Procurement Analyst			Role Based


			Ad_Hoc_Payment_Data_Entry_Specialist			Ad Hoc Payment Data Entry Specialist			Role Based


			Gift_Manager			Gift Manager			Role Based


			Gift_Financial_Analyst			Gift Financial Analyst			Role Based


			Account_Certification_Approver			Account Certification Approver			Role Based


			Account_Certification_Reviewer			Account Certification Reviewer			Role Based


			Account_Certification_Preparer			Account Certification Preparer			Role Based


			Expense_Partner			Expense Operations Lead			Role Based


			Cash_Manager			Cash Operations Lead			Role Based


			1099_Analyst			1099 Specialist			Role Based


			Accounting_Manager			Accounting Operations Lead			Role Based


			Controller			Controller			Role Based


			Finance_Executive			Finance Executive			Role Based			Confirm role migrated to 5








Role Based Assignments


			Organization Assigned At			Org Ref ID			Role 			Assignee			Assignee Position ID


			ICG Natural Resources, LLC			C600			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			Maidsville Landing Terminal LLC			C785			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


			Shelby Run Mining Company LLC			C605			Finance Analyst			Business Manager IV - David A. Dean			P203406


			Shelby Run Mining Company LLC			C605			Finance Analyst			Assistant Business Manager I - Angela Michelle Mouser			Position-3-7938


			Shelby Run Mining Company LLC			C605			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			White Wolf Energy LLC			C718			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			Juliana Mining LLC			C708			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


			Juliana Mining LLC			C708			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


			Juliana Mining LLC			C708			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			4732 Beckley Smokeless Administration			4732			Cost Center Financial Analyst			Accountant III - Desmond R Huddleston			P211685


			4732 Beckley Smokeless Administration			4732			Cost Center Financial Analyst			Business Manager IV - Lori L Adkins			P210531


			3732 Beckley Smokeless Idle			3732			Cost Center Financial Analyst			Accountant III - Desmond R Huddleston			P211685


			3732 Beckley Smokeless Idle			3732			Cost Center Financial Analyst			Business Manager IV - Lori L Adkins			P210531


			All Companies			All_Companies			Finance Executive			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Accounting Operations Lead			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Accounting Operations Lead			Assistant Controller - Gregory F. Hensala			Position-3-11869


			All Companies			All_Companies			Accounting Operations Lead			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Accountant			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Accountant			Assistant Controller - Gregory F. Hensala			Position-3-11869


			All Companies			All_Companies			Accountant			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Accountant			Accountant Division I - Gina L Brunner			P214267


			All Companies			All_Companies			Accountant			Manager Accounting I - Timothy L Schroeder			P209105


			All Companies			All_Companies			Accountant			Accountant Division II - Thomas P Heithaus			Position-3-11522


			All Companies			All_Companies			Accountant			Accountant Division I - Christopher L Chard			Position-3-12146


			All Companies			All_Companies			Cash Analyst			Accountant Division I - Ana Djonovic [C]			Position-6-13399


			All Companies			All_Companies			Finance Analyst			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Finance Analyst			Assistant Controller - Gregory F. Hensala			Position-3-11869


			All Companies			All_Companies			Finance Analyst			Treasury Analyst III - Diane L. Brinkman			Position-3-12733


			All Companies			All_Companies			Finance Analyst			Sr Manager Planning & Forecast - Christina M. Bianconi			Position-3-12728


			All Companies			All_Companies			Finance Analyst			Accountant Division I - Ana Djonovic [C]			Position-6-13399


			All Companies			All_Companies			Finance Analyst			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Finance Analyst			Manager Tax II - Chad Brune			Position-3-12758


			All Companies			All_Companies			Finance Analyst			BI Analyst I - Michael Pritt [C]			Position-3-5842


			All Companies			All_Companies			Finance Analyst			BI Analyst I - Sabegh Virdi [C]			Position-3-13233


			All Companies			All_Companies			Finance Analyst			BI Analyst I - Sanjay Karanwal [C]			Position-3-13232


			All Companies			All_Companies			Finance Analyst			Vice President Tax - Bora Top			Position-3-10735


			All Companies			All_Companies			Finance Analyst			Director Internal Audit - Derek Allen LaBell			Position-3-1423


			All Companies			All_Companies			Finance Analyst			Manager Finance - Jeffrey A. Von Holten			Position-3-7663


			All Companies			All_Companies			Finance Analyst			Director Planning & Forecasting, Internal Reporting, and Decision Support - Rhonda R. Goede			Position-3-1420


			All Companies			All_Companies			Finance Analyst			Accounting Clerk IV - Diane M. Simonds			Position-3-11820


			All Companies			All_Companies			Finance Analyst			Manager Tax - Paul R. Janasik			Position-3-7690


			All Companies			All_Companies			Finance Analyst			Senior Vice President & Chief Financial Officer - Matthew C. Giljum			P195707


			All Companies			All_Companies			Finance Analyst			Manager Tax II - Alan Bollman			P033375


			All Companies			All_Companies			Finance Analyst			Vice President Finance - Greg A. Szczepan			Position-3-11524


			All Companies			All_Companies			Finance Analyst			Manager Accounting I - Timothy L Schroeder			P209105


			All Companies			All_Companies			Finance Analyst			Director Financial Analysis & Support - Steven W. Howard			P095397


			All Companies			All_Companies			Accounting Operations Lead			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Budget Manager			Director Planning & Forecasting, Internal Reporting, and Decision Support - Rhonda R. Goede			Position-3-1420


			Total Cost Centers			CCH_Total_Cost_Centers			Owner			Accountant Division IV - Anthony DiFatta			Position-3-11870








User Based Assignments


			User Based Group Name			Reference ID			User Assigned


			Accounting Center Administrator			Accounting_Center_Administrator			theithaus / Thomas P Heithaus


			Accounting Center Administrator			Accounting_Center_Administrator			adifatta / Anthony DiFatta


			Accounting Center Analyst			Accounting_Center_Analyst			Seastwood / Sharon L. Eastwood


			Accounting Center Analyst			Accounting_Center_Analyst			enatarajan / Ettaya Natarajan


			Accounting Center Analyst			Accounting_Center_Analyst			JLorson / John W. Lorson


			Accounting Center Analyst			Accounting_Center_Analyst			RGoede / Rhonda R. Goede


			Accounting Center Analyst			Accounting_Center_Analyst			adifatta / Anthony DiFatta


			Accounting Center Analyst			Accounting_Center_Analyst			GHensala / Gregory F. Hensala


			Accounting Center Analyst			Accounting_Center_Analyst			tschroeder / Timothy L Schroeder


			Accounting Center Analyst			Accounting_Center_Analyst			gszczepan / Greg A. Szczepan


			Accounting Center Analyst			Accounting_Center_Analyst			adjonovic / Ana Djonovic


			Prism Data Administrator			Prism_Data_Administrator


			Prism Data Writer			Prism_Data_Writer


			Report Administrator			Report_Administrator			Seastwood / Sharon L. Eastwood


			Report Administrator			Report_Administrator			kbrown / Kimberly Brown


			Report Administrator			Report_Administrator			adifatta / Anthony DiFatta


			Report Administrator			Report_Administrator			RGoede / Rhonda R. Goede


			Student Auditor			Student_Auditor


			Bank Configurator			Bank_Configurator


			Finance Planning Administrator			Finance_Planning_Administrator


			HR Planning Administrator			HR_Planning_Administrator


			Finance Organization Administrator			Finance_Organization_Administrator			JLorson / John W. Lorson


			Finance Organization Administrator			Finance_Organization_Administrator			adifatta / Anthony DiFatta


			Finance Organization Administrator			Finance_Organization_Administrator			RGoede / Rhonda R. Goede


			Finance Organization Administrator			Finance_Organization_Administrator			GHensala / Gregory F. Hensala


			Finance Organization Administrator			Finance_Organization_Administrator			tschroeder / Timothy L Schroeder


			Finance Organization Administrator			Finance_Organization_Administrator			sjohnson-impl / Sophia Johnson


			Finance Organization Administrator			Finance_Organization_Administrator			gszczepan / Greg A. Szczepan


			Drive Administrator			Drive_Administrator


			Discovery Board Administrator			Discovery_Board_Administrator


			Common Finance Configurator			Common_Finance_Configurator			JLorson / John W. Lorson


			Common Finance Configurator			Common_Finance_Configurator			GHensala / Gregory F. Hensala


			Common Finance Configurator			Common_Finance_Configurator			RGoede / Rhonda R. Goede


			Common Finance Configurator			Common_Finance_Configurator			adifatta / Anthony DiFatta


			Common Finance Configurator			Common_Finance_Configurator			tschroeder / Timothy L Schroeder


			Common Finance Configurator			Common_Finance_Configurator			theithaus / Thomas P Heithaus


			Common Finance Configurator			Common_Finance_Configurator			gszczepan / Greg A. Szczepan


			Common Finance Configurator			Common_Finance_Configurator			TBianconi / Christina M. Bianconi


			Accounting Configurator			Accounting_Configurator			JLorson / John W. Lorson


			Accounting Configurator			Accounting_Configurator			adifatta / Anthony DiFatta


			Accounting Configurator			Accounting_Configurator			RGoede / Rhonda R. Goede


			Accounting Configurator			Accounting_Configurator			GHensala / Gregory F. Hensala


			Accounting Configurator			Accounting_Configurator			theithaus / Thomas P Heithaus


			Accounting Configurator			Accounting_Configurator			tschroeder / Timothy L Schroeder


			Accounting Configurator			Accounting_Configurator			gszczepan / Greg A. Szczepan


			Security Analyst			Security_Analyst			JLorson / John W. Lorson


			Security Analyst			Security_Analyst			mblackford / Michael Bret Blackford








Domain Ownership


			Domain Name			Domain in scope


			Integrations: EIBs			Shared


			Integration Debug			Shared


			Set Up: Tenant Setup - General			Shared


			Reporting Functionality			Shared


			Workday What's New			Shared


			Special OX Web Services			Shared


			Custom Report Creation			Shared


			Set Up: Audit Tags and Assignments			Shared


			Set Up: Audit Tags and Assignments - Add Only			Shared


			Set Up: Bank Entity			Shared


			Integration Build			Shared


			Business Process Administration			Shared


			Integration Event			Shared


			Integration Process			Shared


			Integration Reports			Shared


			Manage: Organization Integration			Shared


			Security Administration			Shared


			System Auditing			Shared


			Process: Allocations			Yes


			Process: Intercompany			Yes


			Process: Intercompany Payment/Settlement			Yes


			Process: Statistics			Yes


			Set Up: Allocations			Yes


			Set Up: Custom Validations			Yes


			Set Up: Statistics			Yes


			Reports: Cash Forecast Reporting			Yes


			Process: Historic Ledger Types			Yes


			Reports: Manager Financial Reporting			Yes


			Access Investor (Segmented)			Yes


			Set Up: Budget			Yes


			Set Up: Investor			Yes


			View: Investor			Yes


			Reports: Financial Compliance			Yes


			Reports: High-volume Reporting (beta)			Yes


			Reports: Company Budgets			Yes


			Reports: Manager Budgets			Yes


			Organization: Company			Yes


			Organization: Cost Center			Yes


			Organization: Custom Organization			Yes


			Process: Revaluation			Yes


			Set Up: Loan			Yes


			Reports: Organization Financial Reporting			Yes


			Reports: Organization Statistic Reporting			Yes


			Reports: Statistics			Yes


			Process: Equity Pickup			Yes


			Reports: Projects			Yes


			Aliases			Yes


			Manage: Custom Data Sources			Yes


			Manager Reports: Funding Sources			Yes


			Process: Cancel Budget Amendment			Yes


			Prism Datasets: Create			Yes


			Prism Datasets: Manage			Yes


			Process: Journals (NEW)			Yes


			Set Up: Spend Restrictions			Yes


			Drive			Yes


			Manage: Project Tracking			Yes


			Manager Reports: Endowments			Yes


			Prism Datasets: Owner Manage			Yes


			Prism Datasets: Publish			Yes


			Set Up: Project Tracking			Yes


			Manager Reports: Award Lines			Yes


			Access Matching Rule Set (Segmented)			Yes


			Prism: Manage Data Source			Yes


			Process: Accounting Center			Yes


			Drive Administrator			Yes


			Process: Budget			Yes


			Process: Organization			Yes


			Reports: Award			Yes


			Prism: Delete Table Data			Yes


			Prism: Update Table Data			Yes


			Process: Cash to Bank Reconciliation Initial Balance			Yes


			Prism: Manage Relax Sharing			Yes


			Process: Noncontrolling Interest Opt-In			Yes


			View: Tax Authority			Yes


			Set Up: Company			Yes


			View: Project			Yes








BP Ownership


			BP Name			BP in scope


			Accounting Center Batch Initiation Event			Y


			Noncontrolling Interest Group Run Event			Y


			Accounting Journal Intercompany Event			Y


			Allocation Run Event			Y


			Allocation Finalize Event			Y


			Allocation Finalize Intercompany Event			Y


			Allocation Run Intercompany Event			Y


			Create Project			Y


			Period Close Event			Y


			Period Close Notification Event			Y


			Accounting Journal Unpost Intercompany Event			Y


			Accounting Journal Unpost Event			Y


			Create Project Hierarchy			Y


			Equity Pickup Event			Y


			Accounting Journal Event			Y


			Account Certification Event			Y


			Accounting_Adjustment_Event			Y


			Edit Project			Y


			Accounting Center Detailed Accounting Event			Y


			Accounting Center Enrichment Event			Y


			Accounting Center Summarization Event			Y


			NCI Run Event			Y
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Good Morning,



Attached is the latest IA status report for the Workday GL implementation.  Overall, we have not encountered any significant problems that could impact the go-live; however, ITGC and business process controls should continue to be a key focus area prior to go-live and during the early roll-out period.  The establishment of a robust and effective control environment will be highly scrutinized by both internal and external audit for 2023.  PCAOB and external audit firms have been highly focused on ITGC controls and their impact on financial statements so this should be prioritized appropriately.  



 



We will continue to work with the implementation team to provide feedback as the roll-out occurs and update EY on the status.  Let us know if you have any questions.



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status December 8th  





Workday Project Governance & System Development Life Cycle 


Audit has been working with the implementation team to improve governance through real time feedback related to audit evidence as well as expectations for management oversight and approvals. 


Assessed testing support for selected test scripts and shared feedback during the testing process; however, final sign offs are pending.


Assessed initial drafts for data migration and validation processes and shared feedback throughout the process; however, final data migration testing will occur in production post go-live.





Workday Risk & Controls


Finalized draft assessment of the Financial Accounting business process risks and controls, ITGC’s, and provided recommendations for managements review and consideration.


Finalized and provided the Security Assessment over sensitive access and segregation of duties controls.


This assessment identified a framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources determined as key financial risks to the organization.


Excessive access for security groups may allow for unilateral performance of conflicting abilities, which may result in unauthorized transactions.


Users may have the ability to bypass controls which may result in performing unauthorized or inappropriate transactions and lead to difficulty in detecting gaps.


We recommend that management design a clear strategy for maintaining the 25 implementer accounts and determine when and how this access will be removed before go-live.


Currently, there are limited internal Workday configurable controls in their tenant for both ITGC and business process. As further development and use expands, controls addressing business process risks, change management process, policies, definitions, governance model, and approvals should be an ongoing focus area.





Overall Status/Risks


Risk and controls design for the Workday implementation is a critical component for an effective and SOX ready implementation. Audit is in process of assessing controls and configurations, but to date, upon inspection in the tenant, it appears management has elected to implement those internal Workday configurable controls which can be efficiently rolled out and has the most immediate impact to the business.  Additional Workday configurable controls will be evaluated as system use and experience expands.    


Certain ITGC controls are still being developed. Segregation of duties and sensitive access controls are being finalized for the roll-out.  Management has considered feedback to date and is currently working toward the planned go-live of 1/1/2022.


Key Discussion Items From Last Update


Previously Identified Risks (Refer to previous status for additional detail)


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase per CHG 07 (SOX control).


Workday financial, change management and SOD processes have not yet been defined for future state.














Arch Resources Workday Assessment: Project Status December 8th  





Next Steps and Upcoming Activities


Preparing for meeting with stakeholders to review and provide feedback on Phase 2 business process risks and controls.


Assess finalized testing/go-live sign offs and data migration activities as they become available.
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Tony - Thanks. As per tab Security Roles in the attached we plan to assign the following individuals to the Security Roles noted below (and in attached). This is preliminary and may change as we progress through implementation.  Let me know if any of these assignments change.


 


Carolyn – We’ll want to make sure Workday agrees with these assignments and has no issues from a best practice or segregation of duties. 


 


			Ref ID


			Security Role


			Description


			Type


			 





			Required


			Required


			 


			 


			Optional





			1


			Common Finance Configurator


			Unconstrained access to create and maintain all common financial setup data. Examples include account sets, ledgers, journal sources, fiscal schedules, and currency rates. No approval authority.


			User-Based


			Anthony DiFatta, Tom Heithaus, Rhonda Goede, Tina Bianconi





			2


			Accounting Configurator


			Unconstrained access to create and maintain all accounting setup data. Examples include ledger account segment security, investors, loans, matching rules, and consolidations. No approval authority.


			User-Based


			Anthony DiFatta, Tom Heithaus





			3


			Integration Access (Finance Administration)


			Launch and check the status of integrations between Workday and external systems for financial setup EIBs. Examples include currency conversion rates.


			Segment-Based


			 





			4


			Business Process Access (Finance View and Modify) 


			Create and maintain financial business processes. Decentralized version of Business Process Administrator.


			Segment-Based


			 





			5


			Finance Auditor


			View all financial setup, operational data, and financial business processes regardless of organization.  No approval authority.


			User-Based


			 





			6


			Finance Analyst


			Financial reporting and related tasks for assigned organizations.  No approval authority. Examples:  Cost Center Financial Analyst, Company Financial Analyst


			Role-Based


			Lori Adkins, Desmond Huddleston, David Dean, Michelle Mouser, Patrica Driver, Jennifer Lipp-Oster, Ileen Lowder, Bernie Mabe, Douglas Boyd, Sandra Moore, Larry Hughes, Michael Grabosky, Rhonda Goede, Tina Bianconi, Diane Brinkman, Greg Szczepan, Steve Howard, Jeff Von Holten





			7


			Accountant


			Journals, allocations.  Has authority for financial accounting business processes.


			Role-Based


			Anthony DiFatta, Tom Heithaus, Gina Brunner, Chris Chard, Tim Schroeder, Greg Hensala, John Lorson





			8


			Accounting Operations Lead - Accounting Manager


			Approval and correction authority for financial accounting business processes.


			Role-Based


			Anthony DiFatta, Greg Hensala, John Lorson





			9


			Finance Executive


			View all financial operational data for assigned companies.  Approval authority for all financial business processes. Also known as the Controller.


			Role-Based


			John Lorson, Matt Giljum, Greg Szczepan





			10


			~ Manager


			Primary manager for assigned organizations.  Has approval authority for financial business processes within organization.  Budget Manager, Cost Center Manager.


			Role-Based


			 





			11


			Account Certification Preparer


			Role specific to the account certification definition typically used as the one to prepare certifications.


			Role-Based


			 





			12


			Account Certification Reviewer


			Role specific to the account certification definition typically used as the one to review certifications.


			Role-Based


			 





			13


			Account Certification Approver


			Role specific to the account certification definition typically used as the one to approve certifications.


			Role-Based


			 








 


 



 


M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 


 


 


 


From: DiFatta, Anthony <adifatta@archrsc.com> 
Sent: Thursday, July 21, 2022 9:48 AM
To: Blackford, M. Bret <mblackford@archrsc.com>
Subject: security wd




 


Latest version I have…last few tabs.


 


Tony DiFatta, CPA


Accounting Manager | Arch Resources, Inc.


1 City Place Dr. Ste 300, St. Louis, MO 63141


o: 314-590-2616 | m: 314-548-3191


adifatta@archrsc.com | www.archrsc.com
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Directions





									Yellow tabs are TODO, Green is Review, Light Green is maybe done take a look








			Index			Configuration Item			Description





			Tab 1			Table of Contents


			Tab 3			Tenant Setup			Review and select options within the Tenant Setup task and other Tenant-wide tasks related to Financial Accounting



			Tab 4			Company Ownership Details			Define ownership details for your company's investments in subsidiaries for legal companies that are part of a company hierarchy.


			Tab 5			Consolidation Details			Defines the default reporting currency of the company hierarchy for consolidation.  Optionally defines translation rule set when currencies are different and optioanl default book.


			Tab 6			Fiscal Schedules			Fiscal schedules are the building blocks to create fiscal years and their periods. Fiscal schedules don't contain specific years. 


			Tab 7			Fiscal Posting Intervals			Define posting intervals to apply to any fiscal year, for example, if you post every month, define one interval for each month.


			Tab 8			Fiscal Summary Schedules			Define summary intervals that roll up posting intervals into a broader reporting period for a fiscal schedule, such as a quarter or a half year.


			Tab 9			Fiscal Years			Define the start dates and end dates for fiscal years, including the posting intervals (with start and end dates) within.


			Tab 10			Period Close Activity Groups			Define the period close activity groups.


			Tab 11			Ledger Types			Set up an actuals ledger and, optionally, a commitment ledger and an obligation ledger for each of your companies.


			Tab 12			Currency Rate Types			Define currency rate types to establish more than one currency conversion rate for a currency pair during a time frame.


			Tab 13			Journal Sources			Define journal sources that indicate where or why each journal was created


			Tab 14			Journal Source Mapping to Operational Transactions			Define which journal source to assign to operational journals that Workday automatically creates for transactions.


			Tab 15			Account Control Rule Sets			Define the account control rules that enable you to manage basic approval thresholds at the account level for your companies.


			Tab 16			Account Posting Rule Sets			Define account posting rules that you can associate with a company and use to direct where transaction journals post in the ledger accounts for the company.


			Tab 17			Suspense Account Rules			Define Rules for suspense accounting when importing accounting journals.  System validations are bypassed subject to the configured rules.


			Tab 18			Account Translation Methods			Define methods for translating account currencies into translation currencies during financial reporting.


			Tab 19			Account Translation Rules			Define rules to control how Workday translates monetary amounts from company currencies into translation currencies for each account during financial reporting.


			Tab 20			Alternate Account Set Mappings			Create mapping rules between your corporate account set and the alternate account set. 


			Tab 21			Average Daily Balance Rules			Set up rules for calculating the average daily balance by ledger, ledger account summaries, and worktags.


			Tab 22			Elimination Rules			Define Rules for eliminating ledger accounts for a consolidation based on intercompany affiliate worktags


			Tab 23			Intercompany Profiles			Defines the intercompany relationship between companies and specifies which companies can initiate transactions for other companies and those that can only settle transactions.


			Tab 24			Revaluation Rules			Define rules to automate the revaluation journal. Use these rules when you run revaluation during the close process to record period end revaluations on foreign currency balances in specified ledger accounts.


			Tab 26			Year End Closing Rules			Define rules that map source accounts to target accounts at year-end. Rules are applied when you roll forward account balances and close ledger years. If no rule is specified, Workday, by default, rolls account balances forward to the same account during roll-forward and year-close processing.


			Tab 27			Allocation Definitions			Allocation definitions establish the details of an allocation. Through them you specify the source, basis, target, and offset of the allocation.


			Tab 28			Allocation Group Sets			For processing Allocations, group related allocation definitions into allocation group sets.


			Tab 29			Statistics Definitions			Statistic definitions establish the statistic types, business dimensions, and ledger/budget structures to base statistics upon. Dimensions could include regions, cost centers, or custom dimensions such as stores.


			Tab 30			Statistics			Uses the statistic definitions to define the period and company/worktag combinations for which statistic values are entered.


			Tab 31			Account Certification Sets			Define the account certification sets used for the account reconciliation process.


			Tab 32			Journal Matching Rule Sets			Define the matching rule sets for the transaction matching for journal lines.


			Tab 33			Company Accounting Details			This is a recap of the Company Accounting Details which apply specifically to each company.


			Tab 34			Sequence Generator Rules			Sequence generator rules are rules that define the journal sequence format for either all transactions and/or a defined set of transaction types. 


			Tab 35			Example Sequence IDs			Suggested Sequence IDs with prefixes and padding values


			Tab 36			Journal Sequencing Groups			Groups can be setup in your local language to help with organizing, filtering and reporting on journals.


			Tab 37			Journal Sequencing Rules			Configure rules for assiging numbers to journals through journal sequencing to comply with global auditing standards.


			Tab 38			Worktag Usage			Define which worktag types will be displayed on the transaction line data entry and whether it's required or not.


			Tab 39			Security Roles			Functional divisions of Accounting processing by company.


			Tab 40			Business Processes			Set of Workday delivered operational transactions.


			Tab 41			Custom Validations			Rules that can be imposed on operational transactions to verify data entry as either a warning or a critical error.












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































General








			General Information - Financial Accounting Configuration Workbook


			This Financial Accounting Data Gathering Workbook is intended for collecting Financial Accounting information only.  It is the Workday consultants' and partners' responsibility to convert the given data to the appropriate and applicable iLoad spreadsheets in the right format in any given update. This Workbook should only be updated when new data fields are introduced with new functionality in updates.

Unique reference ID's are required for these items. However, in this workbook, the reference ID for items in WDSETUP will be Factory Default. If the data is in the workbook and not in WDSETUP, the reference ID will be Sample. 








			For more information related to Financial Accounting in Workday, please visit the Workday Community.








Tenant Setup





			Tenant Setup - Financials


			Review and select options within the Tenant Setup task and other Tenant-wide tasks related to Financial Accounting			Review and select your Procurement tenant configuration options





						Defaults			Comment			Options


			1			Default Reporting Book			Tenant level default book for reports.  Can also override at Company Hierarchy and Company levels.  Defaults on xpresso reports.			Select desired book


						Lease Accounting			Comment			Options


			1			Lease Accounting			Configuration for lease accounting methodologies.			Lease Accounting/No Lease Accounting/None of the above


						Intercompany Accounting Journal Options			Comment			Options


			1			No Intercompany Payable/Receivable Lines when Journals Self Balance by Company			Allows users to load in a single journal with different companies on the lines and not generate offsetting IC lines if the journals balance by line company.			Y/N


			2			Group Intercompany Payable/Receivable Lines			Will group total payable and receivable lines in a single journal.  Does not net.			Y/N


			3			Unrestricted Intercompany Affiliate Selection			Ability to select any other company as intercompany affiliate.			Y/N


			4			Copy Attachments to Intercompany Accounting Journals			Copies attachments on journal to the child intercompany journal.			Y/N





						Retained Earnings			Comment			Options


			1			Include Worktag Types			Summarizes prior year retained earnings by selected worktags.  			Select Worktags





						Journal Options			Comment			Options


			1			Always Reverse Operational Journals			Creates a reversal operational journal when you change or cancel an approved operational transaction.  Does not generate reversals for equity pickup or allocations.  Will prohibit cancellation of depreciation.			Y/N


			2			Always Reverse Accounting Journals			Creates a reversal accounting journal when you reverse a posted accounting journal.			Y/N





						Payroll Journal Options			Comment			Options


			1			Summarize Payroll Journals			Summarize payroll journals for more efficient financial reporting and to limit access to the detail journal entries generated for each pay result. Once enabled, only an Implementer can disable it.			Y/N


			2			Optional Summary Dimensions			You may select which dimensions you want carried forward to the summary journal.			Select Worktags





						Set Up Transaction Matching			Comment			Options


			1			Available Match On Type			Specify the default Match On Type for transaction matching.			Transaction Amount/Ledger Amount





						Enable Machine Learning for Financials			Comment			Options


			1			Innovation Services Agreement			Contact Customer Success Manager to obtain and sign the Innovation Services Agreement to leverage Innovation Services. Once signed, the Financial Management Machine Learning GA Features can be selected for opt-in.			Y/N


			2			Data Selection Opt-in for Journal Line Data			Data selection opt-in for Journal Line Data contribution. This will enable the Journal Insights feature. Note: Workday will require 12 months of journal line data in order to uptake this feature.			Y/N





















































































































































Company Ownership Details


																											Intercompany Profile, all can do business with all


			Company Ownership Details


			Define ownership details for your company's investments in subsidiaries for legal companies that are part of a company hierarchy.


			Reference ID			Effective Date			Company			Owner Company			Ownership %			Income Attribution %			Attachments
 (Y/N - if applicable, provide)


			Required			Required			Required			Required			Required			Required			Optional 


			Factory Default			1/1/00			Default Company IRL Ltd.			Default Company GBR plc			100			100			N


			C016						Arch Coal Asia-Pacific PTE. LTD.			Arch Resources, Inc.			100			100


			C013						Arch Coal Europe Limited			Arch Resources, Inc.			100			100


			C140						Arch Coal Operations LLC			Arch Resources, Inc.			100			100


			C017						Arch Coal Sales Company, Inc.			Arch Resources, Inc.			100			100


			C270						Arch Coal Terminal, Inc.			Arch Resources, Inc.			100			100


			C512						Arch Flint Ridge, LLC			Arch Resources, Inc.			100			100


			C060						Arch Land LLC			Arch Resources, Inc.			100			100


			C520						Arch of Wyoming, LLC			Arch Resources, Inc.			100			100


			C002						Arch Resources, Inc.			Top			100			100


			C575						Arch Western Bituminous Group, LLC			Arch Resources, Inc.			100			100


			C440						Arch Western Resources, LLC			Arch Resources, Inc.			100			100


			C020						Ark Land LLC			Arch Resources, Inc.			100			100


			C565						Canyon Fuel Company, LLC			Arch Resources, Inc.			100			100


			C230						Coal-Mac LLC			Arch Resources, Inc.			100			100


			C330						Cumberland River Coal LLC			Arch Resources, Inc.			100			100


			C703						Hunter Ridge Coal LLC			Arch Resources, Inc.			100			100


			C490						ICG ADDCAR Systems, LLC			Arch Resources, Inc.			100			100


			C602						ICG Beckley, LLC			Arch Resources, Inc.			100			100


			C514						ICG East Kentucky, LLC			Arch Resources, Inc.			100			100


			C603						ICG Eastern, LLC			Arch Resources, Inc.			100			100


			C511						ICG Hazard, LLC			Arch Resources, Inc.			100			100


			C580						ICG Illinois, LLC			Arch Resources, Inc.			100			100


			C513						ICG Knott County, LLC			Arch Resources, Inc.			100			100


			C601						Leer Complex			Arch Resources, Inc.			100			100


			C341						Lone Mountain Processing LLC			Arch Resources, Inc.			100			100


			C222						Mingo Logan Coal LLC			Arch Resources, Inc.			100			100


			C560						Mountain Coal Company, LLC			Arch Resources, Inc.			100			100


			C480						Otter Creek Coal, LLC			Arch Resources, Inc.			100			100


			C705						Patriot Mining Company LLC			Arch Resources, Inc.			100			100


			C570						Thunder Basin Coal Company, LLC			Arch Resources, Inc.			100			100


			C722						Upshur Property LLC			Arch Resources, Inc.			100			100


			C755						Vindex Energy LLC			Arch Resources, Inc.			100			100


			C730						Wolf Run Mining LLC			Arch Resources, Inc.			100			100


			C051						Meadow Coal Holdings, LLC			Arch Resources, Inc.			100			100


			C739						Sycamore Group			Arch Resources, Inc.			50			50			50% JV with Emily Gibson Coal Company - non-controlling interest (269012)


			C708						Juliana Mining			Arch Resources, Inc.			100			100


			C718						White Wolf			Arch Resources, Inc.			100			100


			C724						Melrose Coal			Arch Resources, Inc.			100			100


			C605						Leer West			Arch Resources, Inc.			100			100


			C070						Arch Receivable Company			Arch Resources, Inc.			100			100


			C290						Arch Energy Resources LLC			Arch Resources, Inc.			100			100


			C271						Ashland Terminal, Inc			Arch Resources, Inc.			100			100


			C785						Maidsville Landing Terminal			Arch Resources, Inc.			100			100


			C025						Western Energy Resources, LLC			Arch Resources, Inc.			100			100


			C026						Ark Land LT LLC			Arch Resources, Inc.			100			100


			C027						Ark Land WR LLC			Arch Resources, Inc.			100			100


			C028						Ark Land KH LLC			Arch Resources, Inc.			100			100


			C600						Natural Resources			Arch Resources, Inc.			100			100


			C700						CoalQuest			Arch Resources, Inc.			100			100


			C032						Arch Coal Australia Holdings PTY LTD			Arch Resources, Inc.			100			100


			C734						Hawthorne Coal			Arch Resources, Inc.			100			100








Consolidation Details





			Consolidation Details


			Defines the default reporting currency of the company hierarchy for consolidation.  Optionally defines translation rule set when currencies are different and the default book for reporting.


			Reference ID			Company Hierarchy			Fiscal Schedule			Account Set			Default Reporting Currency			Account Translation Rule Set			Default Reporting Book			Consolidating Parent Company


			Required			Required			Required			Required			Required			Required when companies do not share the same company currency			Optional			Optional


			Factory Default			All Companies			YE_Dec			Standard			USD			Standard						Default Company USA Inc.


			Factory Default			Americas			YE_Dec			Standard			USD			Standard


			Factory Default			EMEA			YE_Dec			Standard			EUR			Standard


			Factory Default			Asia Pac			YE_Dec			Standard			AUD			Standard





						US_Arch_Companies














Fiscal Schedules





			Fiscal Schedules


			You only need one fiscal schedule to share across all your businesses.  Fiscal schedules don't contain specific years. Use fiscal schedules as the building blocks to create fiscal years and their periods. 


			Reference ID			Fiscal Schedule Name			Auto Populate Fiscal Periods (Y/N)


			Required			Required			Required


			Factory Default			YE_Dec			Y 


			Factory Default			YE_Jun			Y


			Factory Default			YE_Mar			Y


						Arch Coal Fiscal Schedule			Y


			Arch_FY			Arch Fiscal Schedule			Ref ID and name to be updated 


						Arch_FY


						Don't want coal








Fiscal Posting Intervals





			Fiscal Posting Intervals


			Define posting intervals to apply to any fiscal year, for example, if you post every month, define one interval for each month.


			Reference ID			Fiscal Schedule			Display Order 			Interval Name


			Required			Required			Required			Required


			Jan			Arch Coal Fiscal Schedule			a			January


			Feb			Arch Coal Fiscal Schedule			b			February


			Mar			Arch Coal Fiscal Schedule			c			March


			Apr			Arch Coal Fiscal Schedule			d			April


			May			Arch Coal Fiscal Schedule			e			May


			Jun			Arch Coal Fiscal Schedule			f			June


			Jul			Arch Coal Fiscal Schedule			g			July


			Aug			Arch Coal Fiscal Schedule			h			August


			Sep			Arch Coal Fiscal Schedule			i			September


			Oct			Arch Coal Fiscal Schedule			j			October


			Nov			Arch Coal Fiscal Schedule			k			November


			Dec			Arch Coal Fiscal Schedule			l			December





						Ref ID to be updated 










































































Company


									Address																					Phone Number															Tax ID


			Company			Email			Country			Address Line 1			Address Line 2			City			State			Postal Code			Web Address			Country Ext			Area Code			Phone Number			Extension			Phone Type (Telephone or Fax)			Employer ID Number (Y/N)			Transmitter Control Code (Y/N)			Tax ID


			Company 1


			Company 2


			Company 3


			Company 4


			Company 5


			Company 6





















































Fiscal Summary Schedules





			Fiscal Summary Schedules


			Define summary intervals that roll up posting intervals into a broader reporting period for a fiscal schedule, such as a quarter or a half year.


			Reference ID			Fiscal Time Interval Name			Fiscal Schedule			Fiscal Summary Interval Name			Display Order			Includes


			Required			Required			Required			Required			Required			Required


						Quarterly			YE Dec			Q1			1			Mar


																		Feb


																		Jan


												Q2			2			Jun


																		May


																		Apr


												Q3			3			Jul


																		Sep


																		Aug


												Q4			4			Nov


																		Oct


																		Dec


						Year			YE Dec			Year			a			Dec


																		Nov


																		Oct


																		Sep


																		Aug


																		Jul


																		Jun


																		May


																		Apr


																		Mar


																		Feb


																		Jan


						Half-Yearly			YE Dec			H1			a			Jan


																		Feb


																		Mar


																		Apr


																		May


																		Jun


												H2						Jul


																		Aug


																		Sep


																		Oct


																		Nov


																		Dec


						DNU Annual?








Fiscal Years





			Fiscal Years


			Define the start dates and end dates for fiscal years, including the posting intervals (with start and end dates) within.


			Reference ID			Fiscal Year Number			Fiscal Year Name			Fiscal Schedule			Fiscal Year Start Date			Fiscal Year End Date			Includes Posting Intervals			Fiscal Period End Date


			Required			Required			Required			Required			Required			Required			Required			Required


						2014-2022			Already Created


			Factory Default			2020			2020			YE_Dec			1/1/20			12/31/20			YE_Dec_Jan			1/31/20


			Factory Default																		YE_Dec_Feb			2/29/20


			Factory Default																		YE_Dec_Mar			3/31/20


			Factory Default																		YE_Dec_Apr			4/30/20


			Factory Default																		YE_Dec_May			5/31/20


			Factory Default																		YE_Dec_Jun			6/30/20


			Factory Default																		YE_Dec_Jul			7/31/20


			Factory Default																		YE_Dec_Aug			8/31/20


			Factory Default																		YE_Dec_Sep			9/30/20


			Factory Default																		YE_Dec_Oct			10/31/20


			Factory Default																		YE_Dec_Nov			11/30/20


			Factory Default																		YE_Dec_Dec			12/31/20


			Factory Default			2021			2021			YE_Dec			1/1/21			12/31/21			YE_Dec_Jan			1/31/21


			Factory Default																		YE_Dec_Feb			2/28/21


			Factory Default																		YE_Dec_Mar			3/31/21


			Factory Default																		YE_Dec_Apr			4/30/21


			Factory Default																		YE_Dec_May			5/31/21


			Factory Default																		YE_Dec_Jun			6/30/21


			Factory Default																		YE_Dec_Jul			7/31/21


			Factory Default																		YE_Dec_Aug			8/31/21


			Factory Default																		YE_Dec_Sep			9/30/21


			Factory Default																		YE_Dec_Oct			10/31/21


			Factory Default																		YE_Dec_Nov			11/30/21


			Factory Default																		YE_Dec_Dec			12/31/21


			Factory Default			2022			2022			YE_Dec			1/1/22			12/31/22			YE_Dec_Jan			1/31/22


			Factory Default																		YE_Dec_Feb			2/28/22


			Factory Default																		YE_Dec_Mar			3/31/22


			Factory Default																		YE_Dec_Apr			4/30/22


			Factory Default																		YE_Dec_May			5/31/22


			Factory Default																		YE_Dec_Jun			6/30/22


			Factory Default																		YE_Dec_Jul			7/31/22


			Factory Default																		YE_Dec_Aug			8/31/22


			Factory Default																		YE_Dec_Sep			9/30/22


			Factory Default																		YE_Dec_Oct			10/31/22


			Factory Default																		YE_Dec_Nov			11/30/22


			Factory Default																		YE_Dec_Dec			12/31/22


						2023, 2024, 2025








Period Close Activity Groups





			Period Close Activity Groups


			Define the period close activity groups.  The sample on this page represents factory default.


						Period Close Activity Group			Period Close Activity Group Description			Operational Transaction Type


						Required			Required			Required


			Factory Default			Accounting Adjustment			Accounting Adjustments			Accounting Adjustment


			Factory Default			Accounting Center Summary Journals			Accounting Center Summary Journals			Accounting Center Summary Journals


			Factory Default			Allocations & Consolidation			Allocations
Revaluation
Equity Pickup			Allocation Result

Equity Pickup

Revaluation Result


			Factory Default			Assets			Asset Registration
Asset Issue
Asset Adjustment
Asset Disposal
Asset Impairment
Asset Transfer to a Different Company
Asset Reinstatement
Asset Removal
Asset Transfer
Asset Reclassification			Asset Adjustment

Asset Creation

Asset Disposal

Asset Impairment

Asset Intercompany Transfer Out

Asset Reclassification

Asset Reinstatement

Asset Removal

Asset Transfer


			Factory Default			Banking			Ad Hoc Bank Transaction
Bank Account Transfer
Intercompany Payment
Intercompany Receipt			Ad Hoc Bank Transaction

Bank Account Transfer

Intercompany Payment

Intercompany Receipt


			Factory Default			Customer Accounts			Customer Electronic Payment
Customer Invoice
Customer Invoice Adjustment
Customer Payment Return
Customer Refund
Customer Transaction			Carve In/Carve Out Adjustment

Customer Contract Asset and Liability Reclassification

Customer Contract Fx Adjustment

Customer Electronic Payment

Customer Invoice

Customer Invoice Adjustment

Customer Payment Return

Customer Refund

Customer Transaction

Expense Recognition

Offsetting Customer Transactions with Unapplied Payments

Offsetting Customer Transaction that Cancels

Revenue Recognition Installment


			Factory Default			Expenses			Cash Advance Payment
Expense Credit Card Payment
Expense Payment
Expense Report
Spend Authorization
Spend Authorization
Commitment Liquidation			Cash Advance Payment

Expense Credit Card Payment

Expense Payment

Expense Report

Spend Authorization

Spend Authorization Commitment Liquidation


			Factory Default			Investment Pool			Investment Pool Activity
Investment Pool Payout
Investment Pool Purchase
Investment Pool Sale
Investment Pool Transfer			Investment Pool Activity

Investment Pool Payout

Investment Pool Purchase

Investment Pool Sale

Investment Pool Transfer


			Factory Default			Journals			Accounting Journals			Accounting Journals

Recurring Journals


			Factory Default			Netting Transactions			Netting Transactions			Netting Transactions


			Factory Default			Non-Controlling Interest			Non-Controlling Interest			Non-Controlling Interest


			Factory Default			Operational Accounting			Capital Project Cost Reclassification
Capital Project Labor Cost Reclassification
Commitment Roll Forward
Depreciation Transaction
Escheatment Item
Obligation Roll Forward
Prepaid Spend Amortization
Receipt Accrual for Supplier
Deferred Cost Installment			Capital ~Project~ Cost Reclassification

Capital ~Project~ Labor Cost Reclassification

Commitment Roll Forward

Deferred Cost Installment

Depreciation Transaction

Escheatment Item

Multiple Funding Source

Obligation Roll Forward

Prepaid Spend Amortization

Receipt Accrual for Supplier


			Factory Default			Payroll			Fringe Benefit Actual
Fringe Benefit Commitment
Fringe Benefit Commitment Adjustment
Fringe Benefit Commitment Liquidation
Fringe Benefit Obligation
Fringe Benefit Obligation Adjustment
Fringe Benefit Obligation Liquidation
Payroll Commitment
Payroll Commitment Adjustment
Payroll Commitment Liquidation
Payroll Forward Accrual
Payroll Obligation
Payroll Obligation Adjustment
Payroll Obligation Liquidation
Payroll Payment
Payroll Result			Fringe Benefit Actual

Fringe Benefit Commitment

Fringe Benefit Commitment Adjustment

Fringe Benefit Commitment Liquidation

Fringe Benefit Forward Accrual

Fringe Benefit Obligation

Fringe Benefit Obligation Adjustment

Fringe Benefit Obligation Liquidation

Payroll Commitment

Payroll Commitment Adjustment

Payroll Commitment Liquidation

Payroll Forward Accrual

Payroll Obligation

Payroll Obligation Adjustment

Payroll Obligation Liquidation

Payroll Payment

Payroll Result


			Factory Default			Procurement			Electronic Payment Return
Inventory Put-Away
Manual Payment Return
Prenote Payment
Procurement Card Payment
Procurement Card Transaction Verification
Procurement Card Transaction Load
Purchase Order
Requisition
Spend Commitment Liquidation
Spend Commitment Liquidation Adjustment
Spend Obligation Liquidation
Spend Obligation Liquidation Adjustment
Supplier Contract
Supplier Contract Amendment			Electronic Payment Return

Initial Recognition Adjustment of Lease

Initial Recognition Of Lease

Internal Service Delivery

Inventory Put-Away

Inventory Return Disposal

Inventory Shipment

Manual Payment Return

Prenote Payment

Procurement Card Payment

Procurement Card Transaction Verification

Procurement Credit Card Transaction Load

Purchase Order

Purchase Order History

Requisition

Spend Commitment Liquidation

Spend Commitment Liquidation Adjustment

Supplier Contract

Supplier Contract Amendment


			Factory Default			Student Accounts			Student Charge
Student Electronic Payment
Student Financial Transaction
Student Refund Payment			Offsetting Student Financial Transaction that Cancels

Offsetting Student Financial Transaction that Unapplies

Student Charge

Student Electronic Payment

Student Financial Transaction

Student Refund Payment

Student Revenue Recognition Installment

Student Sponsor Transaction


			Factory Default			Suppliers & Adhoc Payments			Ad Hoc Payment
Spend Obligation Liquidation & Adjustment
Supplier Invoice & Invoice Adjusment
Supplier Payment for Invoices			Ad Hoc Payment

Spend Obligation Liquidation

Spend Obligation Liquidation Adjustment

Supplier Invoice

Supplier Invoice Adjustment

Supplier Payment for Invoices































































































































































































































































































LedgerTypes





			Ledger Types


			Set up an actuals ledger and, optionally, a commitment ledger and an obligation ledger for each of your companies.


			Reference ID			Actuals Ledger Type Name			Commitment Ledger Type Name			Obligation Ledger Type Name


			Required			Required			Optional			Optional


			Actuals			Actuals			N/A			N/A








Currency Rate Types





			Currency Rate Types


			Defining currency rate types enables you to establish more than one currency conversion rate for a currency pair during a time frame.


			Reference ID			Rate Type Description			Use as Default (Y/N)


			Required			Required			Required


			Factory Default			Current			Y


			Factory Default			Average			N


			Factory Default			Budget			N


			Factory Default			Historic Equity			N


						Quarterly Average			N








Journal Sources





			Journal Sources


			Define journal sources that indicate where or why each journal was created


			Reference ID			Journal Source ID			Journal Source Name			Source For Accounting Journal (Y/N)			Process Award Costs (Y/N)			Source For Ad Hoc Bank Transaction (Y/N)			Enable Suspense Processing for Web Service (Y/N)			Suspense Threshold Percent             (1-99)			Source For Workday Operational Journal    (Y/N)


			Required			Required			Required			Required			Required			Required									Required


			Factory Default			Accounting_Adjustment			Accounting Adjustment			N			N												Y


			Factory Default			Ad_Hoc_Bank_Transaction			Ad Hoc Bank Transaction			N			N			Y									Y


			Factory Default			Ad_Hoc_Payment			Ad Hoc Payment			N			N												Y


			Factory Default			Allocation			Allocation			N			N												Y


			Factory Default			Asset_Adjustment			Asset Adjustment			N			N												Y


			Factory Default			Asset_Assign_Accounting			Asset Assign Accounting			N			N												Y


			Factory Default			Asset_Disposal			Asset Disposal			N			N												Y


			Factory Default			Asset_Impairment			Asset Impairment			N			N												Y


			Factory Default			Asset_Intercompany_Transfer			Asset Intercompany Transfer			N			N												Y


			Factory Default			Asset_Issue			Asset Issue			N			N												Y


			Factory Default			Asset_Reclassification			Asset Reclassification			N			N												Y


			Factory Default			Asset_Reinstatement			Asset Reinstatement			N			N												Y


			Factory Default			Asset_Removal			Asset Removal			N			N												Y


			Factory Default			Asset_Shares			Asset Shares			N			N												Y


			Factory Default			Asset_Transfer			Asset Transfer			N			N												Y


			Factory Default			Bank_Account_Transfer			Bank Account Transfer			N			N												Y


			Factory Default			Beginning_Balance			Beginning Balance			Y			N												N


			Factory Default			BILLABLE_PROJECT_COST_RECOGNITION			Billable Project Cost Recognition			N			N												Y


			Factory Default			Capital_Project_Cost_Reclassification			Capital Project Cost Reclassification			N			N												Y


			Factory Default			Capital_Project_Labor_Cost_Reclassification			Capital Project Labor Cost Reclassification			N			N												Y


			Factory Default			Carve_In_Carve_Out_Adjustment			Carve In/Carve Out Adjustment			N			N												Y


			Factory Default			Cash_Advance_Payment			Cash Advance Payment			N			N												Y


			Factory Default			Commitment_Roll_Forward			Commitment Roll Forward			N			N												Y


			Factory Default			Conversion			Conversion			Y			N												N


			Factory Default			Credit_Card_Transaction_Load			Credit Card Transaction Load			N			N												Y


			Factory Default			Customer_Cash_Sale			Customer Cash Sale			N			N												Y


			Factory Default			Customer_Contract_Asset_and_Liability_Reclassification			Customer Contract Asset and Liability Reclassification			N			N												Y


			Factory Default			Customer_Contract_Fx_Adjustment			Customer Contract Fx Adjustment			N			N												Y


			Factory Default			Customer_Invoice			Customer Invoice			N			N												Y


			Factory Default			Customer_Invoice_Payment			Customer Invoice Payment			N			N												Y


			Factory Default			Customer_Invoice_Writeoff			Customer Invoice Writeoff			N			N												Y


			Factory Default			Customer_Overpayment			Customer Overpayment			N			N												Y


			Factory Default			Customer_Payment_Deposit			Customer Payment Deposit			N			N												Y


			Factory Default			Customer_Refund			Customer Refund			N			N												Y


			Factory Default			Deferred_Cost			Deferred Cost			N			N												Y


			Factory Default			Depreciation			Depreciation			N			N												Y


			Factory Default			Depreciation_Adjustment			Depreciation Adjustment			N			N												Y


			Factory Default			Donor_Contribution			Donor Contribution			N			N			Y									N


			Factory Default			Equity_Pickup			Equity Pickup			Y			N												Y


			Factory Default			Escheatment_Item			Escheatment Item			N			N												Y


			Factory Default			Expense_Credit_Card_Payment			Expense Credit Card Payment			N			N												Y


			Factory Default			Expense_Payment			Expense Payment			N			N												Y


			Factory Default			Expense_Recognition			Expense Recognition			N			N												Y


			Factory Default			Expense_Report			Expense Report			N			N												Y


			Factory Default			Facilities_and_Administration_Expense			Facilities and Administration Expense			N			N												Y


			Factory Default			Financial_Aid_Award_Disbursement			Financial Aid Award Disbursement			N			N												Y


			Factory Default			Fringe_Benefit			Fringe Benefit			N			N												Y


			Factory Default			Fringe_Benefit_Actual_Adjustment			Fringe Benefit Actual Adjustment			N			N												Y


			Factory Default			Fringe_Benefit_Commitment			Fringe Benefit Commitment			N			N												Y


			Factory Default			Fringe_Benefit_Commitment_Adjustment			Fringe Benefit Commitment Adjustment			N			N												Y


			Factory Default			Fringe_Benefit_Commitment_Liquidation			Fringe Benefit Commitment Liquidation			N			N												Y


			Factory Default			Fringe_Benefit_Forward_Accrual			Fringe Benefit Forward Accrual			N			N												Y


			Factory Default			Fringe_Benefit_Obligation			Fringe Benefit Obligation			N			N												Y


			Factory Default			Fringe_Benefit_Obligation_Adjustment			Fringe Benefit Obligation Adjustment			N			N												Y


			Factory Default			Fringe_Benefit_Obligation_Liquidation			Fringe Benefit Obligation Liquidation			N			N												Y


			Factory Default			Funding_Source_Reclassificatoin			Funding Source Reclassification			N			N												Y


			Factory Default			Grant_Revenue			Grant Revenue			N			N												Y


			Factory Default			Initial_Recognition_Adjustment_of_Lease			Initial Recognition Adjustment of Lease			N			N												Y


			Factory Default			Initial_Recognition_of_Lease			Initial Recognition of Lease			N			N												Y


			Factory Default			Intercompany_Payment			Intercompany Payment			N			N												Y


			Factory Default			Intercompany_Receipt			Intercompany Receipt			N			N												Y


			Factory Default			Internal_Service_Delivery			Internal Service Delivery			N			N												Y


			Factory Default			Inventory_Adjustment			Inventory Adjustment			N			N												Y


			Factory Default			Inventory_Cost_Adjustment			Inventory Cost Adjustment			N			N												Y


			Factory Default			Inventory_Issue			Inventory Issue			N			N												Y


			Factory Default			Inventory_Move			Inventory Move			N			N												Y


			Factory Default			Inventory_Put_Away			Inventory Put-Away			N			N												Y


			Factory Default			Inventory_Put_Away_Adjustment			Inventory Put-Away Adjustment			N			N												Y


			Factory Default			Inventory_Return_Disposal			Inventory Return Disposal			N			N												Y


			Factory Default			INVENTORY_RETURN_TO_SUPPLIER			Inventory Return to Supplier			N			N												Y


			Factory Default			Inventory_Shipment			Inventory Shipment			N			N												Y


			Factory Default			Investment_Pool_Activity			Investment Pool Activity			N			N												Y


			Factory Default			Investment_Pool_Payout			Investment Pool Payout			N			N												Y


			Factory Default			Investment_Pool_Purchase			Investment Pool Purchase			N			N												Y


			Factory Default			Investment_Pool_Sale			Investment Pool Sale			N			N												Y


			Factory Default			Investment_Pool_Share_Transfer			Investment Pool Share Transfer			N			N												Y


			Factory Default			Manual_Journal			Manual Journal			Y			N												N


			Factory Default			Manual_Journal_with_Award_Costs			Manual Journal with Award Costs			Y			Y												N


			Factory Default			Miscellaneous_Payment			Miscellaneous Payment			N			N												Y


			Factory Default			Miscellaneous_Payment_Request			Miscellaneous Payment Request			N			N												Y


			Factory Default			NETTING_TRANSACTION			Netting Transaction			N			N												Y


			Factory Default			NONCONTROLLING_INTEREST			Noncontrolling Interest			N			N												Y


			Factory Default			Obligation_Roll_Forward			Obligation Roll Forward			N			N												Y


			Factory Default			Payment_Return			Payment Return			N			N												Y


			Factory Default			Payroll_Accounting_Adjustment			Payroll Accounting Adjustment			N			N												Y


			Factory Default			Payroll_Actual_Accrual			Payroll Actual Accrual			N			N												Y


			Factory Default			Payroll_Commitment			Payroll Commitment			N			N												Y


			Factory Default			Payroll_Commitment_Adjustment			Payroll Commitment Adjustment			N			N												Y


			Factory Default			Payroll_Commitment_Liquidation			Payroll Commitment Liquidation			N			N												Y


			Factory Default			Payroll_Forward_Accrual			Payroll Forward Accrual			N			N												Y


			Factory Default			Payroll_Obligation			Payroll Obligation			N			N												Y


			Factory Default			Payroll_Obligation_Adjustment			Payroll Obligation Adjustment			N			N												Y


			Factory Default			Payroll_Obligation_Liquidation			Payroll Obligation Liquidation			N			N												Y


			Factory Default			Payroll_Payment			Payroll Payment			N			N												Y


			Factory Default			Prenote_Payment			Prenote Payment			N			N												Y


			Factory Default			Prepaid_Spend_Amortization			Prepaid Spend Amortization			N			N												Y


			Factory Default			Procurement_Card_Payment			Procurement Card Payment			N			N												Y


			Factory Default			Procurement_Card_Transaction_Verification			Procurement Card Transaction Verification			N			N												Y


			Factory Default			Project_Labor_Cost			Project Labor Cost			N			N												Y


			Factory Default			Purchase_Order			Purchase Order			N			N												Y


			Factory Default			Receipt_Accrual			Receipt Accrual			N			N												Y


			Factory Default			Requisition			Requisition			N			N												Y


			Factory Default			Revaluation			Revaluation			N			N												Y


			Factory Default			Revenue_Recognition			Revenue Recognition			N			N												Y


			Factory Default			Reverse_Depreciation			Reverse Depreciation			N			N												Y


			Factory Default			Spend_Authorization			Spend Authorization			N			N												Y


			Factory Default			Spend_Authorization_Commitment			Spend Authorization Commitment			N			N												Y


			Factory Default			Spend_Authorization_Commitment_Liquidation			Spend Authorization Commitment Liquidation			N			N												Y


			Factory Default			Spend_Commitment_Liquidation			Spend Commitment Liquidation			N			N												Y


			Factory Default			Spend_Obligation_Liquidation			Spend Obligation Liquidation			N			N												Y


			Factory Default			Spreadsheet_Upload			Spreadsheet Upload			Y			N												N


			Factory Default			STUDENT_APPLICATION_FEES			Student Application Fees			N			N												Y


			Factory Default			Student_Charge			Student Charge			N			N												Y


			Factory Default			Student_Charges_Writeoff			Student Charges Writeoff			N			N												Y


			Factory Default			Student_Credit_Memo			Student Credit Memo			N			N												Y


			Factory Default			Student_Payment			Student Payment			N			N												Y


			Factory Default			Student_Payment_Deposit			Student Payment Deposit			N			N												Y


			Factory Default			Student_Refund			Student Refund			N			N												Y


			Factory Default			Student_Revenue_Recognition			Student Revenue Recognition			N			N												Y


			Factory Default			Student_Sponsor_Contract_Disbursement			Student Sponsor Contract Disbursement			N			N												Y


			Factory Default			Student_Sponsor_Payment			Student Sponsor Payment			N			N												Y


			Factory Default			Student_Sponsor_Refund			Student Sponsor Refund			N			N												Y


			Factory Default			Student_Waiver_Disbursement			Student Waiver Disbursement			N			N												Y


			Factory Default			Supplier_Contract			Supplier Contract			N			N												Y


			Factory Default			Supplier_Invoice			Supplier Invoice			N			N												Y


			Factory Default			Supplier_Invoice_Payment			Supplier Invoice Payment			N			N												Y


			Factory Default			SUPPLIER_REFUND			Supplier Refund			N			N												Y


			Factory Default			Translation_Adjustment			Translation Adjustment			Y			N												Y


						Any Additional in Use?


						Integrations listed


						Ellipse 


						RMS


						Concur
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			Journal Source Mapping to Operational Transactions


			Define which journal source to assign to operational journals that Workday automatically creates for transactions.


			Reference ID			Journal Source			Operational Transaction


			Required			Required			Required


			Factory Default			~Facilities And Administration~ Expense Journal Entry Source			Facilities and Administration Expense


			Factory Default			Accounting Adjustment Journal Entry Source			Accounting Adjustment


			Factory Default			Ad Hoc Bank Transaction Journal Entry Source			Ad Hoc Bank Transaction


			Factory Default			Ad Hoc Payment Journal Entry Source			Ad Hoc Payment


			Factory Default			Allocation Journal Entry Source			Allocation


			Factory Default			Asset Adjustment Journal Entry Source			Asset Adjustment


			Factory Default			Asset Assign Accounting Journal Entry Source			Asset Assign Accounting


			Factory Default			Asset Disposal Journal Entry Source			Asset Disposal


			Factory Default			Asset Impairment Journal Entry Source			Asset Impairment


			Factory Default			Asset Intercompany Transfer Journal Entry Source			Asset Intercompany Transfer


			Factory Default			Asset Issue Journal Entry Source			Asset Issue


			Factory Default			Asset Reclassification Journal Entry Source			Asset Reclassification


			Factory Default			Asset Reinstatement Journal Entry Source			Asset Reinstatement


			Factory Default			Asset Removal Journal Entry Source			Asset Removal


			Factory Default			Asset Transfer Journal Entry Source			Asset Transfer


			Factory Default			Bank Account Transfer Journal Entry Source			Bank Account Transfer


			Factory Default			Billable Project Cost Recognition Journal Entry Source			Billable Project Cost Recognition


			Factory Default			Capital ~Project~ Cost Reclassification Journal Entry Source			Capital Project Cost Reclassification


			Factory Default			Capital ~Project~ Labor Cost Reclassification Journal Entry Source			Capital Project Labor Cost Reclassification


			Factory Default			Carve In/Carve Out Adjustment Journal Entry Source			Carve In/Carve Out Adjustment


			Factory Default			Cash Advance Payment Journal Entry Source			Cash Advance Payment


			Factory Default			Commitment Roll Forward Journal Entry Source			Commitment Roll Forward


			Factory Default			Credit Card Transaction Load Journal Entry Source			Credit Card Transaction Load


			Factory Default			Customer Cash Sale Journal Entry Source			Customer Cash Sale


			Factory Default			Customer Contract Asset and Liability Reclassification Journal Entry Source			Customer Contract Asset and Liability Reclassification


			Factory Default			Customer Contract Fx Adjustment Journal Entry Source			Customer Contract Fx Adjustment


			Factory Default			Customer Invoice Journal Entry Source			Customer Invoice


			Factory Default			Customer Invoice Maintenance Journal Entry Source			Customer Invoice Payment


			Factory Default			Customer Invoice Payment Journal Entry Source			Customer Invoice Payment


			Factory Default			Customer Overpayment Journal Entry Source			Customer Overpayment


			Factory Default			Customer Payment Deposit Journal Entry Source			Customer Payment Deposit


			Factory Default			Customer Refund Journal Entry Source			Customer Refund


			Factory Default			Deferred Cost Journal Entry Source			Deferred Cost


			Factory Default			Depreciation Adjustment Journal Entry Source			Depreciation Adjustment


			Factory Default			Depreciation Journal Entry Source			Depreciation


			Factory Default			Escheatment Item Journal Entry Source			Escheatment Item


			Factory Default			Expense Credit Card Payment Journal Entry Source			Expense Credit Card Payment


			Factory Default			Expense Payment Journal Entry Source			Expense Payment


			Factory Default			Expense Recognition Journal Entry Source			Expense Recognition


			Factory Default			Expense Report Journal Entry Source			Expense Report


			Factory Default			Financial Aid Award Disbursement Journal Source			Financial Aid Award Disbursement


			Factory Default			Fringe Benefit Actual Adjustment Journal Entry Source			Fringe Benefit Actual Adjustment


			Factory Default			Fringe Benefit Commitment Adjustment Journal Entry Source			Fringe Benefit Commitment Adjustment


			Factory Default			Fringe Benefit Commitment Journal Entry Source			Fringe Benefit Commitment


			Factory Default			Fringe Benefit Commitment Liquidation Journal Entry Source			Fringe Benefit Commitment Liquidation


			Factory Default			Fringe Benefit Forward Accrual Journal Entry Source			Fringe Benefit Forward Accrual


			Factory Default			Fringe Benefit Journal Entry Source			Fringe Benefit


			Factory Default			Fringe Benefit Obligation  Journal Entry Source			Fringe Benefit Obligation


			Factory Default			Fringe Benefit Obligation Adjustment Journal Entry Source			Fringe Benefit Obligation Adjustment


			Factory Default			Fringe Benefit Obligation Liquidation  Journal Entry Source			Fringe Benefit Obligation Liquidation


			Factory Default			Funding Source Reclassification Journal Entry Source			Funding Source Reclassification


			Factory Default			Grant Revenue Journal Entry Source			Grant Revenue


			Factory Default			Initial Recognition Adjustment of Lease Journal Entry Source			Initial Recognition Adjustment of Lease


			Factory Default			Initial Recognition of Lease Journal Entry Source			Initial Recognition of Lease


			Factory Default			Intercompany Payment Journal Entry Source			Intercompany Payment


			Factory Default			Intercompany Receipt Journal Entry Source			Intercompany Receipt


			Factory Default			Inventory Adjustment Journal Entry Source			Inventory Adjustment


			Factory Default			Inventory Cost Adjustment Journal Entry Source			Inventory Cost Adjustment


			Factory Default			Inventory Issue Journal Entry Source			Inventory Issue


			Factory Default			Inventory Move Journal Entry Source			Inventory Move


			Factory Default			Inventory Put-Away Adjustment Journal Entry Source			Inventory Put-Away Adjustment


			Factory Default			Inventory Put-Away Journal Entry Source			Inventory Put-Away


			Factory Default			Inventory Return Disposal Journal Entry Source			Inventory Return Disposal


			Factory Default			Inventory Return to Supplier Journal Entry Source			Inventory Return to Supplier


			Factory Default			Inventory Shipment Journal Entry Source			Inventory Shipment


			Factory Default			Investment Pool Activity Journal Entry Source			Investment Pool Activity


			Factory Default			Investment Pool Payout Journal Entry Source			Investment Pool Payout


			Factory Default			Investment Pool Purchase Journal Entry Source			Investment Pool Purchase


			Factory Default			Investment Pool Sale Journal Entry Source			Investment Pool Sale


			Factory Default			Investment Pool Share Transfer Journal Entry Source			Investment Pool Share Transfer


			Factory Default			Maintain Asset Shares Journal Entry Source			Asset Shares


			Factory Default			Miscellaneous Payment Journal Entry Source			Miscellaneous Payment


			Factory Default			Miscellaneous Payment Request Journal Entry Source			Miscellaneous Payment Request


			Factory Default			Netting Transaction Journal Entry Source			Netting Transaction


			Factory Default			Noncontrolling Interest Journal Entry Source			Noncontrolling Interest


			Factory Default			Obligation Roll Forward Journal Entry Source			Obligation Roll Forward


			Factory Default			Payable Document Writeoff Journal Entry Source			Customer Invoice Writeoff


			Factory Default			Payment Return Journal Entry Source			Payment Return


			Factory Default			Payroll Accounting Adjustment Journal Entry Source			Payroll Accounting Adjustment


			Factory Default			Payroll Actual Accrual Journal Entry Source			Payroll Actual Accrual


			Factory Default			Payroll Commitment Adjustment Journal Entry Source			Payroll Commitment Adjustment


			Factory Default			Payroll Commitment Journal Entry Source			Payroll Commitment


			Factory Default			Payroll Commitment Liquidation Journal Entry Source			Payroll Commitment Liquidation


			Factory Default			Payroll Forward Accrual Journal Entry Source			Payroll Forward Accrual


			Factory Default			Payroll Obligation Adjustment Journal Entry Source			Payroll Obligation Adjustment


			Factory Default			Payroll Obligation Journal Entry Source			Payroll Obligation


			Factory Default			Payroll Obligation Liquidation  Journal Entry Source			Payroll Obligation Liquidation


			Factory Default			Payroll Payment Journal Entry Source			Payroll Payment


			Factory Default			Prenote Payment Journal Entry Source			Prenote Payment


			Factory Default			Prepaid Spend Amortization Journal Entry Source			Prepaid Spend Amortization


			Factory Default			Procurement Card Payment Journal Entry Source			Procurement Card Payment


			Factory Default			Procurement Card Transaction Verification Journal Entry Source			Procurement Card Transaction Verification


			Factory Default			Project Labor Cost Journal Entry Source			Project Labor Cost


			Factory Default			Purchase Order Journal Entry Source			Purchase Order


			Factory Default			Receipt Accrual Journal Entry Source			Receipt Accrual


			Factory Default			Requisition Journal Entry Source			Requisition


			Factory Default			Revaluation Journal Entry Source			Revaluation


			Factory Default			Revenue Recognition Journal Entry Source			Revenue Recognition


			Factory Default			Reverse Depreciation Journal Entry Source			Reverse Depreciation


			Factory Default			Service Delivery Journal Entry Source			Internal Service Delivery


			Factory Default			Spend Authorization Commitment Liquidation Journal Entry Source			Spend Authorization Commitment Liquidation


			Factory Default			Spend Authorization Journal Entry Source			Spend Authorization


			Factory Default			Spend Commitment Liquidation Journal Entry Source			Spend Commitment Liquidation


			Factory Default			Spend Obligation Liquidation Journal Entry Source			Spend Obligation Liquidation


			Factory Default			Student Application Fees Journal Entry Source			Student Application Fees


			Factory Default			Student Charge Journal Entry Source			Student Charge


			Factory Default			Student Charges Writeoff Journal Entry Source			Student Charges Writeoff


			Factory Default			Student Credit Memo Journal Entry Source			Student Credit Memo


			Factory Default			Student Payment Deposit Journal Entry Source			Student Payment Deposit


			Factory Default			Student Payment Journal Entry Source			Student Payment


			Factory Default			Student Refund Journal Entry Source			Student Refund


			Factory Default			Student Revenue Recognition Journal Source			Student Revenue Recognition


			Factory Default			Student Sponsor Contract Disbursement Journal Source			Student Sponsor Contract Disbursement


			Factory Default			Student Sponsor Payment Journal Entry Source			Student Sponsor Payment


			Factory Default			Student Sponsor Refund Journal Entry Source			Student Sponsor Refund


			Factory Default			Student Waiver Disbursement Journal Source			Student Waiver Disbursement


			Factory Default			Supplier Contract Journal Entry Source			Supplier Contract


			Factory Default			Supplier Invoice Journal Entry Source			Supplier Invoice


			Factory Default			Supplier Invoice Payment Journal Entry Source			Supplier Invoice Payment


			Factory Default			Supplier Refund Journal Entry Source			Supplier Refund


			Factory Default			Unapply Customer Payment Journal Entry Source			Customer Invoice Payment








Account Control Rule Sets





			Account Control Rule Sets


			Define the account control rules that enable you to manage basic approval thresholds at the account level for your companies.


			Reference ID			Account Control Rule Set Name			Account Set			General Approval Threshold (Highest Journal Line Amount)			Currency			Ledger Account Approval Thresholds (Amounts)			Ledger Account


			Required			Required			Required			Required			Required			Required			Required


			Sample			Standard Corporate Controls			Corporate			25000			USD			500			1000:Cash


			Sample															1000			1550:Furniture, Fixtures & Equipment


			Sample															24000			4000:Revenue


			Sample															24000			5000:Cost of Sales


			Sample															2000			6800:Travel & Entertainment


			Sample			GMS Canada Corporate Controls			Corporate			10000			CAD			500			1000:Cash


			Sample															1000			1550:Furniture, Fixtures & Equipment


			Sample															2500			4000:Revenue


			Sample															5000			5000:Cost of Sales


			Sample															2000			6800:Travel & Entertainment


			Sample





						Decision will not use (No Approvals)










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Account Posting Rules





			Account Posting Rules


			Define account posting rules that you can associate with a company and use to direct where transaction journals post in the ledger accounts for the company.  The default account is for transactions with characteristics that do not match any conditions that you add to an account posting rule. If a transaction does not have characteristics that match any condition, Workday assigns the transaction to the default account.


			Reference ID			Posting Rule			Enable Control Account Warning (Y/N)			Default Ledger Account			Default Resulting Worktag			Condition Dimension (IF)			Operator (IS/IS AND)			Condition Values (Includes)			Resulting GL Account (THEN)			Resulting Worktags (THEN)


			Factory Default			Accumulated Depreciation			N			1650:Accumulated Depreciation


			Factory Default			Business Asset Accrued Liability			N			2100:Accrued Liabilities


			Factory Default			Business Asset Disposal Gain			N			9000:Gain on Sale of Assets


			Factory Default			Business Asset Disposal Loss			N			9050:Loss on Sale of Assets


			Factory Default			Business Asset Disposal Sale			N			1225:Other Receivables


			Factory Default			Business Asset Disposal Donation			N			7500:Charitable Contributions


			Factory Default			Business Asset Multibook Settlement			N			1550:Asset Multi Book Settlement


			Factory Default			Cash			Y			1000:Cash


			Factory Default			Credit Card Payable			N			2450:Credit Card Accrual


			Factory Default			Deferred Cost Asset			N			1400:Prepaid Expenses


			Factory Default			Deferred Cost Expense			N			5000:Cost of Sales


			Factory Default			Deferred Revenue			N			2495:Deferred Revenue						Reclassification			is			Customer Contract Asset and Liability			2496:Deferred Revenue Reclass


			Factory Default			Depreciation Expense			N			7600:Depreciation


			Factory Default			Discounts Given			N			4100:Sales Discounts


			Factory Default			Discounts Taken			N			5800:Purchase Discounts


			Factory Default			Escheatment Payable			N			2070: Escheatment Payable


			Factory Default			Expense Payee Receivable			N			1220:Employee Receivables


			Factory Default			Expenses Advance			N			1220:Employee Receivables


			Factory Default			Expenses Payable			Y			2400:Employee Expense Payable


			Factory Default			Expenses Payable to Supplier			Y			2425:Expenses Payable - Supplier Reimbursement


			Factory Default			Facilities and Administration Cost Expense			N


			Factory Default			Facilities and Administration Cost Revenue			N


			Factory Default			Fringe Benefit Recovery			N


			Factory Default			Fringe Benefit Obligation			N


			Factory Default			Fringe Benefit Commitment			N


			Factory Default			Fringe Benefit Expense			N


			Factory Default			Impairment			N			9075:Loss on Asset Impairment


			Factory Default			Intercompany Overpayment			N


			Factory Default			Intercompany Receivables			N			1900:Intercompany Receivable


			Factory Default			Intercompany Payables			N			2900:Intercompany Payable


			Factory Default			InterWorktag Payables			N


			Factory Default			InterWorktag Receivables			N


			Factory Default			Inventory Adjustment			N


			Factory Default			Inventory Cost Adjustment			N


			Factory Default			Inventory Markup			N


			Factory Default			Inventory Markup Expense			N


			Factory Default			Investment in Pool			N


			Factory Default			Investment Pool Activity			N


			Factory Default			Investment Pool Gain/Loss			N


			Factory Default			Lease Asset			N			1580:ROU Leased Asset


			Factory Default			Lease Asset Contra			N			1575:ROU Leased Asset Contra


			Factory Default			Lease Expense			N			7575:Lease Expense


			Factory Default			Lease Liability			N			2725:Lease Liability


			Factory Default			Payables			Y			2000:Accounts Payable


			Factory Default			Payroll Commitment			N


			Factory Default			Payroll Deduction			N			2525:Accrued Benefits & Payroll Tax


			Factory Default			Payroll Earnings			N			6000:Compensation


			Factory Default			Payroll Expense			N			6000:Compensation


			Factory Default			Payroll Forward Accrual			N			2550:Payroll Forward Accrual


			Factory Default			Payroll Net Pay			N			2500:Accrued Compensation


			Factory Default			Payroll Obligation			N


			Factory Default			Pool Holding			N


			Factory Default			Prepaid Spend			N			1400:Prepaid Expenses


			Factory Default			Project Labor Cost Recovery			N			6080:WIP Labor Cost Recovery


			Factory Default			Project Labor Cost			N


			Factory Default			Realized Currency Gain			N			8200:Realized Exchange Gain


			Factory Default			Realized Currency Loss			N			8250:Realized Exchange Loss


			Factory Default			Receipt Accrual			N			2100:Accrued Liabilities


			Factory Default			Receivables			Y			1200:Accounts Receivable


			Factory Default			Receivables Overpayment			N			4500:Other Revenue						Receivables Overpayment Reason			is			Interest Fees			8000:Interest Income


			Factory Default			Receivable Writeoff			N			7700:Bad Debt


			Factory Default			Retained Earnings			N			3200:Retained Earnings - Current Year


			Factory Default			Retention Payable			N


			Factory Default			Retention Receivable			N


			Factory Default			Revenue			N			4000:Revenue						Revenue Category			is			AR Conversion			1299:AR Conversion


			Factory Default															Revenue Category Hierarchy			is			Revenue			4000:Revenue


			Factory Default															Revenue Category Hierarchy			is			Interest Income			8000:Interest Income


			Factory Default			Spend			N			7800:Other Expense						Spend Category			is			Cash Conversion			1099:Cash Conversion


			Factory Default															Spend Category			is			AP Conversion			2099:AP Conversion


			Factory Default															Spend Category			is			Withholding Tax Settlement			2060:Withholding Tax Payable


			Factory Default															Accounting Treatment			is and			Expense			7150:Equipment & Supplies


			Factory Default															Spend Category			is and			Furniture, Fixtures & Equipment


			Factory Default															Spend Category Hierarchy			is			Fixed Assets			1600:Fixed Assets


			Factory Default															Spend Category Hierarchy			is			Intangible Assets			1700:Intangible Assets


			Factory Default															Spend Category Hierarchy			is			Employee Relations			6100:Employee Relations


			Factory Default															Spend Category Hierarchy			is			Recruiting			6200:Recruiting


			Factory Default															Spend Category Hierarchy			is			Contingent Labor			6600:Contingent Labor


			Factory Default															Spend Category Hierarchy			is			Facilities			7000:Facilities


			Factory Default															Spend Category Hierarchy			is			Sales & Marketing			7050:Sales & Marketing


			Factory Default															Spend Category Hierarchy			is			Legal & Service Fees			7100:Legal & Service Fees


			Factory Default															Spend Category Hierarchy			is			Equipment & Supplies			7150:Equipment & Supplies


			Factory Default															Spend Category Hierarchy			is			Travel & Entertainment			7200:Travel & Entertainment


			Factory Default															Spend Category Hierarchy			is			Insurance			7300:Insurance


			Factory Default															Spend Category Hierarchy			is			Interest Expense			8100:Interest Expense


			Factory Default			Spend Commitment			N


			Factory Default			Spend Obligation			N


			Factory Default			Transaction Tax			N									Tax Type			is			Tax Paid			1230:Tax on Purchases (Recoverable)


			Factory Default															Tax Type			is			Tax Self-Assessed			2050:Tax on Sales (Payable)


			Factory Default															Tax Type			is			Tax Collected


			Factory Default			Transaction Tax on Payment			N			2055:VAT Pending						Tax Code			is			Transaction: FRA 10% VAT on Invoice (10%)

Transaction: FRA 2.1% VAT on Invoice (2.1%)

Transaction: FRA 20% VAT on Invoice (20%)

Transaction: FRA 5.5% VAT on Invoice (5.5%)

Transaction: FRA 8.5% VAT on Invoice (8.5%)			1230:Tax on Purchases (Recoverable)


			Factory Default															Tax Type			is			Tax Paid			1230:Tax on Purchases (Recoverable)


			Factory Default			Translation Gain			N			3450:Currency Translation Gain


			Factory Default			Translation Loss			N			3400:Currency Translation Loss


			Factory Default			Unapplied On-Account Payments			N			2300:Customer On-Account


			Factory Default			Unapplied Recorded Payments			N			2350:Unapplied Recorded Payments


			Factory Default			Unapplied Supplier Refund			N


			Factory Default			Unbilled Receivables			N			1260:Unbilled Receivables


			Factory Default			Undeposited Payments			N			1050:Undeposited Receipts


			Factory Default			Unrealized Currency Gain			N			8300:Unrealized Exchange Gain


			Factory Default			Unrealized Currency Loss			N			8350:Unrealized Exchange Loss


			Factory Default			Withholding Tax Payable			N			2060:Withholding Tax Payable


			Factory Default			Work in Progress			N			1500:WIP








Suspense Account Rules





			Suspense Account Rules


			Define rules for suspense accounting when importing accounting journals.  System validations are bypassed subject to the configured rules.


			Reference ID			Rule Name			Account Set			Ledger Account			Balancing Worktag			Optional Balancing Worktag			Required Worktags


			Required			Required			Required			Required			Optional			Optional			Optional


			Factory Default			Suspense Accounting 			Standard			13420: Error Clearing





















































Account Translation Methods





			Account Translation Methods


			Methods for translating account currencies into translation currencies during financial reporting


			Reference ID			Account Translation Method Name			Use Historic Translation Amounts (Y/N)			Account Translation Type			Fiscal Year Beginning Balance Currency Rate Type			Fiscal Year Activity Currency Rate Type


			Required			Required			Required			Required			Required for Historic or Custom Translation Types when Use Historic Translation Amounts = No.  For Current Translation Type, Beginning Balance Currency Rate Type = Activity Currency Rate Type			Required


			Factory Default			Current			N			Current			Current			Current


			Factory Default			Average			N			Average			N/A			Average


			Factory Default			Historic			Y			Historic			N/A			Current





						Create Default Only












































Account Translation Rules





			Translation Rules


			Rules to control how Workday translates monetary amounts from company currencies into translation currencies for each account during financial reporting.


			Reference ID			Translation Rule Set Name			Account Set			Ledger Account Type			Account Translation Method			Ledger Account/Ledger Account Summary (Override)			Override Account Translation Method


			Required			Required						Required			Required			Optional			Optional


			Factory Default			Standard			Standard			Asset			Current


												Equity			Historic


												Expense			Average


												Income			Average


												Liability			Current












































Alternate Account Set Mappings





			Alternate Account Set Mappings


			Create mapping rules between your corporate account set and the alternate account set. As you define the forward account set mapping rules, Workday derives the reversal mapping rules.


			Need only to Map in One Direction 

Row 1 Example:  When a Single Input Account results in a single Output Account -  Map to a Default Account (1:1) Mapping
Row 2 Example:  When a Single Input Account results in Multiple Output Accounts - Map to a resulting ledger account and identify the condition dimension (worktag type) and condition value
Row 3 Example:  When Multiple Input Accounts result in a Single Output Account - Map to a resulting Ledger account and identify the resulting dimension (worktag type) and resulting value



			Reference ID			Row			Mapping Name			Reversal Mapping Name			Input Account Set			Output Account Set			Input Ledger Account			Default Ledger Account			Resulting Ledger Account			Condition Dimension			Condition Value			Resulting Dimension			Resulting Value


			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required


			Sample			1			Corporate to PCG			PCG to Corporate			Corporate			Plan Comptable General			1000: Cash			51210000: Bank - National Currency


			Sample			2															2150: Accrued Benefits and Payroll Tax						431000: Social Security			Pay Component			CICE Tax Credit [FRA]
Fillon Reduction [FRA]
URS Additional Family Allowances - ER [FRA]


			Sample


			Sample			3															6100: Facilities						61320000: Rent - Buildings									Spend Category			Rent


			Sample																		7200:  Utilities						61320000: Rent - Buildings									Spend Category			Gas & Electric








ADB Rules





			ADB Rules


			Set up rules for calculating the average daily balance by ledger, ledger account summaries, and worktags.


			Reference ID			Row			Rule Name			Account Set			Book			Ledger Account OR 
Ledger Account Summary			Worktag Type			Retained Earnings Account for Fiscal Year Beg Balance (If ADB for All Accounts Only)


			Required			Required			Required			Required			Optional 			Required			Optional			Optional 


			Factory Default			1			All Ledger Accounts			Standard						All Ledger Accounts			Project
Cost Center
Company
Bank Account
Revenue Category
Spend Category
			3300:Retained Earnings - Prior Years








User Base Security Roles


			BACKGROUND INFO:


			USER-BASE ROLES			DESCRIPTION


			Finance Administrator			Create and maintain all financial setup data regardless of organization


			Company Administrator			Create company organizations; Organization Owner


			Costing Administrator			Create cost center, region, and custom organizations; Organization owner


			Finance BP Administrator			Create and maintaine financial businss processes; Decentralize version of BP administrator


			Finance Integration Administrator			Create and check the status of financial integrations regardless of organization;Cannot launch EIB integrations


			Report Writer			Create and maintain custom reports and calculated fields


			Finance Auditor			View all financial setup and operational data regardless of organization;View all financial business processes











			User Base Role


			User Name			Workday Account Id			Finance Administrator			Company Administrator			Costing Administrator			Finance BP Administrator			Financie Integration Administrator			Report Writer			Finance Auditor


			Michelle - SAMPLE			 			x			x			x									x



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Org Base Security Roles


			BACKGROUND INFO:


			ORGANIZATIONAL ROLE			DESCRIPTION


			Accountant			Perform accounting functions for assigned organizations
Examples include creating journals, allocations, receipt accruals, depreciation, and intercompany settlements
  Approval authority for financial accounting business processes


			Accounting Manager			Open/close ledger periods and years for assigned organizations;    Approval authority for financial accounting business processes



			Controller			View all financial setup and operational data for assigned organizations;   Approval authority for financial and compensation business processes


			Budget Manager			Perform budget functions for assigned organizations


			Company Costing Manager			Primary manager for assigned companies; Access to company spend analytics;Approval authority for financial business processes


			Company Financial Analyst			Perform financial reporting functions for assigned companies; Examples include the trial balance, financial statements, and spend analytics


			Cost Center Manager			Primary manager for assigned cost centers;Access to cost center spend analytics ; Approval authority for financial business processes


			Cost Center Financial Analyst			Perform financial reporting functions for assigned cost centers; Examples include manager financial reporting and metrics, and spend analytics


			Region Costing Manager			Primary manager for assigned regions;Access to region spend analytics;Approval authority for financial business processes


			Region Financial Analyst			Perform financial reporting functions for assigned regions; Examples include manager financial reporting and metrics, and spend analytics








			Roles Assigned by Company


			Company Id			User Name			Workday Account			Accountant			Accounting Manager			Controller			Budget Manager			Company Costing Manager			Company Financial Analyst


			Company 1			Michelle - SAMPLE			Michelle.Sample									x						x


			Company 2


			Company 3


			Company 4


			Company 5


			Company 6


			Company 7




















			Roles Assigned by Region


			Region Id			Region Costing Mgr			Region Financial Analyst


			REG-New-SAMPLE			opt'l			opt'l




























































































			Roles Assigned by Cost Center


			by Branch


			Cost Center Id			Cost Center			Cost Center Manager			Cost Center Financial Analyst


			9999			HEAD OFFICE - SAMPLE			need just one, enter employee, req'd			enter employee, opt'l


























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Elimination Rules





			Elimination Rules


			Define Rules for eliminating ledger accounts for a consolidation based on intercompany affiliate worktags.  Rules are defined by Account Set for:
- Intercompany/Interworktag
- Noncontrolling Interest Activity
- Equity Pickup


									Intercompany/Interworktag																		Noncontrolling Interest Activity																		Equity Pickup


			Reference ID			Account Set			Elimination Rule Name			Elimination Ledger Accounts									Elimination Variance Ledger Account						NCI Rule Name			NCI Source Ledger Accounts/ Summaries			NCI Attribution Method			NCI Target Ledger Account			Prior Year Retained Earnings Ledger Account			NCI Offset Ledger Account			Rule Name			Record Subsidiary Base Currency (Y/N) 			Calculate 
CTA (Y/N)			Source Ledger Accounts/ Summaries			Investment Account			Profit/Loss Account			Provision Account			Ownership Change Adjustment Account			Worktags			Journal Source			Currency Rate Type


			Required			Required			Required			Required			RC/SC/BNK			RC/SC Description			Required			Comments			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required			Required			Optional			Optional			Optional			Required			Optional


			Factory Default			Standard			Intercompany Management Fee			4900: Management Fee Revenue									7800: Other Expense


												5900: Intercompany Cost of Sales


												7099: Management Fee Expense


			Factory Default			Standard			Intercompany Payable/Receivable			1960: Intercompany Receivable									1999: Elimination Suspense


												2960: Intercompany Payable


			Factory Default			Standard																					NCI Activity			Standard: Income Statement Accounts			Ownership %			8850:NCI Expense			3300: Retained Earnings - Prior Years			3000:NCI Equity


			Factory Default			Standard																																							Equity Pick Up without Provision			N			N			Standard: Income Statement Accounts			1930:Investment in Joint Ventures			8800:Earnings in Joint Ventures															Equity Pick Up


			Factory Default																																										Equity Pick Up with Provision			N			N			Standard: Income Statement Accounts			1930:Investment in Joint Ventures			8800:Earnings in Joint Ventures			2800:Provision for Loss in Joint Ventures												Equity Pick Up


						1			Marketing Service Fee Eliminations			30300: Other revenues			RC8158			Marketing service fee income - affiliate			42210: Elimination suspense account - I/S			East & West


												42200: Management services			SC8131			Marketing service fee expense - affiliate						9803/9808 can be inactived starting 1/1/23


						2			Intercompany Royalty Eliminations			30300: Other revenues			RC3016			Royalty income - affiliate						East


												41800: Coal royalties			SC4344			Royalty expense - affiliate


						3			$10M note between ARI & AUS Eliminations			10000: Cash and equivalents			BNK8085			Arch Coal Australia Holdings			16400: Elimination Suspense Account - B/S


												11340: Interest receivable - interco credit agreement


												22860: Accrued interest - interco credit agreement


												70000: Interest income			SC8014			Interest income - interco credit agreement			42210: Elimination suspense account - I/S


												70010: Interest expense			SC8015			Interest expense - interco credit agreement																																										Run List


												70100: Current income taxes, federal			SC8173			Current income taxes, federal


						4			SGA Pushdown Eliminations			42200: Management services			SC8131			Marketing service fee expense - affiliate			42210: Elimination suspense account - I/S


												42000: SGA pushdown - affiliate			SC8129			SGA pushdown - affiliate


												51600: SGA pushdown - affiliate - SGA			SC8129			SGA pushdown - affiliate


												61600: SGA pushdown - affiliate - Other			SC8129			SGA pushdown - affiliate


												50750: Miscellaneous - SGA			SC5019			SEC required G&A - affiliate						Rolls to Total miscellaneous


						5			Transfer Pricing Eliminations			30000: Base Price			RC8164			Base price			42210: Elimination suspense account - I/S


												30300: Other revenues			RC3015			ACAP marketing services fee income - affiliate


												40200: Contract mining			SC4050			Coal purchases


												42200: Management services			SC4364			ACAP marketing services fee expense - affiliate


						6			A/R Securitization Eliminations			30300: Other revenues			RC8158			Marketing service fee income - affiliate			42210: Elimination suspense account - I/S


												50750: Miscellaneous - SGA			SC5020			Contract services expense - affiliate						ARCO overhead fee - REVERSING


												50750: Miscellaneous - SGA			SC8131			Marketing service fee expense - affiliate						ARCO Servicing fee - NONREVERSING


												70000: Interest income			SC8142			Interest income - affiliate


												70010: Interest expense			SC8171			Interest expense - affiliate


												70000: Interest income			SC8143			Discount on purchase of A/R - affiliate


												70010: Interest expense			SC8172			Discount on sale of A/R - affiliate


						7			ROYDEP Intercompany Eliminations			30300: Other revenues			RC3016			Royalty income - affiliate			42210: Elimination suspense account - I/S			ROYDEP - Tax Book Code


												41800: Coal royalties			SC4344			Royalty expense - affiliate						ROYDEP - Tax Book Code







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Current Elim entries


			Source			Description			Account			Debit			Credit			Posted by			Posted			ORG


			Spreadshee			CLC-560-40000 Spreadsheet 3928511: A			099-305173-4001-00000			37,069.00									4/1/22			099


			Spreadshee			CLC-560-40000 Spreadsheet 3928511: A			099-460070-4001-00000						37,069.00						4/1/22			099


			Spreadshee			CLC-560-40000 Spreadsheet 3928511: A			017-132001-0000-00000			37,069.00									4/1/22			017


			Spreadshee			CLC-560-40000 Spreadsheet 3928511: A			560-132001-0000-00000						37,069.00						4/1/22			560


			Spreadshee			CLC-560-40000 Spreadsheet 3928511: A			017-305173-4606-00000						37,069.00						4/1/22			017


			Spreadshee			CLC-560-40000 Spreadsheet 3928511: A			560-460070-2464-00000			37,069.00									4/1/22			560


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			099-305173-4001-00000			145,325.00									4/5/22			099


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			099-460070-4001-00000						145,325.00						4/5/22			099


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			017-132001-0000-00000			145,325.00									4/5/22			017


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			570-132001-0000-00000						145,325.00						4/5/22			570


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			017-305173-4606-00000						145,325.00						4/5/22			017


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			570-460070-1402-00000			5,628.00									4/5/22			570


			Spreadshee			CLC-570-507 Spreadsheet 3929160: A			570-460070-1407-00000			139,697.00									4/5/22			570


			Spreadshee			gfh-020-18500 Spreadsheet 3929477: A			099-305172-4001-00000			1,619,743.18						Greg Hensala - Divi			4/6/22			099


			Spreadshee			gfh-020-18500 Spreadsheet 3929477: A			099-305172-4301-00000			5,488.90						Greg Hensala - Divi			4/6/22			099


			Spreadshee			gfh-020-18500 Spreadsheet 3929477: A			099-305172-4301-00000			7,715,951.91						Greg Hensala - Divi			4/6/22			099


			Spreadshee			gfh-020-18500 Spreadsheet 3929477: A			099-450570-4001-00000						1,619,743.18			Greg Hensala - Divi			4/6/22			099


			Spreadshee			gfh-020-18500 Spreadsheet 3929477: A			099-450570-4301-00000						5,488.90			Greg Hensala - Divi			4/6/22			099


			Spreadshee			gfh-020-18500 Spreadsheet 3929477: A			099-450570-4301-00000						7,715,951.91			Greg Hensala - Divi			4/6/22			099


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			099-101054-0000-00000						1,320.52			Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			099-101135-0000-00000						4,109,934.97			Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			098-101137-0000-00000						9,436,433.89			Anthony DiFatta - D			3/10/22			098


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			099-101141-0000-00000						135,097.59			Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			099-101149-0000-00000						52,509.25			Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			099-101175-0000-00000						815,790.46			Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			098-201024-0000-00000			9,436,433.89						Anthony DiFatta - D			3/10/22			098


			Spreadshee			Reverses "TPH-002-100007 Other USD Mar-22"10-MAR			099-201024-0000-00000			5,114,652.79						Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			002-111001-0000-00000						276,154,208.94			Anthony DiFatta - D			3/10/22			002


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			002-111001-0000-00000			276,154,208.94						Anthony DiFatta - D			3/10/22			002


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			017-111001-0000-00000			276,154,208.94						Anthony DiFatta - D			3/10/22			017


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-111001-0000-00000						276,154,208.94			Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			002-132005-0000-00000						980,000.00			Anthony DiFatta - D			3/10/22			002


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			002-132005-0000-00000						276,154,208.94			Anthony DiFatta - D			3/10/22			002


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			002-132005-0000-00000			276,154,208.94						Anthony DiFatta - D			3/10/22			002


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			017-132005-0000-00000						276,154,208.94			Anthony DiFatta - D			3/10/22			017


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-132005-0000-00000			980,000.00						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-132005-0000-00000			276,154,208.94						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-226005-0000-00000			1,653.43						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-226005-0000-00000			1,972.34						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-226005-0000-00000			2,883.98						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-226005-0000-00000			9,543.06						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-226005-0000-00000			16,735.02						Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			099-305173-4001-00000						980,000.00			Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			099-565371-4001-00000			980,000.00						Anthony DiFatta - D			3/10/22			099


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			002-305173-4301-00000			980,000.00						Anthony DiFatta - D			3/10/22			002


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-565371-4301-00000						980,000.00			Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-705005-4301-00000						1,653.43			Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-705005-4301-00000						2,883.98			Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-705009-4301-00000						1,972.34			Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-705009-4301-00000						9,543.06			Anthony DiFatta - D			3/10/22			070


			Spreadshee			Reverses "TPH-070-110002 Other USD Mar-22"10-MAR			070-705009-4301-00000						16,735.02			Anthony DiFatta - D			3/10/22			070


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			099-101135-0000-00000			5,144,084.70						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			098-101137-0000-00000			950,732.28						Thomas P. Heithaus			4/6/22			098


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			099-101141-0000-00000			283,397.10						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			099-101149-0000-00000			34,548.39						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			099-101175-0000-00000			346,908.35						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			098-201024-0000-00000						950,732.28			Thomas P. Heithaus			4/6/22			098


			Spreadshee			TPH-002-100007 Spreadsheet 3929633: A			099-201024-0000-00000						5,808,938.54			Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-101169-0000-00000			41,174.99						Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-119016-0000-00000			15,758.33						Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-119016-0000-00000						8,194.45			Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-119016-0000-00000						45,749.99			Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			002-226011-0000-00000			8,194.45						Thomas P. Heithaus			3/28/22			002


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			002-226011-0000-00000						15,758.33			Thomas P. Heithaus			3/28/22			002


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-119016-0000-00000			8,194.45						Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-119016-0000-00000			45,749.99						Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-119016-0000-00000						15,758.33			Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-226011-0000-00000			15,758.33						Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-226011-0000-00000						8,194.45			Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-226011-0000-00000						45,749.99			Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-700005-4001-00000			15,758.33						Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-700005-4001-00000						8,194.45			Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-705015-4001-00000			8,194.45						Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			099-705015-4001-00000						15,758.33			Thomas P. Heithaus			3/28/22			099


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-700005-4001-00000			8,194.45						Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-700005-4001-00000						15,758.33			Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			002-705015-4301-00000			15,758.33						Thomas P. Heithaus			3/28/22			002


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			002-705015-4301-00000						8,194.45			Thomas P. Heithaus			3/28/22			002


			Spreadshee			TPH-002-200028 Spreadsheet 3927929: A			032-750001-4001-00000			4,575.00						Thomas P. Heithaus			3/28/22			032


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			002-132001-0000-00000			5,762,428.00						Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			002-132001-0000-00000			830,744.00						Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			002-132001-0000-00000			769,456.00						Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			002-132001-0000-00000			384,728.00						Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			002-132001-0000-00000			8,438,823.00						Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			051-132001-0000-00000						769,456.00			Greg Hensala - Divi			4/6/22			051


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			060-132001-0000-00000						830,744.00			Greg Hensala - Divi			4/6/22			060


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			140-132001-0000-00000						8,438,823.00			Greg Hensala - Divi			4/6/22			140


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			271-132001-0000-00000						384,728.00			Greg Hensala - Divi			4/6/22			271


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			440-132001-0000-00000						5,762,428.00			Greg Hensala - Divi			4/6/22			440


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			098-460070-4001-00000						541,001.00			Greg Hensala - Divi			4/6/22			098


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-460070-4001-00000			541,001.00						Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-460072-4001-00000						8,438,823.00			Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			098-560071-4001-00000			541,001.00						Greg Hensala - Divi			4/6/22			098


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-560071-4001-00000						541,001.00			Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			140-460072-4001-00000			8,438,823.00						Greg Hensala - Divi			4/6/22			140


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-560072-4001-00000			384,728.00						Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-560072-4001-00000			769,456.00						Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-560072-4001-00000			830,744.00						Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			002-560072-4301-00000						16,186,179.00			Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-560072-4001-00000			8,438,823.00						Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-660071-4001-00000						384,728.00			Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-660071-4001-00000						769,456.00			Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			099-660071-4001-00000						830,744.00			Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			440-560072-4001-00000			5,762,428.00						Greg Hensala - Divi			4/6/22			440


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			051-660071-4001-00000			769,456.00						Greg Hensala - Divi			4/6/22			051


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			060-660071-4801-00000			830,744.00						Greg Hensala - Divi			4/6/22			060


			Spreadshee			TPH-002-500003 Spreadsheet 3929760: A			271-660071-4001-00000			384,728.00						Greg Hensala - Divi			4/6/22			271


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			002-132001-0000-00000			25,051.00						Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			013-132001-0000-00000			299,526.00						Greg Hensala - Divi			4/6/22			013


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			016-132001-0000-00000			661,559.00						Greg Hensala - Divi			4/6/22			016


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			221-132001-0000-00000						73,226.00			Greg Hensala - Divi			4/6/22			221


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			290-132001-0000-00000						4,458.00			Greg Hensala - Divi			4/6/22			290


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			560-132001-0000-00000						106,045.00			Greg Hensala - Divi			4/6/22			560


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			570-132001-0000-00000						64,766.00			Greg Hensala - Divi			4/6/22			570


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			601-132001-0000-00000						388,708.00			Greg Hensala - Divi			4/6/22			601


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			602-132001-0000-00000						37,244.00			Greg Hensala - Divi			4/6/22			602


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			733-132001-0000-00000						311,689.00			Greg Hensala - Divi			4/6/22			733


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			016-300001-4621-00000						138,425,036.00			Greg Hensala - Divi			4/6/22			016


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			013-305173-4617-00000						301,987.00			Greg Hensala - Divi			4/6/22			013


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			016-305173-4620-00000						306,082.00			Greg Hensala - Divi			4/6/22			016


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			221-305173-2553-00000			33,397.00						Greg Hensala - Divi			4/6/22			221


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			560-305173-2464-00000			106,045.00						Greg Hensala - Divi			4/6/22			560


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			601-305173-2039-00000			118,516.00						Greg Hensala - Divi			4/6/22			601


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			601-305173-2039-00000			121,706.00						Greg Hensala - Divi			4/6/22			601


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			602-305173-2035-00000			37,244.00						Greg Hensala - Divi			4/6/22			602


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			733-305173-2081-00000			81,521.00						Greg Hensala - Divi			4/6/22			733


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			733-305173-2081-00000			109,640.00						Greg Hensala - Divi			4/6/22			733


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			016-405001-4621-00000			138,046,969.00						Greg Hensala - Divi			4/6/22			016


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			221-460071-2553-00000			39,829.00						Greg Hensala - Divi			4/6/22			221


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			290-460071-4430-00000			4,458.00						Greg Hensala - Divi			4/6/22			290


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			570-460071-1407-00000			64,766.00						Greg Hensala - Divi			4/6/22			570


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			601-460071-2039-00000			148,486.00						Greg Hensala - Divi			4/6/22			601


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			733-460071-2081-00000			120,528.00						Greg Hensala - Divi			4/6/22			733


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			002-560072-4301-00000						2,461.00			Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			002-560072-4301-00000						22,590.00			Greg Hensala - Divi			4/6/22			002


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			013-560072-4617-00000			2,461.00						Greg Hensala - Divi			4/6/22			013


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			016-560072-4620-00000			22,590.00						Greg Hensala - Divi			4/6/22			016


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			095-300001-4001-00000			138,425,036.00						Greg Hensala - Divi			4/6/22			095


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			095-305169-4001-00000						378,067.00			Greg Hensala - Divi			4/6/22			095


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			099-305169-4001-00000			378,067.00						Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			095-405001-4001-00000						138,046,969.00			Greg Hensala - Divi			4/6/22			095


			Spreadshee			TPH-002-600001 Spreadsheet 3929761: A			099-460071-4001-00000						378,067.00			Greg Hensala - Divi			4/6/22			099


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			002-111001-0000-00000			323,166,936.93						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			002-111001-0000-00000						323,166,936.93			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			017-111001-0000-00000						323,166,936.93			Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-111001-0000-00000			323,166,936.93						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			002-132005-0000-00000			985,000.00						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			002-132005-0000-00000			323,166,936.93						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			002-132005-0000-00000						323,166,936.93			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			017-132005-0000-00000			323,166,936.93						Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-132005-0000-00000						985,000.00			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-132005-0000-00000						323,166,936.93			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-226005-0000-00000						2,589.69			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-226005-0000-00000						3,099.39			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-226005-0000-00000						4,531.97			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-226005-0000-00000						15,027.35			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-226005-0000-00000						26,297.89			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			002-305173-4301-00000						985,000.00			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-565371-4301-00000			985,000.00						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			099-305173-4001-00000			985,000.00						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			099-565371-4001-00000						985,000.00			Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-705005-4301-00000			2,589.69						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-705005-4301-00000			4,531.97						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-705009-4301-00000			3,099.39						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-705009-4301-00000			15,027.35						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110002 Spreadsheet 3929570: A			070-705009-4301-00000			26,297.89						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-132005-0000-00000			15,423.32						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-132005-0000-00000			1,055,466.63						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-132005-0000-00000						59,821.36			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-132005-0000-00000						1,055,466.63			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			017-132005-0000-00000			37,701.20						Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			017-132005-0000-00000			230,128.51						Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			017-132005-0000-00000						1,055,466.63			Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			070-132005-0000-00000			1,055,466.63						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			070-132005-0000-00000						15,423.32			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			070-132005-0000-00000						230,128.51			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			440-132005-0000-00000			22,120.16						Thomas P. Heithaus			4/6/22			440


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			017-305173-4001-00000						230,128.51			Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			070-560070-4301-00000			230,128.51						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-700070-4301-00000						15,423.32			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			017-700070-4001-00000						37,701.20			Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-305173-4001-00000			230,128.51						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-560070-4001-00000						230,128.51			Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			440-700070-4001-00000						22,120.16			Thomas P. Heithaus			4/6/22			440


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-700075-4301-00000						1,055,466.63			Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			070-700075-4301-00000						1,055,466.63			Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-700070-4001-00000			15,423.32						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-700070-4001-00000			59,821.36						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-700075-4001-00000			1,055,466.63						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-700075-4001-00000			1,055,466.63						Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-705070-4301-00000			59,821.36						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			070-705070-4301-00000			15,423.32						Thomas P. Heithaus			4/6/22			070


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-705070-4001-00000						15,423.32			Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-705070-4001-00000						59,821.36			Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			002-705075-4301-00000			1,055,466.63						Thomas P. Heithaus			4/6/22			002


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			017-705075-4001-00000			1,055,466.63						Thomas P. Heithaus			4/6/22			017


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-705075-4001-00000						1,055,466.63			Thomas P. Heithaus			4/6/22			099


			Spreadshee			TPH-070-110003 Spreadsheet 3929571: A			099-705075-4001-00000						1,055,466.63			Thomas P. Heithaus			4/6/22			099


			Spreadshee			gfh-020-18750 Spreadsheet 3929478: B			099-305172-4001-00000						1,083,044.18			Greg Hensala - Divi			4/6/22			099			ROYDEP


			Spreadshee			gfh-020-18750 Spreadsheet 3929478: B			099-450570-4001-00000			1,083,044.18						Greg Hensala - Divi			4/6/22			099			ROYDEP








Intercompany Profile





			Intercompany Profiles


			Defines the relationship between companies and specifies which companies can initiate transactions for other companies and those that can only settle transactions.


			Reference ID			Company			To Company			Initiate Allowed (Y/N)			Settle Only (Y/N)			Allowed Payment Types			Default Payment Type			Settlement Bank Account			Transfer Asset as Original (Y/N)			Memo


			Required			Required			Required			Required			Required			Required			Required			Required			Required			Optional


			Factory Default			Default Company USA Inc.			Default Company SWE AB			Y			N												N


			Factory Default			Default Company USA Inc.			Default Company NZL Ltd.			Y			N												N


						Who can do business with whom? 						Is intercompany Settled?									Not Settled


						C016			Arch Coal Asia-Pacific PTE. LTD.												and all do business with each other


						C013			Arch Coal Europe Limited												Completed except for Inactive..did not configure Inactive source companies


						C140			Arch Coal Operations LLC


						C017			Arch Coal Sales Company, Inc.


						C270			Arch Coal Terminal, Inc.


						C512			Arch Flint Ridge, LLC


						C060			Arch Land LLC


						C520			Arch of Wyoming, LLC


						C002			Arch Resources, Inc.


						C575			Arch Western Bituminous Group, LLC


						C440			Arch Western Resources, LLC


						C020			Ark Land LLC


						C565			Canyon Fuel Company, LLC


						C230			Coal-Mac LLC


						C330			Cumberland River Coal LLC


						C703			Hunter Ridge Coal LLC


						C490			ICG ADDCAR Systems, LLC


						C602			ICG Beckley, LLC


						C514			ICG East Kentucky, LLC


						C603			ICG Eastern, LLC


						C511			ICG Hazard, LLC


						C580			ICG Illinois, LLC


						C513			ICG Knott County, LLC


						C601			Leer Complex


						C341			Lone Mountain Processing LLC


						C222			Mingo Logan Coal LLC


						C560			Mountain Coal Company, LLC


						C480			Otter Creek Coal, LLC


						C705			Patriot Mining Company LLC


						C570			Thunder Basin Coal Company, LLC


						C722			Upshur Property LLC


						C755			Vindex Energy LLC


						C730			Wolf Run Mining LLC


						C051			Meadow Coal Holdings, LLC


						C739			Sycamore Group


						C708			Juliana Mining


						C718			White Wolf


						C724			Melrose Coal


						C605			Leer West


						C070			Arch Receivable Company


						C290			Arch Energy Resources LLC


						C271			Ashland Terminal, Inc


						C785			Maidsville Landing Terminal


						C025			Western Energy Resources, LLC


						C026			Ark Land LT LLC


						C027			Ark Land WR LLC


						C028			Ark Land KH LLC


						C600			Natural Resources


						C700			CoalQuest


						C032			Arch Coal Australia Holdings PTY LTD


						C734			Hawthorne Coal































































































































































































































































































































































































































































































Revalution Rules





			Revaluation Rules


			Define rules to automate the revaluation journal. Use these rules when you run revaluation during the close process to record period end revaluations on foreign currency balances in specified ledger accounts.


			Reference ID			Rule Name			Description 			Company/Company Hierarchy			Account Set			Book Code			Time Frame			Balance or Activity			Create Reversal (Y/N)			Ledger Account/Ledger Account Summary			Revaluation Currency Rate Type			Worktags to Retain on Target			Use Realized Gain Loss Posting Rule (Y/N)			Use Unrealized Gain Loss Posting Rule (Y/N)			Use Translation Gain Loss Posting Rule (Y/N)			Worktags on Offset


			Required			Required 			Optional 			Required			Required			Optional			Required			Required			Required			Required			Required			Optional			Required			Required			Required			Optional


			Factory Default			Period End FX Revaluation						All Companies			Standard						Period			Balance  			Yes			1960: Intercompany Payable
2960: Intercompany Receivable			Current			Intercompany Affiliate			N			N			Y			Intercompany Affiliate


																														Standard: Available for Sale Investments Current

Standard: Available for Sale Investments Noncurrent

Standard: Cash and Cash Equivalents

Standard: Corporation Tax Liabilities

Standard: Derivative Assets Current

Standard: Derivative Assets Noncurrent

Standard: Derivative Liabilities Current

Standard: Derivative Liabilities Noncurrent

Standard: Employee Benefits Current

Standard: Employee Benefits Noncurrent

Standard: Loans and Borrowings Current

Standard: Loans and Borrowings Noncurrent

Standard: Trade and Other Payables

Standard: Trade and Other Receivables			Current			Bank Account

Cost Center

Intercompany Affiliate

Revenue Category

Spend Category

Third Party			N			Y			N			Bank Account

Cost Center

Intercompany Affiliate

Revenue Category

Spend Category

Third Party











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Year End Closing Rules





			Year End Closing Rules


			Define rules that map source accounts to target accounts at year-end. Rules are applied when you roll forward account balances and close ledger years. If no rule is specified, Workday, by default, rolls account balances forward to the same account during roll-forward and year-close processing.


			Reference ID			Account Set			Ledger Account Source			Ledger Account Target


			Required			Required			Required			Required


			Factory Default			Corporate			26310: Retained earnings - current year			26300: Retained earnings








Recurring Journals


			We post two recurring entries (ARO accretion & Inventory Obsolescence). The amount is calculated annually and is the same every month for the entire year. Below are the entries that we post.


			ARO accretion																		WD accounts


			Source			Description			Account			Debit			Credit						Org			Account			Spend			CC


			Recurring			ARO accretion: 10-MAR-22 08:58:40			221-261001-0000-00000						68,054.00						222			25000


			Recurring			ARO accretion: 10-MAR-22 08:58:40			221-415006-2553-00000			68,054.00									222			41400			SC4325			2553


			Recurring			ARO accretion: 10-MAR-22 08:58:40			260-261001-0000-00000						9,159.00						222			25000


			Recurring			ARO accretion: 10-MAR-22 08:58:40			260-415006-1533-00000			9,159.00									222			41400			SC4325			1533


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			514-261001-0000-00000						1,462.00						514			25000


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			514-415006-3001-00000			1,462.00									514			41400			SC4325			3514


			Recurring			ARO accretion: 10-MAR-22 08:58:40			520-261001-0000-00000						2,567.00						520			25000


			Recurring			ARO accretion: 10-MAR-22 08:58:40			520-415006-3001-00000			2,567.00									520			41400			SC4325			3520


			Recurring			ARO accretion: 10-MAR-22 08:58:40			560-261001-0000-00000						49,160.00						560			25000


			Recurring			ARO accretion: 10-MAR-22 08:58:40			560-415006-2464-00000			49,160.00									560			41400			SC4325			2464


			Recurring			ARO accretion: 10-MAR-22 08:58:40			570-261001-0000-00000						1,098,779.00						570			25000


			Recurring			ARO accretion: 10-MAR-22 08:58:40			570-415006-1402-00000			184,059.00									570			41400			SC4325			1402


			Recurring			ARO accretion: 10-MAR-22 08:58:40			570-415006-1407-00000			914,720.00									570			41400			SC4325			1407


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			601-261001-0000-00000						57,025.00						601			25000


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			601-415006-4001-00000			57,025.00									601			41400			SC4325			4601


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			602-261001-0000-00000						11,504.00						602			25000


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			602-415006-4001-00000			11,504.00									602			41400			SC4325			4602


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			603-261001-0000-00000						16,717.00						603			25000


			Recurring			ARO ICG I: 10-MAR-22 08:58:39			603-415006-3001-00000			16,717.00									603			41400			SC4325			3603


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			705-261001-0000-00000						36,340.00						705			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			705-415006-3001-00000			36,340.00									705			41400			SC4325			3705


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			708-261001-0000-00000						568.00						708			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			708-415006-3001-00000			568.00									708			41400			SC4325			3708


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			722-261001-0000-00000						60,928.00						722			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			722-415006-3001-00000			60,928.00									722			41400			SC4325			3722


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			731-261001-0000-00000						5,392.00						730			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			731-415006-4001-00000			5,392.00									730			41400			SC4325			4731


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			732-261001-0000-00000						881.00						730			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			732-415006-3001-00000			881.00									730			41400			SC4325			4732


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			733-261001-0000-00000						47,831.00						730			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			733-415006-4001-00000			47,831.00									730			41400			SC4325			4733


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			755-261001-0000-00000						10,342.00						755			25000


			Recurring			ARO ICG II: 10-MAR-22 08:58:40			755-415006-3001-00000			10,342.00									755			41400			SC4325			3755


			Inventory Obsolescence


			Source			Description			Account			Debit			Credit						Org			Account			Spend			CC


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			221-122103-0000-00000						500.00						222			12999


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			221-410865-4001-00000			500.00									222			40510			SC4175			4221			 


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			560-122103-0000-00000						3,914.00						560			12999


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			560-410865-4001-00000			3,914.00									560			40510			SC4175			4560


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			570-122103-0000-00000						12,720.00						570			12999


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			570-410865-4008-00000			12,720.00									570			40510			SC4175			4570


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			601-122103-0000-00000						2,622.00						601			12999


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			601-410865-4001-00000			2,622.00									601			40510			SC4175			4601


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			602-122103-0000-00000						1,221.00						602			12999


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			602-410865-4001-00000			1,221.00									602			40510			SC4175			4602


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			733-122103-0000-00000						1,660.00						730			12999


			Recurring			Inventory obsolescence reserve: 10-MAR-22 08:58:			733-410865-4001-00000			1,660.00									730			40510			SC4175			4733








Allocation Definitions





			Allocation Definitions 


			Allocation definitions establish the details of an allocation.
Source – the ledger amount to be allocated from a company
Basis - the methodology to be used to distribute the allocated amounts:  Prorate, Spread Even or Fixed Percentage (statistics may be used for Prorated or Fixed)
Target - the accounting used to record the receiving organizations' allocated amounts
Offset - the balancing side of the accounting entry used to relieve the source organizations' of the amounts allocated



																																																																																										DEBIT																														CREDIT


			Details Section:																								Source Section:																														Basis Section																																	Target Section																														Offset Section


			Reference ID			Allocation Definition Name			Note/Description			Currency Rate Type			Account Set			Fiscal Schedule			Used By Companies			Create Reversal (Y/N)			Source Type (old #)			Source Type (New org)			Source Type (New account)			Source Type (New spend)			Source Type (New CC)			Allocation %			Book Code			Source Ledger, Ledger Account/Ledger Account Summary			Source Worktags			Financial Condition Rule			Basis 
Actuals or Plan Structure?			Basis 
Allocation Method			Basis 
Type			Basis 
Balance or Activity			Basis 
Statisitics Definition			Basis 
Dimension			Basis 
Group By			Basis 
Book Code			Basis 
Ledger Account/Ledger Account Summary			Basis 
Worktags			Financial Condition Rule			Target - old
Actuals or Plan Structure			Target -new
Actuals or Plan Structure			Target -new
Actuals or Plan Structure			Target -new
Actuals or Plan Structure			Target 
Budget Amendment Type			Target 
Company From Source or Specify			Target 
Ledger Account from Source or Specify			Target 
Book Code			Target 
Worktag Type			Target 
Worktag Value from Source or Specify			Offset Company from Source or Specify			Offset Company from Source or Specify			Offset Company from Source or Specify			Offset Company from Source or Specify			Offset
Ledger Account from Source or Specify			Offset 
Worktag Type			Offset 
Worktag Value from Source or Specify


			Required			Required									Required			Required			Required						OLD			NEW -WD			NEW -WD			NEW -WD			NEW -WD									Required									Required			Required			Required for Pro-rata Method			Required for Ledger Accounts Basis Type			Required for Fixed Percent Method			Required			Optional			Optional			Required			Optional			Optional			OLD			NEW -WD			NEW -WD			NEW -WD			Required for Target Plan Structure			Required			Required			Optional			Optional			Optional			OLD			NEW -WD			NEW -WD			NEW -WD			Required			Optional			Optional


			Factory Default			IT						Current			Corporate			Standard Corporate Schedule			Global Modern Services, Inc (USA)						Choose one of the following:  Ledger/Plan Structure or Fixed Rate Amount or Fixed Source Amount															(used in the Source Type  "Ledger/Plan Structure")						Actuals/Total Expenses			Cost Centers: 60000, 61100, 61110, 61120, 61130, 61200, 61210, 61220, Region: Headquarters - Corporate, Region: US-Central, Region: US-Northeast, Region US-Southeast, Region:US-West
Regions:  Headquarters - Corporate, US - Central, US - Northeast, US - Southwest, US - West			(for additional filtering)						Choose one of the following for Basis Method:  Fixed Percent, Pro Rata, or Spread Even																											(for additional filtering)			Actuals/Company from Source/ 8500: IT Allocation In															Choose Source or User Specified			8510: IT Allocation Out									Cost Center from Basis and Region from Basis			Choose Source or User Specified												8510: IT Allocation Out			Cost Center from Source and Region from Source			Allocation of corporate and US based IT costs across headcount based in the US.


						002-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												002			N			002-500501-0000			002			50110			SC8022			B/S																		Actuals			Headcount																														500501-CC			50110			SC8022			CC																					002-500501-0000			50110			SC8022			B/S


						017-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												017			N			017-500501-0000			017			50110			SC8022			4606																		Actuals			Headcount																														500501-4606			50110			SC8022			4606																					017-500501-0000			50110			SC8022			B/S


						222-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												222			N			221-400201-0000			222			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					221-400201-0000			40000			SC4000			B/S


						222-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												222			N			221-400501-0000			222			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					221-400501-0000			40110			SC8022			B/S


						560-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												560			N			560-400201-0000			560			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					560-400201-0000			40000			SC4000			B/S


						560-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												560			N			560-400201-0000			560			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					560-400201-0000			40000			SC4000			B/S


						601-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												601			N			601-400201-0000			601			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					601-400201-0000			40000			SC4000			B/S


						601-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												601			N			601-400501-0000			601			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					601-400501-0000			40110			SC8022			B/S


						602-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												602			N			602-400201-0000			602			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					602-400201-0000			40000			SC4000			B/S


						602-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												602			N			602-400501-0000			602			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					602-400501-0000			40110			SC8022			B/S


						603-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												603			N			603-400201-0000			603			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					603-400201-0000			40000			SC4000			B/S


						603-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												603			N			603-400501-0000			603			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					603-400501-0000			40110			SC8022			B/S


						705-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												705			N			705-400501-0000			705			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					705-400501-0000			40110			SC8022			B/S


						722-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												705			N			722-400201-0000			705			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					722-400201-0000			40000			SC4000			B/S


						722-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												722			N			722-400501-0000			722			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					722-400501-0000			40110			SC8022			B/S


						730-Medical Allocation-Hourly			Allocation Medical costs to CC based on HC												730			N			733-400201-0000			730			40000			SC4000			B/S																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					733-400201-0000			40000			SC4000			B/S


						730-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												730			N			733-400501-0000			730			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					733-400501-0000			40110			SC8022			B/S


						755-Medical Allocation-Salary			Allocation Medical costs to CC based on HC												755			N			755-400501-0000			755			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					755-400501-0000			40110			SC8022			B/S


						570-Medical Allocation-Hourly Coal Creek			Allocation Medical costs to CC based on HC												570			N			570-400201-1402			570			40000			SC4000			1402																		Actuals			Headcount																														400201-CC			40000			SC4000			CC																					570-400201-1402			40000			SC4000			1402


						570-Medical Allocation-Hourly TBCC excl CC			Allocation Medical costs to CC based on HC												570			N			570-400201-0000			570			40000			SC4000			B/S																		Actuals			Headcount																														400501-CC			40000			SC4000			CC																					570-400201-0000			40000			SC4000			B/S


						570-Medical Allocation-Salary Coal Creek			Allocation Medical costs to CC based on HC												570			N			570-400501-1402			570			40110			SC8022			1402																		Actuals			Headcount																														400201-CC			40110			SC8022			CC																					570-400501-1402			40110			SC8022			1402


						570-Medical Allocation-Salary TBCC excl CC			Allocation Medical costs to CC based on HC												570			N			570-400501-0000			570			40110			SC8022			B/S																		Actuals			Headcount																														400501-CC			40110			SC8022			CC																					570-400501-0000			40110			SC8022			B/S


						560-Excused absence hourly			Month Accrual Allocation - Static Amount												560			N			560-225034-0000			560			22570			-			B/S																		Actuals			Static Amount																														400217-CC			40000			SC4010			CC																					560-225034-0000			40000			SC4010			B/S


						560-Excused absence reclass 2461			Reclass payments coded to expense back to liability												560			N			560-400217-2461			560			40000			SC4010			2461																		Actuals			Activity																														225034			22570			-			B/S																					560-400217-2461			40000			SC4010			2461


						560-Excused absence reclass 2462			Reclass payments coded to expense back to liability												560			N			560-400217-2462			560			40000			SC4010			2462																		Actuals			Activity																														225034			22570			-			B/S																					560-400217-2462			40000			SC4010			2462


						560-Excused absence reclass 2465			Reclass payments coded to expense back to liability												560			N			560-400217-2465			560			40000			SC4010			2465																		Actuals			Activity																														225034			22570			-			B/S																					560-400217-2465			40000			SC4010			2465


						560-Excused absence reclass 6517			Reclass payments coded to expense back to liability												560			N			560-400217-6517			560			40000			SC4010			6517																		Actuals			Activity																														225034			22570			-			B/S																					560-400217-6517			40000			SC4010			6517


						603-Prep Allocation - excl D&A			All non DD&A costs allocated to mine CC (Deprec, Depletion, & Amortization)												603			N			All non D&A costs			603			non D&A			non D&A			P&L																		Actuals			100% 1039																														430080-1039			40900			SC4314			1039																					430090-6013			40900			SC4315			6603


						603-Admin allocation - excl D&A			All non D&A costs allocated to mine CC												603			N			All non D&A costs			603			non D&A			non D&A			P&L																		Actuals			100% 1039																														435080-1039			41200			SC4320			1039																					435090-4001			41200			SC4321			4603


						603-Central fac alloc - excl D&A			All non D&A costs allocated to mine CC												603			N			All non D&A costs			603			non D&A			non D&A			P&L																		Actuals			100% 1039																														440390-1039			41300			SC4323			1039																					440390-5001			41300			SC4323			5603


						705-admin allocation - excl D&A			All non D&A costs allocated to Idle CC												705			N			All non D&A costs			705			non D&A			non D&A			P&L																		Actuals			100% 3001																														435080-3001			41200			SC4320			3705																					435090-4001			41200			SC4321			4705


						705-central fac alloc - excl D&A			All non D&A costs allocated to Idle CC												705			N			All non D&A costs			705			non D&A			non D&A			P&L																		Actuals			100% 3001																														440390-3001			41300			SC4323			3705																					440390-5001			41300			SC4323			5705


						002-allocate 4301			Allocate 540002,500599,565416,540726,500525,540099,540102,540799,540725 to CC												002			N			See Note/Description			002			See Note/Description			See Note/Description			P&L																		Actuals			Headcount																														See Note/Description			See Note/Description			See Note/Description			See Note/Description																					See Note/Description			See Note/Description			See Note/Description			See Note/Description


						570-reclass 440704 from 1407 to 6518			Reclass Chemical Spray to Loadout												570			N			440704-1407			570			40740			SC4246			1407																		Actuals			100% 6518																														440704-6518			40740			SC4246			6518																					440704-1407			40740			SC4246			1407


						570-BT Admin -  D&A			D&A costs allocated to mine CC												570			N			Depr & Amortization			570			D&A			D&A			P&L																		Actuals			100% 1407																														425013-1407			41530			SC4331			1407																					425013-4008			41530			SC4331			4570


						570-BT Loadout - D&A			D&A costs allocated to mine CC												570			N			Depr & Amortization			570			D&A			D&A			P&L																		Actuals			100% 1407																														425012-1407			41520			SC4330			1407																					425012-6518			41520			SC4330			6518


						570-BT Admin - Excl D&A			All non D&A costs allocated to mine CC												570			N			All non D&A costs			570			non D&A			non D&A			P&L																		Actuals			100% 1407																														435080-1407			41200			SC4320			1407																					435090-4008			41200			SC4321			4570


						570-BT Loadout - Excl D&A			All non D&A costs allocated to mine CC												570			N			All non D&A costs			570			non D&A			non D&A			P&L																		Actuals			100% 1407																														430180-1407			41000			SC4316			1407																					430190-6518			41000			SC4317			6518


						570-CC Admin - Excl D&A			All non D&A costs allocated to mine CC												570			N			All non D&A costs			570			non D&A			non D&A			P&L																		Actuals			100% 1402																														435080-1402			41200			SC4320			1402																					435090-4009			41200			SC4321			4571


						570-CC Loadout - Excl D&A			All non D&A costs allocated to mine CC												570			N			All non D&A costs			570			non D&A			non D&A			P&L																		Actuals			100% 1402																														430180-1402			41000			SC4316			1402																					430190-6519			41000			SC4317			6519


						601 - Admin Allocation - D&A			D&A costs allocated to mine CC												601			N			Depr & Amortization			601			D&A			D&A			P&L																		Actuals			100% 2039																														425013-2039			41530			SC4331			2039																					425013-4001			41530			SC4331			4601


						601 - Loadout Allocation - D&A			D&A costs allocated to mine CC												601			N			Depr & Amortization			601			D&A			D&A			P&L																		Actuals			100% 2039																														425012-2039			41520			SC4330			2039																					425012-6539			41520			SC4330			6539


						601 - Prep Allocation - D&A			D&A costs allocated to mine CC												601			N			Depr & Amortization			601			D&A			D&A			P&L																		Actuals			100% 2039																														425011-2039			41510			SC4329			2039																					425011-6013			41510			SC4329			6601


						601 - Admin Allocation - Excl D&A			All non D&A costs allocated to mine CC												601			N			All non D&A costs			601			non D&A			non D&A			P&L																		Actuals			100% 2039																														435080-2039			41200			SC4320			2039																					435090-4001			41200			SC4321			4601


						601 - Central Facilities - Excl D&A			All non D&A costs allocated to mine CC												601			N			All non D&A costs			601			non D&A			non D&A			P&L																		Actuals			100% 2039																														440380-2039			41300			SC4322			2039																					440390-5001			41300			SC4323			5601


						601 - Loadout Allocation - Excl D&A			All non D&A costs allocated to mine CC												601			N			All non D&A costs			601			non D&A			non D&A			P&L																		Actuals			100% 2039																														430180-2039			41000			SC4316			2039																					430190-6539			41000			SC4317			6539


						601 - Prep Allocation - Excl D&A			All non D&A costs allocated to mine CC												601			N			All non D&A costs			601			non D&A			non D&A			P&L																		Actuals			100% 2039																														430080-2039			40900			SC4314			2039																					430090-6013			40900			SC4315			6601


						602-Prep Allocation - D&A			D&A costs allocated to mine CC												602			N			Depr & Amortization			602			D&A			D&A			P&L																		Actuals			100% 2035																														425011-2035			41510			SC4329			2035																					425011-6013			41510			SC4329			6602


						602-Prep Allocation Refuse - D&A			D&A costs allocated to mine CC												602			N			Depr & Amortization			602			D&A			D&A			P&L																		Actuals			100% 2035																														425011-2035			41510			SC4329			2035																					425011-6025			41510			SC4329			6604


						602-admin allocation - D&A			D&A costs allocated to mine CC												602			N			Depr & Amortization			602			D&A			D&A			P&L																		Actuals			100% 2035																														425013-2035			41530			SC4331			2035																					425013-4001			41530			SC4331			4602


						602-Prep Allocation - excl D&A			All non D&A costs allocated to mine CC												602			N			All non D&A costs			602			non D&A			non D&A			P&L																		Actuals			100% 2035																														430080-2035			40900			SC4314			2035																					430090-6013			40900			SC4315			6602


						602-Prep Allocation Refuse - excl D&A			All non D&A costs allocated to mine CC												602			N			All non D&A costs			602			non D&A			non D&A			P&L																		Actuals			100% 2035																														430080-2035			40900			SC4314			2035																					430090-6025			40900			SC4315			6604


						602-admin allocation - excl D&A			All non D&A costs allocated to mine CC												602			N			All non D&A costs			602			non D&A			non D&A			P&L																		Actuals			100% 2035																														435080-2035			41200			SC4320			2035																					435090-4001			41200			SC4321			4602


						602-central fac alloc - excl D&A			All non D&A costs allocated to mine CC												602			N			All non D&A costs			602			non D&A			non D&A			P&L																		Actuals			100% 2035																														440380-2035			41300			SC4322			2035																					440390-5001			41300			SC4323			5602


						733-cost center 4001 D&A			D&A costs allocated to mine CC												730			N			Depr & Amortization			730			D&A			D&A			P&L																		Actuals			100% 2081																														425013-2081			41530			SC4331			2081																					425013-4001			41530			SC4331			4733


						733-cost center 6013 - D&A			D&A costs allocated to mine CC												730			N			Depr & Amortization			730			D&A			D&A			P&L																		Actuals			100% 2081																														425011-2081			41510			SC4329			2081																					425011-6013			41510			SC4329			6733


						733-cost center 6539 - D&A			D&A costs allocated to mine CC												730			N			Depr & Amortization			730			D&A			D&A			P&L																		Actuals			100% 2081																														425012-2081			41520			SC4330			2081																					425012-6539			41520			SC4330			6533


						733-Loadout Allocation - Excl D&A			All non D&A costs allocated to mine CC												730			N			All non D&A costs			730			non D&A			non D&A			P&L																		Actuals			100% 2081																														430180-2081			41000			SC4316			2081																					430190-6539			41000			SC4317			6533


						733-Prep Allocation - excl D&A			All non D&A costs allocated to mine CC												730			N			All non D&A costs			730			non D&A			non D&A			P&L																		Actuals			100% 2081																														430080-2081			40900			SC4314			2081																					430090-6013			40900			SC4315			6733


						733-admin allocation - excl D&A			All non D&A costs allocated to mine CC												730			N			All non D&A costs			730			non D&A			non D&A			P&L																		Actuals			100% 2081																														435080-2081			41200			SC4320			2081																					435090-4001			41200			SC4321			4733


						733-central fac alloc - excl D&A			All non D&A costs allocated to mine CC												730			N			All non D&A costs			730			non D&A			non D&A			P&L																		Actuals			100% 2081																														440380-2081			41300			SC4322			2081																					440390-5001			41300			SC4323			5733


						Market service fee allocation #1			$.15 marketing fee allocated to mine (East)												EAST


DiFatta, Anthony: DiFatta, Anthony:
Can be combined with WEST			N			Tons sold x rate			EAST			Tons Sold STAT			Tons Sold STAT			STAT																		Actuals			Tons sold																														017-305173-4606			30300			RC8158			4606																					460070-4001			42200			SC8131			4xxx


DiFatta, Anthony: DiFatta, Anthony:
4+0rg #


			DELETE


DiFatta, Anthony: DiFatta, Anthony:
Elimination Entry w/ allocation			Market service fee elimination #1			Eliminating $.15 marketing fee allocated to mine (East)												EAST			N			Tons sold x rate			EAST			Tons Sold STAT			Tons Sold STAT			STAT																		Actuals			Tons sold																														017-305173-9806			30300			RC8158			9017																					460070-9803			42200			SC8131			9xxx


DiFatta, Anthony: DiFatta, Anthony:
9+org#


						sjw-560-cost center 4001-excluding D&A			All non D&A costs allocated to mine CC												560			N			All non D&A costs			560			non D&A			non D&A			P&L																		Actuals			100% 2464																														435080-2464			41200			SC4320			2464																					435090-4001			41200			SC4321			4560


						sjw-560-cost center 4006-Excluding D&A			All non D&A costs allocated to mine CC												560			N			All non D&A costs			560			non D&A			non D&A			P&L																		Actuals			100% 2464																														435080-2464			41200			SC4320			2464																					435090-4006			41200			SC4321			4566


						sjw-560-cost center 6022-Excluding D&A			All non D&A costs allocated to mine CC												560			N			All non D&A costs			560			non D&A			non D&A			P&L																		Actuals			100% 2464																														430080-2464			40900			SC4314			2464																					430090-6022			40900			SC4315			6560


						sjw-560-cost center 6517-excluding D&A			All non D&A costs allocated to mine CC												560			N			All non D&A costs			560			non D&A			non D&A			P&L																		Actuals			100% 2464																														430180-2464			41000			SC4316			2464																					430190-6517			41000			SC4317			6517


						221- Cardinal Prep Alloc - excl D&A			All non D&A costs allocated to mine CC												222			N			All non D&A costs			222			non D&A			non D&A			P&L																		Actuals			Raw tons processed																														430080-2553			40900			SC4314			2553																					430090-6018			40900			SC4315			6221


						221-Cardinal Loadout Alloc - Excl D&A			All non D&A costs allocated to mine CC												222			N			All non D&A costs			222			non D&A			non D&A			P&L																		Actuals			Tons loaded																														430180-2553			41000			SC4316			2553																					430190-6531			41000			SC4317			6531


						221-admin allocation 4001 - excl D&A			All non D&A costs allocated to mine CC												222			N			All non D&A costs			222			non D&A			non D&A			P&L																		Actuals			Tons Produced																														435080-2553			41200			SC4320			2553																					435090-4001			41200			SC4321			4221


						221-central fac alloc 5001- excl D&A			All non D&A costs allocated to mine CC												222			N			All non D&A costs			222			non D&A			non D&A			P&L																		Actuals			Tons Produced																														440380-2553			41300			SC4322			2553																					440390-5001			41300			SC4323			5221


						221- Cardinal Prep Alloc - DD&A			D&A costs allocated to mine CC												222			N			Depr & Amortization			222			D&A			D&A			P&L																		Actuals			Raw tons processed																														425011-2553			41510			SC4329			2553																					425011-6018			41510			SC4329			6221


						221-Cardinal Loadout Alloc - DD&A			D&A costs allocated to mine CC												222			N			Depr & Amortization			222			D&A			D&A			P&L																		Actuals			Tons loaded																														425012-2553			41520			SC4330			2553																					425012-6531			41520			SC4330			6531


						221-admin allocation 4001 - DD&A			D&A costs allocated to mine CC												222			N			Depr & Amortization			222			D&A			D&A			P&L																		Actuals			Tons Produced																														425013-2553			41530			SC4331			2553																					425013-4001			41530			SC4331			4221


						221-central fac alloc 5001- DD&A			D&A costs allocated to mine CC												222			N			Depr & Amortization			222			D&A			D&A			P&L																		Actuals			Tons Produced																														425013-2553			41530			SC4331			2553																					425013-5001			41530			SC4331			5221


						570-BT Admin - Excl D&A			All non D&A costs allocated to mine CC												570			N			All non D&A costs			570			non D&A			non D&A			P&L																		Actuals			100% 1407																														435080-1407			41200			SC4320			1407																					435090-4008			41200			SC4321			4570


						570-BT Loadout - Excl D&A			All non D&A costs allocated to mine CC												570			N			All non D&A costs			570			non D&A			non D&A			P&L																		Actuals			100% 1407																														430180-1407			41000			SC4316			1407																					430190-6518			41000			SC4317			6518


						Market service fee allocation #2			$.10 (Underground) $.025 (Surface) marketing fee allocated to mine (West)												WEST


DiFatta, Anthony: DiFatta, Anthony:
Can be combined with EAST			N			Tons sold x rate			WEST			Tons Sold STAT			Tons Sold STAT			STAT																		Actuals			Tons sold																														017-305173-4606			30300			RC8158			4606																					460070-4001			42200			SC8131			4xxx


DiFatta, Anthony: DiFatta, Anthony:
4+0rg #


			DELETE


DiFatta, Anthony: DiFatta, Anthony:
Elimination Entry w/ allocation			Market service fee elimination #2			Eliminating $.10 (Underground) $.025 (Surface) marketing fee allocated to mine (West)												WEST			N			Tons sold x rate			WEST			Tons Sold STAT			Tons Sold STAT			STAT																		Actuals			Tons sold																														017-305173-9806			30300			RC8158			9017																					460070-9803			42200			SC8131			9xxx


DiFatta, Anthony: DiFatta, Anthony:
9+org#


			ADD			575 - Allocate 575 to 440			All 575 costs allocated to Org 440												575			N			All costs			575			All P&L & B/S			All P&L & B/S			P&L & B/S																		Actuals			100% 440																														440			MULTIPLE			MULTIPLE			CC & B/S																					575			MULTIPLE			MULTIPLE			MULTIPLE


			DELETE			560-cash clearing


DiFatta, Anthony: DiFatta, Anthony:
Should be able to remove, code receipts to bank account															


DiFatta, Anthony: DiFatta, Anthony:
Can be combined with WEST			


DiFatta, Anthony: DiFatta, Anthony:
Can be combined with EAST																																																																																																												


DiFatta, Anthony: DiFatta, Anthony:
4+0rg #			


DiFatta, Anthony: DiFatta, Anthony:
4+0rg #			


DiFatta, Anthony: DiFatta, Anthony:
9+org#			


DiFatta, Anthony: DiFatta, Anthony:
9+org#			Reclass from 102001 to 119099												560			N			-			-			-			-			-																		Actuals			Headcount																														119099			-			-			-																					-			-			-


			ADD


			Negative Cash Reclass			10999: Negative cash contra			Any bank account w/ a balance that is negative at month-end will be summed and a REVERSING reclass entry will be recorded: 
DR: 10999
CR: 20090
This could end up being a manual entry if easier.


						20090: Negative cash reclass











Allocation Group Set





			Allocation Group Set


			For processing Allocations, group related allocation definitions into allocation group sets.


			Reference ID			Allocation Group Set Name			Order			Allocation Definition			Run For Company(ies)			Time Frame			Ledger


			Required			Required			Required			Required			Required			Required			Required


			Factory Default			Monthly Allocations			1			Facilities 			Default Company USA Inc.			Period			Actuals


			Factory Default						2			Sales & Marketing			Default Company USA Inc.			Period			Actuals











Statistic Definitions





			Statistic Definitions


			Statistic definitions establish the statistic types, business dimensions, and ledger/budget structures to base statistics upon. Dimensions could include regions, cost centers, or custom dimensions such as stores.


			Reference ID			Name			Description			Statistic Type			Fiscal Schedule			Required Dimensions			Optional Dimensions			Ledger/Budget Structure			Include Company


			Required			Required			Optional			Required			Required			Required			Optional			Required			Optional


			Sample			Sq Footage						Balance			Standard			Cost Center
Region						Actuals			Yes


			Sample			EPS						Activity			Standard			Cost Center 						Actuals			Yes


						TBD








Statistics





			Statistics


			Uses the statistic definitions to define the period and company/worktag combinations for which statistic values are entered.


			Reference ID			Statistic Definition			Ledger/Budget Structure			Fiscal Schedule 			Fiscal Year			Period			Company			Worktag Type 			Worktags			Statistic Line Value


			Required			Required			Required			Required 			Required			Required			Required						Required			Required


			Factory Default			Sq Footage			Actuals			YE_Dec			2020			Jan			Default Company USA Inc.			Cost Center 			100 Office of CEO			500


			Factory Default																								200 Operations Management			350


			Factory Default																								300 Research & Development			200


			Factory Default																								400 Facilities			250


			Factory Default																								500 Program Management			300


			Factory Default																								600 Marketing			2250


			Factory Default																								700 Sales			1000


			Factory Default																								800 Finance			500





						TBD








Account Certification Sets





			Account Certification Sets


			Define the accounts needed to be certified as part of the account certification process for companies and company hierarchies.


			Reference ID			Set Name			Description			Company/Company Hierarchy			Certification Name			Account Reconciliation Template Definition			Policy Purpose and Procedure			Ledger Account/Summary			Balance or Activity			Book			Worktags			Priority


			Required			Required			Optional			Required			Required			Optional			Optional			Required			Required			Optional			Optional			Required


			Sample			Balance Sheet Account Reconciliations			Monthly BS Account Reconciliations			GMS USA			Accrued Liabilities									2050:Accrued Liabilities			Balance									High


			Sample												Fixed Assets									Corporate: Property, Plant, and Equipment			Balance									Low


			Sample												Marketable Investments									1850:Investments			Balance									Medium


			Sample			Balance Sheet Account Reconciliations			Monthly BS Account Reconciliations			GMS CAN			Accrued Liabilities									2050:Accrued Liabilities			Balance									High


			Sample												Fixed Assets									Corporate: Property, Plant, and Equipment			Balance									Low


			Sample			Intercompany			Account Certification for Intercompany Accounts			GMS USA			IC Payable Green Planet									2900:Intercompany Payable			Balance						Intercompany Affiliate: Green Planet Solutions, Inc. (USA)			Low


			Sample												IC Receivable Green Planet									1900:Intercompany Receivable			Balance						Intercompany Affiliate: Green Planet Solutions, Inc. (USA)			Low
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Journal Matching Rule Set





			Journal Matching Rule Sets


			Define the rules needed for the journal lines matching process for companies and company hierarchies.


																					Source 1 - Journal Line Debit																		Source 2 - Journal Line Credit


																					Filter Criteria												Match On						Filter Criteria												Match On


			Reference ID			Set Name			Description			Order			Rule Name			Matching Method			Journal Sources			Worktags			External Reference ID			Line Memo			Match Field			Match Amount			Journal Sources			Worktags			External Reference ID			Line Memo			Match Field			Match Amount			Include Blank Values


			Required			Required			Optional			Required			Required			Required			Optional			Optional			Optional			Optional			Required			Required			Optional			Optional			Optional			Optional			Required			Required			Required


			Sample			Journal Line Matching			Matching rules for journal lines			1			Spend Category			One-to-One															Spend Category as Worktag			Ledger/Budget Debit Amount															Spend Category as Worktag			Ledger/Budget Credit Amount			N


			Sample									2			Supplier			One-to-One															Supplier as Worktag			Ledger/Budget Debit Amount															Supplier as Worktag			Ledger/Budget Credit Amount			N


			Sample									3			Line Memo			One-to-One															Line Memo			Ledger/Budget Debit Amount															Line Memo			Ledger/Budget Credit Amount			N


			Sample									4			External Reference ID			One-to-One															External Reference ID			Ledger/Budget Debit Amount															External Reference ID			Ledger/Budget Credit Amount			N


			Sample									5			Accruals and Payment			One-to-Many															Supplier as Worktag
Line Memo
Spend Category as Worktag			Ledger/Budget Debit Amount															Supplier as Worktag
Line Memo
Spend Category as Worktag			Ledger/Budget Credit Amount			N
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Co. Accounting Details





			Company Accounting Details


			This is a recap of the Company Accounting Details which apply specifically to each company.


			Workday Company ID			Workday Company Name			Currency			Currency Rate Type Override			Fiscal Schedule			Alternate Fiscal Schedule			Account Set			Alternate Account Set			Default Account Set			Account Control Rule Set			Account Posting Rule Set			Account Translation Rule Set			Average Daily Balance Rule			Average Daily Balance Start Date			Default Reporting Book			Translation Currency			Additional Translation Currency			Allow Accounting in Arrears			Accounting Date Requirement


			Required			Required			Required			Optional			Required			Optional			Required			Optional			Optional			Optional			Optional			Optional			Optional			Optional			Optional			Optional			Optional			Optional			Optional


			C016			Arch Coal Asia-Pacific PTE. LTD.			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C013			Arch Coal Europe Limited			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C140			Arch Coal Operations LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C017			Arch Coal Sales Company, Inc.			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C270			Arch Coal Terminal, Inc.			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C512			Arch Flint Ridge, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C060			Arch Land LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C520			Arch of Wyoming, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C002			Arch Resources, Inc.			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C575			Arch Western Bituminous Group, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C440			Arch Western Resources, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C020			Ark Land LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C565			Canyon Fuel Company, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C230			Coal-Mac LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C330			Cumberland River Coal LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C703			Hunter Ridge Coal LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C490			ICG ADDCAR Systems, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C602			ICG Beckley, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C514			ICG East Kentucky, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C603			ICG Eastern, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C511			ICG Hazard, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C580			ICG Illinois, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C513			ICG Knott County, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C601			Leer Complex			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C341			Lone Mountain Processing LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C222			Mingo Logan Coal LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C560			Mountain Coal Company, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C480			Otter Creek Coal, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C705			Patriot Mining Company LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C570			Thunder Basin Coal Company, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C722			Upshur Property LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C755			Vindex Energy LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C730			Wolf Run Mining LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C051			Meadow Coal Holdings, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C739			Sycamore Group			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C708			Juliana Mining			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C718			White Wolf			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C724			Melrose Coal			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C605			Leer West			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C070			Arch Receivable Company			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C290			Arch Energy Resources LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C271			Ashland Terminal, Inc			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C785			Maidsville Landing Terminal			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C025			Western Energy Resources, LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C026			Ark Land LT LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C027			Ark Land WR LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C028			Ark Land KH LLC			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C600			Natural Resources			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C700			CoalQuest			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C032			Arch Coal Australia Holdings PTY LTD			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No


			C734			Hawthorne Coal			USD			N/A			Arch Coal Fiscal Schedule									N/A						N/A						Default			N/A			N/A						Default			N/A			No			No
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Sequence Generator Rules





			Sequence Generator Rule Configuration


			Configure rules for generating sequence ID generators for one or more companies.


			Reference ID			Company			Configuration Name			Configuration for Ledger Periods Y/N
(N=Format string includes fiscal year only)			Default Sequence Start Number (All transactions)			Sequence Padding (minimum number of digits)			Sequence Format String
 [f]=fiscal year number
[ff]=fiscal year name
[pp]=fiscal period name
[seq]=sequence number			Sequence Generator Rule Conditions
 Transaction Type			Accounting Journal Source			Sequence Start Number			Sequence Increment			Sequence Padding			Sequence Format String


			Required						Required			Required			Required			Required			Required			Optional			Optional			Optional			Optional			Optional			Optional


			Factory Default			Default Company USA Inc.			Default			Y			1			0			[pp]-[f]-[seq]
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Example Sequence IDs





						Sequence IDs


						Sample Sequence IDs  with suggested examples and padding.


						The sequence generators in this list are current as of 2020R1 and should always be revisited if being repurposed for other customers on later Workday updates.


			Proposed Sequence Generator Ids





						General Details


						Start Number			0


						Increment By			1


						Restart Interval			blank


						Time Zone			blank


						Last Number Used			100000 for Master Data and 10000000 for Transactional Data


						Last Date Time Used			1/1/00


						Padding with Zero			0


						Master Data


						Business Object			Proposed			Example			Digits			Notes


						Customer			[seq]			100000			6


						Sponsor			[seq]			100000			6


						Supplier			[seq]			100000			6


						Financial Institution			[seq]			100000			6


						Tax Authority			[seq]			100000			6


						Deduction Recipient			[seq]			100000			6			Primarily payroll, garnishments.


						Investors			[seq]			100000			6


						Proposal Grant			[seq]			100000			6


						Grant			[seq]			100000			6











						Transactional


						Business Object			Proposed			Example			Digits			Assign at Company or Tenant			Notes


						Customer Contracts			[seq]			10000000			8			Company


						Awards			[seq]			10000000			8			Company


						Award Proposals			[seq]			10000000			8			Company


						Consolidated Customer Invoices			[seq]			10000000			8			Company


						Customer Invoices			[seq]			10000000			8			Company			Assume the same sequence generator is shared across these 4 transactions but they can have their own independent generators if desired.


						Customer Invoice Credit Adjustments			[seq]			10000000			8			Company


						Customer Invoice Debit Adjustments			[seq]			10000000			8			Company


						Customer Invoice Rebills			[seq]			10000000			8			Company


						Direct Debit Mandates			[seq]			10000000			8			Company


						Customer Refunds			[seq]			10000000			8			Company


						Expense Reports			[seq]			10000000			8			Company


						Journals			[seq]			10000000			8			Company			Special conditions apply to when a journal sequence can be applied to a company and whether it can be turned off or changed afterwards. At Company level, an example would be JRNL-0000000001 and can be restarted every year. 


						Payment External EFT			[seq]			10000000			8			Tenant			Sequence IDs can be defined for each Company. However, this sequence is only available at tenant level


						Purchase Orders			[seq]			10000000			8			Company			Sequence IDs can be defined for each Company. However, this sequence is only available at tenant level


						Purchase Order Acknowledgement			[seq]			10000000			8			Company


						Advance Ship Notice			[seq]			10000000			8			Company


						Receipts			[seq]			10000000			8			Company


						Requisitions			[seq]			10000000			8			Company


						Business Assets			[seq]			10000000			8			Tenant			Sequence IDs can be defined for each Company. However, this sequence is only available at tenant level


						Settlement Run			[seq]			10000000			8			Company


						Prenote Run			[seq]			10000000			8			Company


						Spend Authorization			[seq]			10000000			8			Company


						Supplier Contracts			[seq]			10000000			8			Company


						Supplier Invoices			[seq]			10000000			8			Company


						Receipt Accruals			[seq]			10000000			8			Company


						Procurement Card Transaction Verification			[seq]			10000000			8			Company


						Outsourced Payment Groups			[seq]			10000000			8			Company


						Returns 			[seq]			10000000			8			Company			Returns to Supplier


						Request for Quotes			[seq]			10000000			8			Company


						Request for Quote Responses			[seq]			10000000			8			Company


						Request for Quote Awards			[seq]			10000000			8			Company


						Inventory Stock Requests			[seq]			10000000			8			Company


						Inventory Pick Lists			[seq]			10000000			8			Company


						Inventory Ship Lists			[seq]			10000000			8			Company


						Inventory Returns			[seq]			10000000			8			Company


						Inventory Count Sheets			[seq]			10000000			8			Company


						Inventory Par Counts			[seq]			10000000			8			Company


						Goods Deliveries			[seq]			10000000			8			Company


						Goods Delivery Runs			[seq]			10000000			8			Company


						Goods Delivery Groups			[seq]			10000000			8			Company


						Customer Payments			[seq]			10000000			8			Tenant


						Cash Sales			[seq]			10000000			8			Tenant


						Internal Service Delivery			[seq]			10000000			8			Company


						Supplier Invoice Request			[seq]			10000000			8			Company


						Ad Hoc Bank Transactions			[seq]			10000000			8			Company


						Budget Amendment			[seq]			10000000			8			Company


						Journal Line Transaction Matching			[seq]			10000000			8			Company


						Note: Any object not listed above means Workday does not support a sequence generator for it and instead uses a system generated ID.  Examples include spend categories, revenue categories, gifts, etc.

A lot of these items are FDM related and the customer and implementation team should work together to define those reference IDs ahead of time (assumed as part of FDM design activities).


			Format of Organization ID or FDM owned IDs [to be reviewed by Customer]





						FDM Element						Proposed


												Format


						Company						Alphanumeric - aaann


						Location (Business Site)						Alphanumeric - annnn


						Location (Business Asset)						Pending


						Fund						Alphanumeric - annnn


						Fund Hierarchy (Major)						Alphanumeric - aannn


						Fund Hierarchy (Fund Types)						Alpha - Descriptive


						Cost Center (Code)						Alphanumeric - annnn


						Cost Center (Reference ID)						Alphanumeric - annnn


						Division (Business Unit)						Alpha - aaa


						Department (Business Unit Hierarchy)						Alpha - aaaa


						Project						Alphanumeric - annnnnnn


						Project Hierarchy						Alpha - Descriptive


						Grant						Alphanumeric - annnnnnn


						Grant Hierarchy						Alpha - Descriptive


						Ledger Account						Numeric - nnnn


						Ledger Account Summary						Alpha - Descriptive


						Revenue Category						Alphanumeric - annn


						Revenue Category Hierarchy						Alpha - Descriptive


						Spend Category						Alphanumeric - annnnnnn


						Spend Category Hierarchy						Alpha - Descriptive


						Debt						Workday Default


						Programs						Alphanumeric - annnnnnn


						Funds						Alphanumeric - annnnnnn


						Custom Org TBD						Alpha - Descriptive








Journal Sequencing Groups





			Journal Sequencing Groups


			Groups can be setup in your local language to help with organizing, filtering and reporting on journals.


			Reference ID			Journal Group Code			Journal Group Name


			Required			Required			Required


			Factory Default			FRA_VT			Journal des Ventes


			Factory Default			FRA_AC			Journal des Achats


			Factory Default			FRA_IM			Journal des Immobilisations


			Factory Default			FRA_BQ			Journal de Banque


			Factory Default			FRA_NF			Journal des Notes de Frais


			Factory Default			FRA_OD			Journal des Opérations Diverses


			Factory Default			ITA_JN			Journal Sequence Number


			Factory Default			CYP_JN			CYP Journal Sequence Number


			Factory Default			FRA_AN			Journal des A-Nouveaux


			Factory Default			CHN_AP_CM			供应商发票调整


			Factory Default			CHN_AP_Inv			供应商发票


			Factory Default			CHN_AP_Pay			购买方发票付款


			Factory Default			CHN_AR_CM			供应商发票调整


			Factory Default			CHN_AR_INV			购买方发票


			Factory Default			CHN_AR_Pay			购买方发票付款


			Factory Default			CHN_Banking			银行账


			Factory Default			CHN_FA			固定资产


			Factory Default			CHN_Manual_Jnl			日记账


			Factory Default			MAR_OD			Journal des Opérations Diverses


			Factory Default			MAR_TR			Journal de Trésorerie


			Factory Default			MAR_IM			Journal des Immobilisations


			Factory Default			MAR_VT			Journal des Ventes


			Factory Default			MAR_AC			Journal des Achats


			Factory Default			MAR_FD			Journal des Frais de Déplacements


			Factory Default			MAR_AN			Journal des A-Nouveaux


			Factory Default			BEL_GN			General Journal / Opérations Diverses / Algemeen Dagboek


			Factory Default			BEL_BK			Bank / Trésorerie / Bank


			Factory Default			BEL_FA			Fixed Asset / Immobilisations / Vaste Activa


			Factory Default			BEL_SA			Sales / Ventes / Verkoop


			Factory Default			BEL_PU			Purchase  / Achats / Inkoop


			Factory Default			BEL_EX			Expenses / Notes de Frais / Onkostenvergoedingen


			Factory Default			BEL_RF			Roll-Forward / A-Nouveaux / Openingsbalans


			Factory Default			NLD_GN			General Journal / Algemeen Dagboek


			Factory Default			NLD_BK			Bank


			Factory Default			NLD_FA			Fixed Assets / Vaste Activa


			Factory Default			NLD_SA			Sales / Verkoop


			Factory Default			NLD_PU			Purchases / Inkoop


			Factory Default			NLD_EX			Expenses / Onkostenvergoedingen


			Factory Default			NLD_RF			Roll-Forward / Openingsbalans


			Factory Default			SVN_JN			Journal Sequence Number


			Factory Default			SVK_JN			Journal Sequence Number


			Factory Default			ESP_VT			Asiento de Ventas


			Factory Default			ESP_CO			Asiento de Compras


			Factory Default			ESP_AJ			Asiento de Activos Fijos


			Factory Default			ESP_BC			Asiento de Bancos


			Factory Default			ESP_NG			Asiento de Notas de Gastos


			Factory Default			ESP_OD			Asiento de Operaciones Diversas


			Factory Default			ESP_AP			Asiento de Apertura























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Journal Sequencing Rules





						Journal Sequencing Rules


						Configure rules for assiging numbers to journals through journal sequencing to comply with global auditing standards.


																		Default Rule												Conditional Rules


			Reference ID			Configuration Name			Lifespan Reference			Sequence By			Book 			Journal Sequencing Group			Sequence Start Number			Sequence Padding			Sequence Format String			Row #			Transaction Type			Journal Group Code			Sequence Start Number			Sequence Padding			Sequence Format String			Company			Sequencing Start Period			Create Sequence ID Generators with New Ledger Years (Y/N)


			Required			Required			Required			Required			Optional			Optional			Optional			Optional			Required			Optional			Optional			Optional			Optional			Optional			Optional			Required			Required			Required


			Factory Default			FRA Journals			Ledger Year			Posting Date						FRA_OD			1			8			OD-[f]-[seq]			1			CUSTOMER_INVOICE_ADJUSTMENT			FRA_VT			1			8			VT-[f]-[seq]


			Factory Default																											1			REVENUE_RECOGNITION_INSTALLMENT


			Factory Default																											1			CUSTOMER_INVOICE


			Factory Default																											2			SUPPLIER_INVOICE_ADJUSTMENT			FRA_AC			1			8			AC-[f]-[seq]


			Factory Default																											2			SUPPLIER_INVOICE


			Factory Default																											3			ASSET_DISPOSAL			FRA_IM			1			8			IM-[f]-[seq]


			Factory Default																											3			CAPITAL_PROJECT_LABOR_COST_RECLASSIFICATION


			Factory Default																											3			ASSET_CREATION


			Factory Default																											3			DEPRECIATION_TRANSACTION


			Factory Default																											3			ASSET_ADJUSTMENT


			Factory Default																											3			CAPITAL_PROJECT_COST_RECLASSIFICATION


			Factory Default																											3			ASSET_IMPAIRMENT


			Factory Default																											3			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											3			ASSET_REINSTATEMENT


			Factory Default																											3			ASSET_RECLASSIFICATION


			Factory Default																											3			ASSET_REMOVAL


			Factory Default																											3			ASSET_TRANSFER


			Factory Default																											4			CUSTOMER_PAYMENT_RETURN			FRA_BQ			1			8			BQ-[f]-[seq]


			Factory Default																											4			CUSTOMER_REFUND


			Factory Default																											4			EXPENSE_CREDIT_CARD_PAYMENT


			Factory Default																											4			EXPENSE_PAYMENT


			Factory Default																											4			CASH_ADVANCE_PAYMENT


			Factory Default																											4			SUPPLIER_PAYMENT_FOR_INVOICES


			Factory Default																											4			INTERCOMPANY_PAYMENT


			Factory Default																											4			MANUAL_PAYMENT_RETURN


			Factory Default																											4			AD_HOC_PAYMENT


			Factory Default																											4			AD_HOC_BANK_TRANSACTION


			Factory Default																											4			PAYROLL_PAYMENT


			Factory Default																											4			CUSTOMER_ELECTRONIC_PAYMENT


			Factory Default																											4			BANK_ACCOUNT_TRANSFER


			Factory Default																											4			PROCUREMENT_CARD_PAYMENT


			Factory Default																											5			EXPENSE_REPORT			FRA_NF			1			8			NF-[f]-[seq]


			Factory Default																											6			JOURNALS			FRA_AN			1			8			AN-[f]-[seq]


			Factory Default			ITA Journals			Ledger Year			Accounting Date						ITA_JN			1			5			JRNL-[f]-[seq]


			Factory Default			ARG Journals			Continuous			Posting Date									1			0			JRNL-[seq]


			Factory Default			CYP Journals			Ledger Period			Posting Date						CYP_JN			1			5			JRNL-[f]-[pp]-[seq]


			Factory Default			All Companies Journal Sequencing			Ledger Year			Posting Date									1			0			JRNL-[f]-[seq]


			Factory Default			DEU Journals			Ledger Year			Posting Date									1			5			JRNL-[f]-[seq]


			Factory Default			COL Journals			Continuous			Posting Date									1			0			JRNL-[seq]


			Factory Default			CHN Journals			Continuous			Posting Date						CHN_Manual_Jnl			1			6			JRNL-[seq]			1			SUPPLIER_PAYMENT_FOR_INVOICES			CHN_AR_Pay			1			6			AP_Pay-[seq]


			Factory Default																											2			ASSET_DISPOSAL			CHN_FA			1			6			FA-[seq]


			Factory Default																											2			CAPITAL_PROJECT_LABOR_COST_RECLASSIFICATION


			Factory Default																											2			ASSET_CREATION


			Factory Default																											2			DEPRECIATION_TRANSACTION


			Factory Default																											2			ASSET_ADJUSTMENT


			Factory Default																											2			CAPITAL_PROJECT_COST_RECLASSIFICATION


			Factory Default																											2			ASSET_IMPAIRMENT


			Factory Default																											2			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											2			ASSET_REINSTATEMENT


			Factory Default																											2			ASSET_RECLASSIFICATION


			Factory Default																											2			ASSET_REMOVAL


			Factory Default																											2			ASSET_TRANSFER


			Factory Default																											3			CASH_ADVANCE_PAYMENT			CHN_Banking			1			6			Bank-[seq]


			Factory Default																											3			ELECTRONIC_PAYMENT_RETURN


			Factory Default																											3			AD_HOC_PAYMENT


			Factory Default																											3			BANK_ACCOUNT_TRANSFER


			Factory Default																											3			AD_HOC_BANK_TRANSACTION


			Factory Default																											4			CUSTOMER_INVOICE_ADJUSTMENT			CHN_AR_CM			1			6			AR_Adj-[seq]


			Factory Default																											5			CUSTOMER_INVOICE			CHN_AR_INV			1			6			AR_Inv-[seq]


			Factory Default																											6			CUSTOMER_ELECTRONIC_PAYMENT			CHN_AP_Pay			1			6			AR_Pay[seq]


			Factory Default																											6			CUSTOMER_REFUND


			Factory Default																											7			SUPPLIER_INVOICE			CHN_AP_Inv			1			6			AP_Inv-[seq]


			Factory Default																											8			SUPPLIER_INVOICE_ADJUSTMENT			CHN_AP_CM			1			6			AP_Adj-[seq]


			Factory Default																											8			RECEIPT_ACCRUAL_FOR_SUPPLIER


			Factory Default			MAR Ledger Period Journal Sequence Configuration			Ledger Period			Posting Date						MAR_OD			1			6			OD-[f][pp]-[seq]			1			EXPENSE_REPORT			MAR_FD			1			6			FD-[f]-[pp]-[seq]


			Factory Default																											1			EXPENSE_RECOGNITION


			Factory Default																											2			SUPPLIER_INVOICE_ADJUSTMENT			MAR_AC			1			6			AC-[f]-[pp]-[seq]


			Factory Default																											2			SUPPLIER_INVOICE


			Factory Default																											3			CUSTOMER_INVOICE_ADJUSTMENT			MAR_VT			1			6			VT-[f]-[pp]-[seq]


			Factory Default																											3			CUSTOMER_INVOICE


			Factory Default																											4			ASSET_DISPOSAL			MAR_IM			1			6			IM-[f]-[pp]-[seq]


			Factory Default																											4			ASSET_CREATION


			Factory Default																											4			ASSET_ADJUSTMENT


			Factory Default																											4			DEPRECIATION_TRANSACTION


			Factory Default																											4			ASSET_IMPAIRMENT


			Factory Default																											4			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											4			ASSET_REINSTATEMENT


			Factory Default																											4			ASSET_RECLASSIFICATION


			Factory Default																											4			ASSET_REMOVAL


			Factory Default																											4			ASSET_TRANSFER


			Factory Default																											5			PRENOTE_PAYMENT			MAR_TR			1			6			TR-[f]-[pp]-[seq]


			Factory Default																											5			CUSTOMER_PAYMENT_RETURN


			Factory Default																											5			CUSTOMER_REFUND


			Factory Default																											5			ELECTRONIC_PAYMENT_RETURN


			Factory Default																											5			EXPENSE_CREDIT_CARD_PAYMENT


			Factory Default																											5			EXPENSE_PAYMENT


			Factory Default																											5			CASH_ADVANCE_PAYMENT


			Factory Default																											5			SUPPLIER_PAYMENT_FOR_INVOICES


			Factory Default																											5			INTERCOMPANY_PAYMENT


			Factory Default																											5			INTERCOMPANY_RECEIPT


			Factory Default																											5			MANUAL_PAYMENT_RETURN


			Factory Default																											5			AD_HOC_PAYMENT


			Factory Default																											5			AD_HOC_BANK_TRANSACTION


			Factory Default																											5			CUSTOMER_ELECTRONIC_PAYMENT


			Factory Default																											5			BANK_ACCOUNT_TRANSFER


			Factory Default																											5			PROCUREMENT_CARD_PAYMENT


			Factory Default																											6			JOURNALS			MAR_AN			1			6			AN-[f]-[seq]


			Factory Default			MAR Ledger Year Journal Sequence Configuration			Ledger Year			Posting Date						MAR_OD			1			8			OD-[f]-[seq]			1			EXPENSE_REPORT			MAR_FD			1			8			FD-[f]-[seq]


			Factory Default																											1			EXPENSE_RECOGNITION


			Factory Default																											2			SUPPLIER_INVOICE_ADJUSTMENT			MAR_AC			1			8			AC-[f]-[seq]


			Factory Default																											2			SUPPLIER_INVOICE


			Factory Default																											3			CUSTOMER_INVOICE_ADJUSTMENT			MAR_VT			1			8			VT-[f]-[seq]


			Factory Default																											3			CUSTOMER_INVOICE


			Factory Default																											4			ASSET_DISPOSAL			MAR_IM			1			8			IM-[f]-[seq]


			Factory Default																											4			ASSET_CREATION


			Factory Default																											4			ASSET_ADJUSTMENT


			Factory Default																											4			DEPRECIATION_TRANSACTION


			Factory Default																											4			ASSET_IMPAIRMENT


			Factory Default																											4			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											4			ASSET_REINSTATEMENT


			Factory Default																											4			ASSET_RECLASSIFICATION


			Factory Default																											4			ASSET_REMOVAL


			Factory Default																											4			ASSET_TRANSFER


			Factory Default																											5			PRENOTE_PAYMENT			MAR_TR			1			8			TR-[f]-[seq]


			Factory Default																											5			CUSTOMER_PAYMENT_RETURN


			Factory Default																											5			CUSTOMER_REFUND


			Factory Default																											5			ELECTRONIC_PAYMENT_RETURN


			Factory Default																											5			EXPENSE_CREDIT_CARD_PAYMENT


			Factory Default																											5			EXPENSE_PAYMENT


			Factory Default																											5			CASH_ADVANCE_PAYMENT


			Factory Default																											5			SUPPLIER_PAYMENT_FOR_INVOICES


			Factory Default																											5			INTERCOMPANY_PAYMENT


			Factory Default																											5			INTERCOMPANY_RECEIPT


			Factory Default																											5			MANUAL_PAYMENT_RETURN


			Factory Default																											5			AD_HOC_PAYMENT


			Factory Default																											5			AD_HOC_BANK_TRANSACTION


			Factory Default																											5			CUSTOMER_ELECTRONIC_PAYMENT


			Factory Default																											5			BANK_ACCOUNT_TRANSFER


			Factory Default																											5			PROCUREMENT_CARD_PAYMENT


			Factory Default																											6			JOURNALS			MAR_AN			1			8			AN-[f]-[seq]


			Factory Default			BEL Journals			Ledger Year			Posting Date						BEL_GN			1			8			GN-[f]-[seq]			1			EXPENSE_REPORT			BEL_EX			1			8			EX-[f]-[seq]


			Factory Default																											1			EXPENSE_RECOGNITION


			Factory Default																											2			SUPPLIER_INVOICE_ADJUSTMENT			BEL_PU			1			8			PU-[f]-[seq]


			Factory Default																											2			SUPPLIER_INVOICE


			Factory Default																											3			CUSTOMER_INVOICE_ADJUSTMENT			BEL_SA			1			8			SA-[f]-[seq]


			Factory Default																											3			CUSTOMER_INVOICE


			Factory Default																											4			ASSET_DISPOSAL			BEL_FA			1			8			FA-[f]-[seq]


			Factory Default																											4			ASSET_CREATION


			Factory Default																											4			ASSET_ADJUSTMENT


			Factory Default																											4			DEPRECIATION_TRANSACTION


			Factory Default																											4			ASSET_IMPAIRMENT


			Factory Default																											4			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											4			ASSET_REINSTATEMENT


			Factory Default																											4			ASSET_RECLASSIFICATION


			Factory Default																											4			ASSET_REMOVAL


			Factory Default																											4			ASSET_TRANSFER


			Factory Default																											5			PRENOTE_PAYMENT			BEL_BK			1			8			BK-[f]-[seq]


			Factory Default																											5			CUSTOMER_PAYMENT_RETURN


			Factory Default																											5			CUSTOMER_REFUND


			Factory Default																											5			ELECTRONIC_PAYMENT_RETURN


			Factory Default																											5			EXPENSE_CREDIT_CARD_PAYMENT


			Factory Default																											5			EXPENSE_PAYMENT


			Factory Default																											5			CASH_ADVANCE_PAYMENT


			Factory Default																											5			SUPPLIER_PAYMENT_FOR_INVOICES


			Factory Default																											5			INTERCOMPANY_PAYMENT


			Factory Default																											5			INTERCOMPANY_RECEIPT


			Factory Default																											5			MANUAL_PAYMENT_RETURN


			Factory Default																											5			AD_HOC_PAYMENT


			Factory Default																											5			AD_HOC_BANK_TRANSACTION


			Factory Default																											5			CUSTOMER_ELECTRONIC_PAYMENT


			Factory Default																											5			BANK_ACCOUNT_TRANSFER


			Factory Default																											5			PROCUREMENT_CARD_PAYMENT


			Factory Default																											6			JOURNALS			BEL_RF			1			8			RF-[f]-[seq]


			Factory Default			NLD Journals			Ledger Year			Posting Date						NLD_GN			1			8			GEN-[f]-[seq]			1			EXPENSE_REPORT			NLD_EX			1			8			EX-[f]-[seq]


			Factory Default																											1			EXPENSE_RECOGNITION


			Factory Default																											2			SUPPLIER_INVOICE_ADJUSTMENT			NLD_PU			1			8			PU-[f]-[seq]


			Factory Default																											2			SUPPLIER_INVOICE


			Factory Default																											3			CUSTOMER_INVOICE_ADJUSTMENT			NLD_SA			1			8			SA-[f]-[seq]


			Factory Default																											3			CUSTOMER_INVOICE


			Factory Default																											4			ASSET_DISPOSAL			NLD_FA			1			8			FA-[f]-[seq]


			Factory Default																											4			ASSET_CREATION


			Factory Default																											4			ASSET_ADJUSTMENT


			Factory Default																											4			DEPRECIATION_TRANSACTION


			Factory Default																											4			ASSET_IMPAIRMENT


			Factory Default																											4			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											4			ASSET_REINSTATEMENT


			Factory Default																											4			ASSET_RECLASSIFICATION


			Factory Default																											4			ASSET_REMOVAL


			Factory Default																											4			ASSET_TRANSFER


			Factory Default																											5			PRENOTE_PAYMENT			NLD_BK			1			8			BK-[f]-[seq]


			Factory Default																											5			CUSTOMER_PAYMENT_RETURN


			Factory Default																											5			CUSTOMER_REFUND


			Factory Default																											5			ELECTRONIC_PAYMENT_RETURN


			Factory Default																											5			EXPENSE_CREDIT_CARD_PAYMENT


			Factory Default																											5			EXPENSE_PAYMENT


			Factory Default																											5			CASH_ADVANCE_PAYMENT


			Factory Default																											5			SUPPLIER_PAYMENT_FOR_INVOICES


			Factory Default																											5			INTERCOMPANY_PAYMENT


			Factory Default																											5			INTERCOMPANY_RECEIPT


			Factory Default																											5			MANUAL_PAYMENT_RETURN


			Factory Default																											5			AD_HOC_PAYMENT


			Factory Default																											5			AD_HOC_BANK_TRANSACTION


			Factory Default																											5			CUSTOMER_ELECTRONIC_PAYMENT


			Factory Default																											5			BANK_ACCOUNT_TRANSFER


			Factory Default																											5			PROCUREMENT_CARD_PAYMENT


			Factory Default																											6			JOURNALS			NLD_RF			1			8			RF-[f]-[seq]


			Factory Default			SVN Journals			Ledger Period			Posting Date						SVN_JN			1			5			JRNL-[f]-[pp]-[seq]


			Factory Default			SVK Journals			Ledger Period			Posting Date						SVK_JN			1			5			JRNL-[f]-[pp]-[seq]


			Factory Default			ESP Journals			Ledger Year			Posting Date						ESP_OD			1			8			OD-[f]-[seq]			1			CUSTOMER_INVOICE_ADJUSTMENT			ESP_VT			1			8			VT-[f]-[seq]


			Factory Default																											1			REVENUE_RECOGNITION_INSTALLMENT


			Factory Default																											1			CUSTOMER_INVOICE


			Factory Default																											2			SUPPLIER_INVOICE_ADJUSTMENT			ESP_CO			1			8			CO-[f]-[seq]


			Factory Default																											2			SUPPLIER_INVOICE


			Factory Default																											3			ASSET_DISPOSAL			ESP_AJ			1			8			AJ-[f]-[seq]


			Factory Default																											3			CAPITAL_PROJECT_LABOR_COST_RECLASSIFICATION


			Factory Default																											3			ASSET_CREATION


			Factory Default																											3			DEPRECIATION_TRANSACTION


			Factory Default																											3			ASSET_ADJUSTMENT


			Factory Default																											3			CAPITAL_PROJECT_COST_RECLASSIFICATION


			Factory Default																											3			ASSET_IMPAIRMENT


			Factory Default																											3			ASSET_INTERCOMPANY_TRANSFER_OUT


			Factory Default																											3			ASSET_REINSTATEMENT


			Factory Default																											3			ASSET_RECLASSIFICATION


			Factory Default																											3			ASSET_REMOVAL


			Factory Default																											3			ASSET_TRANSFER


			Factory Default																											4			CUSTOMER_PAYMENT_RETURN			ESP_BC			1			8			BC-[f]-[seq]


			Factory Default																											4			CUSTOMER_REFUND


			Factory Default																											4			EXPENSE_CREDIT_CARD_PAYMENT


			Factory Default																											4			EXPENSE_PAYMENT


			Factory Default																											4			CASH_ADVANCE_PAYMENT


			Factory Default																											4			SUPPLIER_PAYMENT_FOR_INVOICES


			Factory Default																											4			INTERCOMPANY_PAYMENT


			Factory Default																											4			MANUAL_PAYMENT_RETURN


			Factory Default																											4			AD_HOC_PAYMENT


			Factory Default																											4			AD_HOC_BANK_TRANSACTION


			Factory Default																											4			PAYROLL_PAYMENT


			Factory Default																											4			CUSTOMER_ELECTRONIC_PAYMENT


			Factory Default																											4			BANK_ACCOUNT_TRANSFER


			Factory Default																											4			PROCUREMENT_CARD_PAYMENT


			Factory Default																											5			EXPENSE_REPORT			ESP_NG			1			8			NG-[f]-[seq]


			Factory Default																											6			JOURNALS			ESP_AP			1			8			AP-[f]-[seq]











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Worktag Usages





			Worktag Usage


			Define which worktag types will be displayed on the transaction line data entry and whether or not it is required


			Reference			Transaction			Worktag Type			Primary or Additional			Required (Y/N)


			Required						Required			Required			Optional


									Cost Center			Primary			N





			1			Accounting Journal			Cost Centers			Primary


									Revenue Categories			Primary


									Spend Categories			Primary


									Projects			Primary


									Bank Accounts			Primary


									Flow Code			Primary


									Intercompany Affiliate			Primary





									Locations


									Expense Items


									Sales Items








Security Roles





			Security Roles


			Functional divisions of Accounting processing by company.


			Reference ID			Security Role			Description			Type


			Required			Required									Optional


			1			Common Finance Configurator			Unconstrained access to create and maintain all common financial setup data. Examples include account sets, ledgers, journal sources, fiscal schedules, and currency rates. No approval authority.			User-Based			Anthony DiFatta, Tom Heithaus, Rhonda Goede, Tina Bianconi


			2			Accounting Configurator			Unconstrained access to create and maintain all accounting setup data. Examples include ledger account segment security, investors, loans, matching rules, and consolidations. No approval authority.			User-Based			Anthony DiFatta, Tom Heithaus


			3			Integration Access (Finance Administration)			Launch and check the status of integrations between Workday and external systems for financial setup EIBs. Examples include currency conversion rates.			Segment-Based


			4			Business Process Access (Finance View and Modify) 			Create and maintain financial business processes. Decentralized version of Business Process Administrator.			Segment-Based


			5			Finance Auditor			View all financial setup, operational data, and financial business processes regardless of organization.  No approval authority.			User-Based


			6			Finance Analyst			Financial reporting and related tasks for assigned organizations.  No approval authority. Examples:  Cost Center Financial Analyst, Company Financial Analyst			Role-Based			Lori Adkins, Desmond Huddleston, David Dean, Michelle Mouser, Patrica Driver, Jennifer Lipp-Oster, Ileen Lowder, Bernie Mabe, Douglas Boyd, Sandra Moore, Larry Hughes, Michael Grabosky, Rhonda Goede, Tina Bianconi, Diane Brinkman, Greg Szczepan, Steve Howard, Jeff Von Holten


			7			Accountant			Journals, allocations.  Has authority for financial accounting business processes.			Role-Based			Anthony DiFatta, Tom Heithaus, Gina Brunner, Chris Chard, Tim Schroeder, Greg Hensala, John Lorson


			8			Accounting Operations Lead - Accounting Manager			Approval and correction authority for financial accounting business processes.			Role-Based			Anthony DiFatta, Greg Hensala, John Lorson


			9			Finance Executive			View all financial operational data for assigned companies.  Approval authority for all financial business processes. Also known as the Controller.			Role-Based			John Lorson, Matt Giljum, Greg Szczepan


			10			~ Manager			Primary manager for assigned organizations.  Has approval authority for financial business processes within organization.  Budget Manager, Cost Center Manager.			Role-Based


			11			Account Certification Preparer			Role specific to the account certification definition typically used as the one to prepare certifications.			Role-Based


			12			Account Certification Reviewer			Role specific to the account certification definition typically used as the one to review certifications.			Role-Based


			13			Account Certification Approver			Role specific to the account certification definition typically used as the one to approve certifications.			Role-Based


























Business Processes





			Business Processes


			Set of Workday delivered operational transactions.


			Reference ID			Business Process			Factory Defaults			Eligible Roles			Proposed Changes to Factory Defaults


			Required			Required									Optional


			1			Account Certification Event			Approval by Accounting Operations Lead 			Accountant
Accounting Operations Lead
Account Certification Preparer
Account Certification Reviewer
Account Certification Approver


			2			Accounting Adjustment Event			Factory default does not require an approval for this event.			Accountant
Accounting Operations Lead


			3			Accounting Journal Event			Approval by Accounting Operations Lead if Control Account is used.  Approval by Controller if Journal Amount >= Threshold.			Accountant
Accounting Operations Lead
Financial Management System


			4			Accounting Journal Intercompany Event			Factory default does not require an approval for this event.			Initiator of Accounting Journal Event


			5			Accounting Journal Unpost Event			Factory default does not require an approval for this event.			Accountant
Accounting Operations Lead
Financial Management System


			6			Accounting Journal Unpost Intercompany Event			Factory default does not require an approval for this event.			Initiator of Accounting Journal Unpost Event


			7			Allocation Run Event			Factory default does not require an approval for this event.			Accountant


			8			Allocation Run Intercompany Event			Factory default does not require an approval for this event.			Initiator of Allocation Run Event


			9			Allocation Finalize Event			Factory default does not require an approval for this event.			Accountant


			10			Allocation Finalize Intercompany Event			Factory default does not require an approval for this event.			Initiator of Allocation Finalize Event


			11			Average Daily Balance Event			Factory default does not require an approval for this event.			Accountant
Accounting Operations Lead


			12			Funding Source Reclassification Event			Factory default does not require an approval for this event.


			13			Period Close Event			Factory default includes a series of To Do steps for all potential close activities (period end and year end)			Accounting Operations Lead
Finance Executive


			14			Period Close Notification Event			Factory default review notification to Contingent Worker as Self and Employee as Self			Accountant
Accounting Operations Lead
Finance Executive


			15			Revaluation Run Event			Factory default does not require an approval for this event.			Accountant
Accounting Operations Lead


			16			Equity Pickup Event			Factory default does not require an approval for this event.			Accounting Operations Lead


			17			Tax Declaration Event			Factory Default requires approval by Controller or Tax Manager			Accountant
Accounting Operations Lead
Tax Manager


			18			Record Intercompany Receipt Event			Factory default does not require an approval for this event.			Accountant


			19			Noncontrolling Interest Group Run Event			Factory default does not require an approval for this event.			Accountant


			20			Noncontrolling Interest Run Event			Factory default does not require an approval for this event.			Accountant








Custom Validations





			Custom Validations


			Rules that can be imposed on operational transactions to verify data entry as either a warning or a critical error.


			Reference ID			Custom Validation Rule			Description			Rule Type (Warning or Critical)			Condition Rule ID 			Condition Rule Description			Comment			Condition Item Discriptor			Relational Operator Descriptor 			Condition Entry Option Descriptor 			Source Descriptor 			Source Condition Rule 			Target Instance Type 			Target Instance Descriptor			Validation Message Text 


			Required			Optional			Optional			Optional									Optional			Required 


			Factory Default			Accounting Journal						Critical			Accounting_Journal_Cost_Center_is_Missing			Accounting Journal Cost Center is Missing						And			in the selection list			Value specified in this filter			c29fb609a0db422cbb1a1372795a5fbb						Ledger_Account_Type_ID			Expense			A cost center value is required for journals that reference an expense or income ledger account.


			Factory Default			Accounting Journal																																	Ledger_Account_Type_ID			Income


			Factory Default			Accounting Journal																		And			is empty						17aecd6967fa4267a02fefad7a7a9041


			Factory Default			Accounting Journal									Accounting_Journal_Spend_Category_is_Missing			Accounting Journal Spend Category is Missing						And			in the selection list			Value specified in this filter			c29fb609a0db422cbb1a1372795a5fbb						Ledger_Account_Type_ID			Expense


			Factory Default			Accounting Journal																		And			is empty			Value specified in this filter			282e27c5c1434e87b5ed2791693bbfb4


			Factory Default			Accounting Journal									Accounting_Journal_Revenue_Category_is_Missing			Accounting Journal Revenue Category is Missing						And			in the selection list			Value specified in this filter			c29fb609a0db422cbb1a1372795a5fbb						Ledger_Account_Type_ID			Income


			Factory Default			Accounting Journal																		And			is empty			Value specified in this filter			712bb9a5a76b460bbd0b9fa8cbf3373d


			Factory Default			Accounting Journal									Accounting_Journal_Date_Critical			Accounting Journal Date Critical						And			equal to			Value specified in this filter			CR_TF_Journal_Entry_Reasonable_Accounting_Date_Critical


			Factory Default			Accounting Journal									Accounting_Journal_FRA_Journal_Memo_is_Missing			Accounting Journal FRA Journal Memo is Missing						And			in the selection list			Value specified in this filter			CR_LRV_Journal_Entry_Company_Primary_Address_Country						ISO_3166-1_Alpha-2_Code			FR


			Factory Default			Accounting Journal																		And			is blank						00bd7d9ef2154e36927bd5ba7df73413


			Factory Default			Accounting Journal									Accounting_Journal_Negative_Amount			Accounting Journal Negative Amount						And			less than			Value specified in this filter			c5cf3620171c48e9a7cc141d3f6ea3d2


			Factory Default			Accounting Journal																		Or			less than			Value specified in this filter			75761da1055842a4ac4442120254028a


			Factory Default			Accounting Journal						Warning			Taggable_Project_is_Closed			Taggable Project is Closed						And			in the selection list			Value specified in this filter			CR_LRV_Taggable_Project_Status						Project_Status_ID			Pending_Close


			Factory Default			Accounting Journal																																	Project_Status_ID			Closed


			Factory Default			Accounting Journal									Taggable_Transaction_Contains_Inactive_Worktags			Taggable Transaction Contains Inactive Worktags						And			is not empty			Value specified in this filter			7c1abb275c2f4500826fccaf1bcb70c6


			Factory Default			Accounting Journal																		Or			equal to			Value specified in this filter			CR_LRV_Taggable_Spend_Category_Inactive


			Factory Default			Accounting Journal																		Or			equal to			Value specified in this filter			CR_LRV_Taggable_Revenue_Category_Inactive


			Factory Default			Accounting Journal									Accounting_Journal_Date_Warning			Accounting Journal Date Warning						And			equal to			Value specified in this filter			CR_TF_Journal_Entry_Reasonable_Accounting_Date_Warning


			Factory Default			Accounting Journal																		And			equal to			Value specified in this filter			CR_TF_Journal_Entry_Reasonable_Accounting_Date_Critical


			Factory Default			Accounting Journal									Accounting_Journal_Contains_Control_Account			Accounting Journal Contains Control Account						And			equal to			Value specified in this filter			bff1164189da468fa3b3dc225c4e5c8f


			Factory Default			Accounting Journal									Accounting_Journal_Revenue_Category_is_Invalid			Accounting Journal Revenue Category is Invalid			Invalid Revenue Category for Ledger Account based on the Account Posting Rules			And			is not empty			Value specified in this filter			RPT_LRV_Journal_Line_APR_Using_Revenue_Category_or_Revenue_Category_Hierarchy												The selected Revenue Category ___ is invalid for the ledger account. Please select one of the valid Revenue Categories for the Ledger Account: _____


			Factory Default			Accounting Journal																		And			none in the selection list			Value from another field			RPT_LRV_Journal_Line_Valid_Revenue_Categories


			Factory Default			Accounting Journal									Accounting_Journal_Spend_Category_is_Invalid			Accounting Journal Spend Category is Invalid			Invalid Spend Category for Ledger Account based on the Account Posting Rules			And			is not empty			Value specified in this filter			RPT_LRV_Journal_Line_APR_Using_Spend_Category_or_Spend_Category_Hierarchy												The selected Spend Category ___ is invalid for the Ledger Account. Please select one of the valid Spend Categories for the Ledger Account: ___


			Factory Default			Accounting Journal																		And			none in the selection list			Value from another field			RPT_LRV_Journal_Line_Valid_Spend_Categories


			Factory Default			Accounting Journal									Accounting_Journal_On_Behalf_Of_Intercompany_Affiliate			Accounting Journal On-Behalf-Of Intercompany Affiliate						And			NOT exact match with the selection list			Value from another field			93c39ed98b474fdc8c6511325f5e4f71						WID			e54ea72ce00210000f1e7f6cb2300033			An intercompany affiliate value is required for on-behalf-of intercompany journals. The header company should be the intercompany affiliate for when the line level company is different.


			Factory Default			Accounting Journal																		And			is empty			Value specified in this filter			8ef9efef6b654e3ea5de9b3ab5ffc8a0


			Factory Default			Accounting Journal																		Or			NOT exact match with the selection list			Value from another field			8ef9efef6b654e3ea5de9b3ab5ffc8a0						WID			e54ea72ce00210000f1e7f6cb2300033











															List a few that make sense…			warning or error








															All IS requires CC, location


															All bS requires Cash Flow except


															Valid Cash flow by ledger


															Attachments requried?


															Posting Code Validation


															Memo Required
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FW_ 08_30_2022 WDay Security Admin.msg
FW: 08.30.2022 WDay Security Admin

		From

		Blackford, M. Bret

		To

		Zambo, Marty

		Cc

		Blackford, M. Bret

		Recipients

		rzambo@archrsc.com; mblackford@archrsc.com



Marty,



Based on your email (attached) I will not go forward with these meetings.



 



From: Blackford, M. Bret <mblackford@archrsc.com> 
Sent: Tuesday, August 30, 2022 4:00 PM
To: Carolyn Bandle <carolyn.bandle@workday.com>; Marc Erlich <marc.erlich@workday.com>
Cc: Lorson, John <JLorson@archrsc.com>; Duncan, Steve <sduncan@archrsc.com>; Blackford, M. Bret <mblackford@archrsc.com>
Subject: 08.30.2022 WDay Security Admin



 



On today’s WDay Status Call and open item mentioned was WDay Security and ownership post go-live. 



 



I plan to schedule a meeting soon with the following to discuss the prod go-live security environment:



*	John Lorson, Bret Blackford, Steve Duncan, Carolyn Bandle, Marc Erlich



 



Following are items o my radar for discussion, but I would like to start with #1 and if time allows we can discuss the other items or schedule a follow-up meeting.



 



1.	RAIDQ ID: 038 - Main discussion item is understanding how user provisioning will work.  Arch preference is to have WDay user requests routed to IT Compliance (Steve Duncan) for fulfillment. We would want to maintain the principle of least privilege and limit Steve’s access to just that needed to provision accounts. How do we set up this access?  If we have to consider the corresponding controls in GCM/Payroll at same time let me know and I’ll bring in Sherrie Eastwood. 



 



2.	RAIDQ ID: 123 - Post-Production configurations: I expect there will be times when someone in Accounting or Finance may need to modify the current Workday configurations. Possibly modify validation riles, EIBs, etc.  Is this level of access allows given to certain users or is this limited to only when needed and requested?  Again, we would like to limit what WDay users can do in system.  Also, is user account provisioning specific to a tenant?  Can Steve Duncan manage provisioning for WDay FIN and Sherrie Eastwood still perform provisioning for HCM/Payroll?



 



3.	Audit Logs: What logging/Reporting is available within Workday to show …



*	what changes have been made to configurations

*	what changes have been made to key reports

*	what changes have been made to integrations

*	RAIDQ ID: 134 - what users have access and specific levels of access

*	Etc.



 



Note: I have been told that such reporting exists in Workday but IT Co0mpliance (Steve Duncan and Bret) are unable to run any audit reports.  Will need to get this access prior to PROD go-live.



 



4.	A discussion for a separate meeting will be general user access controls



*	What roles/privileges/permissions exist in the WDay system

*	Who has access to what roles

*	RAIDQ ID: 134 - segregation of duties matrix – noting which access is incompatible

*	Gold Security Matrix 



*	Do you have a white paper on this or some documentation explaining how it is created and used?

*	Where is this maintained?

*	Who is responsible?

*	Is this specific for each Tenant: Fin, HCM/Payroll? 



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 



 



 



 





08.30.2022 SECURITY Arch Resources_ Inc - 1.4b RAIDQ Log.xlsx

Arch Resources, Inc - 1.4b RAID


			RAIDQ ID			Created By			Created			Calendar Burn			# Cal Days til Due			RYG			Subscribers			Status			Item Type			Workstream			Team on Task			Description			Show on Executive Status Dashboard			Start			Due			Closed			Assigned To			Contributors			Details			Discussion			Business Impact			Operational Impact			Application Area			DA Issue			Impacted Workstream(s)			Escalated			Escalated By			Escalated On			Escalation Reason			Related Integration			Change Order?			Change Order Status			Modified By			Modified


			131			lfolse@collaborativesolutions.com			07/18/22 5:50 AM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford, Paul Kappel			Closed			Action			Integrations			Vendor			understand the MSF900 file and how we decided on which of the 260-some available fields were trimmed down						07/18/22			07/28/22			07/18/22			joe.bugara@cosol.global			ana.djonovic@cosol.global			Joe and Ana - we will want to understand the MSF900 file and how we decided on which of the 260-some available fields were trimmed down to the x-number sent to Workday. We will also need to know if any additional fields were added that were not in the original native MSF900.						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			07/18/22 5:52 AM


			130			lfolse@collaborativesolutions.com			07/18/22 5:49 AM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford, Paul Kappel			Closed			Action			Integrations			Workday			develop the documentation of the interface between Ellipse and Workday						07/18/22			07/28/22			07/18/22			Tom Hutchinson			joe.bugara@cosol.global			Tom - Will you work with Joe Bugara on developing the documentation of the interface between Ellipse and Workday. This is important to the implementation and we will need clear documentation of the process and how things get mapped in Workday.  We may still be working on tweaking some details but I think we understand the intended interface enough by this point to draft a document that the team can work from and reference.						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			07/18/22 5:51 AM


			129			lfolse@collaborativesolutions.com			07/18/22 5:47 AM			100%			Past Due			Red			Elsie Martinez, M Bret Blackford			New			Action			Prism			Workday			draft design document for how Prism will be used in the Arch Workday deployment						07/18/22			08/10/22						Mason Celli						An action items for you from yesterday’s meeting was a draft design document for how Prism will be used in the Arch Workday deployment.  The Arch team is unclear on what Prism is and how we might use it, so some background might also be helpful when putting together your design document – perhaps include links to Workday white papers or other reference documents.

Your documentation should describe how data will be loaded, stored, and retrieved.  This will be unique (I think) for the two main data segments:
•	Jan. 1, 2012 – Dec. 31, 2018
•	Jan. 1, 2019 – Present

Documentation should also describe any complications in queries (reporting) within and between these tow segments. There will be mapping issues we will need to clearly understand, especially for the older legacy pre-2019 data. 

I expect the design document to be fleshed out as we proceed, with more detail added on specific queries/reports, access privileges, etc.						3 HIGH (Important corrective action)			0 NONE | No impact																																	sophia.johnson@workday.com			08/11/22 7:57 AM


			128			lfolse@collaborativesolutions.com			07/18/22 5:40 AM						10			Yellow			Elsie Martinez			New			Action			Security			Vendor			Get Workday best practices from PWC (Nicole Pledger) when available on items such as segregation of duties, security, granting access (within Finance or IT?)						07/18/22			09/09/22						peter.r.mahoney@pwc.com						PWC Guidance:
•	Helpful to get Workday best practices from PWC (Nicole Pledger) when available on items such as segregation of duties, security, granting access (within Finance or IT?)
•	Proper segregation of HCM and Finance tenants
•	How to obtain/document key configuration settings per specific dates 
•	It is requested that Audit provide process or control enhancement request in writing as well as providing references to any best practices or other guidance (e.g., ISO, ISACA, COBiT, etc.)						3 HIGH (Important corrective action)			0 NONE | No impact																																	marc.erlich@workday.com			08/30/22 8:29 AM


			126			lfolse@collaborativesolutions.com			07/14/22 10:07 AM						N/A			Blue			Elsie Martinez, M Bret Blackford			Closed			Action			Integrations			Customer			Document the sFTP interface server setup						07/14/22			08/02/22			08/08/22			Paul Kappel						Paul Kappel – we will need to document the sFTP server setup, specifically for the Ellipse interface but also how sFTP server will be built for general use by other interfaces such as RMS.  I am on vacation week of 7/18 and returning on 7/26 - if data is not provided by 7/22, will have upon my return.			8/1/2022:  Please see attached file which includes the details for the SFTP server / connection configurations.			3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			08/08/22 11:54 AM


			125			lfolse@collaborativesolutions.com			07/14/22 10:06 AM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, M Bret Blackford			New			Action			Integrations			Customer			Understand the MSF900 file 						07/14/22			07/22/22						joe.bugara@cosol.global			ana.djonovic@cosol.global			Joe and Ana - we will want to understand the MSF900 file and how we decided on which of the 260-some available fields were trimmed down to the x-number sent to Workday. We will also need to know if any additional fields were added that were not in the original native MSF900.						3 HIGH (Important corrective action)			0 NONE | No impact																																	emartinez@collaborativesolutions.com			07/26/22 10:49 AM


			124			lfolse@collaborativesolutions.com			07/14/22 10:02 AM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, M Bret Blackford			In Progress			Action			Integrations			Customer			Develop the requirements documentation for the interface between Ellipse and Workday						07/14/22			08/24/22						joe.bugara@cosol.global						TWH 8/19:  Design document developed and interface pattern defined.  Integration developed and successfully tested in ARCH3.  Joe Bugara working on documentation for Ellipse.

Tom - Will you work with Joe Bugara on developing the documentation of the interface between Ellipse and Workday. This is important to the implementation and we will need clear documentation of the process and how things get mapped in Workday.  We may still be working on tweaking some details but I think we understand the intended interface enough by this point to draft a document that the team can work from and reference.						3 HIGH (Important corrective action)			0 NONE | No impact																																	emartinez@collaborativesolutions.com			08/26/22 12:04 PM


			001			marc.erlich@workday.com			03/17/22 11:08 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete company and company hierarchy tab of FDM workbook			TRUE			03/16/22			05/06/22			05/09/22			jlorson@archrsc.com			Marc Erlich, rgoede@archrsc.com			ME 4/22: Discussion occurred with HCM/PAY team, Collaborative, and Workday regarding the requested change of Company ref ID and Company Code to values proposed within the FIN FDM design sessions. 

Arch HCM team will send Collaborative a list of integration and critical reports to begin analyzing for impact. A follow up meeting will occur to review findings. 

ME 4/25:
Rhonda has put together a strong draft of companies and is waiting for feedback from John and team to apply any comments.
90% complete.						4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/09/22 7:42 AM


			002			marc.erlich@workday.com			03/17/22 11:22 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete cost center and cost center hierarchy tab of FDM workbook			TRUE			03/16/22			05/06/22			05/09/22			rgoede@archrsc.com			jlorson@archrsc.com, Marc Erlich			ME 4/25: Rhonda has sent the latest version to the team to review internally. John is performing the final review. 90% Complete						4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/09/22 7:42 AM


			003			marc.erlich@workday.com			03/17/22 11:28 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Workday			Complete custom org and custom org hierarchy tab of FDM workbook			TRUE			03/16/22			05/20/22			05/26/22			rgoede@archrsc.com			jlorson@archrsc.com, Marc Erlich			ME 3/16: There has been two potential custom orgs identified so far:
1) Segment
2) Mine org 

ME 4/25: Segment will be cost center hierarchy.
Mine org is still under discussion.						4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/26/22 6:31 AM


			004			marc.erlich@workday.com			03/17/22 11:29 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete Ledger Accounts/Ledger Account Summary tab of FDM			TRUE			03/21/22			05/06/22			05/09/22			jlorson@archrsc.com			Marc Erlich, rgoede@archrsc.com			ME 4/25: Team is working on Assets. Team has already completed revenue and expenses. More sessions are scheduled for the week of 4/25 to go over Liabilities and Equity.						4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/09/22 7:42 AM


			005			marc.erlich@workday.com			03/17/22 11:29 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete Revenue Category and Revenue Category Hierarchy tab of FDM			TRUE			03/21/22			05/06/22			05/09/22			jlorson@archrsc.com			Marc Erlich, rgoede@archrsc.com									4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/09/22 7:42 AM


			006			marc.erlich@workday.com			03/17/22 11:29 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete Spend Category and Spend Category Hierarchy tab of FDM			TRUE			03/21/22			05/06/22			05/09/22			jlorson@archrsc.com			Marc Erlich, rgoede@archrsc.com									4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/09/22 7:42 AM


			007			marc.erlich@workday.com			03/17/22 11:30 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete custom worktag tab of FDM			TRUE			03/21/22			05/20/22			05/26/22			jlorson@archrsc.com			Marc Erlich, rgoede@archrsc.com			There has been one custom worktag identified so far:
1) Cash Flow Code						4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/26/22 6:31 AM


			008			marc.erlich@workday.com			03/17/22 11:32 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Complete bank accounts tab of FDM						03/21/22			05/06/22			05/09/22			jlorson@archrsc.com			Marc Erlich, rgoede@archrsc.com			We will be using bank accounts but only setting up the minimal config needed to use the worktag						4 CRITICAL (Urgent corrective action)																																				automation@smartsheet.com			05/09/22 7:42 AM


			009			marc.erlich@workday.com			03/17/22 11:33 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Decision			FDM			Customer			Accounting/Finance team can use the locations already in place from the HCM deployment. No modifications needed.						03/16/22			03/16/22			03/17/22			jlorson@archrsc.com																																																automation@smartsheet.com			03/17/22 11:33 AM


			010			marc.erlich@workday.com			03/17/22 11:34 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Workday			Mock up segment custom org						03/16/22			04/01/22			04/08/22			Marc Erlich						We are narrowing down how segment reporting should be treated. Whether it is an alternate company hierarchy, cost center hierarchy, or custom org. We want to explore custom org first.

> Arch coal sales is a good nuance to deep dive on to help us figure out the answer																																										automation@smartsheet.com			04/08/22 10:51 AM


			011			marc.erlich@workday.com			03/17/22 11:37 AM						31			Blue			Carolyn Bandle, M Bret Blackford, Marc Erlich			Deferred			Action			Financial Accounting			Workday			OFA integration strategy for bridge between Phase 1 - FIN and Phase 2 - Planning.						03/15/22			09/30/22						Carolyn Bandle						6/29 SJ: Budgets will be deferred until the next phase. Primary reporting in OFA and Adaptive team prefers to review requirements and configure as needed.
5/16 SJ: Budgets Design Schedule TBD after primary Sessions, lets shoot for the first of June, 1 hour Call needed. Availability on Jun 1-June 10-12 AM CT.
During our FDM call, the conversation around value creation for temporary integrations between OFA and Workday was brought up. More deep dive will be needed during Fin Acct/Budget sessions. The key criteria is how much value will the team derive by creating an integration or two that will be thrown away 6-9 months later when planning goes live.			@Marc - is this still an open question/issue?																																							marc.erlich@workday.com			08/30/22 8:29 AM


			012			marc.erlich@workday.com			03/17/22 11:40 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Decision			FDM			Customer			The team is breaking up their reporting strategy into two components. 
After Phase 1 go-live with FIN, reports focused on actuals will be moved to Workday. With OFA still be used for other reporting. 
After Phase 2 with planning go-live, the remaining key reporting in OFA will be recreated in Workday.						03/15/22			03/15/22			03/17/22			rgoede@archrsc.com																																																automation@smartsheet.com			03/17/22 11:40 AM


			013			marc.erlich@workday.com			03/17/22 11:42 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			FDM			Customer			Additional sessions are needed for FDM follow up items.						03/17/22			04/01/22						M Bret Blackford						> Session 4  or 5- include deep dive on Gray book in agenda. (Grey Book avail. on SharePoint)																																										marc.erlich@workday.com			03/28/22 8:50 AM


			014			mblackford@archrsc.com			03/17/22 12:06 PM						N/A			Blue			Carolyn Bandle, Marc Erlich			Closed			Question			Unknown			Workday			Question: If I would like to respond to any of the items above how do I do so?  I do not see a column for response.   Do I add another row, like this one, and refernce the appropraite line number(s) for any questions or responses?						03/17/22			03/18/22			04/20/22			Carolyn Bandle									CB 3/21: Bret, I added in an additional column (here) called "Discussion". Responses should be placed here, and any follow-up responses can be inserted with the responders initials and date.
mBret 3/22: Thx																																							carolyn.bandle@workday.com			04/20/22 6:27 AM


			015			mblackford@archrsc.com			03/17/22 12:08 PM						N/A			Blue			Carolyn Bandle, Marc Erlich			Closed			Question			Unknown			Workday			Question: Is this section just for notes or will the Arch team ever need to respond or take action on any of these items?						03/17/22			03/18/22			04/20/22			Carolyn Bandle									CB 3/21: This sheet is to document risks, actions, issues, discussions and questions. There will be items that the Arch team needs to take action on - those items will be assigned to them in the "assigned to" column.

mBret 3/22: Thx. You and I will need to work with the Arch team if any SmartSheet activity is needed, making sure they are trained on how to use, etc.																																							carolyn.bandle@workday.com			04/20/22 6:27 AM


			016			mblackford@archrsc.com			03/17/22 12:10 PM						N/A			Blue			Carolyn Bandle, Marc Erlich			Closed			Decision			Unknown			Workday			Carolyn and I discussed deactivating any email alerts from SmartSheet  until the Arch team knows what they are for and how to take action.  Let me know if this is not-recommended.						03/17/22						04/01/22			Carolyn Bandle						3/31 CB: I reactivated the notifications																																										automation@smartsheet.com			04/01/22 7:17 AM


			017			mblackford@archrsc.com			03/18/22 12:02 PM						N/A			Blue			Marc Erlich			Closed			Action			FDM						WDay/Arch FDM session
Working meeting to discuss Financial Data Model (FDM)						03/21/22			03/21/22						Marc Erlich						Working meeting to discuss Financial Data Model (FDM)																																										marc.erlich@workday.com			03/21/22 2:07 PM


			018			mblackford@archrsc.com			03/18/22 12:02 PM						N/A			Blue			Marc Erlich			Closed			Action			FDM			Workday			WDay FDM follow-up - session 4
Agenda for this meeting:
•	Parking lot items or time for previous sessions
•	Introduce mapping exercise
•	Working session (time allotting)						03/24/22			03/24/22						Marc Erlich			Marc Erlich			ME: Session 4 should include a walkthrough of Repairs & Maintenance.																																										marc.erlich@workday.com			03/28/22 8:20 AM


			019			mblackford@archrsc.com			03/18/22 12:02 PM						N/A			Blue			Marc Erlich			Closed			Action			FDM			Workday			WDay FDM follow-up - session 5
Agenda for this meeting:
•	Opportunity for Arch team to go over company questions to hit deadline						03/25/22			03/25/22						Marc Erlich			Marc Erlich			Agenda for this meeting:
•	Opportunity for Arch team to go over company questions to hit deadline																																										marc.erlich@workday.com			03/28/22 8:20 AM


			020			mblackford@archrsc.com			03/18/22 12:02 PM						N/A			Blue			Marc Erlich			Closed			Action			FDM			Workday			WDay FDM follow-up - session 6
Agenda for this meeting:
	Questions on cost center/cost center hierarchies
	Questions on custom orgs						03/28/22			03/28/22						Marc Erlich			Marc Erlich			Agenda for this meeting:
	Questions on cost center/cost center hierarchies
	Questions on custom orgs																																										marc.erlich@workday.com			03/28/22 2:59 PM


			021			mblackford@archrsc.com			03/18/22 12:02 PM						N/A			Blue			Marc Erlich			Closed			Action			FDM			Workday			WDay FDM follow-up - session 7
Agenda for this meeting:
	Additional questions or open items in prep for Org deadline on 4/1						04/01/22			04/01/22			04/08/22			Marc Erlich			Marc Erlich			Agenda for this meeting:
	Additional questions or open items in prep for Org deadline on 4/1																																										automation@smartsheet.com			04/08/22 10:50 AM


			022			mblackford@archrsc.com			03/18/22 12:46 PM						N/A			Blue			M Bret Blackford			Closed			Action			FDM			Workday			Bret - get a 90-min follow-up meeting with COSOL and WDay to discuss Ellipse interface.
 > using Ellipse data provided by COSOL demonstrate how Workday will feed that to Prism, run through Accounting Center, and produce an entry.						04/04/22									Marc Erlich						Bret - get a 90-min follow-up meeting with COSOL and WDay to discuss Ellipse interface.
 > using Ellipse data provided by COSOL demonstrate how Workday will feed that to Prism, run through Accounting Center, and produce an entry.																																										mblackford@archrsc.com			03/30/22 11:29 AM


			023			marc.erlich@workday.com			03/21/22 2:09 PM						N/A			Blue						Closed			Decision			FDM			Customer			We will leverage the delivered bank account worktag instead of burning a custom worktag.						03/21/22			03/21/22						jlorson@archrsc.com						The delivered bank account worktag can be setup with minimal configuration to allow for a tag to be used. This will require slightly more setup than if a custom worktag was used but will allow Arch to more easily take advantage of adopting additional Workday modules while at the same time not burning a custom worktag.																																										marc.erlich@workday.com			03/21/22 2:09 PM


			024			marc.erlich@workday.com			03/21/22 2:09 PM						N/A			Blue						Closed			Action			FDM			Customer			A parking lot item was identified for the Tax team and a potential use case for book code/book configuration to support their reporting needs.						03/21/22			04/15/22			04/25/22			M Bret Blackford			jlorson@archrsc.com, Marc Erlich			This item was completed and a new book for tax purposes will be used to capture ROY/DEP adjustments.																																										mblackford@archrsc.com			04/18/22 4:28 AM


			025			marc.erlich@workday.com			03/21/22 2:12 PM						N/A			Blue						Closed			Decision			Financial Accounting			Workday			Arch consolidates under the historic method of consolidation, as such, EPU use cases are limited to just JVs.						03/21/22			03/21/22						Sophia Johnson			Marc Erlich																																													marc.erlich@workday.com			03/21/22 2:12 PM


			026			marc.erlich@workday.com			03/21/22 2:12 PM						N/A			Blue						Closed			Decision			FDM			Workday			Consider if Basic Supplier or Basic Customer could be a good fit as we begin working through accounting center.						03/21/22			05/31/22			05/09/22			Marc Erlich						Conclusion is not to store customer or supplier master files in Workday.																																										automation@smartsheet.com			05/09/22 7:42 AM


			027			mblackford@archrsc.com			03/22/22 9:31 AM						N/A			Blue						Closed			Action			FDM			Workday			Marc, attempting to upload some files discussed in last session.  Files from John Lorson.						03/22/22			03/22/22						Marc Erlich			Marc Erlich			Info from John Lorson, CIO:

Attached is my review of some legal entities.

•	Page 1 of the attached is the listing of legal orgs currently set up in Workday. All entities are set up currently in Oracle.  I have marked the entities that have been sold.  Some of these may not need to be set up in WD if there has been no data since bankruptcy.

•	Pages 2-3 are unmarked versions of our current legal organization structure.

•	Pages 4-5 are marked up versions which indicate the three following conditions, (I am also providing this in word format because the scanned version is a bit blurring with the highlighting):

   o	If the organization is set up in WD (green)
   o	IF the org is not set up in WD and should be because there is no data since bankruptcy
   o	IF the org is not set up in WD and should be because there is data post bankruptcy

•	My next step will be to mark up the org hierarchy that Rhonda has provided to indicate what orgs need to be set up.  From there we will be able to see those remaining orgs (xxx.T) locations that have data which also need to be set up.																																										marc.erlich@workday.com			03/28/22 8:48 AM


			028			marc.erlich@workday.com			03/28/22 12:17 PM			100%			Past Due			Red						New			Action			Financial Accounting			Workday			Use request framework to build out a cost center request form.						03/28/22			08/26/22						Sophia Johnson						SJ - 8/8: Will plan session to discuss Security and Request Framework																																										marc.erlich@workday.com			08/30/22 8:29 AM


			029			mblackford@archrsc.com			03/30/22 11:47 AM						N/A			Blue						Closed			Action			Unknown			Workday			Carolynn, where do I find the "Logistics Document"?  I'm hoping to address this week.						03/30/22			04/01/22			03/31/22			Carolyn Bandle			Carolyn Bandle			Arch needs to complete the "Logistics Document" in advance of any on-site visits.  Please provide that document or a link to that document.
    --- Bret			I've added v1.1 with updated information																																							automation@smartsheet.com			03/31/22 12:05 PM


			030			mblackford@archrsc.com			03/30/22 11:59 AM						N/A			Blue			Carolyn Bandle			Closed			Risk			PMO			Workday			Weekly Project Status report.  
Carolyn Bandle of Workday to present a weekly status document for Arch PMO, Bret Blackford, to review.  We will want to start providing a weekly project status document starting early April 2022.						03/30/22			04/08/22			04/25/22			Carolyn Bandle			Carolyn Bandle			CB 4/25: Bret, Lucas and Carolyn worked to create a status report for the broader team including important status updates and RAIDQ items, as well as accomplishments and upcoming milestones. 
Start reporting weekly project status to Arch PM, Bret Blackford, for distribution to various project sponsors and committees.						3 HIGH (Important corrective action)																																				lfolse@collaborativesolutions.com			04/20/22 2:02 PM


			031			mblackford@archrsc.com			03/31/22 1:41 PM						N/A			Blue						Closed			Question			FDM			Workday			attached file are recent email from Rhonda Goede re Arch Companies, Cost Centers, Hierarchies						03/31/22			04/01/22			04/08/22			Marc Erlich			Marc Erlich																																													automation@smartsheet.com			04/08/22 10:50 AM


			032			mblackford@archrsc.com			04/15/22 4:14 AM						N/A			Blue			Carolyn Bandle, Marc Erlich			Closed			Decision			FDM			Customer			Arch has decided to bring in to Workday data back to 2019 forward. Prior history, pre-2019, will be loaded into Prism Analytics.			TRUE			04/08/22			04/09/22			04/25/22			jlorson@archrsc.com			Carolyn Bandle			During the FDM sessions the Arch team is working to restructure their cost centers, hierarchies, account codes, etc. These will apply to data back to all data brought into Workday, back to 2019.  Prior-years will NOT match the new Workday schema and will need to be managed with mappings or other methods via Prism.			5/17-LF-Notes from design session:  
- 3yrs of detail (2019 forward)
- Archive data prior to 2019
- Keep OFA until Adaptive is in place

4/20-LF-Is this decision still open?  Is there another action item or decision needed based on Prism? 

Prior-?-Carolyn, these is a key decision point that should be noted in the weekly status report as well as in the monthly meeting with the Executive Sponsors.																																							lfolse@collaborativesolutions.com			05/17/22 1:42 PM


			034			mblackford@archrsc.com			04/15/22 4:37 AM						10			Yellow			Carolyn Bandle, Jonathan Stern			New			Risk			Testing			Workday			Considerations for Workday testing with inclusion of HCM/Payroll information:

For Unit Testing
•	Create dummy users
•	Use proxy
•	RISK:  Not planning to test security during Unit Testing
    •-	    IMPACT:  The first time security will be tested is E2E
    •-	    MITIGATION:  Include security in Unit Testing			TRUE			04/15/22			09/09/22						Carolyn Bandle			M Bret Blackford, Marc Erlich, Sherry Thompson			5/17-LF-Please provide a plan to define user/role based security during Architect.  If security is configured and assigned correctly, those who have authority to see confidential information will, and those who don't, will not.  

Arch needs to ensure that confidential information contained in the current Workday HCM system is not exposed during any testing or pre-production work.																																										marc.erlich@workday.com			08/30/22 8:29 AM


			035			mblackford@archrsc.com			04/15/22 4:37 AM						10			Green			Carolyn Bandle, Jonathan Stern			In Progress			Risk			Testing			Workday			Considerations for Workday testing with inclusion of HCM/Payroll information:

Want to get agreement that HCM domains can be overwritten
•	RISK:  Cross-Platform impacts could overwrite existing functionality
    •-	    IMPACT:  Existing functionality may not function properly in production
    •-	    MITIGATION:  Include cross-functional impacts in CCS and test any changes during E2E			TRUE			04/15/22			09/09/22						Carolyn Bandle																																																marc.erlich@workday.com			08/30/22 8:29 AM


			036			mblackford@archrsc.com			04/15/22 4:39 AM						10			Green			Carolyn Bandle, Jonathan Stern			In Progress			Risk			Testing			Workday			Considerations for Workday testing with inclusion of HCM/Payroll information:

New cross-functional roles
•	If we need to have cross-functional roles, may not be done until Post-Prod
•	RISK:  Not all roles may be defined for Go Live
    •-	    IMPACT:  End users may not have the necessary level of security to perform their roles
    •-	    MITIGATION:  Define cross-functional security requirements during Architect			TRUE			04/15/22			09/09/22						Carolyn Bandle																																																marc.erlich@workday.com			08/30/22 8:29 AM


			037			mblackford@archrsc.com			04/15/22 5:03 AM						10			Green			Carolyn Bandle, Jonathan Stern			In Progress			Risk			Testing			Workday			Considerations for Workday testing with inclusion of HCM/Payroll information:
Regression testing of HCM:
 > current phase of deploying FIN & PLNF will modify cost centers, account codes, etc. used by HCM. Will need to perform regression testing in HCM to ensure changes do not break anything in other areas of Workday.			TRUE			04/15/22			09/09/22						Carolyn Bandle			Jonathan Stern			08/03 Carolyn and Johnathan please update team on how we plan to test Payroll integration.  Concerns on the Arch side about how and when this will occur.																																										marc.erlich@workday.com			08/30/22 8:29 AM


			038			mblackford@archrsc.com			04/15/22 7:39 AM						10			Green			Carolyn Bandle			In Progress			Action			Security			Customer			5.	Who will own FIN security? 
    a.	split up Business Process (BP) admin roles and create a BP Fin admin
    b.	Security Admin - traditionally WDay see IT own "clicking the button" to provide access even if a functional team member approves action
        i.	Action Item: Arch needs to discuss internally how they will handle security admin roles
              1.	Talk through how "approval" process looks
.
Can an IT user be granted ONLY the ability to add/change/delete Workday users to groups?  This will be important if IT takes on responsibility for provisioning Workday user accounts.			TRUE			04/15/22			09/09/22						M Bret Blackford			Carolyn Bandle, David Trani, Marty Zambo, Sherrie Eastwood						5/17-LF-discussed during weekly status meeting re. long term support plan.  Leaning decision is that HCM will manage their own and FIN will manage their own; so segmented roles for HCM and FIN admins will be needed.

4/18 CB: I have assigned to Marc and will work with him to provide more guidance.

Carolyn, Arch needs to make the decision but will need guidance from Workday.  I think those at Arch who have experience with WDay HCM understand a bit of what is involved in this issue but the wider audience who will be involved in the FIN implementation may need some guidance.
   --- Bret

8/2 - can Arch IT be granted just the limited set of access within Workday HCM/FIN to only allow add/modify/change to a user's role/privileges'?
    ---- Bret			3 HIGH (Important corrective action)																																				carolyn.bandle@workday.com			08/30/22 9:21 AM


			039			mblackford@archrsc.com			04/18/22 4:28 AM						N/A			Blue			Carolyn Bandle			Closed			Action			PMO			Workday			Arch Project Charter

Action Items (marked as comments within the doc)
-	Confirm whether project readiness DA reviews are also in scope.  There seem to be Stage Readiness Review Assessments in the plan. - Carolyn
-	Confirm Adaptive Planning Integration scope – Carolyn
-	Confirm Questions section – Carolyn
-	Add methodology slide for Adaptive Methodology – Carolyn
-	Confirm if Project Director is a WD role – Carolyn
-	Confirm if Workstream Architect is a WD role – Carolyn
-	Confirm WD roles and team members – Carolyn
-	Update Program Org chart for WD roles – Carolyn
-	Update project Team members - Carolyn			TRUE			03/23/22			04/22/22			04/27/22			Carolyn Bandle						CB 4/25: working to get these done today for review 4/26.			The Charter is available on the Arch SharePoint site here ... https://archcoal.sharepoint.com/sites/PMO/Shared%20Documents/Forms/AllItems.aspx?ga=1&id=%2Fsites%2FPMO%2FShared%20Documents%2FFinanceModernization%2FWorkday%2FImplementation%2F2%2E1%20%2D%20Financials%2F01%2DPlan%2F01%2DCharter&viewid=87d7636d%2D2f41%2D4c5e%2D9094%2D6c8674009559&noAuthRedirect=1			3 HIGH (Important corrective action)																																				carolyn.bandle@workday.com			04/25/22 7:08 AM


			040			mblackford@archrsc.com			04/20/22 1:54 PM						N/A			Blue			Carolyn Bandle			Closed			Action			Data Conversion			Workday			@carolyn schedule a HowTo session with Arch on how to complete the Data Conversion Strategy Document						04/20/22			04/22/22			04/25/22			Carolyn Bandle						CB 4/22: decided not to schedule a how-to session. Instead, workday will take ownership of strategy documents and refine with Paul [Kappel] after kick-off.						3 HIGH (Important corrective action)																																				carolyn.bandle@workday.com			06/30/22 7:06 AM


			041			mblackford@archrsc.com			04/20/22 1:54 PM						N/A			Blue			Carolyn Bandle			Closed			Action			PMO			Workday			@carolyn schedule a HowTo session with Arch on how to complete the Integration Strategy Document						04/20/22			04/22/22			06/06/22			Carolyn Bandle						4/27-LF-WD will own this and project team will finalize during Architect						3 HIGH (Important corrective action)																																				automation@smartsheet.com			06/06/22 11:06 AM


			042			mblackford@archrsc.com			04/21/22 5:33 AM						N/A			Blue			Carolyn Bandle			Closed			Action			PMO			Workday			@Carolyn we need to prepare a monthly status report for the executive sponsors (Executive Steering Committee Mtg.). Will want to review draft status report with PMs (Bret, Lucas, Carolyn) prior to scheduling mtg.						04/20/22			04/25/22			05/09/22			Carolyn Bandle												2 MODERATE (Preventative action)																																				automation@smartsheet.com			05/09/22 10:16 AM


			043			mblackford@archrsc.com			04/21/22 11:30 AM						N/A			Blue			M Bret Blackford			Closed			Decision			PMO			Customer			per 04/21/2022 conversation with Bret Blackford, Carolyn Bandle and Lucas Folse it was decided that the use of the "Deployment Preparation Navigation tool" is not needed.  This is an item called out for the Planning phase in the SoW.						04/21/22			05/01/22			05/02/22			M Bret Blackford						CB: Closing this as the decision was made - Carolyn has utilized tool for deliverable prep.						1 LOW (Improvement)																																				automation@smartsheet.com			05/02/22 9:36 AM


			044			mblackford@archrsc.com			04/21/22 11:34 AM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Action			PMO			Workday			per 04/21/2022 discussion with Carolyn Bandle, Lucas Folse, and Bret Blackford it was decided that key members of the Arch team should use SmartSheets.  Workday (Carolyn Bandle) will schedule a training session or provide some training material to the Arch team on how and when to use SmartSheets.  Training to be specific to the RAIDQ log initially so as to avoid confusion.  Additional training will be delivered later when SmartSheets will be used for Testing.						04/21/22			05/02/22			06/20/22			Carolyn Bandle						6/20 CB: Carolyn will schedule "training" session with Lucas - and then Lucas and Bret will schedule training sessions with Arch. Key at the moment is to get Arch team acquainted with the RAIDQ and basic SS functionality. Testing and reporting SS to follow.						3 HIGH (Important corrective action)																																				automation@smartsheet.com			06/20/22 11:01 AM


			045			mblackford@archrsc.com			04/21/22 11:36 AM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Question			PMO			Workday			Workday training.  Are there other training sessions that the Arch team needs to finish anytime over the next several weeks?						04/21/22			05/13/22			06/15/22			Carolyn Bandle						4/27-LF-there are training tasks included in the project plan.  Can these be tagged (Product Function?) and reported on?
Prior-Some training detail in attached email						3 HIGH (Important corrective action)																																				automation@smartsheet.com			06/15/22 11:25 AM


			046			mblackford@archrsc.com			04/21/22 11:40 AM						N/A			Blue			M Bret Blackford			Closed			Action			PMO			Workday			"Reporting Strategy Framework" is a document Workday is needing to present to Arch as part of the Planning phase.						04/21/22			05/02/22			06/22/22			Carolyn Bandle						6/22 - Reporting Strategy delivered - deeper strategy to be discussed in reporting design sessions
4/27-LF-Plan to finalize in Architect						3 HIGH (Important corrective action)																																				automation@smartsheet.com			06/22/22 6:50 AM


			047			mblackford@archrsc.com			04/21/22 11:41 AM						N/A			Blue			M Bret Blackford			Closed			Action			PMO			Workday			"Tenant Management Plan" is a document Workday is needing to present Arch as part of the Planning phase.						04/21/22			05/02/22			05/09/22			Carolyn Bandle						CB 4/25: tenant management plan is in progress, and will be presented this week.						3 HIGH (Important corrective action)																																				automation@smartsheet.com			05/09/22 10:16 AM


			048			mblackford@archrsc.com			04/21/22 11:43 AM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			"Training and Change Management Strategy" document is due as part of Planning phase.						05/06/22			05/11/22			05/24/22			Anna King			Greg Hensala, John Ingram, M Bret Blackford						5/3-LF-Discovery deck feedback will inform TM Strategy.  Flexibility in Due Date if needed.
4/27-LF-Hi Anna, please provide a draft by 4/29
5/3 - AK: Per 5/3 TM workstream discussion, Anna King sending initial draft to John Ingram for internal review by 5/10. Anna then sending latest draft to Arch for review by 5/11.
5/24 - AK: Verbal sign-off from Bret and Greg verified by Bret on 5/24.			3 HIGH (Important corrective action)																																				automation@smartsheet.com			05/24/22 9:05 AM


			049			marc.erlich@workday.com			04/25/22 3:57 PM						N/A			Blue			Ana Jonovic, Craig Munson, Marc Erlich			Closed			Action			Accounting Center			Customer			New Ellipse file needed in the transaction format provided in the Ellipse outbound interface. Additionally, we will need to data dictionary to ensure field definitions align between the two systems.						04/25/22			04/28/22			05/20/22			Max Rogers						ME 5/20: File version 2 was provided.																																										automation@smartsheet.com			05/20/22 4:23 PM


			050			marc.erlich@workday.com			04/25/22 3:59 PM						N/A			Blue			Ana Jonovic, Craig Munson, Marc Erlich			Closed			Action			Accounting Center			Customer			Project file extract needed from Ellipse.						04/25/22			04/28/22			06/06/22			Max Rogers						ME 5/20: Team please note that this is the request for the Project ID + Description file. 

COSOL working on MSF900 file which will be loaded into Workday. Arch and COSOL reviewed file 5/4/2022 to reduce the 240 fields down to those needed/wanted from Ellipse.																																										automation@smartsheet.com			06/06/22 11:06 AM


			051			marc.erlich@workday.com			04/25/22 4:01 PM						N/A			Blue			Marc Erlich			Closed			Action			Integrations			Workday			Client is interested in a process to sync FDM values between Ellipse and Workday. Add placeholder on integration log.						04/25/22			04/25/22			06/06/22			Carolyn Bandle																																																automation@smartsheet.com			06/06/22 11:12 AM


			052			mblackford@archrsc.com			04/26/22 12:16 PM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Action			Integrations			Workday			@Marc - We have started investigating ELLiPSE interface but we still need to review RMS & LMS. When do we need to schedule time with the Arch IT team to discuss these?						04/26/22			05/09/22			04/29/22			Marc Erlich			Paul Kappel			ME 4/29: Hi Bret, we are okay deferring RMS/LMS to the official AC design sessions starting mid May. We had a jump start on Ellipse because it was deemed relevant to the FDM in a core manner.																																										automation@smartsheet.com			04/29/22 9:12 AM


			053			lfolse@collaborativesolutions.com			04/27/22 11:12 AM						N/A			Blue						Closed			Issue			PMO			Workday			Incomplete Plan Stage Activity - Arch WD Deployment Preparation						04/27/22			07/01/22			07/11/22			Carolyn Bandle			John Lorson, Lucas Folse, M Bret Blackford, Paul Kappel, Rhonda Goede			Complete the deployment preparation tasks as outlined in the Deployment Preparation Navigator tool.   Although Arch is listed as responsible party, WD is owning this activity.  Plan to complete during Architect.  WD to escalate any critical activity.						2 MODERATE (Preventative action)			0 NONE | No impact																																	automation@smartsheet.com			07/11/22 11:27 AM


			054			lfolse@collaborativesolutions.com			04/27/22 11:22 AM						32			Yellow			Elsie Martinez, M Bret Blackford			New			Issue			PMO			Workday			Incomplete Plan Stage Activity - Business Value Assessment						04/27/22			10/01/22						Carolyn Bandle			Don Murphy			Complete the Baseline Value Assessment survey with the coordination and support by the Workday EM and Value Management team.  Minimal value from an Arch perspective.  Carolyn to follow up with Value Assessment Team and inform Bret/Marty.  WD to escalate if critical.						0 NONE (Nice to have)			0 NONE | No impact																																	marc.erlich@workday.com			08/30/22 8:29 AM


			055			lfolse@collaborativesolutions.com			04/27/22 2:13 PM						N/A			Blue			M Bret Blackford			Closed			Issue			PMO			Workday			Project Plan updates						04/27/22			04/29/22			05/02/22			Carolyn Bandle			Lucas Folse			Reconcile plan to SOW for stage deliverables, consolidate FIN and Prism plans into one plan, add owners						3 HIGH (Important corrective action)			0 NONE | No impact																																	carolyn.bandle@workday.com			05/02/22 6:13 AM


			056			lfolse@collaborativesolutions.com			04/27/22 2:15 PM						N/A			Blue			Carolyn Bandle, M Bret Blackford			Closed			Issue			PMO			Vendor			Project Plan updates - Test Management						04/27/22			07/01/22			07/11/22			Lucas Folse						7/11-LF-Tasks updated
6/20 CB: Test strategy document review and approved. Need to update tasks.
5/9-LF-DRAFT Test Strategy due this week; will review Strategy and tasks by 5/20
4/27-LF-Once a Test Manager is assigned, add detail tasks to plan						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			07/11/22 11:14 AM


			057			lfolse@collaborativesolutions.com			04/27/22 2:24 PM						N/A			Blue			M Bret Blackford			Closed			Issue			PMO			Workday			Incomplete Plan Stage Activity - Data Conversion Strategy						04/27/22			05/13/22			06/22/22			Carolyn Bandle			Lucas Folse, Paul Kappel, Sid Nagireddy, Tom Hutchinson			6/22 - Data Conversion strategy delivered; to be modified throughout design sessions
Provide the strategy and framework for how Arch shall convert the Professional Services from the legacy system(s) into the Service. Workday will own this initially and the project team will finalize during Architect						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			06/22/22 6:50 AM


			058			lfolse@collaborativesolutions.com			04/27/22 2:27 PM						N/A			Blue						Closed			Issue			PMO			Customer			Decision made to utilize GMS during design sessions if needed						04/27/22			04/27/22			04/27/22			M Bret Blackford			Carolyn Bandle, Lucas Folse			The Foundation Tenant Build is not complete as of 4/27.  If demos are required during design sessions, and the functionality is not available in the Foundation Tenant, then the GMS tenant will be used.						3 HIGH (Important corrective action)			0 NONE | No impact																																	lfolse@collaborativesolutions.com			04/27/22 2:29 PM


			059			lfolse@collaborativesolutions.com			04/27/22 2:33 PM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Issue			PMO			Workday			Incomplete Plan Stage Activity - Foundation Tenant Build						04/27/22			05/13/22			06/20/22			Carolyn Bandle						6/20 CB: foundation tenant build complete. 
The Tenant build includes data analysis, collection, and configuration activities to prepare Arch’s’ deployment Tenant for the Architect Stage.						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			06/20/22 11:04 AM


			060			lfolse@collaborativesolutions.com			04/27/22 2:44 PM						N/A			Blue			Rhonda Goede			Closed			Issue			PMO			Customer			Plan Assumption: Arch shall develop and deploy a Production support model, including defining roles and responsibilities, processes, and internal service level agreements between Arch teams						04/27/22			07/15/22			08/15/22			M Bret Blackford			Carolyn Bandle, Elsie Martinez, John Lorson, Paul Kappel			This should not be complete in plan.  Review Support model as part of C&P Exit.  Finalize prior to PDR.						2 MODERATE (Preventative action)			0 NONE | No impact																																	automation@smartsheet.com			08/15/22 9:35 AM


			061			lfolse@collaborativesolutions.com			04/27/22 2:52 PM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Issue			PMO			Workday			Plan Assumption:  •	Plan Assumption: Arch shall provide all data not contained in the Workday Service for ingestion into Workday Prism Analytics for mentioned use case(s).						04/27/22			07/15/22			06/30/22			Carolyn Bandle			Jake Lobel, Paul Kappel, Susana Ip, Tyler Pope			CB 6/30: closing, as this is being discussed in Prism sessions

This should not be complete in plan.  Address during Data Conversion approach workshop.						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			06/30/22 7:08 AM


			062			lfolse@collaborativesolutions.com			04/27/22 2:55 PM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Issue			PMO			Workday			Plan Assumption:  Workday shall support Arch to determine which types of data, if any, will be ingested into Workday Prism Analytics from the Workday Service.  Arch shall be responsible for identifying PHI and PCI so that such data is not ingested.						04/27/22			07/15/22			06/30/22			Carolyn Bandle			Jake Lobel, Paul Kappel, Susana Ip, Tyler Pope			CB 6/30: closing, as this is being discussed in Prism sessions

This should not be complete in Plan.  Address during Data Conversion approach workshop						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			06/30/22 7:08 AM


			063			lfolse@collaborativesolutions.com			04/27/22 3:57 PM						N/A			Blue						Closed			Question			PMO			Customer			How will forecasting be handled in 2023						04/27/22			04/27/22			05/09/22									During the kickoff call on 4/27, Bernie Mabe asked the question above.  The response was that:

		○ Adaptive Planning will replace OFA as part of Phase2
		○ 2023 process continues in OFA
		○ 2024 budget season should be on Adaptive
                  Temporary INT from WD to OFA						2 MODERATE (Preventative action)			2 MODERATE | Hindered operations																																	automation@smartsheet.com			05/09/22 7:42 AM


			064			lfolse@collaborativesolutions.com			05/02/22 2:54 PM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Send TM Discovery Deck to Greg Hensala						05/02/22			05/11/22			05/03/22			Greg Hensala			Anna King, John Ingram			Anna to send Transition Management Discovery deck to Greg Hensala for feedback.  Feedback expected by 5/6 in order to re-estimate the Phase 1 TM effort.
5/3 - AK: Anna King sent updated version to Greg Hensala for review. Feedback expected by 5/11.			5/4-LF-RAID065 opened for feedback from Greg
5/4 -LF-reopened and assigned to Greg
5/3-LF-Due date adjusted to 5/11 based on 5/3 TM WS meeting			2 MODERATE (Preventative action)			0 NONE | No impact																																	lfolse@collaborativesolutions.com			05/04/22 4:03 PM


			065			aking@collaborativesolutions.com			05/03/22 10:19 PM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Review Transition Management (TM) Discovery Workbook						05/03/22			05/11/22			05/09/22			Greg Hensala			Anna King, John Ingram, M Bret Blackford						5/3 - AK: Anna King sent updated version to Greg Hensala for review. Feedback expected by 5/11.
5/5 - AK: Feedback from Greg Hensala received.			3 HIGH (Important corrective action)																																				automation@smartsheet.com			05/09/22 11:54 AM


			066			aking@collaborativesolutions.com			05/03/22 10:23 PM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Update Transition Management (TM) components of Project Plan						05/11/22			07/01/22			07/05/22			Anna King			John Ingram, Lucas Folse						5/3 - AK: Anna King's updated to Project Plan contingent on TM strategy alignment.
5/25 - AK: Moved Due date up due to sign off earlier than originally anticipated.
6/21 - AK: Awaiting official sign off on change order
6/28 - BB: Make sure that TM dates don't contradict other dates
7/5 - AK: Completed			3 HIGH (Important corrective action)																																				automation@smartsheet.com			07/05/22 8:50 AM


			067			carolyn.bandle@workday.com			05/09/22 6:30 AM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			PMO			Customer			Deployment Prep Navigator - Items that have been deferred to Architect:
- Provide IT Policies - Bret
- Pre-Design Questionnaires (TBD) - Carolyn
- Integrations (need vendor contacts, sample files) - Paul
- Data Conversion (record count activity - TBD) - Carolyn						05/09/22			06/27/22			06/30/22						Lucas Folse, M Bret Blackford			6/22 - policies were received, pre-design questionnaire delivered,																																										automation@smartsheet.com			06/30/22 7:03 AM


			068			aking@collaborativesolutions.com			05/10/22 4:03 PM						N/A			Blue			Carolyn Bandle, Greg Hensala, John Ingram, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Review TM Strategy document (attached).						05/12/22			05/31/22			05/24/22			M Bret Blackford			Anna King, John Ingram						5/10 AK: Discussed review timeline as a workstream during 5/10 workstream meeting.
5/24 - AK: Verbal sign-off from Bret and Greg verified by Bret on 5/24.			3 HIGH (Important corrective action)																																				mblackford@archrsc.com			05/24/22 9:07 AM


			069			mblackford@archrsc.com			05/13/22 8:34 AM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			Integrations			Workday			@Carolyn We still have not started discussing Integrations and the Integration Strategy.  The SoW and Project Plan mention an integration strategy template that Workday should provide to Arch.  Per review of SoW this should have been done as part of §3.1 Plan Stage.						04/27/22			05/01/22			06/06/22			Carolyn Bandle																																																automation@smartsheet.com			06/06/22 11:09 AM


			070			mblackford@archrsc.com			05/13/22 8:34 AM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			Data Conversion			Workday			@Carolyn We still have not started discussing Data Conversion and the Data Conversion Strategy.  The SoW and Project Plan mention a Data Conversion strategy template that Workday should provide to Arch.  Per review of SoW this should have been done as part of §3.1 Plan Stage.						04/27/22			05/01/22			06/06/22			Carolyn Bandle						see #8 above																																										automation@smartsheet.com			06/06/22 11:09 AM


			071			lfolse@collaborativesolutions.com			05/17/22 2:29 PM						3			Yellow			Carolyn Bandle, Elsie Martinez, M Bret Blackford			New			Risk			Reporting			Customer			Arch Cost Center managers are used to pulling reports from OFA and Ellipse						05/17/22			09/02/22						Rhonda Goede			Anna King, Tyler Pope			CB: David Trani
Future state may require the data to be sourced from WD; need to keep CC managers informed.  Future state reports need to be designed during Architect.						2 MODERATE (Preventative action)			2 MODERATE | Hindered operations																																	carolyn.bandle@workday.com			08/30/22 11:32 AM


			072			mblackford@archrsc.com			05/20/22 4:29 AM						N/A			Blue			Carolyn Bandle, John Lorson, Lucas Folse, M Bret Blackford, Marc Erlich, Sid Nagireddy, Tom Hutchinson			Closed			Action			PMO			Workday			John Lorson, CAO, would like to add Concur (expense reporting) integration into Workday.  We need to determine additional project time/cost associated with this and get info to John Lorson and Executive Steering committee to determine if we add to project scope.			TRUE			05/16/22			06/24/22			06/27/22			Carolyn Bandle						CB 6/27: it was determined we would not move forward with this change order
CB 6/20: change order information delivered to Bret. 
CB 5/25: aiming to have time/cost analysis by end of week 6/3 - will send to Bret for review as well as steering committee																		Integration
Testing																		TRUE			Identified			automation@smartsheet.com			06/27/22 10:16 AM


			073			mblackford@archrsc.com			05/20/22 6:02 AM						N/A			Blue			Carolyn Bandle, Lucas Folse			Closed			Question			PMO			Workday			@Carolyn, can you have the various Workday stream leads use Central Standard Time (CST) as default.  The client (Arch) is in CST and it make scheduling much easier for Arch when times are communicated in CST.  Consider CST as Arch Standard Time (AST).						05/16/22			05/31/22			05/25/22			Carolyn Bandle						CB 5/25: I will remind the workday team to send times in CST.																																										automation@smartsheet.com			05/25/22 6:54 AM


			074			craig.munson@workday.com			05/20/22 4:06 PM						N/A			Blue			adifatta@archrsc.com, Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, John Lorson, M Bret Blackford, Marc Erlich, Rhonda Goede, Sophia Johnson, tschroeder@archrsc.com			Closed			Action			Accounting Center			Customer			> Need to final RMS files (4) formats for monthly ingestion/processing in WD Prism/Accounting Center.						05/20/22			07/01/22			07/11/22			tschroeder@archrsc.com						6/24 : about 90% completed
> need file formats as intended to be ingested into WD placed on SFTP to complete design session/configuration approaches						3 HIGH (Important corrective action)												Financial Accounting
Integration
Reporting																								automation@smartsheet.com			07/11/22 11:50 AM


			075			craig.munson@workday.com			05/20/22 4:18 PM						N/A			Blue			adifatta@archrsc.com, Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, John Lorson, M Bret Blackford, Marc Erlich, Rhonda Goede, Sophia Johnson, tschroeder@archrsc.com			Closed			Decision			Accounting Center			Customer			Adding Fields to Accounting Journals: 
-> "Price Detail Class Code" – approx. 132 values 
> Solution Approach: Take current Revenue Categories – e.g. Base Price – and make them Revenue Category Hierarchies where “Price Detail Class Code” are configured as individual Revenue Category values (taggable worktag) 
• Adaptations: Configure/keep “Base Price” revenue category to be used for: 
> Top sided journals 
> Planning where all Budget to Actuals will be performed at the Revenue Category Hierarchy 
 Note: These proposed changes to FDM preliminarily appears to better align the Revenue Category Hierarchies to Ledger Account which should provide for ease of maintenance and reporting						05/20/22			06/03/22			06/06/22			tschroeder@archrsc.com						CB 6/6: decided to not bring in this data

> need decision to include new field on accounting journals and if Arch will adaptive their FDM (Revenue Categories/Spend Categories) to proposed approach

	Considerations (as identified currently):
•	Data Conversion detail data gaps.  It may not be possible or cost effective to add this level of detail information on historical journals; resulting in gaps/misalignments in data pre/post cut-over to WD.
•	 WD Planning (Adaptive) at higher dimension hierarchies vs. Actuals more detailed; requiring reporting .  If planning evolves overtime, the approach is adaptable to future changes
•	Gross Profit reporting/analysis likely limited to Ledger Accounts if Revenue/COGS do not share WTs						3 HIGH (Important corrective action)												Financial Accounting
Integration
Reporting																								automation@smartsheet.com			06/06/22 11:59 AM


			076			craig.munson@workday.com			05/20/22 4:22 PM						N/A			Blue			adifatta@archrsc.com, Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, John Lorson, M Bret Blackford, Marc Erlich, Rhonda Goede, Sophia Johnson, tschroeder@archrsc.com			Closed			Decision			Accounting Center			Customer			Adding Fields to Accounting Journals
-> Market Product – approx. ?? values >> 
> Solution Approach – 3 options: 
•	Option 1:  Leverage WD delivered “Basic Sales Item” worktag.  Within Prism, an enrichment will be required to manually map Basic Sales Items to Revenue Categories where WD native design supports configuring “many” market product values to roll-up to a single “revenue category” >> rolling up to a Revenue Category Hierarchy 
•	Option 2:  Leverage WD delivered full Sales Item worktag where WD native design supports configuring “many” market product values to roll-up to a single “revenue category” (required) >> rolling up to a  Revenue Category Hierarchy
o	Advance analytical reporting from WD Financials based upon Sales Items configurable values/options – e.g. additional descriptions/alternate descriptions, default Unit of Measures, Sales Item Group (this adds another aggregating dimension for reporting BUT is NOT persisted on journals)
o	Maintenance is increased
o	A deployment Change Order maybe required
•	Option 3:  Leverage WD delivered “Custom org” worktag where this will provide for organizing Market Product’s under hierarchies for roll-up. 
o	Effective Dating is available where changes can occur with regards to add/inactivating values, name and/or hierarchy changes can occur “prospectively” eliminating any impacts of changes on historical / published reports
o	Easier WT/object taggable on both Revenue and Spend activity; leading to dimensions available for Gross Profit calculations

23-May-2-022 - CTM:  >> Based upon both Rhonda's and John's emails/feedback, this will not be an Accounting Source resulting journal requirement.. Closing this RAIDQ.						05/20/22			06/03/22			Customer			tschroeder@archrsc.com			John Lorson, Rhonda Goede			> need decision to include new field on accounting journals and if Arch will adaptive their FDM (Revenue Categories/Spend Categories) to proposed approach

	Considerations (as identified currently):
•	Data Conversion detail data gaps.  It may not be possible or cost effective to add this level of detail information on historical journals; resulting in gaps/misalignments in data pre/post cut-over to WD.
•	 WD Planning (Adaptive) at higher dimension hierarchies vs. Actuals more detailed; requiring reporting .  If planning evolves overtime, the approach is adaptable to future changes
•	Gross Profit reporting/analysis likely limited to Ledger Accounts if Revenue/COGS do not share WTs

Rhonda Geode 23-May-2022 email:  "I don’t know that we decided on market product to be added to the GL, did we?  I thought after further discussion that maybe leaving that type of reporting in the marketing database or side of reporting, as it will have ALL the voluminous detail to be reported on.  We can essentially get Met revenue by looking at the met locations currently, just can’t get HVA met revenue vs HVB… but it IS available in marketing. 
 
We had thrown around the idea of adding the detail for transportation components but I’m not sure where that landed either.  We do not budget to that detail (in fact, we do not budget transportation at all), so again, maybe we leave that in the marketing side of things.

John Larson 23-May 2022 email (reply/confirmation to Rhonda above):  "Agreed, don’t think we landed on any particular solution.  We couldn’t find any compelling arguments to add any revenue based tagging and detail.   Have a good week.  Keep those recordings going. "						3 HIGH (Important corrective action)												Financial Accounting
Integration
Reporting																								craig.munson@workday.com			05/23/22 5:03 PM


			077			marc.erlich@workday.com			05/20/22 4:26 PM						N/A			Blue			Ana Jonovic, Craig Munson, Marc Erlich			Closed			Action			Accounting Center			Customer			What should we do with the zero transaction amounts. Filter, dismiss, or pass to GL?

Simplest solution is to filter if we don't need them.						05/20/22			06/27/22			06/27/22			Tony DiFatta						ME 6/24: Decision made to filter zeros up front as well as stat accounts and Ellipse generated IC AR/AP. 
CB 6/24: Follow-up with Tony to see if decision has been made about zero-dollar transactions
ME 6/8/22: Ana will provide a monthly download of zero dollar records to Arch to assist in the decision.																																										automation@smartsheet.com			06/27/22 9:52 AM


			078			marc.erlich@workday.com			05/20/22 4:27 PM						N/A			Blue			Craig Munson, Max Rogers, Tony DiFatta			Closed			Action			Accounting Center			Customer			Provide v3 of the Ellipse file in the new Workday FDM model.						05/20/22			05/27/22			06/08/22			Ana Jonovic						ME 5/20: I have updated the Accounting Source to be ready for the next v3 file.																																										automation@smartsheet.com			06/08/22 7:48 AM


			079			craig.munson@workday.com			05/20/22 4:29 PM						N/A			Blue			adifatta@archrsc.com, Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, John Lorson, M Bret Blackford, Marc Erlich, Rhonda Goede, Sophia Johnson, tschroeder@archrsc.com			Closed			Decision			Accounting Center			Customer			> Will RMS Files be loaded and created by separate Journal Source in WD:  Invoiced, Accrued, etc.						05/20/22			06/03/22			Customer			tschroeder@archrsc.com						> If separate journals will be created for RMS we'll need to update the Core FIN Accounting WB to include separate Journal Sources and take possible steps to restrict usage to Accounting Center only.			CB 6/6: use case does not seem to be needed by Arch team			3 HIGH (Important corrective action)												Financial Accounting
Integration
Reporting																								carolyn.bandle@workday.com			06/06/22 11:59 AM


			080			marc.erlich@workday.com			05/20/22 4:29 PM						N/A			Blue			John Lorson, Sophia Johnson			Closed			Action			FDM			Workday			Reports needed to validate the controls within Workday. This will consist of three reports. 
Condition Rule report for custom validation
Extract cost center - company restrictions
Spend category extract - allowed cost center						05/20/22			06/24/22			06/27/22			Marc Erlich						Please see Validate FDM reports																																										automation@smartsheet.com			06/27/22 9:53 AM


			081			marc.erlich@workday.com			05/20/22 4:31 PM			100%			Past Due			Red			Tom Hutchinson			New			Action			Integrations			Workday			Work with Tom on the nuance of the ad hoc files processed at month end. Potentially a cloned integration with a different pick up point with the assumption that it will not be processed in the middle of the night? 
  - Need to ensure the same data will not be included in the daily batch - coordinate with Max and Ana.
  - Ideally we are not letting folks directly load files to tables from a controls standpoint, however, that is also an option.						05/20/22			06/12/22						Marc Erlich						ME 5/20: Tom this is a note more to myself than to you but we will want to connect on some of the nuances that occur at month end as it relates to Ellipse.																																										lfolse@collaborativesolutions.com			06/13/22 7:30 AM


			082			marc.erlich@workday.com			05/20/22 4:32 PM						N/A			Blue			Tom Hutchinson			Closed			Decision			Integrations			Customer			No validation logic needed at ingestion as file from Ellipse has historically been quite clean. No control file will be provided.						05/20/22			05/20/22			05/20/22			Tony DiFatta																																																automation@smartsheet.com			05/20/22 4:32 PM


			083			mblackford@archrsc.com			05/23/22 11:57 AM						124			Yellow			Carolyn Bandle, Elsie Martinez, John Lorson, M Bret Blackford, Marc Erlich, Rhonda Goede			New			Action			Reporting			Workday			Oracle Financial Analyzer (OFA) will be the official reporting system until Adaptive Planning goes live mid-2023.  While OFA is still reporting (Phase 1) how will key reports be created?  What are the key reports needed?						05/23/22			01/01/23						Tyler Pope																																																marc.erlich@workday.com			08/30/22 8:29 AM


			084			lfolse@collaborativesolutions.com			05/23/22 1:45 PM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Question			Integrations			Vendor			Will authentication be covered in the Integration Discovery and Design session?						05/23/22			05/30/22			06/20/22			Tom Hutchinson			Paul Kappel			6/20 CB: we can add it to integration calls OR schedule ad hoc meetings as well. 
There is an authentication decision noted in the SOW.  Will this be covered in the INT Discovery and Design session?						3 HIGH (Important corrective action)			0 NONE | No impact																																	automation@smartsheet.com			06/20/22 11:04 AM


			085			aking@collaborativesolutions.com			05/25/22 11:43 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, John Ingram, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Prepare for first TM Architect Discussion during standing workstream meeting.						05/24/22			06/07/22			06/07/22			Anna King			John Ingram						5/25 AK: First of multiple workstream meetings dedicated to TM Architect planning.
6/7 AK: Pushed out one week due to workstream meeting cancellation on 5/31 (multiple conflicts). 1 out of 5 TM Architect discussions completed.			3 HIGH (Important corrective action)																																				automation@smartsheet.com			06/07/22 10:06 AM


			086			aking@collaborativesolutions.com			05/25/22 11:46 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, John Ingram, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Confirm workstream-based format for TM Architect Workshopping with Greg Hensala.						05/24/22			05/27/22			06/07/22			M Bret Blackford			Greg Hensala						5/25 AK: Bret will verify with Greg per workstream meeting discussion on 5/24.
6/7 AK: Confirmed			3 HIGH (Important corrective action)																																				automation@smartsheet.com			06/07/22 10:04 AM


			087			carolyn.bandle@workday.com			05/27/22 6:26 AM						N/A			Blue			Carolyn Bandle, John Lorson, Lucas Folse, M Bret Blackford, Marc Erlich			Closed			Decision			FDM			Customer			Three requests were made for Arch to discuss internally:
1. Ref ID Update
2. Org Code Number Update
3. Org included in Name Update

1 & 2 will have the biggest impact on end users; #3 is the lowest of priorities			TRUE			04/25/22			06/08/22			06/06/22			M Bret Blackford			John Lorson			5/24: Update via email from Bret on #3 "Internally we have discussed the idea of OrgCode+CoName and concluded that the cost is not worth the benefit." -																																										automation@smartsheet.com			06/06/22 11:53 AM


			088			aking@collaborativesolutions.com			06/07/22 10:08 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, John Ingram, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Deliver first draft of Communications Plan						06/07/22			06/21/22			06/28/22			Anna King			Greg Hensala, John Ingram, M Bret Blackford			CB 6/24: Anna to mark as complete :)			6/7 - AK: Communications Plan Architect Discussion completed. Therefore, Communications Plan can be created.
6/21 - AK: Contingent on Arch's formatting decision.
6/27 - AK: Formatting decision made during 6/27 status call			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			06/28/22 8:49 AM


			089			aking@collaborativesolutions.com			06/07/22 10:11 AM						N/A			Blue			Greg Hensala, M Bret Blackford			Closed			Action			Transitional Management			Customer			Confirm Communications Plan format with Bret						06/13/22			06/21/22			06/27/22			Greg Hensala			M Bret Blackford						6/7 - AK: Greg will confirm with Bret the Communications Plan format: Excel spreadsheet in SharePoint, or in-line with Project Plan in Smartsheet? (Greg leaning toward Excel)
6/21 - AK: Anna followed up Bret's confirmation email to Greg last week
6/27 - AK: Greg and Bret gave verbal format confirmation during status call			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			06/28/22 7:18 AM


			090			marc.erlich@workday.com			06/08/22 7:48 AM						N/A			Blue			Tom Hutchinson, Tony DiFatta			Closed			Action			Accounting Center			Customer			Need a new file to be generated with District Code matching the Workday Company Code - 3 digits. File should be coordinated between Joe and Tom to leverage the integration to load the file.						06/08/22			06/10/22			06/27/22			Ana Jonovic						ME 6/24: This requirement was cancelled, we are doing district code mapping as part of AC mapping
ME 6/8/22: Ana will provide Marc with the district to company code mapping. Marc to load district code mapping.
Add a custom dismiss on district code - SDEP																																										carolyn.bandle@workday.com			06/30/22 7:06 AM


			091			marc.erlich@workday.com			06/08/22 7:50 AM			100%			Past Due			Blue			Ana Jonovic, Greg Hensala, gszczepan@archrsc.com, Tony DiFatta			Cancelled			Action			Accounting Center			Vendor			Can we identify the intercompany affiliate from Ellipse data on intercompany accounts?						06/08/22			07/13/22			07/22/22			Ana Jonovic						ME 7/21: Ana is coordinating with Joe
ME 7/6/22: We have isolated the Ellipse intercompany to a single account - 22860 Intercompany Interest Payable. We believe the vendor name could be the driver for the intercompany affiliate worktag. Ana is taking a look at the data to confirm that in the example of Australia, that vendor is only being used for this interest payment.																																										carolyn.bandle@workday.com			08/30/22 10:50 AM


			092			marc.erlich@workday.com			06/08/22 7:50 AM						1			Yellow			Greg Hensala, gszczepan@archrsc.com, Tony DiFatta			New			Action			Accounting Center			Workday			Update the cash flow mapping table based on account/CF code combos						08/17/22			08/31/22						Tony DiFatta						ME 8/17: Tony will be able to start once John/Marc finish the CF proof and load the CF Codes into Arch 3.
CB 8/1: Marc will look at attributes
ME 7/21: Not a dependent task for Ellipse, we will own the mapping in Workday AC.
CB 6/27: Marc and Greg need to schedule cash flow meeting
CB 6/24: Bret to follow-up with Greg on status of cash flow codes
ME 6/8/22: Work with Greg to schedule a meeting for 6/15 afternoon. After completing the cash flow mapping, are there Ellipse accounts that need a tag?																																										marc.erlich@workday.com			08/30/22 8:29 AM


			093			marc.erlich@workday.com			06/08/22 8:27 AM						Unknown			Green									Decision									Scope of Ellipse changes:
> District code - remain unchanged
> Accounts - will reflect the new WD accounts/spend cats
> Cost centers will reflect the new WD cost centers.						06/08/22									John Lorson																																																automation@smartsheet.com			06/08/22 8:27 AM


			094			mblackford@archrsc.com			06/10/22 1:46 AM						31			Blue			Carolyn Bandle, Elsie Martinez, John Lorson, M Bret Blackford, Marc Erlich			Deferred			Decision			Financial Accounting			Workday			Discussion in June 9, 2022 FIN session with Sophia about including Budget and forecast info in Workday.  Arch unsure if this is necessary or part of the 2023 Adaptive Planning effort.  Workday (Marc and Sophia) to discuss and help guide team.						06/09/22			09/30/22						Sophia Johnson						SJ - 8/8: Will Review OFA Integration Requirements and Workday Standard practices in Workstream this week.
SJ 6/29 Deferred to Adaptive Phase, based on Reporting in OFA and Adaptive team preference to control config.																																										marc.erlich@workday.com			08/30/22 8:29 AM


			095			carolyn.bandle@workday.com			06/20/22 11:02 AM						N/A			Blue			Carolyn Bandle, Lucas Folse			Closed			Action			PMO			Workday			Schedule SS training session with Lucas - Lucas schedule training session with Arch.						06/20/22			06/22/22			06/27/22			Carolyn Bandle			Lucas Folse																																													automation@smartsheet.com			06/27/22 10:14 AM


			096			aking@collaborativesolutions.com			06/21/22 10:25 AM						N/A			Blue			Carolyn Bandle, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Provide general availability for Anna and Lucas for upcoming HCM/Payroll checkpoint call series starting toward the end of June						06/14/22			06/23/22			06/28/22			Anna King			Lucas Folse						6/21 - AK: Lucas, John Ingram, and Anna are touching base internally on 6/23
6/28 - AK: Sent Anna and Lucas' availability in light of John Ingram leaving the workstream			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			06/28/22 9:22 AM


			097			aking@collaborativesolutions.com			06/21/22 10:27 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Deliver first draft of Change Impact Assessment based on Arch feedback during 6/21 workstream meeting						06/21/22			06/24/22			06/21/22			Anna King			Greg Hensala, M Bret Blackford						6/21 - AK: Confirmed Arch's preferred format during workstream meeting on 6/21			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			06/28/22 7:19 AM


			098			aking@collaborativesolutions.com			06/21/22 10:29 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Follow up with Greg re: adding the monthly call with Execs (relevant CFOs and VPs) and Bret, Lucas, and Carolyn to Comms Plan						06/21/22			06/24/22			06/28/22			M Bret Blackford			Greg Hensala						6/21 - AK: Bret offered to confirm relevance to Communications Plan with Greg; Anna will update Communications Plan, accordingly
6/28 - BB / GH: This would be a need-to-know basis and will only have more information to share in time			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			06/28/22 9:24 AM


			099			marc.erlich@workday.com			06/29/22 12:46 PM						N/A			Blue			Rhonda Goede			Closed			Action			FDM			Workday			Load latest cost centers/cost center hierarchies from v1.26 into Arch 1.						06/29/22			07/06/22			07/06/22			Marc Erlich																																																automation@smartsheet.com			07/06/22 8:33 AM


			100			marc.erlich@workday.com			06/29/22 12:47 PM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			Ana will work to schedule time with the Arch team to cover the bank account and cost center mappings in Ellipse						06/29/22			08/01/22			08/17/22			Ana Jonovic						ME 7/27: Very close to complete - goal is end of week for the last remaining questions. 
AD 7/22: Tony provided the necessary feedback on bank mappings.  Cosol needs to set up 4 bank accounts in Ellipse to accurately record the mappings.
ME 7/21: There is one more item Tony brought up on bank accounts.																																										automation@smartsheet.com			08/17/22 9:52 AM


			116			marc.erlich@workday.com			07/06/22 9:29 AM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			Generate a manual file to test out the latest mapping.						07/13/22			08/03/22			08/30/22			Ana Jonovic						ME 7/27: Ana is sending the latest mapping to Joe. We want to send a file by mid next week																																										automation@smartsheet.com			08/30/22 8:29 AM


			115			marc.erlich@workday.com			07/06/22 9:15 AM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			Wave 1: Within Ellipse, develop a translation table that sits on top of Ellipse to generate testing files.
Need to be able to generate daily files by 9/12.						07/13/22			08/29/22			08/30/22			Ana Jonovic																																																automation@smartsheet.com			08/30/22 8:29 AM


			138			marc.erlich@workday.com			07/27/22 9:26 AM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			Wave 2: COSOL's team to develop the CoA into Ellipse itself. no longer needing the translation table.						10/11/22			10/17/22			08/30/22			Ana Jonovic																																																automation@smartsheet.com			08/30/22 8:29 AM


			101			marc.erlich@workday.com			06/29/22 12:48 PM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			Ana will work with Joe to regenerate a new file with the latest mappings						08/03/22			08/05/22			07/27/22			Ana Jonovic																																																automation@smartsheet.com			07/27/22 9:26 AM


			102			marc.erlich@workday.com			06/29/22 12:48 PM						N/A			Blue			Tom Hutchinson			Closed			Action			Accounting Center			Workday			Joe (COSOL) and Tom (Workday) should come together to run the next file through the integration once available.						08/05/22			08/09/22			08/19/22			Tom Hutchinson						TWH 8/19:  End-to-End testing of Ellipse AC/Prism integration completed successfully in ARCH3.  AC batch launched, as requested by Accounting Center team.																																										automation@smartsheet.com			08/19/22 9:50 AM


			103			marc.erlich@workday.com			06/29/22 12:49 PM			100%			Past Due			Red			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			New			Action			Accounting Center			Vendor			Validation rules in Ellipse						06/29/22			08/29/22						Ana Jonovic						AD 7/22: Ana will confirm the rules by WE 7/29
ME 6/29/22: I have provided the current validation reports for Bank Account to Company (District Code in Ellipse), Cost Center to Company, and Spend Category to Cost Center. As we continue to evolve the FDM, we will want to keep Ana in the loop so that she can work on the Ellipse side to ensure similar validation rules exist up front. This will reduce our error rates significantly over time.																																										carolyn.bandle@workday.com			08/30/22 10:50 AM


			104			marc.erlich@workday.com			06/29/22 12:52 PM						N/A			Blue			Carolyn Bandle, Rhonda Goede, Tyler Pope			Closed			Action			Reporting			Workday			There is a need for Arch to better understand the reporting tools available in Workday, particularly as it relates to the pros/cons of Adaptive reporting v Workday reporting. Based upon that understanding, a finalized Phase 1 reporting scope can be determined based on what reports need to be written in Workday Reporting. Reports that will be written in Adaptive will be part of Phase 2. In the interim, OFA would supplement reporting until Phase 2 is complete.						06/29/22			07/15/22			08/10/22			Carolyn Bandle						ME 6/29: The next action item here is to bring on an Adaptive reporting resource to work with Tyler to review Arch requirements and determine pro/con list. Following that step, arranging a meeting with Rhonda and team to go over the capabilities and recommendations.

ME 8/10: An adaptive resource has been brought onto the project. The team is working with Arch to discuss which reports are phase 1 in Workday and which are phase 2 in adaptive which is captured in a separate decision.																																										automation@smartsheet.com			08/10/22 9:04 AM


			105			marc.erlich@workday.com			06/29/22 12:56 PM						N/A			Blue			Rhonda Goede			Closed			Action			FDM			Customer			Update SEC ledger account summary						06/29/22			07/18/22			08/08/22			Rhonda Goede						CB 8/1 - double check with Marc that this is good to close																																										automation@smartsheet.com			08/08/22 11:07 AM


			106			carolyn.bandle@workday.com			06/30/22 7:10 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, M Bret Blackford, Rhonda Goede, Tyler Pope			Closed			Action			Reporting			Workday			Engage Adaptive team with Workday and Arch reporting teams to identify reporting needs that will come out of Adaptive, and reports that can be build within Workday.						06/28/22			07/29/22			08/10/22			Carolyn Bandle						Adaptive team is engaged - looking for a resource to assist for a few hours each week																																										automation@smartsheet.com			08/10/22 9:04 AM


			107			carolyn.bandle@workday.com			06/30/22 7:28 AM						N/A			Blue			Carolyn Bandle, Jake Lobel, Lucas Folse, M Bret Blackford, Marc Erlich			Closed			Decision			Data Conversion			Customer			How does Arch want to ingest their historical legacy data: via either journal connector OR accounting center?			TRUE			06/27/22			07/15/22			07/11/22			M Bret Blackford						7/7 SJ - Decision Use Accounting Center Long Term for historical data
7/5-LF-decision needed prior to E2E build.  If mapping in SQL, use Journal Connector.  If mapping in WD, can push out a few weeks.  Need a few weeks to do the mapping.																																										automation@smartsheet.com			07/11/22 11:30 AM


			108			aking@collaborativesolutions.com			07/05/22 10:16 AM						N/A			Blue			Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Confirm SharePoint access for Anna and Lucas						07/05/22			07/08/22			07/14/22			M Bret Blackford			Anna King, Lucas Folse			CB 7/11 - as of 7/11, Lucas can access, but Anna cannot.
AK 7/14 - Anna has been restored appropriate access			7/5 AK: Anna and Bret confirmed they are unable to access SharePoint folders
7/5 AK: Bret submitted Arch Service Desk ticket for Anna and Lucas			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			07/14/22 8:30 AM


			109			aking@collaborativesolutions.com			07/05/22 10:18 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Review Communications Plan						07/05/22			08/02/22			07/29/22			Greg Hensala			Anna King, M Bret Blackford			AK 7/18 - Greg is OOO week of 7/18
AK 7/26 - Greg agreed to review by the end of 8/2 (Anna is OOO 8/1 and 8/2)
AK 8/1 - Greg shared feedback with Anna via email on 7/29						2 MODERATE (Preventative action)																																				aking@collaborativesolutions.com			08/01/22 11:47 AM


			110			aking@collaborativesolutions.com			07/05/22 10:24 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Customer			Review Change Impact Assessment recommendations						07/05/22			08/02/22			07/29/22			Greg Hensala			Anna King, M Bret Blackford			AK 7/26 - Greg agreed to review by the end of 8/2 (Anna is OOO 8/1 and 8/2)
AK 8/1 - Greg shared feedback with Anna via email on 7/29						2 MODERATE (Preventative action)																																				aking@collaborativesolutions.com			08/01/22 11:47 AM


			111			aking@collaborativesolutions.com			07/05/22 10:28 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Update TM workstream meeting series to reflect bi-weekly cadence						07/05/22			07/05/22			07/11/22			Anna King			Greg Hensala, M Bret Blackford						7/5 AK: Received verbal sign-off from Bret and Greg			2 MODERATE (Preventative action)																																				automation@smartsheet.com			07/11/22 11:50 AM


			112			aking@collaborativesolutions.com			07/05/22 10:29 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Upload this week's meeting minutes and recording to SharePoint after Arch restores Anna's SharePoint access						07/05/22			07/08/22			07/11/22			Anna King						CB 7/11 - Lucas will update for Anna						2 MODERATE (Preventative action)																																				automation@smartsheet.com			07/11/22 11:50 AM


			113			aking@collaborativesolutions.com			07/05/22 10:30 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, Lucas Folse, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Prepare for next TM Architect Discussion: Training contd.						07/05/22			07/12/22			07/14/22			Anna King			Greg Hensala, M Bret Blackford			AK 7/14 - Prepared to discuss holistic training recommendations based on comprehensive nature of KT schedule			7/5 AK: Anna will review KT Tracker in Smartsheet			3 HIGH (Important corrective action)																																				aking@collaborativesolutions.com			07/14/22 8:30 AM


			114			aking@collaborativesolutions.com			07/05/22 10:35 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, Greg Hensala, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Prepare for next TM Architect Discussion: Sustainment Part II						07/26/22			08/09/22			08/09/22			Anna King			Greg Hensala, M Bret Blackford			AK 7/18 - Anna will send status email in place of workstream meeting on 7/19 due to new bi-weekly workstream meeting schedule
AK 7/26 - TM workstream did not complete discussion during today's workstream meeting						2 MODERATE (Preventative action)																																				automation@smartsheet.com			08/11/22 11:21 AM


			117			sophia.johnson@workday.com			07/07/22 8:54 AM						N/A			Blue			Carolyn Bandle, Jake Lobel, Lucas Folse, M Bret Blackford, Marc Erlich			Closed			Action			Data Conversion			Customer			Historical Ledger Conversion						07/08/22			07/08/22			07/11/22			Rhonda Goede			Tony DiFatta			First File due 7/8 all companies trial balance for 12/31/2019																																										automation@smartsheet.com			07/11/22 11:50 AM


			118			sophia.johnson@workday.com			07/07/22 9:08 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford, Marc Erlich			Closed			Decision			FDM			Customer			Historical Ledger Conversion - Elimination Companies						07/07/22			07/15/22			08/01/22			Rhonda Goede			Marc Erlich			Add Elim Companies to FDM and related CCs?
Create Elim Companies for Historical ledger vs
Creating reconciling entries for Intercompany Affiliate and eliminations
Once Historical Data Complete, inactivate elim companies. (Currently 3 Elim Companies)																																										automation@smartsheet.com			08/01/22 11:46 AM


			119			sophia.johnson@workday.com			07/07/22 9:08 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford, Marc Erlich			Closed			Action			Data Conversion			Customer			Historical Ledger Conversion						07/04/22			08/31/22			08/30/22			Rhonda Goede			Tony DiFatta			2020 Q1 Activity summarized for all companies due prior to E2E																																										automation@smartsheet.com			08/30/22 11:32 AM


			120			sophia.johnson@workday.com			07/07/22 9:08 AM						92			Green			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford, Marc Erlich			New			Action			Data Conversion			Customer			Historical Ledger Conversion						08/31/22			11/30/22						Rhonda Goede			Tony DiFatta			2020 Q2 - 2022 due for validation and conversion prior to Go Live																																										marc.erlich@workday.com			08/30/22 8:29 AM


			121			sophia.johnson@workday.com			07/07/22 9:08 AM						92			Green			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford, Marc Erlich			New			Action			Data Conversion			Customer			Historical Ledger Conversion						08/31/22			11/30/22						Rhonda Goede			Tony DiFatta			Once 2019-2022 is complete, we can work ending BS 12/31/18 and 2019 activity																																										marc.erlich@workday.com			08/30/22 8:29 AM


			122			sophia.johnson@workday.com			07/07/22 9:12 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford, Marc Erlich			Closed			Action			Accounting Center			Customer			Build out Accounting Source for Historical Ledger Data						07/11/22			07/29/22			07/27/22			Tony DiFatta			Rhonda Goede			Based on FDM Ledger Mapping																																										automation@smartsheet.com			07/27/22 9:37 AM


			123			mblackford@archrsc.com			07/11/22 1:44 PM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, M Bret Blackford, Marc Erlich, Sophia Johnson			In Progress			Question			Security			Workday			CUSTOMIZATIONS & CUSTOM VALIDATIONS: 
What controls exist around these customizations? Can a report be created to dump validations at a specific date/time? Also, are there controls to lock-out any changes and trigger notifications for any changes?  
Eventually I will need to understand this so we build and document appropriate controls.						07/11/22			08/01/22			08/08/22			Marc Erlich			Sophia Johnson			ME 8/8: This was discussed in our AC meeting regarding custom validations (search "Maintain Custom Validations"), cost center to company validations (run "Validate Cost Center"), and spend and revenue category to cost center (run "Validate Spend Cat" and "Validate Rev Cat")
mBret 8/8 Marc - I am unable to run the report (get no hits when searching for "Maintain Custom ...".  Let's leave open until someone at ARch knows how to perform this control function.																																										mblackford@archrsc.com			08/08/22 11:27 AM








			127			mblackford@archrsc.com			07/15/22 8:57 AM			100%			Past Due			Red			Carolyn Bandle, M Bret Blackford, Sophia Johnson			In Progress			Action			Financial Accounting			Workday			@Sophia to obtain HOURLY and SALARY headcount from Workday HCM and bring in to Workday FIN.  Not sure if we will also need "contingent" contractors.  Will need this information for Reporting.						07/15/22			08/19/22						Sophia Johnson						SJ - 8/8: Will Review how this data is currently pulled in WD with Sherrie in Payroll X functional, then plan next steps.
7/15 - per discussion in today's FiN session																																										sip@intecrowd.com			08/22/22 6:08 AM


			132			mblackford@archrsc.com			07/26/22 4:06 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, Jonathan Stern			Closed			Action			Testing			Workday			Verification of TESTing.  We need to know if Workday provides sufficient user entry logging to support key test steps.  If logging sufficient then we can rely on that as support that test steps were performed completely, by who, and when.  Otherwise we will need to ensure adequate support is attached to the test steps for key test areas.						07/26/22			07/22/22			08/11/22			Jonathan Stern			Carolyn Bandle, Elsie Martinez, Jonathan Stern			Verification of TESTing.  We need to know if Workday provides sufficient user entry logging to support key test steps.  If logging sufficient then we can rely on that as support that test steps were performed completely, by who, and when.  Otherwise we will need to ensure adequate support is attached to the test steps for key test areas.			8/2 - J Stern to add "Expected Results" to test scenarios.
8/11 - This has been completed for Unit testing.																																							automation@smartsheet.com			08/11/22 2:21 PM


			133			mblackford@archrsc.com			07/26/22 4:12 AM						62			Yellow			Carolyn Bandle, Elsie Martinez, M Bret Blackford			New			Action			Security			Workday			Segregation of Duties (S0D) : Arch will need to understand how to review, document, and control SoD with Workday FIN and Workday HCM (need to understand segregation within and between the tenants and their functionality)						07/26/22			10/31/22						Carolyn Bandle			Carolyn Bandle, Sophia Johnson			ME 8/8: This is an item that is typically handled as part of the Gold Matrix security review from the Workday standpoint. Arch would review the role assignments and bless them before the Prod build. As such, this belongs on the cutover checklist to resolve.																																										marc.erlich@workday.com			08/30/22 8:29 AM


			134			mblackford@archrsc.com			07/26/22 4:16 AM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, M Bret Blackford			New			Action			Security			Workday			User Roles, Privileges, Accounts, Permissions: Arch needs to understand the various security roles offered by Workday and best practices for establishing Arch user access.  Will need to understand how these impact Segregation of Duties (SoD) noted in #134.						07/26/22			07/29/22						M Bret Blackford			Carolyn Bandle, Sophia Johnson			ME 8/8: How is this item different than the SOD item above. Is this a duplicative issue?
mBret 8/8 Marc, similar but not exact.  We need to understand all the positions, profiles, privileges available to Arch in the FIN deployment and which ones Arch plans to use.  We will then want to check these to see if there is any segregation of duties issue.  These might be able to be completed with above item but are slightly different.																																										mblackford@archrsc.com			08/08/22 11:22 AM


			135			mblackford@archrsc.com			07/26/22 5:25 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, M Bret Blackford			Closed			Action			Testing			Customer			TEST SCENARIOS: 
@JSTern Search for “HCMFO” – I question if these are relevant.  Also, check “multi currency”or “foreign currency”  also “mobile” as mobile app should not be part of testing.
“invoicing” – should also check these as I question if this is part of our implementation.  Carolyn and Marc Erluch might know.						07/26/22			07/27/22			08/01/22			Jonathan Stern			Carolyn Bandle, Elsie Martinez																																													automation@smartsheet.com			08/01/22 11:49 AM


			136			mblackford@archrsc.com			07/26/22 8:18 AM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, M Bret Blackford			New			Action			Security			Workday			Tenant setup configuration documentation.
We will need this to document our control environment. This will be requeted for review by Audit.						07/26/22			07/29/22						M Bret Blackford						ME 8/8: Bret, can the internal controls team leverage the work done on the gold security matrix to suffice?
mBret 8/8: Marc, I am not familiar with the Gold Security Matrix but can review this. My email mblackford@archrsc.com, or let me know if this is a white paper or link on the Workday website.			08/12 Marc, can you send me the "Gold Security Matrix" for my review
08/12 found copy of "Gold Security Matrix v2" (attached).  Hopefully Sophia will explain this when we start meeting to discuss Workday security and user access.																																							mblackford@archrsc.com			08/12/22 5:37 AM


			137			marc.erlich@workday.com			07/27/22 9:07 AM			100%			Past Due			Blue			Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich			Deferred			Action			Accounting Center			Customer			Put together a list of potential automated entries for RMS using the data plus an assumptions table.						07/27/22			08/15/22						Tony DiFatta						CB 8/30 - pushed to a phase 2																																										carolyn.bandle@workday.com			08/30/22 11:32 AM


			139			marc.erlich@workday.com			07/27/22 9:40 AM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			One addl attribute (Source) needed in the Ellipse File that will relate to the Journal Source in Workday						07/27/22			08/05/22			08/17/22			Ana Jonovic																																																automation@smartsheet.com			08/17/22 9:50 AM


			140			marc.erlich@workday.com			07/27/22 5:08 PM						N/A			Blue			Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich			Closed			Action			Accounting Center			Workday			Stat Accounts in RMS - need to apply to Accounting Source						07/27/22			08/05/22			08/17/22			Craig Munson						3-AUG - CTM:  Stats accounts are being updated in both ARCH1 and ARCH3.  Upon update, Tony to update legacy Account table mapping and advise.  Note that it was decided to create a statistical clearing/off-set balancing account (99999).																																										automation@smartsheet.com			08/17/22 8:12 AM


			141			sophia.johnson@workday.com			07/27/22 6:52 PM						N/A			Blue						Closed			Decision			Financial Accounting			Workday			NCI Config not needed in Workday, manual entries for 1 Company annually Only						07/01/22			07/11/22			07/27/22																																																			sophia.johnson@workday.com			07/27/22 7:02 PM


			142			sophia.johnson@workday.com			07/27/22 6:52 PM						N/A			Blue						Closed			Decision			Financial Accounting			Workday			Account Reconciliation will be handled outside of Workday, using current process. Account Certification Functionality will not be configured in this phase.						07/01/22			07/07/22			07/27/22																																																			sophia.johnson@workday.com			07/27/22 7:02 PM


			143			sophia.johnson@workday.com			07/27/22 6:52 PM						N/A			Blue						Closed			Decision			Financial Accounting			Workday			Stat Ledger Accounts will be used for all known statistics, these will be updated monthly for reporting and potentially allocations.						06/01/22			06/09/22			07/27/22																																																			sophia.johnson@workday.com			07/27/22 7:02 PM


			144			marc.erlich@workday.com			07/28/22 10:24 AM						N/A			Blue			Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Rhonda Goede, Tony DiFatta			Closed			Decision			Accounting Center			Customer			Workday will not be the source for RMS analytics. For example, if a user wants to run reporting on deliveries to countries that will come from OMAC which is updated for real time changes. Workday will contain RMS snapshot data used by the accounting and tax team to perform the necessary calculations/journal entries for period close and to support audits.						07/27/22			07/27/22			07/28/22			Rhonda Goede																																																automation@smartsheet.com			07/28/22 10:25 AM


			145			carolyn.bandle@workday.com			08/01/22 11:52 AM						Unknown			Yellow						New			Action						Customer			Contact Concur						08/01/22									John Lorson																																																sophia.johnson@workday.com			08/08/22 8:17 AM


			146			mblackford@archrsc.com			08/03/22 4:29 AM												Carolyn Bandle, Elsie Martinez, M Bret Blackford			New						Security			Workday			REPORT Controls. Arch will need to understand what versioning and change control exists over key Workday reports along with an audit logs.
Arch needs to be able to modify key reports but in a controlled manner.						08/03/22			08/12/22						Tyler Pope																																																mblackford@archrsc.com			08/12/22 4:57 AM


			147			marc.erlich@workday.com			08/03/22 8:45 AM						N/A			Blue			Ana Jonovic, Carolyn Bandle, Greg Hensala, gszczepan@archrsc.com, M Bret Blackford, Tony DiFatta			Closed			Action			Accounting Center			Customer			226011 - Accrued Interest - Intercompany, are these truly intercompany transactions that need an intercompany affiliate ? Consider other scenarios from Ellipse where we may need a mapping table to map Intercompany Affiliate for Ellipse.						08/03/22			08/17/22			08/23/22			Greg Hensala						We have interest income and expense elimination and have dropped the balance sheet side listed in the raidq. thanks																																										automation@smartsheet.com			08/23/22 12:32 PM


			148			craig.munson@workday.com			08/03/22 11:27 AM						1			Green			Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich, Tony DiFatta, tschroeder@archrsc.com			In Progress			Action			Accounting Center			Customer			Using a journal to record stat activity, the "amounts" on journal lines is limited to a 2 decimal precision.  Stat account activity includes amounts to 3 decimal precision.  How should this be resolved?
> Round up/down these amounts to 2 decimals
> Correct the data source / inbound file from RMS where these amounts are set to 2 decimals						08/03/22			08/31/22						tschroeder@archrsc.com			adifatta@archrsc.com			17-AUG CTM: The revised file will continue to have a 3 decimal precision for Tons Stats and the initial strategy will be to leverage Prism rounding in a new field in order to successfully create AC batch journals.  Note:  All amounts with 3 decimal placements end in 5 where roundup/rounddown will results in over/under statement of these amounts on journals.  ARCH to create a new discovery "disco" board to measure the impact and determine materiality.  If material, here are a few options discussed: 

1.  Philip can functionally round the data details upon initial file output to be statistically neutral.  Actual results to be evaluated by ARCH
2.  If rounding is performed within Prism, determine if a proportionate formula can be leveraged to add back the grossed-down tons if material.  Arch will need to advise on how to "add-back" the tons.																																										carolyn.bandle@workday.com			08/30/22 11:32 AM


			149			craig.munson@workday.com			08/03/22 12:14 PM						N/A			Blue			Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich, Tony DiFatta, tschroeder@archrsc.com			Closed			Action			Accounting Center			Customer			Update legacy Ledger Account mapping tables in both ARCH1 and ARCH3 to include recent FDM updates and Stat Accounts						08/03/22			08/08/22			08/15/22			Tony DiFatta																																																automation@smartsheet.com			08/15/22 11:51 AM


			152			marc.erlich@workday.com			08/04/22 1:50 PM						N/A			Blue			Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich, Paul Kappel, Tony DiFatta, tschroeder@archrsc.com			Closed			Decision			Accounting Center			Customer			The plan for the RMS file will be send the data already in the Workday chart of accounts format along with the new/revised cost centers.						08/04/22			08/04/22			08/04/22			John Lorson																																																automation@smartsheet.com			08/04/22 1:50 PM


			153			marc.erlich@workday.com			08/04/22 1:50 PM						N/A			Blue			Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich, Paul Kappel, Sophia Johnson, Tony DiFatta, tschroeder@archrsc.com			Closed			Decision			Accounting Center			Customer			A decision is needed on whether Concur will be modified for the Workday FDM changes for a simultaneous go-live or if a mapping table will be needed in Accounting Center to convert to the Workday FDM format.						08/04/22			08/22/22			08/30/22			John Lorson						ME 8/17: 440 users will be impacted by org changes. 
CB 8/15: if we need mapping table, scaled down mapping table; keeping open for cost center/company mapping
ME 8/4/22: A meeting is scheduled with Concur on Monday 8/8 to understand what is possible in Concur to help inform this decision.																																										automation@smartsheet.com			08/30/22 11:32 AM


			151			craig.munson@workday.com			08/03/22 4:37 PM						N/A			Blue			Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich, Tony DiFatta, tschroeder@archrsc.com			Closed			Action			Accounting Center			Customer			Update OrgCC mapping table in both ARCH1 and ARCH3.  Currently, there is one set of company/cost centers unmapped for the RMS file:  602.7001 is unmapped.						08/03/22			08/08/22			08/15/22			Tony DiFatta																																																automation@smartsheet.com			08/15/22 11:51 AM


			150			mblackford@archrsc.com			08/03/22 12:28 PM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford			New			Action			Integrations			Workday			CONCUR integration
We need to document the Concur integration into Workday.  per RAIDQ #146 J Lorson getting file info from CONCUR. 
(Will we use a flat file upload via EIB or some other integration?)
 ** needed by 9/12/2022 **						08/03/22			08/19/22						Marc Erlich																																																sip@intecrowd.com			08/22/22 6:08 AM


			154			marc.erlich@workday.com			08/04/22 1:54 PM						N/A			Blue			Carolyn Bandle, Craig Munson, Greg Hensala, gszczepan@archrsc.com, Marc Erlich, Paul Kappel, Sophia Johnson, Tom Hutchinson, Tony DiFatta, tschroeder@archrsc.com			Closed			Decision			Accounting Center			Customer			A decision is needed around whether to continue the path set forth in the SOW of bringing Concur in via the Journal Connector or if Concur should move to Accounting Center.
Guidance from the Workday team includes:
 - If the Concur file is already structured to provide the attributes needed by the more prescriptive Journal Connector, continuing the journal connector path is reasonable. 
 - If the Concur file is not structured with debits/credits and other key journal entry information and/or the Accounting team wants to be able to drill down into Concur detail within Workday, Accounting Center would be the preferred approach.						08/04/22			08/09/22			08/15/22			John Lorson						CB: 8/8 - decision was to bring in Concur through Accounting Center
ME 8/4/22: A meeting is scheduled with Concur on Monday 8/8 to understand what is possible in Concur to help inform this decision.																																										automation@smartsheet.com			08/15/22 11:27 AM


			155			sophia.johnson@workday.com			08/09/22 9:13 AM						N/A			Blue			Carolyn Bandle, Elsie Martinez, John Lorson, M Bret Blackford, Marc Erlich			Closed			Decision			Financial Accounting			Customer			Decision needed regarding Payroll Accounting Balance Sheet Account Posting, if Balance Sheet Cost Center Override is needed, Costing Allocations will be needed to override the Workers Cost Center for BS Ledger Accounts Posting for Earnings/Deduction Codes. This could be implemented after go live.						08/09/22			09/09/22			08/30/22			John Lorson						8/11 - Cathy is working on list of pay components for allocation, forwarded to John/Greg. Will create 1 balance CC for mapping. need CV so no other transactions hit. Cathy will work with Collaborative to build by E2E.																																										automation@smartsheet.com			08/30/22 10:52 AM


			156			sophia.johnson@workday.com			08/09/22 9:13 AM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, John Lorson, M Bret Blackford, Marc Erlich			New			Decision			Financial Accounting			Customer			Decision needed regarding Payroll Forward Accrual Requirements. This could be implemented after go live.						08/09/22			08/15/22						John Lorson						8/11 Leaning towards Accrual for Salary only, Cathy reviewed config will work with Collab to build by E2E. Hourly will be a manual accrual. Sophia will confirm the actual calc for hourly accrual.																																										marc.erlich@workday.com			08/16/22 8:09 AM


			157			mblackford@archrsc.com			08/10/22 4:16 AM						10			Yellow			Carolyn Bandle, Elsie Martinez, M Bret Blackford, Marc Erlich, Paul Kappel, Sophia Johnson			New			Action			Testing			Workday			TEST SCENARIOS: We need to develop test scenarios for the various upstream/downstream systems impacted by the Workday FIN implementation. We need to document the various INs/OUTs and integrations with such systems as: Workday HCM, Concur, LMS, RMS, OFA and make sure we have specific test scenarios ready for E2E testing starting 9/12.						08/09/22			09/09/22						Jonathan Stern																																																marc.erlich@workday.com			08/30/22 8:29 AM


			158			mblackford@archrsc.com			08/10/22 4:26 AM						0			Yellow			Carolyn Bandle, Elsie Martinez, M Bret Blackford, Marc Erlich, Rhonda Goede, Tyler Pope			New			Decision			Reporting			Workday			REPORTING: Will Arch report from Adaptive or Workday?
Arch was thinking we would report from Adaptive (as that is where budget & forecast exists).
 > OFA goes away July 2023 (when Adaptive goes in)
.
 ** Arch needs to see demo/example reports from Workday, Adaptive and Prism
.						08/10/22			08/30/22						Tyler Pope																																																marc.erlich@workday.com			08/30/22 8:29 AM


			159			mblackford@archrsc.com			08/10/22 4:29 AM						13			Yellow			Carolyn Bandle, Elsie Martinez, M Bret Blackford, Marc Erlich, Rhonda Goede, Tyler Pope			New			Question			Reporting			Workday			REPORTING: Arch would like to run Workday/Adaptive reporting parallel with current OFA reporting.  This would help us confirm/validate accuracy of Stmt Cash Flows, etc.						08/10/22			09/12/22						Tyler Pope																																																marc.erlich@workday.com			08/30/22 8:29 AM


			160			mblackford@archrsc.com			08/10/22 4:47 AM						13			Yellow			Carolyn Bandle, Elsie Martinez, Jonathan Stern, M Bret Blackford			New			Action			Testing			Workday			TESTING:  We need expected results for the end-to-end (E2E) testing						08/01/22			09/12/22						Tyler Pope																																																marc.erlich@workday.com			08/30/22 8:29 AM


			161			aking@collaborativesolutions.com			08/11/22 11:22 AM						N/A			Blue			Anna King, Carolyn Bandle, Elsie Martinez, Greg Hensala, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Prepare for next TM Architect Discussion: Sustainment Part III						08/09/22			08/23/22			08/23/22			Anna King			Greg Hensala, M Bret Blackford			AK 8/9 - We need one additional workstream meeting to complete this conversation, at which point all TM Architect discussions will be complete						1 LOW (Improvement)																																				aking@collaborativesolutions.com			08/24/22 4:05 PM


			162			mblackford@archrsc.com			08/12/22 3:34 AM			100%			Past Due			Red			Carolyn Bandle, Elsie Martinez, Jake Lobel, M Bret Blackford, Marc Erlich, Susana Ip			New			Action			Data Conversion			Workday			DATA CONVERSION - VALIDATIONS:
We will need documentation on how we verified completeness and accuracy of data migrated into WOrkday.						08/12/22			08/19/22						Marc Erlich			Jake Lobel, Susana Ip																																													sip@intecrowd.com			08/23/22 8:54 AM


			163			marc.erlich@workday.com			08/17/22 9:40 AM						N/A			Blue						Closed			Action			Accounting Center			Customer			We need a connection meeting between COSOL, Arch, and WDAY to talk through end to end planning. When will Ellipse be ready with validation rules, new coding etc. Those files would then be sent over to Workday to confirm the ultimate accounting.						08/17/22						08/30/22			Marc Erlich																																																automation@smartsheet.com			08/30/22 8:29 AM


			164			aking@collaborativesolutions.com			08/24/22 4:37 PM						N/A			Blue			Anna King, Greg Hensala, M Bret Blackford			Closed			Action			Transitional Management			Vendor			Reschedule 9/6 workstream meeting to 8/30						08/23/22			08/23/22			08/24/22			Anna King						AK 8/24: Anna reschedule due to her being OOO the week of 9/5						2 MODERATE (Preventative action)																																				automation@smartsheet.com			08/24/22 4:43 PM


			165			aking@collaborativesolutions.com			08/24/22 4:48 PM						0			Green			Anna King, Carolyn Bandle, Elsie Martinez, Greg Hensala, M Bret Blackford			In Progress			Action			Transitional Management			Vendor			Prepare for Communications discussion during workstream meeting						08/23/22			08/30/22						Anna King			Greg Hensala, M Bret Blackford			AK 8/23: Confirmed with Greg Hensala that reviewing the Communications Plan would be an appropriate discussion topic for the next workstream meeting, especially when Bret is back in the office						2 MODERATE (Preventative action)																																				marc.erlich@workday.com			08/30/22 8:29 AM


			166			aking@collaborativesolutions.com			08/24/22 4:51 PM						3			Green			Anna King, Greg Hensala, M Bret Blackford			In Progress			Action			Transitional Management			Vendor			Review slides 8-10 (link to discussion guide in Discussion column)						08/23/22			09/02/22						Anna King			Greg Hensala, M Bret Blackford			AK 8/23: Confirmed with Greg Hensala during workstream meeting that he and Bret would review and align on sustainment planning specific to communication, training, and celebrating success			https://archcoal.sharepoint.com/:p:/r/sites/PMO/_layouts/15/Doc.aspx?sourcedoc=%7BECD7BCB9-AD5A-46C4-A4F7-10172A775994%7D&file=8.23.22%20Arch%20-%20Transition%20Management%20-%20Workstream%20Meeting%20%26%20Architect%20Workshop%20Part%207.pptx&action=edit&mobileredirect=true			2 MODERATE (Preventative action)																																				marc.erlich@workday.com			08/30/22 8:29 AM


			167			marc.erlich@workday.com			08/30/22 9:10 AM						13			Green			Carolyn Bandle, Craig Munson, joe.bugara@cosol.global			In Progress			Action			Accounting Center			Customer			Code change into Ellipse Production for the mapping table before 9/12.						08/21/22			09/12/22						Raja Natarajan			ana.djonovic@cosol.global, Michael Kassulke																																													marc.erlich@workday.com			08/30/22 9:10 AM


			168			marc.erlich@workday.com			08/30/22 9:14 AM						6			Green			Carolyn Bandle, Craig Munson, Michael Kassulke			In Progress			Action			Accounting Center			Workday			Ana and Marc to work through Jan-Jun data issues in Workday between 8/18 and 9/5.						08/30/22			09/05/22						Marc Erlich			ana.djonovic@cosol.global																																													marc.erlich@workday.com			08/30/22 9:34 AM


			169			marc.erlich@workday.com			08/30/22 9:20 AM						13			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Action			Accounting Center			Vendor			9/12 will start Wave 1 testing. Daily files from the production dataset using the mapping table will be sent to Workday Arch 4 tenant.						08/15/22			09/12/22						joe.bugara@cosol.global			ana.djonovic@cosol.global																																													carolyn.bandle@workday.com			08/30/22 10:50 AM


			170			marc.erlich@workday.com			08/30/22 9:22 AM						17			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Action			Accounting Center			Customer			Any mapping errors for the Ellipse files will need to be resolved by 9/16.						09/13/22			09/16/22						Tony DiFatta			ana.djonovic@cosol.global, Marc Erlich																																													marc.erlich@workday.com			08/30/22 9:33 AM


			171			marc.erlich@workday.com			08/30/22 9:33 AM						17			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Action			Accounting Center			Customer			Confirm the 9/16 to 9/23 runs are clean.						09/13/22			09/16/22						Tony DiFatta																																																marc.erlich@workday.com			08/30/22 9:33 AM


			172			marc.erlich@workday.com			08/30/22 9:35 AM						24			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Decision			Accounting Center			Customer			Arch sign off on Ellipse mapping and readiness for Wave 2 testing on 9/23.						09/23/22			09/23/22						John Lorson																																																marc.erlich@workday.com			08/30/22 9:35 AM


			173			marc.erlich@workday.com			08/30/22 9:35 AM						36			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Action			Accounting Center			Customer			All historical Ellipse data mapping complete by 10/5.						09/24/22			10/05/22						Tony DiFatta			ana.djonovic@cosol.global																																													marc.erlich@workday.com			08/30/22 9:38 AM


			174			marc.erlich@workday.com			08/30/22 9:36 AM						40			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Action			Accounting Center			Vendor			COSOL technical team to apply mapping into Ellipse test instance along with validation rules by 10/9.						10/05/22			10/09/22						joe.bugara@cosol.global			ana.djonovic@cosol.global																																													carolyn.bandle@workday.com			08/30/22 10:50 AM


			175			marc.erlich@workday.com			08/30/22 9:38 AM						68			Green			ana.djonovic@cosol.global, Carolyn Bandle, Craig Munson, Jonathan Stern, Tom Hutchinson, Tony DiFatta			In Progress			Action			Accounting Center			Customer			Wave 2 testing begins on 10/10 with sign off on 11/6.						10/10/22			11/06/22						Tony DiFatta			ana.djonovic@cosol.global																																													marc.erlich@workday.com			08/30/22 9:38 AM





https://archcoal.sharepoint.com/:p:/r/sites/PMO/_layouts/15/Doc.aspx?sourcedoc=%7BECD7BCB9-AD5A-46C4-A4F7-10172A775994%7D&file=8.23.22%20Arch%20-%20Transition%20Management%20-%20Workstream%20Meeting%20&%20Architect%20Workshop%20Part%207.pptx&action=edit&mobileredirect=true


Comments


			Sheet			PROJECT IMPACT LEGEND:
=======================
0 NONE            No measurable impact to project timeline, budget, scope, or output.

1 LOW              Manageable impact to one or more project requirements; no impact to critical path,
                         budget, scope, objectives and/or success criteria.

2 MODERATE  Impact to one or more project requirements - Priority 3 approval recommended;
                         impact to critical path, budget, scope within accepted tolerances.

3 HIGH             Risk of project failure in critical path, budget, scope, objectives and/or success
                         criteria - Priority 2 escalation and approval required.

4 CRITICAL      Project failure is unavoidable; Priority 1 escalation and approval required.			Julie Williams			01/03/18 8:02 AM








Summary


			Instructions			If not done already add links to the request forms on the RAIDQ Dashboard.  There are instructions in the Setup Guide.

Also, if not done already, add project team members to the Subscribers, Assigned To, and Contributors contact columns in this list.  Instructions are in the Setup Guide.


			Link			Setup Guide & Reference
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Workday Security


			From


			Zambo, Marty


			To


			Lorson, John; DiFatta, Anthony; Eastwood, Sherrie; Blackford, M. Bret; Hensala, Greg


			Cc


			Goede, Rhonda; Szczepan, Greg; Kappel, Paul; McAdams, Paul; Trani, David


			Recipients


			JLorson@archrsc.com; adifatta@archrsc.com; SEastwood@archrsc.com; mblackford@archrsc.com; GHensala@archrsc.com; RGoede@archrsc.com; gszczepan@archrsc.com; pkappel@archrsc.com; pmcadams@archrsc.com; dtrani@archrsc.com





All





 





In order to move forward on how security/access will be managed, a number of individual conversations have occurred today.  My intent with this message is to catch everyone up and see if anyone has any concerns before we take it to the larger audience (Workday/Internal Audit, etc).





 





Instead of disrupting our current Workday security/access process by defining a new security process, as well as distracting from the core deliverables for Finance Modernization, Sherrie has agreed to take on the additional security management for the Finance area.  At this point, this is a temporary decision that we will revisit post go live (sooner if needed) to see what improvement opportunities there may be.  This has been discussed and aligned high level with Lorson/Tony.





 





There are still a number of security actions that are needed, but this should provide clarity on who will manage.  Outstanding items, some of these may already be in flight:





*	Fully define Finance security model


*	Setup initial security (does Workday help with that, or do we need Sherrie to implement)?  Once initial security is defined and in place, the day to day security changes are likely to be minimal


*	Update/create access request forms in ServiceNow, with appropriate approval workflows.  Val can build them, we will just need to align on requirements


*	Sherrie will not manage Finance business process workflows, that will be a separate role and should likely exist within Finance/Accounting


*	We should discuss with Workday on how to manage the implementation tenant moving forward and if there is a case to be made for separate Finance and HR IMPL tenants vs all utilizing same IMPL tenant





 





I’m sure I’m missing something.  If anyone has any questions/concerns, please reach out.





 





Thanks





 





Marty Zambo





Vice President IT & CIO | Arch Resources, Inc.





1 City Place Drive, Suite 300 | St. Louis, MO 63141





o: 314-994-2727 | m: 314-805-8964





rzambo@archrsc.com| www.archrsc.com
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		To

		Blackford, M. Bret

		Recipients

		mblackford@archrsc.com
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07.11.2022: WDay Phase 1 - Audit and Control Documentation


			From


			Blackford, M. Bret


			To


			Lucas Folse; Lorson, John; LaBell, Derek; Peter Mahoney (US)


			Cc


			Blackford, M. Bret


			Recipients


			lfolse@collaborativesolutions.com; JLorson@archrsc.com; dlabell@archrsc.com; peter.r.mahoney@pwc.com; mblackford@archrsc.com





All,





 





Good meeting today as we discuss Audit involvement in the Workday phase 1 project.  Replacing our legacy Oracle GL system with Workday Financials is a critical Company implementation and it will be important for Accounting, Finance IT, and Audit to all work together.  Project goal is to provide enhanced functionality and easy of use in a secure and stable environment.  A few takeaways:





 





Testing:





*	Lucas and Collaborative will be overseeing the testing and guiding Arch through the various test phases.


*	Test Strategy and Test Plans are available on the SharePoint site here.


*	Detailed test information available on SmartSheets here. 





 





PWC Guidance:





*	Helpful to get Workday best practices from PWC (Nicole Pledger) when available on items such as segregation of duties, security, granting access (within Finance or IT?)


*	Proper segregation of HCM and Finance tenants


*	How to obtain/document key configuration settings per specific dates 


*	It is requested that Audit provide process or control enhancement request in writing as well as providing references to any best practices or other guidance (e.g., ISO, ISACA, COBiT, etc.)





 





Touchpoints:





*	Audit invited to weekly project status call


*	Audit invited to key project kickoff meetings


*	Should Audit and IT have periodic (weekly/bi-weekly) status calls?





 





Audit Points/timeline: Will audit want to review project at certain key points, such as … 





*	Phase completion – Planning, Architect, Configure & Prototype, Test, Deploy, Post-Production


*	Key test steps: tenant data validation, unit testing, end-to-end testing, etc. 





 





Let me know if there are other key items we need to keep in mind.





 





    --- Bret





 





 





 





M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 





 





 





 





From: Blackford, M. Bret <mblackford@archrsc.com> 
Sent: Monday, July 11, 2022 7:07 AM
To: Blackford, M. Bret <mblackford@archrsc.com>
Subject: 07.11.2022: Internal Audit - Audit Committee Workday Slide 





 





WDay Phase 1 - Audit and Control Documentation





 





Below is note/agenda sent with the July 11, 2022 meeting with Audit (Derek LaBell and Pete Mahoney), John Lorson, CAO, Bret Blackford, PM, and Lucas Folse, Collaborative EM.  Attached (and on SharePoint here) is the Organizational Structure, showing the key streams and leads.





 





 





Updating to allow for Pete to attend





 





30-minute meeting with Internal Audit (Derek LaBell and Pete Mahoney), and John Lorson, CAO.  Goal is to discuss audit documents and related that will be needed at close of project.  We have Audit involved to maintain transparency and minimize any major control concerns at end of project but I’d like to have a meeting to clarify expectations.  We will want to know for each stream and for each key phase what audit documentation might be required.  At the end of the project I know we will need … Segregation of Duties documentation, application/tenant security documentation, SDLC process documentation, data testing documentation, application testing documentation, etc.





 





Meeting to make sure Audit needs are baked into the Project Plan and the Testing Strategy.  





 





We may need additional longer meetings that go into more of the details but first lets have this introductory session to discuss controls, documentation , and next steps.





 





     ---- Bret





 





 





 





From: LaBell, Derek <dlabell@archrsc.com> 
Sent: Thursday, July 7, 2022 5:30 PM
To: Zambo, Marty <rzambo@archrsc.com>; Lorson, John <JLorson@archrsc.com>
Cc: Giljum, Matt <mgiljum@archrsc.com>
Subject: Internal Audit - Audit Committee Workday Slide 





 





Just an FYI…I will be providing the Audit Committee an update of INTERNAL AUDITS PROGRESS as it pertains to the Workday implementation.  This is not meant to be from an IT perspective.   Mr. Kriegshauser instructed me to provide the AC quarterly updates on my audit since they wanted IA to walk the process with you instead of auditing at the very end.  This will be the slide I will include in my supplemental activity.  Not a lot to present yet, but I wanted give you the heads up.  Let me know if you have any questions or concerns.





 











 





Derek LaBell





Director of Internal Audit | Arch Resources, Inc.





One CityPlace Drive





Suite 300 St. Louis, MO 63141





o: 314-994-2736 | m: 314-401-0465





dlabell@archrsc.com | www.archrsc.com
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Supplemental Internal Audit Activity

s
Workday Internal Audit Pre-Implementation Project Update

> Based on the stage of the project, management has been working on the design, architecture, and configurations of the
Workday tenant prototype.

°

> Asaresult, we are just entering the project phase to assess configurations, security, and controls and Internal Audit has:
= Engaged with the project stakeholders and participated meetings to understand project progress;
= Discussed considerations for testing and data conversion audit documentation requirements; and
6 * Noted that management’s status is green for all functional workstreams.

v

Upcoming audit activities planned timelines (dependent on management completion of support):

= Assessment of Test Plans: Mid to Late July

= Assessment of security configurations for sensitive access and segregation of duties: August/September

= Assess business process definitions and configurations: August/September

*  Review risk and controls matrices for financial (manual/configurable) and ITGCs: September

= Meet with functional area leads for control walkthroughs and validate configurations : September/October
o o
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Internal Audit Notification - Arch Workday Implementation Assessment


			From


			LaBell, Derek


			To


			Zambo, Marty; Ziegler, John; Blackford, M. Bret; Carolyn Bandle; Lucas Folse


			Cc


			Giljum, Matt; Lorson, John; Goede, Rhonda; Szczepan, Greg; Hensala, Greg; Peter Mahoney (US); nicole.pledger@pwc.com


			Recipients


			rzambo@archrsc.com; JZiegler@archrsc.com; mblackford@archrsc.com; carolyn.bandle@workday.com; lfolse@collaborativesolutions.com; mgiljum@archrsc.com; JLorson@archrsc.com; RGoede@archrsc.com; gszczepan@archrsc.com; GHensala@archrsc.com; peter.r.mahoney@pwc.com; nicole.pledger@pwc.com





Good Morning,


 


Attached is the Scope Memo for our upcoming Workday Implementation Assessment (GL and Budget / Forecasting).   PWC will be leading the assessment under my direction.  Introductory meetings were conducted this week and work will begin next week.  We will be providing feedback throughout the assessment with the objective to be “audit ready” upon implementation.  Feedback will be centered around controls, security, and the systems development life cycle.  We will be sharing our documentation with EY for their review and inclusion in their annual audit work.


 


If you have any questions, please let me know. 


 


Derek LaBell


Director of Internal Audit | Arch Resources, Inc.


One CityPlace Drive


Suite 300 St. Louis, MO 63141


o: 314-994-2736 | m: 314-401-0465


dlabell@archrsc.com | www.archrsc.com
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Scope Memo



				



				Workday Finance Modernization Implementation Review







				



				[bookmark: _gjdgxs]



				







				Audit Timeline







				Document Request List Response



				Multiple throughout fieldwork







				Field Work



				June 2022 – Workday B&F Deployment







				Findings to Management



				Throughout Assessment







				Management Response Due



				Throughout Assessment







				Final Deliverable



				TBD















Background		







Arch Resources, Inc. is implementing Workday as part of a finance modernization project as a replacement for its General Ledger (GL) and Budgeting and Forecasting. This will be a phased implementation with the GL module to be implemented with a planned go-live date of January 1, 2023. The Budgeting and Forecasting module implementation timing is to be determined for a later date in 2023.







Project Objectives







Based on the scope discussions and information obtained from management, the objective of this review is to support management and provide feedback during the Workday implementation. This includes, but is not limited to, assessing system assess, system configurations, business process controls, and sharing insights for leading practices for the GL and Budgeting and Forecasting.







Approach







PwC and Internal Audit will utilize a risk-based approach to accomplish the project objectives within the defined scope with input from subject matter specialists. Our review will include: ongoing participation in management project meetings, inquiry of management (questionnaire and selected interviews); inspection of management’s policies and procedures; and performance of selected testing procedures.







Project Scope







The scope of work includes an assessment of controls, practices, and security considerations over Workday. Project scope may include, but is not limited to, the following elements:



 



1) Security Assessment - upon security configuration completion (Timing: TBD upon discussion with IT)



a) As a part of the Workday FM implementation, PwC will perform a pre-implementation security assessment for reporting insights by performing the following:



i) Obtain process documentation, business process definitions, and related configurations to understand the current system setup and assess gaps and impacts of identified in-scope key controls prior to go-live



ii) Analyze configurable security setup to identify gaps around Sensitive Access (SA) and Segregation of Duties (SoD) conflicts for considerations around Client identified, high-risk access points granting excessive access across organizations prior to go-live.



iii) Based on information gathered through the security access assessment, PwC will build custom Workday reports and leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to go-live.







2) Financial and IT General Controls Assessment - following design and build phase (Tentative timing: July)



a) Read the risk and control matrices prepared by Client management to understand control configurations and control dependencies



b) Review related configurations to understand the system setup and assess the risks and impact on key controls identified by management for Workday FM and IT General Controls (ITGCs)



c) Meet with project functional area leads and control owners identified by management to complete a walkthrough of controls in Workday FM and ITGCs validate configurations for configurable controls;



d) Assess the potential risks in the business processes within the in-scope functional areas;



e) Assess the controls design (IT dependent, and automated) and provide our observations and high-level recommendations for Client management’s consideration in addressing gaps;



f) Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate completeness and accuracy of custom reports supporting IT dependent controls;



g) Identify and provide any gaps and recommendations to the implementation project team for consideration.







Deliverables







PwC and Internal Audit will provide the following:



1) Security Assessment



a) Workday Sensitive Access and Segregation of Duties Framework



b) Sensitive Access and Segregation of Duties Analysis



c) Configurable Mitigating Control Recommendations



2) Preliminary summary of findings at established milestones;



3) Report, if necessary, with a description of any identified findings, associated risks identified, and recommendations.  Our report will include a section for management to respond to our findings and recommendations, including a detailed action plan; and



4) Periodic status updates during fieldwork.







[bookmark: _GoBack]Participants







				Internal Audit Team        



Christopher Lydon, Internal Audit Principal 	314-276-2000 (cell)



Nicole Pledger, Workday Specialist	330-554-5225 (cell)



Pete Mahoney, Internal Audit Sr. Manager 	314-258-6670 (cell)



Megan Iselin, Internal Audit Manager	     832-763-4094 (cell)



Derek LaBell, Internal Audit Director                314-994-2736



Gurmeet Sawhney, Managing Director              734-754-0123 (cell)



Jasmin Randhawa, Associate                             646-852-7377 (cell)



				Scope Memo Distribution List



Process Owner(s):



Marty Zambo, CIO



John Zeigler, CCO



Process Owners & Key Participants



Bret Blackford, SOX PMO



Carolyn Bandle, Engagement Manager (Workday)



Lucas Folse, Engagement Manager (Collaborative)
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Workday Pre-Imp Requests


			From


			Peter Mahoney (US)


			To


			Blackford, M. Bret


			Cc


			carolyn.bandle@workday.com; Nicole Pledger (US); LaBell, Derek


			Recipients


			mblackford@archrsc.com; carolyn.bandle@workday.com; nicole.pledger@pwc.com; dlabell@archrsc.com





CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.








Hi Bret- As discussed, here is the request list as well as some meetings we'd like to schedule.  Please provide the items you have available.  If something is not yet ready for assessment, please provide the anticipated date it will be ready. 





I'm out today and tomorrow, but I've cc'd Nicole and she can handle questions you may have. 





Thanks,
Pete






-- 



*Peter R Mahoney*
PwC | Senior Manager
Saint Louis | +1 (314) 258 6670
PricewaterhouseCoopers LLP
pwc.com <https://www.pwc.com>      











The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 












In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.












PricewaterhouseCoopers LLP is a Delaware limited liability partnership.  This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.








Arch Workday Pre-Imp Project- Request List.xlsx


Requests







								Area of Focus				Ref. #				Documentation Description				Due Date				Status of Documentation				Comments



								1 - Cross Focus Area				1.1				 Workday (security groups: - Finance Auditor, System Auditor, Report Writer)				07/27				Requested



								1 - Cross Focus Area				1.2				Organization and Project team contact listing				07/27				Requested



								1 - Cross Focus Area				1.3				Workday Implementation RAID log (Risks, Actions, Issues, Decisions)				07/27				Requested



								1 - Cross Focus Area				1.4				Access to Workday project team site				07/27				Requested



								1 - Cross Focus Area				1.5				Workday Implementation Project Plan				07/27				Requested



								2 - Business Process				2.1				List of all BPs & designed configurations, functional documentation				07/27				Requested



								2 - Business Process				2.2				Legacy FM Risk & Control Matrix for general ledger, Budgeting and forecasting 				07/27				Requested



								2 - Business Process				2.3				Workday FM Risk & Control Matrix 				07/27				Requested



								2 - Business Process				2.4				Tenant Setup Configuration Documentation				07/27				Requested



								2 - Business Process				2.5				Summary listing of key process and control owners				07/27				Requested



								2 - Business Process				2.6				Testing Strategy, additionally, please provide:
 - The high level test plan/tracker
 - Test scripts with results (UAT etc.)
 - If applicable; parallel processing runs for comparison to legacy system(s).
 - Applicable reviews and signs offs from management				07/27				Requested



								2 - Business Process				2.7				Inventory of Workday Key Reports, including the Arch Resources owner of the report, functional area, associated control (if applicable), development status, and testing status.				07/27				Requested



								3 - Audit Material 				3.1				Legacy Information Technology general Controls (ITGC), Risk Control Matrix (RCM)				07/27				Requested



								3 - Audit Material				3.2				Information Technology general Controls (ITGC), Risk Control Matrix (RCM)				07/27				Requested



								4 - Sensitive Access and Segregation of Duties (Security)				4.1				Workday Access Framework, Role Mapping, Security Matrices, or other security design documentation.
Workday Sensitive Access and Segregation of Duties documentation.				07/27				Requested



								4 - Sensitive Access and Segregation of Duties (Security)				4.2				Security Role matrix and Segregation of Duties and Sensitive Access Strategy including
 - How sensitive access was defined
 - How segregation of duties was defined and included				07/27				Requested



								4 - Sensitive Access and Segregation of Duties (Security)				4.3				Documentation over security assignment approach				07/27				Requested



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Meetings







								Initial Meeting Topics				Stakeholders				Scheduled Date				Status



								Project Kick-off				Arch Systems Workday Implementation Project Management				Week of 7/25				Requested



								FDM/Financial Accounting Business Process Walkthrough (Consolidations Reporting)				Process / Control Owners				8/1				Requested



								FDM/Financial Accounting Business Process Walkthrough - General Ledger				Process / Control Owners				8/1				Requested



								Workday Security Design (SA/SoD) Controls Walkthrough				IT / Tech/ Security Team				TBD				Requested



								Weekly status meeting with client 								TBD
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v2_ WDay  Security.msg


v2_ WDay Security.msg
v2: WDay Security

		From

		Blackford, M. Bret

		To

		Blackford, M. Bret

		Recipients

		mblackford@archrsc.com



Adding 



*	Internal Audit review memo 

*	IA/PWC review items

*	Prior Oracle GL key controls



 



 



 



From: Blackford, M. Bret 
Sent: Friday, September 2, 2022 12:06 PM
To: McAdams, Paul <pmcadams@archrsc.com>
Cc: Blackford, M. Bret <mblackford@archrsc.com>
Subject: WDay Security



 



Paul,



Attached .doc is my attempt to outline the key control items we will need to consider, document, and test as part of the Workday implementation. Consider it a starting point for our conversations on security.  



    ---- Bret



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 



 



 



 



 



 





Wday-SecurityAndControls.docx
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Finance Modernization - Workforce Implementation


 [CHG0031968]


Drafted by: Bret Blackford





Security and Control





Paul McAdams and Bret Blackford have been tasked with overseeing that adequate security and controls are included in the Workday implementation.  As we work to ensure adequate controls are in place I wanted to summarize some key areas of focus.  You and I will focus on items 1 and 2 below (Jeff Ball will address item 3 and Bret will address item 4). Note that as Arch is a publicly traded organization we need to consider Sarbanes-Oxley control considerations[footnoteRef:1]. [1:  A good SOx overview document can be found here, from Protivity … https://tinyurl.com/2p85e643  ] 






IT General Controls





1. User access controls 


2. Program change management controls


3. Backup and recovery controls


4. System development life cycle controls








1. User Access Controls


 


a) New user approval: Before granting new access, ensuring an independent and appropriate level of approval is provided to verify that access is appropriate. This is tracked through the Arch ServiceNow ticketing system, and approval provided users line manager.


[bookmark: _GoBack]


b) Terminations process: Access needs to be revoked for terminated employees or users. Workday FIN terminations will be managed similarly as other how Workday HCM/Payroll and other Arch applications. 





c) Role-based-access-control (RBAC): Designing access privileges to align to user roles, helps ensure the access provided is appropriate.





d) Segregation of duties: Incompatible duties should be segregated to reduce the risk of fraud or error. If the same person can perform two tasks or approve their own actions, they may bypass and undermine the established process requirements.





e) Periodic access review: Conceptually, a periodic access review is the catch-all for any errors or required changes in the access privileges. It reviews the system access at a point in time to confirm it's correct; including the users and their access rights. It can identify if terminated users weren't removed, the incorrect privileges were given, or just role changes were the access is no longer required.





f) Restricted privileged access: Every system needs a super-user to be able to administer other users access and troubleshoot any issues in the system. However, the more users have this access, the greater the risk of inappropriate use. This should be restricted to the extent possible, while still ensuring a super-user is always available to support the system(s).








2. Program change management controls





Workday is a cloud SaaS application.  Although Arch does not have access to source code or systems there are several integrations and customizations that can be changed by Arch users. Controls need to be in place to ensure any changes to integrations or customizations are authorized, documented, tested, and logged for independent review.








3. Backup and recovery controls





Again, Workday is a cloud SaaS application. All backup and disaster recovery is the responsibility of Workday.  Arch will need to make sure configurations are backed up and that the application is included in the Arch BI/DR plan. 








4. System development life cycle controls





This is to ensure that appropriate analysis, planning, design, development, and testing have occurred and are properly documented.  The project management documents for the Workday implementation are maintained by Workday consultants on SmartSheets[footnoteRef:2] and on the Arch SharePoint[footnoteRef:3] site.  [2:  SmartSheets url - https://app.smartsheet.com/home ]  [3:  Arch SharePoint location - https://archcoal.sharepoint.com/sites/PMO ] 













Additional control discussion and working documents





1.a. New User Approval





Initially Workday FIN will handle user provisioning and terminations similarly to Workday HCM/Payroll.  User access will be requested on the ServiceNow form and routed for appropriate approval before being forwarded to the Workday Administrator, Sherrie Eastwood.  Sherrie will provide the requested access but double-check that access is appropriate and does not cause a segregation of duties issue or expose confidential data with appropriate approval.





It is desirable to have the option in the future to move user provisioning under IT to be consistent with how other provisioning is handled.  For this to happen we will need to provide IT Compliance (Steve Duncan and Bret Blackford) the limited set of privileges to allow this is Workday, maintaining the Principle of Least Privilege. Establishing the limited set of Workday roles/permissions/privileges will require the assistance of Workday consultants.  





All of the above will need to be documented and tested.








1.b. Termination Process





We will use the same termination process as exists for Workday HCM/Payroll. Will need to document and test.











1.c. Role Based Access





[bookmark: _Hlk113006198]The Workday consultants have provided a Gold Security Matrix[footnoteRef:4] to document user roles in the system. This file appears to contain key security information and we need to understand how it is created, where it is maintained, how is it verified, with whom was it reviewed and approved, etc.  Is this a file we can generate prior to audit for their review?  Are the various Business Process[footnoteRef:5] defined (or need to be)?  Sherrie Easton is the Admin of Workday HCM/Payroll and may have the ability to re-create this matrix or run the underlying reports out of Workday.  [4:  I’ve attached the latest Gold Security Matrix received from Workday consultants  
  ]  [5:  A good overview of Workday Business Process can be found here … https://tinyurl.com/2ckz3whs ] 






All of the above will need to be documented and tested.












1.d. Segregation of Duties





This goes along with 1.c. above.  The business owners need to document any segregation of duties (SoD) that can occur within or between the various Workday roles allowed. How can we detect when a SoD occurs?  What are mitigating controls when a SoD might be temporarily required due to delegations, vacations, etc.?  SoD needs to be reviewed annually by business owners.





All of the above will need to be documented








1.e. Periodic Access Review





Periodically, often twice a year, a list of system users and their roles needs to be obtained by IT Compliance (Steve Duncan and Bret Blackford). This list will then be forwarded to the listed users supervisors for their review and approval. This review can lead to identification of role changes and terminations.   A similar process needs to be put in place for the Workford FIN users.





All of the above will need to be documented and tested.








1.f. Restricted Privilege Access 





Any super-user privileges need to be identified and adequate reporting/logging needs to be in place along with periodic monitoring.  Where possible, admin privilege should only be granted as-needed. This will need to be documented and tested.
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Microsoft_Excel_Worksheet.xlsx


Role Assignment Audit - Arch1



																				Role Assignments



				Role				Reference ID				Enabled for Organization Types				Restricted to Single Assignment				Organization				Role Assigned To



				Finance Analyst				Finance_Analyst				Company

Company Hierarchy								All Companies				Ana Djonovic

Angela Michelle Mouser

Anthony DiFatta

Christina M. Bianconi

Clara I. Lowder

David A. Dean

Desmond R Huddleston

Diane L. Brinkman

Douglas L. Boyd II

Greg A. Szczepan

Gregory F. Hensala

Jeffrey A. Von Holten

Jennifer R Lipp-Oster

John W. Lorson

Larry Neal Hughes II

Lori L Adkins

Mary Bernadette Mabe

Patricia A. Driver

Rhonda R. Goede

Stanley M Grabosky

Steven W. Howard



				Accounts Receivable Operations Lead				Accounts_Receivable_Operations_Lead				Company

Company Hierarchy



				Accounts Receivable Analyst				Accounts_Receivable_Analyst				Company

Company Hierarchy



				Accounts Payable Settlement Specialist				Accounts_Payable_Settlement_Specialist				Company

Company Hierarchy



				Accounts Payable Data Entry Specialist				Accounts_Payable_Data_Entry_Specialist				Company

Company Hierarchy



				Accounts Payable Analyst				Accounts_Payable_Analyst				Company

Company Hierarchy



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ACI Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



Marc Erlich: Marc Erlich:
Pay group is not part of the default config for the accountant role. 
In Prod, are we trying to give certain accounting folks access to payroll? If so, we should rename the Prod role to something like Payroll Accountant and create accountant fresh. 



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ACL Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ACO Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ACS Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ACT Hourly (DO NOT USE)				Accountant Division I (Unfilled)

Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ACT Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ADDCAR Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ADDCAR Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								All Companies				Anthony DiFatta

Christopher L Chard

Gina L Brunner

Gregory F. Hensala

John W. Lorson

Thomas P Heithaus

Timothy L Schroeder



Marc Erlich: Marc Erlich:
This is the Phase 2 assignment




				Accountant				Accountant				Company

Company Hierarchy

Pay Group								AOW Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								AOW Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Ark Land Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								AWR Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								BEK Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								BEK Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								BUC Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								BUC Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Coal-Mac Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Coal-Mac Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								CRCC Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								CRCC Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								EKY Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								EKY Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								EST Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								EST Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								FRC Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								FRC Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								HRC Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								HZD Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								HZD Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ILL Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								ILL Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								KNC Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								KNC Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								LMP Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Lone Mtn Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								MCC Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								MCC Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								MTL Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Mtn Laurel Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Mtn Laurel Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								OCC Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								PMC Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								PMC Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								Retiree Bi-Weekly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								RVC Hourly (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								RVC Salaried (DO NOT USE)				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								SEN Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								SEN Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								TBCC Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								TBCC Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								TYG Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								TYG Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								UPP Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								UPP Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								US Arch Companies				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								VND Hourly				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Accountant				Accountant				Company

Company Hierarchy

Pay Group								VND Salaried				Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson



				Expense Operations Lead				Expense_Operations_Lead				Company

Company Hierarchy



				Expense Settlement Specialist				Expense_Settlement_Specialist				Company

Company Hierarchy



				Expense Data Entry Specialist				Expense_Data_Entry_Specialist				Company

Company Hierarchy



				Expense Analyst				Expense_Analyst				Company

Company Hierarchy



				Buyer				Buyer				Company

Company Hierarchy



				Services Coordinator				Services_Coordinator				Company

Company Hierarchy



				Business Asset Tracking Specialist				Business_Asset_Tracking_Specialist				Company

Company Hierarchy



				Settlement Specialist				Settlement_Specialist				Company

Company Hierarchy



				Controller (No Longer Used)				Controller				Company

Company Hierarchy								US Arch Companies				John W. Lorson



Marc Erlich: Marc Erlich:
Controller became Fin Executive, did we appropriately move the assignment? 



				Cash Operations Lead				Cash_Operations_Lead				Company

Company Hierarchy								US Arch Companies				Anthony DiFatta

Gregory F. Hensala



				Cash Analyst				Cash_Analyst				Company

Company Hierarchy								US Arch Companies				Diane L. Brinkman

Patricia A. Will



				1099 Specialist				1099_Specialist				Company

Company Hierarchy



				Payroll Settlement Specialist				Payroll_Settlement_Specialist				Company

Company Hierarchy								US Arch Companies				Cathy M. Staley

Denise Kelley



				Cost Center Financial Analyst				Cost_Center_Financial_Analyst				Cost Center

Cost Center Hierarchy



				Company Costing Manager (No Longer Used)				Company_Costing_Manager				Company

Company Hierarchy				Yes



				Finance Executive				Finance_Executive				Company

Company Hierarchy								All Companies				Greg A. Szczepan

John W. Lorson

Matthew C. Giljum



				Accounting Operations Lead				Accounting_Operations_Lead				Company

Company Hierarchy								All Companies				Anthony DiFatta

Gregory F. Hensala

John W. Lorson



Marc Erlich: Marc Erlich:
These duplicated because of the ref ID in Prod not matching the proposed ref ID. I am coordinating that fix with Sherrie. 



																								



Marc Erlich: Marc Erlich:
Pay group is not part of the default config for the accountant role. 
In Prod, are we trying to give certain accounting folks access to payroll? If so, we should rename the Prod role to something like Payroll Accountant and create accountant fresh. 				



Marc Erlich: Marc Erlich:
Controller became Fin Executive, did we appropriately move the assignment? 				Accounting Operations Lead				Accounting_Operations_Lead				Company

Company Hierarchy								US Arch Companies				Cathy M. Staley

Denise Kelley

John W. Lorson



				Customer Contract Specialist				Customer_Contract_Specialist				Company

Company Hierarchy



				Revenue Specialist				Revenue_Specialist				Company

Company Hierarchy



				Billing Specialist				Billing_Specialist				Company

Company Hierarchy



				Supplier Contract Specialist				Supplier_Contract_Specialist				Company

Company Hierarchy



				Project Manager				Project_Manager				Project

Project Hierarchy				Yes



				Compensation Finance Partner				Compensation_Finance_Partner				Company

Company Hierarchy



				Project Billing Specialist				Project_Billing_Specialist				Project

Project Hierarchy



				Business Asset Accountant				Business_Asset_Accountant				Company

Company Hierarchy



				Cost Center Sponsored Programs Manager				Cost_Center_Sponsored_Programs_Manager				Cost Center

Cost Center Hierarchy



				Award Contract Specialist				Award_Contract_Specialist				Company

Company Hierarchy



				Sponsored Programs Manager				Sponsored_Programs_Manager				Company

Company Hierarchy



				Grant Budget Specialist				Grant_Budget_Specialist				Company

Company Hierarchy



				Budget Manager				Budget_Manager				Company

Company Hierarchy



				Effort Certification Reviewer				Effort_Certification_Reviewer				Cost Center

Cost Center Hierarchy



				Procurement Data Entry Specialist				Procurement_Data_Entry_Specialist				Company

Company Hierarchy



				Procurement Settlement Specialist				Procurement_Settlement_Specialist				Company

Company Hierarchy



				Tax Manager				Tax_Manager				Company

Company Hierarchy



				Effort Certification Manager				Effort_Certification_Manager				Company

Company Hierarchy



				Payroll Banking Manager				Payroll_Banking_Manager				Company

Company Hierarchy				Yes



				Customer Collections Specialist				Customer_Collections_Specialist				Company

Company Hierarchy



				Award Billing Specialist				Award_Billing_Specialist				Company

Company Hierarchy



				Accounts Payable Operations Lead				Accounts_Payable_Operations_Lead				Company

Company Hierarchy



				Inventory Analyst				Inventory_Analyst				Company

Company Hierarchy



				Organization Planner (Cost Center)				Organization_Planner_Cost_Center				Cost Center

Cost Center Hierarchy



				Project Financial Analyst				Project_Financial_Analyst				Project

Project Hierarchy



				Cash Specialist				Cash_Specialist				Company

Company Hierarchy



				Customer Billing Specialist				Customer_Billing_Specialist				Company

Company Hierarchy



				Payroll Accountant				Payroll_Accountant				Company

Company Hierarchy



				Bank Reconciliation Specialist				Bank_Reconciliation_Specialist				Company

Company Hierarchy



				Cash Settlement Specialist				Cash_Settlement_Specialist				Company

Company Hierarchy



				Customer Payment Specialist				Customer_Payment_Specialist				Company

Company Hierarchy



				Customer Refund Specialist				Customer_Refund_Specialist				Company

Company Hierarchy



				Customer Deposit Specialist				Customer_Deposit_Specialist				Company

Company Hierarchy



				Subaward Specialist				Subaward_Specialist				Company

Company Hierarchy



				Miscellaneous Payment Data Entry Specialist				Miscellaneous_Payment_Data_Entry_Specialist				Company

Company Hierarchy



				Common Finance Operations Lead				Common_Finance_Operations_Lead				Company

Company Hierarchy



				Business Asset Operations Lead				Business_Asset_Operations_Lead				Company

Company Hierarchy



				Inventory Operations Lead				Inventory_Operations_Lead				Company

Company Hierarchy



				Procurement Operations Lead				Procurement_Operations_Lead				Company

Company Hierarchy



				Common Finance Analyst				Common_Finance_Analyst				Company

Company Hierarchy



				Accounting Analyst				Accounting_Analyst				Company

Company Hierarchy



				Budget Analyst				Budget_Analyst				Company

Company Hierarchy



				Business Asset Analyst				Business_Asset_Analyst				Company

Company Hierarchy



				Procurement Analyst				Procurement_Analyst				Company

Company Hierarchy



				Ad Hoc Payment Data Entry Specialist				Ad_Hoc_Payment_Data_Entry_Specialist				Company

Company Hierarchy











User Based Sec Groups



				User-Based Security Group Assignments



				Security Group				Members



				Accounting Administrator				CStaley / Cathy M. Staley

DKelley / Denise Kelley

wd-support



				Accounting Center Administrator				adifatta / Anthony DiFatta



				Accounting Center Analyst				GHensala / Gregory F. Hensala

gszczepan / Greg A. Szczepan

JLorson / John W. Lorson

RGoede / Rhonda R. Goede



				Accounting Configurator				adifatta / Anthony DiFatta

theithaus / Thomas P Heithaus



				Bank Configurator



				Business Process Administrator				CStaley / Cathy M. Staley

DKelley / Denise Kelley

kbrown / Kimberly Brown

Seastwood / Sharon L. Eastwood

sshelke-impl / Sunil Shelke

WD_Turnover_User

wd-support



				Cash Configurator				CStaley / Cathy M. Staley

DKelley / Denise Kelley

SysUserPositivePay

wd-support



				Common Finance Configurator				adifatta / Anthony DiFatta

RGoede / Rhonda R. Goede

TBianconi / Christina M. Bianconi

theithaus / Thomas P Heithaus



				Company Administrator				wd-support



				Costing Administrator				wd-support



				Customer Administrator				wd-support



				Discovery Board Administrator



				Drive Administrator



				Finance Administrator				wd-support



				Finance Auditor				wd-support



				Finance Integration Administrator				sshelke-impl / Sunil Shelke

wd-support



				Finance Organization Administrator				sjohnson-impl / Sophia Johnson



				Integration Administrator				CStaley / Cathy M. Staley

ddickinson / Darla Rae Dickinson

DKelley / Denise Kelley

ISU_INT0050

kbrown / Kimberly Brown

MLuzecky / Mark A. Luzecky

MSeguin / Monica R. Seguin

Pmarlow / Pamela S. Marlow

Seastwood / Sharon L. Eastwood

sshelke-impl / Sunil Shelke

SysUserPositivePay

wd-support



				Organization Administrator				kbrown / Kimberly Brown

Seastwood / Sharon L. Eastwood

wd-support



				Prism Data Administrator



				Prism Data Writer



				Procurement Administrator				wd-support



				Project Administrator				JLorson / John W. Lorson

merlich-impl / Marc Erlich

wd-support



				Report Administrator



				Report Writer				adifatta / Anthony DiFatta

Ashland_Integration_User_Outbound

Ashland_Outbound

CStaley / Cathy M. Staley

DKelley / Denise Kelley

GHensala / Gregory F. Hensala

gszczepan / Greg A. Szczepan

INT0008_ActiveDirectory_IntUser

INT0016_Vocus_IntUser

Int0038_GarnHist

INT009-WF-CostCenterOutbound

INT009-WF-EmployeeMaster

INT009-WF-Jobcode

INT009-WF-PayComponents

INT009-WF-PayElements

INT018_Equifax_IntUser

INT021 - New Hire Outbound IntUser

INT032_ADP_IntUser

INT035_GL_IntUser

INT304_Empyrean_Inbound

INT304_Empyrean_Inbound_Test

INT318_Talx_IntUser

INT402_DCFinancials_IntUser

INT403_DCInbound_IntUser

JLorson / John W. Lorson

kbrown / Kimberly Brown

Mercer_Inbound_Test

Mercer_Outbound_IntUser

MercerDCInbound

MercerDCInbound-TestMode

MercerInbound

Seastwood / Sharon L. Eastwood

sshelke-impl / Sunil Shelke

SysUser_Garn_TestMode

SysUser_Garn_UpdateMode

SysUser_GarnHist

SysUser_GarnPQQ

SysUser_WF_Inbound

SysUserPositivePay

WD_Active_Directory_User

WD_ORA_INT_User

WD_Turnover_User

wd-support











New Security Groups



				Ref ID				Type				Notes



				Prism_Data_Administrator_Prism_Access				Prism Access Security Group



				Accounting_Center_Administrator_Prism_Access				Prism Access Security Group



				Prism_Data_Writer_Prism_Access				Prism Access Security Group



				Accounting_Center_Analyst_Prism_Access				Prism Access Security Group



				Security_Administrator_Prism_Access				Prism Access Security Group



				Security_Configurator_Prism_Access				Prism Access Security Group



				Prism_Data_Writer				User Based



				Accounting_Center_Administrator				User Based



				Prism_Data_Administrator				User Based



				Accounting_Center_Analyst				User Based



				ISSG_Accounting_Center				Integration Segment Security



				Accounting_Analyst				Role Based



				Accounting_Configurator				Role Based



				Accounts_Payable_Operations_Lead				Role Based



				Ad_Hoc_Payment_Data_Entry_Specialist				Role Based



				Award_Billing_Specialist				Role Based



				Bank_Configurator				Role Based



				Bank_Reconciliation_Specialist				Role Based



				Budget_Analyst				Role Based



				Business_Asset_Analyst				Role Based



				Business_Asset_Operations_Lead				Role Based



				Cash_Settlement_Specialist				Role Based



				Cash_Specialist				Role Based



				Collections_Manager				Role Based



				Collector				Role Based



				Common_Finance_Analyst				Role Based



				Common_Finance_Configurator				Role Based



				Common_Finance_Operations_Lead				Role Based



				Customer_Billing_Specialist				Role Based



				Customer_Collections_Specialist				Role Based



				Customer_Deposit_Specialist				Role Based



				Customer_Payment_Specialist				Role Based



				Customer_Refund_Specialist				Role Based



				Finance_Analyst				Role Based



				Gift_Financial_Analyst				Role Based



				Gift_Manager				Role Based



				HR_Planning_Administrator				Role Based



				Inventory_Analyst				Role Based



				Inventory_Operations_Lead				Role Based



				Location_Hierarchy_Financial_Analyst				Role Based



				Location_Hierarchy_Manager				Role Based



				Miscellaneous_Payment_Data_Entry_Specialist				Role Based



				Organization_Planner_Cost_Center				Role Based



				Payroll_Accountant				Role Based



				Procurement_Analyst				Role Based



				Procurement_Operations_Lead				Role Based



				Project_Financial_Analyst				Role Based



				Reconciliation_Type_Access_Bank_Statement				Role Based



				Reconciliation_Type_Access_Journal_Line				Role Based



				Student_Auditor				Role Based



				Subaward_Specialist				Role Based



				Supplier_Contract_Specialist				Role Based



				Discovery_Board_Administrator				User Based



				Drive_Administrator				User Based



				Finance_Organization_Administrator				User Based



				Finance_Planning_Administrator				User Based



				Report_Administrator				User Based				In Prod, report admin domain is attached to setup admin. Setup admin is heavy handed and as such, this would be a good idea to split this user based group and adopt report admin. 











Renames



				New Ref ID				Old Ref ID				Old Name



				1099_Specialist				1099_Analyst				1099 Analyst



				Accounting_Operations_Lead				Accounting_Manager				Accounting Manager



				Accounts_Payable_Data_Entry_Specialist				Accounts_Payable_Data_Entry_Spec				No Change



				Accounts_Payable_Settlement_Specialist				Accounts_Payable_Settlement_Spec				No Change



				Accounts_Receivable_Operations_Lead				Accounts_Receivable_Specialist				Accounts Receivable Specialist



				Cash_Operations_Lead				Cash_Manager				Cash Manager



				Expense_Operations_Lead				Expense_Partner				Expense Partner



				Cash_Configurator				Settlement_Administrator				Settlement Administrator











Roles to be DNUd



				Security Group Name:



				Company Costing Manager



				Controller











Role Attribute Change



				Roles to be changed in Prod				Notes



				Finance_Executive				This role exists in Prod but was mis-configured as location based. Changed to be company based.











Domain Ownership



				Functional Area Name				Functional Area in Scope				Domain Name				Domain in scope				Loaded to Arch 1



				System				Y				Ability to Create Only Temporary Reports				N



				System				Y				Access Adaptive Planning				N



				System				Y				Account Provisioning				N



				System				Y				Adaptive Planning Integration				N



				System				Y				Administer Activity Stream				N



				System				Y				Administer Campaigns				N



				System				Y				Administer Communications				N



				System				Y				Administer Scheduled Distributions				N



				System				Y				Aliases				Y



				System				Y				All Background Processes				N



				System				Y				App Manager: Deploy Applications				N



				System				Y				Assistant				N



				System				Y				Assistant Usage Reports				N



				System				Y				Audit Tag (Segmented)				N



				System				Y				Big Data Analytics: Administrative Access				N



				System				Y				Big Data Analytics: Analyst Access				N



				System				Y				Big Data Analytics: Import				N



				System				Y				Big Data Analytics: Template Management				N



				System				Y				Bots				N



				System				Y				Business Process Administration				Possibly - Need to have conversations on BP management



				System				Y				Business Process Definition View				Possibly - Need to have conversations on BP management



				System				Y				Business Process Delegation				Possibly - Need to have conversations on BP management



				System				Y				Business Process Reporting				Possibly - Need to have conversations on BP management



				System				Y				Calendar Download Access				N



				System				Y				Compensation Segmented Setup				N



				System				Y				Configuration Set				N



				System				Y				Configuration Set: Business Processes				N



				System				Y				Configuration Set: Custom Reports and Fields				N



				System				Y				Configuration Set: Integrations				N



				System				Y				Configure Questionnaires for Business Process				N



				System				Y				Configure Questions for Business Process				N



				System				Y				Consolidated Task Workbooks Reporting				N



				System				Y				Consolidate Tasks				N



				System				Y				Create: Supply and Demand Analytics				N



				System				Y				Create and Manage Surveys				N



				System				Y				Custom Business Process				N



				System				Y				Custom Domain 1				N



				System				Y				Custom Domain 10				N



				System				Y				Custom Domain 100				N



				System				Y				Custom Domain 101				N



				System				Y				Custom Domain 102				N



				System				Y				Custom Domain 103				N



				System				Y				Custom Domain 104				N



				System				Y				Custom Domain 105				N



				System				Y				Custom Domain 106				N



				System				Y				Custom Domain 107				N



				System				Y				Custom Domain 108				N



				System				Y				Custom Domain 109				N



				System				Y				Custom Domain 11				N



				System				Y				Custom Domain 110				N



				System				Y				Custom Domain 111				N



				System				Y				Custom Domain 112				N



				System				Y				Custom Domain 113				N



				System				Y				Custom Domain 114				N



				System				Y				Custom Domain 115				N



				System				Y				Custom Domain 116				N



				System				Y				Custom Domain 117				N



				System				Y				Custom Domain 118				N



				System				Y				Custom Domain 119				N



				System				Y				Custom Domain 12				N



				System				Y				Custom Domain 120				N



				System				Y				Custom Domain 121				N



				System				Y				Custom Domain 122				N



				System				Y				Custom Domain 123				N



				System				Y				Custom Domain 124				N



				System				Y				Custom Domain 125				N



				System				Y				Custom Domain 126				N



				System				Y				Custom Domain 127				N



				System				Y				Custom Domain 128				N



				System				Y				Custom Domain 129				N



				System				Y				Custom Domain 13				N



				System				Y				Custom Domain 130				N



				System				Y				Custom Domain 131				N



				System				Y				Custom Domain 132				N



				System				Y				Custom Domain 133				N



				System				Y				Custom Domain 134				N



				System				Y				Custom Domain 135				N



				System				Y				Custom Domain 136				N



				System				Y				Custom Domain 137				N



				System				Y				Custom Domain 138				N



				System				Y				Custom Domain 139				N



				System				Y				Custom Domain 14				N



				System				Y				Custom Domain 140				N



				System				Y				Custom Domain 141				N



				System				Y				Custom Domain 142				N



				System				Y				Custom Domain 143				N



				System				Y				Custom Domain 144				N



				System				Y				Custom Domain 145				N



				System				Y				Custom Domain 146				N



				System				Y				Custom Domain 147				N



				System				Y				Custom Domain 148				N



				System				Y				Custom Domain 149				N



				System				Y				Custom Domain 15				N



				System				Y				Custom Domain 150				N



				System				Y				Custom Domain 151				N



				System				Y				Custom Domain 152				N



				System				Y				Custom Domain 153				N



				System				Y				Custom Domain 154				N



				System				Y				Custom Domain 155				N



				System				Y				Custom Domain 156				N



				System				Y				Custom Domain 157				N



				System				Y				Custom Domain 158				N



				System				Y				Custom Domain 159				N



				System				Y				Custom Domain 16				N



				System				Y				Custom Domain 160				N



				System				Y				Custom Domain 161				N



				System				Y				Custom Domain 162				N



				System				Y				Custom Domain 163				N



				System				Y				Custom Domain 164				N



				System				Y				Custom Domain 165				N



				System				Y				Custom Domain 166				N



				System				Y				Custom Domain 167				N



				System				Y				Custom Domain 168				N



				System				Y				Custom Domain 169				N



				System				Y				Custom Domain 17				N



				System				Y				Custom Domain 170				N



				System				Y				Custom Domain 171				N



				System				Y				Custom Domain 172				N



				System				Y				Custom Domain 173				N



				System				Y				Custom Domain 174				N



				System				Y				Custom Domain 175				N



				System				Y				Custom Domain 176				N



				System				Y				Custom Domain 177				N



				System				Y				Custom Domain 178				N



				System				Y				Custom Domain 179				N



				System				Y				Custom Domain 18				N



				System				Y				Custom Domain 180				N



				System				Y				Custom Domain 181				N



				System				Y				Custom Domain 182				N



				System				Y				Custom Domain 183				N



				System				Y				Custom Domain 184				N



				System				Y				Custom Domain 185				N



				System				Y				Custom Domain 186				N



				System				Y				Custom Domain 187				N



				System				Y				Custom Domain 188				N



				System				Y				Custom Domain 189				N



				System				Y				Custom Domain 19				N



				System				Y				Custom Domain 190				N



				System				Y				Custom Domain 191				N



				System				Y				Custom Domain 192				N



				System				Y				Custom Domain 193				N



				System				Y				Custom Domain 194				N



				System				Y				Custom Domain 195				N



				System				Y				Custom Domain 196				N



				System				Y				Custom Domain 197				N



				System				Y				Custom Domain 198				N



				System				Y				Custom Domain 199				N



				System				Y				Custom Domain 2				N



				System				Y				Custom Domain 20				N



				System				Y				Custom Domain 200				N



				System				Y				Custom Domain 21				N



				System				Y				Custom Domain 22				N



				System				Y				Custom Domain 23				N



				System				Y				Custom Domain 24				N



				System				Y				Custom Domain 25				N



				System				Y				Custom Domain 26				N



				System				Y				Custom Domain 27				N



				System				Y				Custom Domain 28				N



				System				Y				Custom Domain 29				N



				System				Y				Custom Domain 3				N



				System				Y				Custom Domain 30				N



				System				Y				Custom Domain 31				N



				System				Y				Custom Domain 32				N



				System				Y				Custom Domain 33				N



				System				Y				Custom Domain 34				N



				System				Y				Custom Domain 35				N



				System				Y				Custom Domain 36				N



				System				Y				Custom Domain 37				N



				System				Y				Custom Domain 38				N



				System				Y				Custom Domain 39				N



				System				Y				Custom Domain 4				N



				System				Y				Custom Domain 40				N



				System				Y				Custom Domain 41				N



				System				Y				Custom Domain 42				N



				System				Y				Custom Domain 43				N



				System				Y				Custom Domain 44				N



				System				Y				Custom Domain 45				N



				System				Y				Custom Domain 46				N



				System				Y				Custom Domain 47				N



				System				Y				Custom Domain 48				N



				System				Y				Custom Domain 49				N



				System				Y				Custom Domain 5				N



				System				Y				Custom Domain 50				N



				System				Y				Custom Domain 51				N



				System				Y				Custom Domain 52				N



				System				Y				Custom Domain 53				N



				System				Y				Custom Domain 54				N



				System				Y				Custom Domain 55				N



				System				Y				Custom Domain 56				N



				System				Y				Custom Domain 57				N



				System				Y				Custom Domain 58				N



				System				Y				Custom Domain 59				N



				System				Y				Custom Domain 6				N



				System				Y				Custom Domain 60				N



				System				Y				Custom Domain 61				N



				System				Y				Custom Domain 62				N



				System				Y				Custom Domain 63				N



				System				Y				Custom Domain 64				N



				System				Y				Custom Domain 65				N



				System				Y				Custom Domain 66				N



				System				Y				Custom Domain 67				N



				System				Y				Custom Domain 68				N



				System				Y				Custom Domain 69				N



				System				Y				Custom Domain 7				N



				System				Y				Custom Domain 70				N



				System				Y				Custom Domain 71				N



				System				Y				Custom Domain 72				N



				System				Y				Custom Domain 73				N



				System				Y				Custom Domain 74				N



				System				Y				Custom Domain 75				N



				System				Y				Custom Domain 76				N



				System				Y				Custom Domain 77				N



				System				Y				Custom Domain 78				N



				System				Y				Custom Domain 79				N



				System				Y				Custom Domain 8				N



				System				Y				Custom Domain 80				N



				System				Y				Custom Domain 81				N



				System				Y				Custom Domain 82				N



				System				Y				Custom Domain 83				N



				System				Y				Custom Domain 84				N



				System				Y				Custom Domain 85				N



				System				Y				Custom Domain 86				N



				System				Y				Custom Domain 87				N



				System				Y				Custom Domain 88				N



				System				Y				Custom Domain 89				N



				System				Y				Custom Domain 9				N



				System				Y				Custom Domain 90				N



				System				Y				Custom Domain 91				N



				System				Y				Custom Domain 92				N



				System				Y				Custom Domain 93				N



				System				Y				Custom Domain 94				N



				System				Y				Custom Domain 95				N



				System				Y				Custom Domain 96				N



				System				Y				Custom Domain 97				N



				System				Y				Custom Domain 98				N



				System				Y				Custom Domain 99				N



				System				Y				Custom Domains				N



				System				Y				Customer Segmented Setup				N



				System				Y				Custom Field Management				N



				System				Y				Custom Label Management				N
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				System				Y				Expenses Segmented Setup				N



				System				Y				Export to PDF and Excel				N
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				System				Y				Facet Configuration Management				N
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				System				Y				Formatting Style Management				N



				System				Y				Full Data Extract for Insight Applications				N



				System				Y				Grid Management				N
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				System				Y				Learning Segment Setup				N



				System				Y				Ledger Account Segmented Setup				Y
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				System				Y				Maintain Excel Template				N
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				System				Y				Manage: Custom Data Sources				Y
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				System				Y				Manage: Name Information				N



				System				Y				Manage: Service Center				N



				System				Y				Manage: Supply and Demand Analytics				N



				System				Y				Manage Authorized Applications				N



				System				Y				Manage Bot and User Conversations				N
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				System				Y				Manage Connect Audiences				N



				System				Y				Manage External Connections				N



				System				Y				Management Dashboard: Absence				N
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				System				Y				Management Dashboard: Custom Dashboard 1				N
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				System				Y				Management Dashboard: Custom Dashboard 3				N



				System				Y				Management Dashboard: Custom Dashboard 4				N
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				System				Y				Management Dashboard: Executive Workforce Scorecard (Do Not Use)				N
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				System				Y				Management Dashboard: Financial Executive Scorecard				N
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				System				Y				Self-Service: Manage Authorized Applications				N



				System				Y				Self-Service: Mobile Notifications				N



				System				Y				Self-Service: Notebooks				N



				System				Y				Self Service: Quick Access Shortcuts				N



				System				Y				Self-Service: Requests				N



				System				Y				Self-Service: Search: Find Person				N



				System				Y				Self-Service: Security Actions				N



				System				Y				Self-Service: Service Center Representative				N



				System				Y				Self-Service: Signons				N



				System				Y				Self-Service: Take Surveys				N



				System				Y				Self-Service Dashboard: Talent and Performance				N



				System				Y				Set Up: Account Provisioning Applications				N



				System				Y				Set Up: Adaptive Planning				N



				System				Y				Set Up: Announcements and Bulletin Worklet				N



				System				Y				Set Up: Audit Tags and Assignments				N



				System				Y				Set Up: Audit Tags and Assignments - Add Only				N
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				System				Y				Set Up: Campaigns Worklet				N
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				System				Y				Set Up: Cash Management Security Segments				N
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				System				Y				Set Up: System				N



				System				Y				Set Up: Tenant Setup - Adaptive Planning				N



				System				Y				Set Up: Tenant Setup - Assistant				N



				System				Y				Set Up: Tenant Setup - BP and Notifications				N



				System				Y				Set Up: Tenant Setup - Document Categories				N



				System				Y				Set Up: Tenant Setup - Financials				Y



				System				Y				Set Up: Tenant Setup - General				N



				System				Y				Set Up: Tenant Setup - Global				N



				System				Y				Set Up: Tenant Setup - HCM				N



				System				Y				Set Up: Tenant Setup - Hub				N



				System				Y				Set Up: Tenant Setup - Insight Applications				N



				System				Y				Set Up: Tenant Setup - Integrations				N



				System				Y				Set Up: Tenant Setup - Machine Learning				N



				System				Y				Set Up: Tenant Setup - Payroll				N



				System				Y				Set Up: Tenant Setup - Reporting and Analytics				N



				System				Y				Set Up: Tenant Setup - Search				N



				System				Y				Set Up: Tenant Setup - Security				N



				System				Y				Set Up: Tenant Setup - Student				N



				System				Y				Set Up: Tenant Setup - System				N



				System				Y				Set Up: Tenant Setup - Tenant Analyzer				N
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				System				Y				System Auditing				N
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				System				Y				System-Wide Summarization Calculation Management				N



				System				Y				User-Based Security Group Administration				N



				System				Y				View: Alert Notifications				N



				System				Y				View: Public Innovation Services Items				N



				System				Y				View: Requests				Possibly - need to determine if approval is required to be captured for AC or FDM administration
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				System				Y				Workday Account Passwords				N



				System				Y				Workday Accounts				N



				System				Y				Workday Designer				N



				System				Y				Workday Documentation Link				N



				System				Y				Workday Extend				N



				System				Y				Workday for Outlook				N



				System				Y				Workday Query language				N



				System				Y				Workday Usage Metrics				N



				System				Y				Workday Usage Metrics Email				N



				System				Y				Workday Usage Metrics Rerun Email				N
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				System				Y				Worklet: Corporate Information				N
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				System				Y				Worksheets				Y
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				Prism Analytics				Y				Prism: Manage Connection				Y				Y



				Prism Analytics				Y				Prism: Manage Data Source				Y				Y



				Prism Analytics				Y				Prism: Manage File Containers				Y				Y



				Prism Analytics				Y				Prism: Manage Relax Sharing				Y				Y



				Prism Analytics				Y				Prism: Select Table Data				Y				Y



				Prism Analytics				Y				Prism: Tables Create				Y				Y



				Prism Analytics				Y				Prism: Tables Manage				Y				Y



				Prism Analytics				Y				Prism: Tables Manage Schema				Y				Y



				Prism Analytics				Y				Prism: Tables Owner Manage				Y				Y



				Prism Analytics				Y				Prism: Truncate Table Data				Y				Y



				Prism Analytics				Y				Prism: Update Table Data				Y				Y



				Prism Analytics				Y				Prism Datasets: Create				Y				Y



				Prism Analytics				Y				Prism Datasets: Manage				Y				Y



				Prism Analytics				Y				Prism Datasets: Owner Manage				Y				Y



				Prism Analytics				Y				Prism Datasets: Publish				Y				Y



				Financial Accounting				Y				Access Investor (Segmented)				Y



				Financial Accounting				Y				Access Matching Rule Set (Segmented)				Y



				Financial Accounting				Y				Manager Reports: Funding Sources				Y



				Financial Accounting				Y				Process: Account Certification – Cancel Auto Match				Y



				Financial Accounting				Y				Process: Account Certification – Create Auto Match				Y



				Financial Accounting				Y				Process: Account Certification - Decertify				Y



				Financial Accounting				Y				Process: Account Certification - Decertify All				Y



				Financial Accounting				Y				Process: Account Certifications				Y



				Financial Accounting				Y				Process: Account Certifications - Cancel				Y



				Financial Accounting				Y				Process: Account Certifications - Cancel All				Y



				Financial Accounting				Y				Process: Account Certifications - Cancel All Match				Y



				Financial Accounting				Y				Process: Account Certifications - Create				Y



				Financial Accounting				Y				Process: Account Certifications - Reporting				Y



				Financial Accounting				Y				Process: Account Certifications - View				Y



				Financial Accounting				Y				Process: Account Certifications - Worksheets				Y



				Financial Accounting				Y				Process: Accounting Adjustment				Y



				Financial Accounting				Y				Process: Accounting Adjustment - Add/Change Attachment				Y



				Financial Accounting				Y				Process: Accounting Adjustment - Add Attachment				Y



				Financial Accounting				Y				Process: Accounting Adjustment - Cancel				Y



				Financial Accounting				Y				Process: Accounting Adjustment - Edit				Y



				Financial Accounting				Y				Process: Accounting Adjustment - Reports				Y



				Financial Accounting				Y				Process: Accounting Adjustment - View				Y



				Financial Accounting				Y				Process: Allocations				Y



				Financial Accounting				Y				Process: Audits and Corrections				Y



				Financial Accounting				Y				Process: Average Daily Balance				N



				Financial Accounting				Y				Process: Cash to Bank Reconciliation Initial Balance				Y



				Financial Accounting				Y				Process: Equity Pickup				Y



				Financial Accounting				Y				Process: Funding Sources				N



				Financial Accounting				Y				Process: Intercompany				Y



				Financial Accounting				Y				Process: Intercompany Payment/Settlement				Y



				Financial Accounting				Y				Process: Journals (NEW)				Y



				Financial Accounting				Y				Process: Journals - Add/Change Attachment				Y



				Financial Accounting				Y				Process: Journals - Add Attachment				Y



				Financial Accounting				Y				Process: Journals - Cancel				Y



				Financial Accounting				Y				Process: Journals - Copy				Y



				Financial Accounting				Y				Process: Journals - Core				Y



				Financial Accounting				Y				Process: Journals - Reporting				Y



				Financial Accounting				Y				Process: Journals - View				Y



				Financial Accounting				Y				Process: Matching Rule Set				Y



				Financial Accounting				Y				Process: Noncontrolling Interest				Y



				Financial Accounting				Y				Process: Noncontrolling Interest Opt-In				Y



				Financial Accounting				Y				Process: Revaluation				Y



				Financial Accounting				Y				Reports: Average Daily Balance				N



				Financial Accounting				Y				Reports: Financial Accounting				Y



				Financial Accounting				Y				Reports: Financial Reports with Payroll Details				Y



				Financial Accounting				Y				Reports: Funding Sources				N



				Financial Accounting				Y				Reports: High-volume Reporting (beta)				Y



				Financial Accounting				Y				Reports: Manager Financial Reporting				Y



				Financial Accounting				Y				Reports: Organization Accounting Adjustment Lines				Y



				Financial Accounting				Y				Reports: Organization Accounting Adjustment Reporting				Y



				Financial Accounting				Y				Reports: Organization Average Daily Balance Lines				N



				Financial Accounting				Y				Reports: Organization Financial Reporting				Y



				Financial Accounting				Y				Reports: Organization Journal Lines				Y



				Financial Accounting				Y				Reports: Organization Journal Lines with Payroll Details				Y



				Financial Accounting				Y				Reports: Organization Journals Reporting				Y



				Financial Accounting				Y				Set Up: Account Certifications				Y



				Financial Accounting				Y				Set Up: Accounting Adjustment Change Reason Code				Y



				Financial Accounting				Y				Set Up: Account Reconciliation Template Definition				Y



				Financial Accounting				Y				Set Up: Allocations				Y



				Financial Accounting				Y				Set Up: Consolidation				Y



				Financial Accounting				Y				Set Up: Currency Translation				Y



				Financial Accounting				Y				Set Up: Funding Sources				N



				Financial Accounting				Y				Set Up: Investor				Y



				Financial Accounting				Y				Set Up: Matching Rule Set				Y



				Financial Accounting				Y				Set Up: Revaluation				N



				Financial Accounting				Y				Set Up: Spend Restrictions				Y



				Financial Accounting				Y				View: Investor				Y



				Financial Accounting				Y				View: Organization Accounting Adjustment				Y



				Financial Accounting				Y				View: Organization Journals				Y



				Common Financial Management				Y				Access Ledger Account (Segmented)				Y



				Common Financial Management				Y				Access Supplier (Segmented)				N



				Common Financial Management				Y				Manage: Credit Card Data				N



				Common Financial Management				Y				Manage: Related Worktags				N



				Common Financial Management				Y				Process: Close Year End				Y



				Common Financial Management				Y				Process: Credit Card				N



				Common Financial Management				Y				Process: Historic Ledger Types				Y



				Common Financial Management				Y				Process: Period End				Y



				Common Financial Management				Y				Process: Reopen Year End				Y



				Common Financial Management				Y				Process: Statistics				Y



				Common Financial Management				Y				Process: Tax Master				N



				Common Financial Management				Y				Process: Year End				Y



				Common Financial Management				Y				Reports: Create Tax Declaration				N



				Common Financial Management				Y				Reports: Currency Rates				Y



				Common Financial Management				Y				Reports: Financial Compliance				Y



				Common Financial Management				Y				Reports: Organization Statistic Reporting				Y



				Common Financial Management				Y				Reports: Statistics				Y



				Common Financial Management				Y				Reports: Transaction Tax				N



				Common Financial Management				Y				Self-Service: Credit Card				N



				Common Financial Management				Y				Self-Service: Edit / Delete Financials Notes				N



				Common Financial Management				Y				Set Up: Accounting Rules				Y



				Common Financial Management				Y				Set Up: Accounts				Y



				Common Financial Management				Y				Set Up: Basic Customer Worktag				Y



				Common Financial Management				Y				Set Up: Basic Gift Worktag				N



				Common Financial Management				Y				Set Up: Basic Grant Worktag				N



				Common Financial Management				Y				Set Up: Basic Project Worktag				Y



				Common Financial Management				Y				Set Up: Basic Revenue Category Worktag				N



				Common Financial Management				Y				Set Up: Basic Sales Item Worktag				N



				Common Financial Management				Y				Set Up: Basic Supplier Worktag				Y



				Common Financial Management				Y				Set Up: Commodity Codes				N



				Common Financial Management				Y				Set Up: Company				Y



				Common Financial Management				Y				Set Up: Company Accounting				Y



				Common Financial Management				Y				Set Up: Company General				Y



				Common Financial Management				Y				Set Up: Credit Card				N



				Common Financial Management				Y				Set Up : Currencies				Y



				Common Financial Management				Y				Set Up: Currency Rates				Y



				Common Financial Management				Y				Set Up: Customer Categories				N



				Common Financial Management				Y				Set Up: Custom Validations				Y



				Common Financial Management				Y				Set Up: Enable Worktags				Y



				Common Financial Management				Y				Set Up: Financial Accounting				Y



				Common Financial Management				Y				Set Up: Financial Messages				N



				Common Financial Management				Y				Set Up: Fiscal Schedule				Y



				Common Financial Management				Y				Set Up: Fund				N



				Common Financial Management				Y				Set Up: Fund Accounting				N



				Common Financial Management				Y				Set Up: Interest Rate and Late Fee Rule				N



				Common Financial Management				Y				Set Up: Journal Source				Y



				Common Financial Management				Y				Set Up: Ledger and Book				Y



				Common Financial Management				Y				Set Up: Loan				Y



				Common Financial Management				Y				Set Up: Maintain Custom Worktags				Y



				Common Financial Management				Y				Set Up: Map Worktags				Y



				Common Financial Management				Y				Set Up: Netting Rules				N



				Common Financial Management				Y				Set Up: Object Class				N



				Common Financial Management				Y				Set Up: Period Close				Y



				Common Financial Management				Y				Set Up: Program				N



				Common Financial Management				Y				Set Up: Receivable Overpayment				N



				Common Financial Management				Y				Set Up: Receivable Write-off Categories				N



				Common Financial Management				Y				Set Up: Revenue Categories				Y



				Common Financial Management				Y				Set Up: Spend Categories				Y



				Common Financial Management				Y				Set Up: Statistics				Y



				Common Financial Management				Y				Set Up: Supplier Categories				N



				Common Financial Management				Y				Set Up: Tax				N



				Common Financial Management				Y				Set Up: Unit of Measure				N



				Common Financial Management				Y				Set Up: Worktag Balancing				N



				Common Financial Management				Y				Set Up: Worktags				Y



				Common Financial Management				Y				Set Up: Worktags - Business Unit				N



				Common Financial Management				Y				View: Tax Authority				Y



				Common Financial Management				Y				Worker Data: Credit Card				N



				Common Financial Management				Y				Worker Data: Credit Card Transactions				N



				Common Financial Management				Y				Worker Data: Position and Employee Worktag				N



				Budgets				Y				Access Plan Type (Segmented)				N



				Budgets				Y				Budgets REST APIs				N



				Budgets				Y				Create Unrestricted Budget Amendment (Segmented)				N



				Budgets				Y				Process: Budget				Y



				Budgets				Y				Process: Budget Date				N



				Budgets				Y				Process: Cancel Budget Amendment				Y



				Budgets				Y				Process: Cancel Position Budget				N



				Budgets				Y				Process: Cancel Position Budget Amendment				N



				Budgets				Y				Process: Manager Budget Amendments				N



				Budgets				Y				Process: Manager Position Budgets				N



				Budgets				Y				Process: Position Budget				N



				Budgets				Y				Reports: Company Budgets				Y



				Budgets				Y				Reports: Company Financial Budgets				Y



				Budgets				Y				Reports: Company Position Budgets				N



				Budgets				Y				Reports: Manager Budgets				Y



				Budgets				Y				Reports: Manager Financial Budgets				Y



				Budgets				Y				Reports: Manager Position Budgets				N



				Budgets				Y				Set Up: Budget				Y



				Budgets				Y				Set Up: Budget General				Y



				Accounting Center				Y				Process: Accounting Center				Y				Y



				Accounting Center				Y				Set Up: Accounting Center				Y				Y



				Accounting Center				Y				Set Up: Accounting Source				Y				Y



				Accounting Center				Y				Set up: Mapping Table Definitions				Y				Y



				Accounting Center				Y				Set Up: Mapping Tables				Y				Y



				Project Tracking				Y				Manage: Project Custom Task Name				N



				Project Tracking				Y				Manage: Project Details				N



				Project Tracking				Y				Manage: Project Plan				N



				Project Tracking				Y				Manage: Project Resources				N



				Project Tracking				Y				Manage: Project Tracking				N



				Project Tracking				Y				Self-Service: Project Timesheet				N



				Project Tracking				Y				Self-Service: Worksheets				N



				Project Tracking				Y				Set Up: Dynamic Resource Pool				N



				Project Tracking				Y				Set Up: Period Schedule				N



				Project Tracking				Y				Set Up: Project Details				N



				Project Tracking				Y				Set Up: Project Hierarchy				N



				Project Tracking				Y				Set Up: Project Tracking				N



				Project Tracking				Y				Set Up: Risk and Priorities				N



				Project Tracking				Y				View: Project				Y



				Project Tracking				Y				Worker Data: Project Timesheet and Worksheet				N



				Project Tracking				Y				Worker Data: Project Tracking				N











BP Ownership



				Functional Area Name				Functional Area in Scope				BP Name				BP in scope



				Accounting Center				Y				Accounting Center Batch Initiation Event				Y



				Accounting Center				Y				Accounting Center Detailed Accounting Event				Y



				Accounting Center				Y				Accounting Center Enrichment Event				Y



				Accounting Center				Y				Accounting Center Summarization Event				Y



				Budgets				Y				Assign Plan as Baseline Event				N



				Budgets				Y				Budget Amendment Event				N



				Budgets				Y				Budgetary Roll Forward Close Event				N



				Budgets				Y				Plan Event				Y



				Budgets				Y				Position Budget Event				N



				Budgets				Y				Position Budget Group				N



				Common Financial Management				Y				Credit Card Transaction Load				N



				Common Financial Management				Y				Period Close Event				Y



				Common Financial Management				Y				Period Close Notification Event				Y



				Common Financial Management				Y				Procurement Roll Forward				N



				Common Financial Management				Y				Review Credit Card Transaction Event (DO NOT USE)				N



				Common Financial Management				Y				Tax Declaration Event				N



				Common Financial Management				Y				Worker Credit Card Purge Event				N



				Financial Accounting				Y				Account Certification Event				Y



				Financial Accounting				Y				Accounting Adjustment Event				Y



				Financial Accounting				Y				Accounting Journal Event				Y



				Financial Accounting				Y				Accounting Journal Intercompany Event				Y



				Financial Accounting				Y				Accounting Journal Unpost Intercompany Event				Y



				Financial Accounting				Y				Accounting Journal Unpost-Reverse Event				Y



				Financial Accounting				Y				Allocation Finalize Event				Y



				Financial Accounting				Y				Allocation Finalize Intercompany Event				Y



				Financial Accounting				Y				Allocation Run Event				Y



				Financial Accounting				Y				Allocation Run Intercompany Event				Y



				Financial Accounting				Y				Average Daily Balance Event				N



				Financial Accounting				Y				Equity Pickup Event				Y



				Financial Accounting				Y				Funding Source Reclassification Event				N



				Financial Accounting				Y				Noncontrolling Interest Group Run Event				Y



				Financial Accounting				Y				Noncontrolling Interest Run Event				Y



				Financial Accounting				Y				Record Intercompany Receipt Event				N



				Financial Accounting				Y				Revaluation Run Event				N



				System				Y				Campaign Event				N



				System				Y				Constrained User Proxy				N



				System				Y				Create Workday Account				N



				System				Y				Custom Business Process Type				N



				System				Y				Custom Data Source Approval Event				N



				System				Y				Custom Data Source Extension Approval Event				N



				System				Y				Delegate Task				N



				System				Y				Distribute Documents or Tasks				N



				System				Y				Edit Workday Account				N



				System				Y				Generate Document				N



				System				Y				Inactivate Service Center Representative				N



				System				Y				Maintain Supply and Demand Analytics (Do Not Use)				N



				System				Y				Mass Action Event				N



				System				Y				Request				Possibly if request framework is needed for FDM or AC



				System				Y				Request Delegation Change				N



				System				Y				Request Translation				N



				System				Y				Workday System Generated Event				N



				Project Tracking				Y				Create Project				Y



				Project Tracking				Y				Create Project Hierarchy				Y



				Project Tracking				Y				Edit Project				Y



				Project Tracking				Y				Project Hierarchy Timesheet Event				N



				Project Tracking				Y				Project Resource Plan Line				N



				Project Tracking				Y				Timesheet Event				N
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			Audit Timeline





			Document Request List Response


			Multiple throughout fieldwork





			Field Work


			June 2022 – Workday B&F Deployment





			Findings to Management


			Throughout Assessment





			Management Response Due


			Throughout Assessment





			Final Deliverable


			TBD











Background		





Arch Resources, Inc. is implementing Workday as part of a finance modernization project as a replacement for its General Ledger (GL) and Budgeting and Forecasting. This will be a phased implementation with the GL module to be implemented with a planned go-live date of January 1, 2023. The Budgeting and Forecasting module implementation timing is to be determined for a later date in 2023.





Project Objectives





Based on the scope discussions and information obtained from management, the objective of this review is to support management and provide feedback during the Workday implementation. This includes, but is not limited to, assessing system assess, system configurations, business process controls, and sharing insights for leading practices for the GL and Budgeting and Forecasting.





Approach





PwC and Internal Audit will utilize a risk-based approach to accomplish the project objectives within the defined scope with input from subject matter specialists. Our review will include: ongoing participation in management project meetings, inquiry of management (questionnaire and selected interviews); inspection of management’s policies and procedures; and performance of selected testing procedures.





Project Scope





The scope of work includes an assessment of controls, practices, and security considerations over Workday. Project scope may include, but is not limited to, the following elements:


 


1) Security Assessment - upon security configuration completion (Timing: TBD upon discussion with IT)


a) As a part of the Workday FM implementation, PwC will perform a pre-implementation security assessment for reporting insights by performing the following:


i) Obtain process documentation, business process definitions, and related configurations to understand the current system setup and assess gaps and impacts of identified in-scope key controls prior to go-live


ii) Analyze configurable security setup to identify gaps around Sensitive Access (SA) and Segregation of Duties (SoD) conflicts for considerations around Client identified, high-risk access points granting excessive access across organizations prior to go-live.


iii) Based on information gathered through the security access assessment, PwC will build custom Workday reports and leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to go-live.





2) Financial and IT General Controls Assessment - following design and build phase (Tentative timing: July)


a) Read the risk and control matrices prepared by Client management to understand control configurations and control dependencies


b) Review related configurations to understand the system setup and assess the risks and impact on key controls identified by management for Workday FM and IT General Controls (ITGCs)


c) Meet with project functional area leads and control owners identified by management to complete a walkthrough of controls in Workday FM and ITGCs validate configurations for configurable controls;


d) Assess the potential risks in the business processes within the in-scope functional areas;


e) Assess the controls design (IT dependent, and automated) and provide our observations and high-level recommendations for Client management’s consideration in addressing gaps;


f) Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate completeness and accuracy of custom reports supporting IT dependent controls;


g) Identify and provide any gaps and recommendations to the implementation project team for consideration.





Deliverables





PwC and Internal Audit will provide the following:


1) Security Assessment


a) Workday Sensitive Access and Segregation of Duties Framework


b) Sensitive Access and Segregation of Duties Analysis


c) Configurable Mitigating Control Recommendations


2) Preliminary summary of findings at established milestones;


3) Report, if necessary, with a description of any identified findings, associated risks identified, and recommendations.  Our report will include a section for management to respond to our findings and recommendations, including a detailed action plan; and


4) Periodic status updates during fieldwork.





Participants





			Internal Audit Team


· Christopher Lydon, Internal Audit Principal 	


· Nicole Pledger, Workday Specialist	


· Pete Mahoney, Internal Audit Sr. Manager 	


· Megan Iselin, Internal Audit Manager	     


· Derek LaBell, Internal Audit Director              


· Gurmeet Sawhney, Managing Director              


· Jasmin Randhawa, Associate                             


			Scope Memo Distribution List


Process Owner(s):


· Marty Zambo, CIO


· John Zeigler, CCO


Process Owners & Key Participants


· Bret Blackford, SOX PMO


· Carolyn Bandle, Engagement Manager (Workday)


· Lucas Folse, Engagement Manager (Collaborative)
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organizations prior to go




-




live.




 




iii)




 




Based on information gathere




d through the security access assessment, PwC will build custom Workday reports and 




leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to 




go




-




live.




 




 




2)




 




Financial and IT General Controls Assessment 




-




 




f




ollowing design and build phase (Tentative timing: July)




 




a)




 




Read the risk and control matrices prepared by Client management to understand control configurations and control 




dependencies




 




b)




 




Review related configurations to understand the system setup and assess 




the risks and impact on key controls identified by 




management for Workday FM and IT General Controls (ITGCs)




 




c)




 




Meet with project functional area leads and control owners identified by management to 




complete a




 




walkthrough of 




controls in Workday FM and ITGCs 




v




alidate configurations




 




for configurable controls;




 




d)




 




Assess the potential risks in the business processes within the in




-




scope 




functional areas




;




 




e)




 




Assess the controls design (IT dependent, and automated) 




and provide




 




our observations and high




-




level 




recommendation




s for Client 




management’s consideration




 




in addressing gaps;




 




f)




 




Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate 




completeness 




and accuracy




 




of custom reports supporting IT dependent controls;




 




g)




 




Identify and provide any gaps and recommendations to the implementation project team for consideration.
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PwC 




and Internal Audit 




will provide the following:




 




1)




 




Security Assessment




 




a)




 




Workday Sensitive Access and Segregation of Duties Framework




 




b)




 




Sensitive Access and Segregation of Duties Analysis




 




c)




 




Configurable Mitigating Control Recommendations




 




2)




 




Preliminary summary of findings at established milestones;




 




3)




 




Report




, if necessary,




 




with a description of any identified findings, associated risks identified,




 




and recommendations.  Our report will 




include a section for management to respond to our findings and recommendations, including a detailed action plan; and




 




4)




 




Periodic status updates during fieldwork.
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 Workday  Finance Modernization   Implementation Review  



   



Audit Timeline  



Document Request List Response  Multiple throughout fieldwork  



Field Work  June   2022  –   Workday B&F  Deployment  



Findings to Management  Throughout Assessment  



Management Response Due  Throughout Assessment  



Final Deliverable  TBD  



  Background         Arch Resources, Inc. is implementing Workday as part of a finance modernization project as a replacement for its  General Ledger (GL) and  Budgeting and Forecasting. This will be a phased implementation with the GL module to be implemented with a planned go - live date of January  1, 2023. The Budgeting and Forecasting module implementation timing is to be determined for  a later date in 2023.     Project Objectives     Based on the scope discussions and information obtained from management, the objective of this review is to support managemen t and provide  feedback during the Workday implementation. This includes, but is not limi ted to, assessing system assess ,  system configurations,  business  process controls, and sharing   insights for leading practices   for the GL and Budgeting and Forecasting .     Approach     PwC  and Internal Audit  will utilize a risk - based approach to accomplish the p roject objectives within the defined scope with input from subject  matter specialists. Our review will include: ongoing participation in management project meetings, inquiry of management (que stionnaire and  selected interviews); inspection of management’s  policies and procedures; and performance of selected testing procedures.     Project Scope     The scope of work includes an assessment of controls, practices, and security considerations over Workday. Project scope may  include, but is not  limited to, the follow ing elements:       1)   Security Assessment  -   upon security configuration completion (Timing: TBD upon discussion with IT)   a)   As a part of the Workday FM implementation, PwC will perform a pre - implementation security assessment for reporting  insights by performing  the following:   i)   Obtain process documentation, business process definitions, and related configurations to understand the current  system setup and assess gaps and impacts of identified in - scope key controls prior to go - live   ii)   Analyze configurable security  setup to identify gaps around Sensitive Access (SA) and Segregation of Duties (SoD)  conflicts for considerations around Client identified, high - risk access points granting excessive access across  organizations prior to go - live.   iii)   Based on information gathere d through the security access assessment, PwC will build custom Workday reports and  leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to  go - live.     2)   Financial and IT General Controls Assessment  -   f ollowing design and build phase (Tentative timing: July)   a)   Read the risk and control matrices prepared by Client management to understand control configurations and control  dependencies   b)   Review related configurations to understand the system setup and assess  the risks and impact on key controls identified by  management for Workday FM and IT General Controls (ITGCs)   c)   Meet with project functional area leads and control owners identified by management to  complete a   walkthrough of  controls in Workday FM and ITGCs  v alidate configurations   for configurable controls;   d)   Assess the potential risks in the business processes within the in - scope  functional areas ;   e)   Assess the controls design (IT dependent, and automated)  and provide   our observations and high - level  recommendation s for Client  management’s consideration   in addressing gaps;   f)   Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate  completeness  and accuracy   of custom reports supporting IT dependent controls;   g)   Identify and provide any gaps and recommendations to the implementation project team for consideration.     Deliverables     PwC  and Internal Audit  will provide the following:   1)   Security Assessment   a)   Workday Sensitive Access and Segregation of Duties Framework   b)   Sensitive Access and Segregation of Duties Analysis   c)   Configurable Mitigating Control Recommendations   2)   Preliminary summary of findings at established milestones;   3)   Report , if necessary,   with a description of any identified findings, associated risks identified,   and recommendations.  Our report will  include a section for management to respond to our findings and recommendations, including a detailed action plan; and   4)   Periodic status updates during fieldwork.     Participants    



Internal Audit Team      Christopher  Lydon, Internal Audit Principal         Nicole Pledger, Workday Specialist        Pete Mahoney, Internal Audit Sr. Manager         Megan Iselin, Internal Audit Manager              Derek LaBell, Internal  Audit Director                    Gurmeet Sawhney, Managing Director                    Jasmin Randhawa, Associate                               Scope Memo Distribution List   Process Owner(s):      Marty Zambo, CIO      John  Zeigler, CCO   Process Owners & Key Participants      Bret Blackford, SOX PMO      Carolyn Bandle, Engagement Manager  (Workday)      Lucas Folse, Engagement Manager  (Collaborative)  



 





Arch 2022 Controls - Corp Mine EntityIT -Oracle.xlsx

Oracle


			Process Name			Process Acronym			Category/Location			Control Number			Key/Non-Key			Control Description			.


			Asset Impairment			AI			Corp			AI 7			Key			If there is an indication of impairment; the Assistant Controller reviews the Oracle Trial Balance, impairment tracking spreadsheet and the impairment model to determine the accounts and amounts for the impairment journal entry.  The journal entry is then reviewed and approved by the Vice President & Chief Accounting Officer.			Oracle


			Contract to Cash			CTC			Corp			CTC22			Key			Monthly, the Manager Sales Accounting reconciles the Accounts Receivable (account 111001) between RMS and Oracle GL to ensure the A/R in the GL agrees to the A/R sub-ledger in the RMS. Discrepancies are investigated and resolved.			Oracle


			Derivatives			DER			Corp			DER 6			Key			Monthly, the Manager Sales Accounting or qualified accounting designee performs and the Vice President & Chief Accounting Officer reviews the reconciliation of derivatives from Allegro to the Oracle GL. During the reconciliation process, the Vice President & Chief Accounting Officer's review includes: review of raw Allegro data to ensure settled, hypothetical and intercompany trades are appropriately excluded from the population, reconciliation of month end risk report provided by AER to the general ledger, etc.  Note the reconciliation is included with the JE documentation submitted to the Vice President & Chief Accounting Officer.			Oracle


			Financial Statement Closing Process			FSCP			Corp			FSCP 3			Key			All Division Accountants use a closing checklist, tailored to each organization, to ensure completeness of the financial statement close process, which is designed to ensure complete and accurate financial statements. The Division Accountants denote their completion of the checklist items by inputting the Oracle GL ID# for each entry indicating the entry has been uploaded.			Oracle


			Financial Statement Closing Process			FSCP			Corp			FSCP 9			Key			Oracle is configured to map accounts to financial statement lines and automatically perform consolidation.			Oracle


			IT - Managed Security (SCR)			SCR			IT			Oracle App 01			Key			Password parameter settings are maintained and governed by the published policy. 			Oracle


			IT - Managed Security (SCR)			SCR			IT			Oracle DB 02			Key			A report noting active Oracle accounts (employees and contractors) is reviewed semi-annually by management who originally requested access to determine whether user access is appropriate.  Any discrepancies are investigated and resolved.			Oracle


			IT - Managed Security (SCR)			SCR			IT			Oracle DB 03			Key			DB settings are appropriately configured to restrict unnecessary access and enforce security requirements. Passwords are used to prevent unauthorized access to Oracle resources.  The password controls are noted in the published policy.  This does not apply to some generic/system accounts where users are unable to make any changes. Database password settings apply to RMS and LMS application user authentication. 			Oracle


			IT - Managed Security (SCR)			SCR			IT			Oracle DB 04			Key			Only the Arch Change Manager and DBAs have access to make data changes via HP PPM. The ability to administer security to Oracle databases is restricted to authorized DBAs (except for third party managed services/systems). 			Oracle


			IT - Managed Security (SCR)			SCR			IT			Oracle GL 01			Key			Only application administrators and have access to add/change/delete user privileges.			Oracle


			IT - Managed Security (SCR)			SCR			IT			Oracle GL 02			Key			A report of employees with access to Oracle GL is reviewed semi-annually by accounting management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner. 			Oracle


			Payroll			PR			Corp			PR22			Key			The Accounting Manager or the Oracle GL Backup produces a journal import report monthly when Workday payroll data is uploaded to the G/L and uses it to verify that it was successful (debits equal credits).			Oracle


			Procure to Pay			PTP			Corp			PTP26			Key			The Oracle GL Administrator / Accounting Manager generates a Business Objects report monthly that is used to verify that Ellipse data was imported to Oracle General Ledger correctly.  Any discrepancies are researched and resolved.			Oracle


			Property, Plant and Equipment			PPE			Corp			PPE 9			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.			Oracle











			Contract to Cash			CTC			BECK			CTC4-BECK			Key			Load-out scales are calibrated and certified on at least an annual basis.  Evidence of certification is documented and maintained.





			Contract to Cash			CTC			BECK			CTC8-BECK			Key			RMS is configured to require the user to enter quality information twice to ensure accuracy.  If the two entries are not the same, the user must re-enter the quality information before proceeding with the shipment.





			Financial Statement Closing Process			FSCP						FSCP 32			Key			All share repurchases are authorized by the Board of Directors and are tracked on a monthly basis by the Chief Accounting Officer


			Financial Statement Closing Process			FSCP						FSCP 33			Key			As needed, the CAO/VP Finance will monitor for new lease agreements or modifications made through renewals of existing lease agreements. When a new or renewed lease agreement is finalized, the CAO/VP Finance will verify that the Right of Use Asset and Liability balances and lease expense are appropriately calculated and recorded.


			Materials & Supplies			MS			MTNL			MS10-MTNL			Key			The Quantity Mismatch report is reviewed daily by the warehouse manager to identify mismatches between the quantity received and the invoice, which are worked to resolution with vendors.  Resolution should be in process within 30 days.  Mismatches stay on the report until cleared in Ellipse.


			Materials & Supplies			MS			MTNL			MS2-MTNL			Key			Cycle counts are performed at least quarterly, and are scheduled such that all items are counted a minimum of one time per year.  The MARS system is used to track cycle count completion by location.  Resulting inventory adjustments are made by the Warehouse Manager during the month the cycle count was performed.  Evidence of cycle counts is documented and maintained.


			Materials & Supplies			MS			MTNL			MS3-MTNL			Key			The top 10 highest-dollar-value items on the Dead Stock report are reviewed monthly for potential obsolescence by the Warehouse Manager and decisions on these items are documented.


			Materials & Supplies			MS			MTNL			MS6-MTNL			Key			Annually, the Warehouse Managers review actual expenses to determine if standard costs should be updated.  The Business Manager reviews and approves proposed standard cost adjustments.


			Materials & Supplies			MS			MTNL			MS7-MTNL			Key			Warehouse personnel compare the "Receiving Report" (from Ellipse), by PO, to the items on the vendor packing list and to physical counts of goods received to validate the completeness and accuracy of the receipt.  All discrepancies are either returned to the supplier or accepted into inventory.


			Materials & Supplies			MS			SENT			MS10-SENT			Key			The Quantity Mismatch report is reviewed daily by the warehouse manager to identify mismatches between the quantity received and the invoice, which are worked to resolution with vendors.  Resolution should be in process within 30 days.  Mismatches stay on the report until cleared in Ellipse.


			Materials & Supplies			MS			SENT			MS2-SENT			Key			Cycle counts are performed at least quarterly, and are scheduled such that all items are counted a minimum of one time per year.  The MARS system is used to track cycle count completion by location.  Resulting inventory adjustments are made by the Warehouse Manager during the month the cycle count was performed.  Evidence of cycle counts is documented and maintained.


			Materials & Supplies			MS			SENT			MS3-SENT			Key			The top 10 highest-dollar-value items on the Dead Stock report are reviewed monthly for potential obsolescence by the Warehouse Manager and decisions on these items are documented.


			Materials & Supplies			MS			SENT			MS6-SENT			Key			Annually, the Warehouse Managers review actual expenses to determine if standard costs should be updated.  The Business Manager reviews and approves proposed standard cost adjustments.


			Materials & Supplies			MS			SENT			MS7-SENT			Key			Warehouse personnel compare the "Receiving Report" (from Ellipse), by PO, to the items on the vendor packing list and to physical counts of goods received to validate the completeness and accuracy of the receipt.  All discrepancies are either returned to the supplier or accepted into inventory.


			Materials & Supplies			MS			TYGT			MS10-TYGT			Key			The Quantity Mismatch report is reviewed daily by the warehouse manager to identify mismatches between the quantity received and the invoice, which are worked to resolution with vendors.  Resolution should be in process within 30 days.  Mismatches stay on the report until cleared in Ellipse.


			Materials & Supplies			MS			TYGT			MS2-TYGT			Key			Cycle counts are performed at least quarterly, and are scheduled such that all items are counted a minimum of one time per year.  The MARS system is used to track cycle count completion by location.  Resulting inventory adjustments are made by the Warehouse Manager during the month the cycle count was performed.  Evidence of cycle counts is documented and maintained.


			Materials & Supplies			MS			TYGT			MS3-TYGT			Key			The top 10 highest-dollar-value items on the Dead Stock report are reviewed monthly for potential obsolescence by the Warehouse Manager and decisions on these items are documented.


			Materials & Supplies			MS			TYGT			MS6-TYGT			Key			Annually, the Warehouse Managers review actual expenses to determine if standard costs should be updated.  The Business Manager reviews and approves proposed standard cost adjustments.


			Materials & Supplies			MS			TYGT			MS7-TYGT			Key			Warehouse personnel compare the "Receiving Report" (from Ellipse), by PO, to the items on the vendor packing list and to physical counts of goods received to validate the completeness and accuracy of the receipt.  All discrepancies are either returned to the supplier or accepted into inventory.


			Materials & Supplies			MS			WEMC			MS10-WEMC			Key			The Quantity Mismatch report is reviewed daily by the warehouse manager to identify mismatches between the quantity received and the invoice, which are worked to resolution with vendors.  Resolution should be in process within 30 days.  Mismatches stay on the report until cleared in Ellipse.


			Materials & Supplies			MS			WEMC			MS2-WEMC			Key			Cycle counts are performed at least quarterly, and are scheduled such that all items are counted a minimum of one time per year.  The MARS system is used to track cycle count completion by location.  Resulting inventory adjustments are made by the Warehouse Manager during the month the cycle count was performed.  Evidence of cycle counts is documented and maintained.


			Materials & Supplies			MS			WEMC			MS3-WEMC			Key			The top 10 highest-dollar-value items on the Dead Stock report are reviewed monthly for potential obsolescence by the Warehouse Manager and decisions on these items are documented.


			Materials & Supplies			MS			WEMC			MS6-WEMC			Key			Annually, the Warehouse Managers review actual expenses to determine if standard costs should be updated.  The Business Manager reviews and approves proposed standard cost adjustments.


			Materials & Supplies			MS			WEMC			MS7-WEMC			Key			Warehouse personnel compare the "Receiving Report" (from Ellipse), by PO, to the items on the vendor packing list and to physical counts of goods received to validate the completeness and accuracy of the receipt.  All discrepancies are either returned to the supplier or accepted into inventory.


			Payroll			PR			BECK			PR10-BECK			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			BECK			PR12-BECK			Key			After the hours have been loaded into WorkForce the mine payroll clerks or corporate payroll administrators reconcile total hours between WorkForce and timecards (or spreadsheets).


			Payroll			PR			BECK			PR14-BECK			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			BECK			PR5-BECK			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Payroll			PR			BT			PR10-BT			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			BT			PR12-BT			Key			After the hours have been loaded into WorkForce the mine payroll clerks or corporate payroll administrators reconcile total hours between WorkForce and timecards (or spreadsheets).


			Payroll			PR			BT			PR14-BT			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			BT			PR5-BT			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Payroll			PR			CC			PR10-CC			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			CC			PR12-CC			Key			After the hours have been loaded into WorkForce the mine payroll clerks or corporate payroll administrators reconcile total hours between WorkForce and timecards (or spreadsheets).


			Payroll			PR			CC			PR14-CC			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			CC			PR5-CC			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Payroll			PR			MTNL			PR10-MTNL			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			MTNL			PR12-MTNL			Key			After the hours have been loaded into WorkForce the mine payroll clerks or corporate payroll administrators reconcile total hours between WorkForce and timecards (or spreadsheets).


			Payroll			PR			MTNL			PR14-MTNL			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			MTNL			PR5-MTNL			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Payroll			PR			SENT			PR10-SENT			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			SENT			PR14-SENT			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			SENT			PR5-SENT			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Payroll			PR			TYGT			PR10-TYGT			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			TYGT			PR14-TYGT			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			TYGT			PR5-TYGT			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Payroll			PR			WEMC			PR10-WEMC			Key			Employee supervisors review and approve (sign) the time sheets, timecards or daily reports (specific for Leer Hourly or other operations using automated timeclocks) for WorkForce entry.


			Payroll			PR			WEMC			PR14-WEMC			Key			The mine payroll clerk prepares reconciliation and verifies the hours paid in WorkForce agree to the total hours paid in Workday.  Any variances will be investigated and resolved.


			Payroll			PR			WEMC			PR5-WEMC			Key			Once completed the proposed merit increases are routed to the Senior Officer for review and approval.


			Procure to Pay			PTP			BECK			PTP10-BECK			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			BECK			PTP11-BECK			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			BECK			PTP2-BECK			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			BECK			PTP4-BECK			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			BECK			PTP8-BECK			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Procure to Pay			PTP			BT			PTP1-BT			Key			The creation or modification of vendor information is completed by AP Clerks or Purchasing and must have supporting documentation.  After the creation/change is complete the vendor information is reviewed by the Division Accountant who verify that the information matches the backup and then approves the vendor in Ellipse.


			Procure to Pay			PTP			BT			PTP10-BT			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			BT			PTP11-BT			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			BT			PTP13-TB			Key			The Business Manager reviews the Freight on EDI Invoices Report (ACR26MA), daily and monthly, to ensure EDI freight charges are reasonable.


			Procure to Pay			PTP			BT			PTP2-BT			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			BT			PTP4-BT			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			BT			PTP8-BT			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Procure to Pay			PTP			CC			PTP1-CC			Key			The creation or modification of vendor information is completed by AP Clerks or Purchasing and must have supporting documentation.  After the creation/change is complete the vendor information is reviewed by the Division Accountant who verify that the information matches the backup and then approves the vendor in Ellipse.


			Procure to Pay			PTP			CC			PTP10-CC			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			CC			PTP11-CC			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			CC			PTP2-CC			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			CC			PTP4-CC			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			CC			PTP8-CC			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Procure to Pay			PTP			LMTN			PTP1-LMNT			Key			The creation or modification of vendor information is completed by AP Clerks or Purchasing and must have supporting documentation.  After the creation/change is complete the vendor information is reviewed by the Division Accountant who verify that the information matches the backup and then approves the vendor in Ellipse.


			Procure to Pay			PTP			MTNL			PTP1-MTNL			Key			The creation or modification of vendor information is completed by AP Clerks or Purchasing and must have supporting documentation.  After the creation/change is complete the vendor information is reviewed by the Division Accountant who verify that the information matches the backup and then approves the vendor in Ellipse.


			Procure to Pay			PTP			MTNL			PTP10-MTNL			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			MTNL			PTP11-MTNL			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			MTNL			PTP2-MTNL			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			MTNL			PTP4-MTNL			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			MTNL			PTP8-MTNL			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Procure to Pay			PTP			SENT			PTP10-SENT			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			SENT			PTP11-SENT			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			SENT			PTP2-SENT			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			SENT			PTP4-SENT			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			SENT			PTP8-SENT			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Procure to Pay			PTP			TYGT			PTP10-TYGT			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			TYGT			PTP11-TYGT			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			TYGT			PTP2-TYGT			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			TYGT			PTP4-TYGT			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			TYGT			PTP8-TYGT			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Procure to Pay			PTP			WEMC			PTP1-WEMC			Key			The creation or modification of vendor information is completed by AP Clerks or Purchasing and must have supporting documentation.  After the creation/change is complete the vendor information is reviewed by the Division Accountant who verify that the information matches the backup and then approves the vendor in Ellipse.


			Procure to Pay			PTP			WEMC			PTP10-WEMC			Key			For any pricing discrepancies between the invoice and purchase order, Ellipse will generate a pricing mismatch report.  This report is reviewed by the purchasing manager, business manager or accounting clerk.  Resolution is expected to be complete within 30 days.  Mismatches remain on the report until cleared in Ellipse.


			Procure to Pay			PTP			WEMC			PTP11-WEMC			Key			On a daily basis, the mine Purchasing Agent and Business Manager receive the Ellipse Purchase Order changes exceeding $1,000 and 10% report (ACA22K). The mine purchasing agent is required to provide an explanation for each PO change.  The changes are noted in Ellipse so that the explanation is provided in the automatically generated report.  If an explanation is not provided or if it is not complete the Business Manager will follow up with the appropriate buyer.


			Procure to Pay			PTP			WEMC			PTP2-WEMC			Key			Ellipse is configured so that purchase orders cannot be created nor can invoices be posted or paid until the master data changes have been properly approved.


			Procure to Pay			PTP			WEMC			PTP4-WEMC			Key			FAA for the mine locations is programmed in Ellipse.  Requisitions and invoices are automatically routed for appropriate approval.  Individuals cannot approve items greater than their assigned FAA.


			Procure to Pay			PTP			WEMC			PTP8-WEMC			Key			Appropriate managers or designated individuals who are familiar with the project review and approve service invoice documentation to ensure charges are adequately supported and billed accurately.


			Property, Plant and Equipment			PPE			BECK			PPE1-BECK			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			BECK			PPE5-BECK			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			BECK			PPE8-BECK			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			BECK			PPE9-BECK			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.


			Property, Plant and Equipment			PPE			BT			PPE1-BT			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			BT			PPE5-BT			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			BT			PPE8-BT			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			BT			PPE9-BT			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.


			Property, Plant and Equipment			PPE			CC			PPE1-CC			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			CC			PPE5-CC			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			CC			PPE8-CC			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			CC			PPE9-CC			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.


			Property, Plant and Equipment			PPE			MTNL			PPE1-MTNL			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			MTNL			PPE5-MTNL			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			MTNL			PPE8-MTNL			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			MTNL			PPE9-MTNL			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.


			Property, Plant and Equipment			PPE			SENT			PPE1-SENT			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			SENT			PPE5-SENT			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			SENT			PPE8-SENT			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			SENT			PPE9-SENT			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.


			Property, Plant and Equipment			PPE			TYGT			PPE1-TYGT			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			TYGT			PPE5-TYGT			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			TYGT			PPE8-TYGT			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			TYGT			PPE9-TYGT			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.


			Property, Plant and Equipment			PPE			WEMC			PPE1-WEMC			Key			Authorization for Expenditure (AFE) forms are approved by the employee with the appropriate Financial Approval Authority (FAA) level.


			Property, Plant and Equipment			PPE			WEMC			PPE5-WEMC			Key			On a monthly basis, the Division Accountant reconciles the CIP and Deferred Development ledger accounts to the CIP roll forward schedule.  The CIP roll forward schedule and any identified differences are forwarded to the Business Manager for their review.  The Business Manager’s review includes a detail cost review using the Ellipse Project Summary Report (FIN 660) and the Project Detail Report (FIN 662).  This review provides verification of the project costs on the CIP roll forward schedule were classified appropriately.  In addition, the Business Manager reviews the open projects to determine if any project, or portion of project, should be capitalized.  Once completed the Business Manager sends the CIP roll forward schedule to the division accountant who saves the document.  On a monthly basis, the Assistant Controller reviews the returned CIP roll forward schedule.  The review includes reviewing, if necessary, with the Business Manager the current state of each in progress project and the expected completion date.  


			Property, Plant and Equipment			PPE			WEMC			PPE8-WEMC			Key			The general manager approves “Property Retirement” forms prior to retirement or disposition.  Once the form has been approved it is forwarded to Corporate Accounting for removal from the FAS system.


			Property, Plant and Equipment			PPE			WEMC			PPE9-WEMC			Key			All assets are verified over a five year period and the Fixed Asset Count Sheets and associated adjustments are reviewed and approved by Business Manager and General Manager and sent to the Assistant Controller for adjustments to FAS and Oracle journal entries.
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				Blackford, M. Bret



				To



				Lucas Folse; Lorson, John; LaBell, Derek; Peter Mahoney (US)



				Cc



				Blackford, M. Bret



				Recipients



				lfolse@collaborativesolutions.com; JLorson@archrsc.com; dlabell@archrsc.com; peter.r.mahoney@pwc.com; mblackford@archrsc.com







All,







 







Good meeting today as we discuss Audit involvement in the Workday phase 1 project.  Replacing our legacy Oracle GL system with Workday Financials is a critical Company implementation and it will be important for Accounting, Finance IT, and Audit to all work together.  Project goal is to provide enhanced functionality and easy of use in a secure and stable environment.  A few takeaways:







 







Testing:







*	Lucas and Collaborative will be overseeing the testing and guiding Arch through the various test phases.



*	Test Strategy and Test Plans are available on the SharePoint site here.



*	Detailed test information available on SmartSheets here. 







 







PWC Guidance:







*	Helpful to get Workday best practices from PWC (Nicole Pledger) when available on items such as segregation of duties, security, granting access (within Finance or IT?)



*	Proper segregation of HCM and Finance tenants



*	How to obtain/document key configuration settings per specific dates 



*	It is requested that Audit provide process or control enhancement request in writing as well as providing references to any best practices or other guidance (e.g., ISO, ISACA, COBiT, etc.)







 







Touchpoints:







*	Audit invited to weekly project status call



*	Audit invited to key project kickoff meetings



*	Should Audit and IT have periodic (weekly/bi-weekly) status calls?







 







Audit Points/timeline: Will audit want to review project at certain key points, such as … 







*	Phase completion – Planning, Architect, Configure & Prototype, Test, Deploy, Post-Production



*	Key test steps: tenant data validation, unit testing, end-to-end testing, etc. 







 







Let me know if there are other key items we need to keep in mind.







 







    --- Bret







 







 







 







M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 







 







 







 







From: Blackford, M. Bret <mblackford@archrsc.com> 
Sent: Monday, July 11, 2022 7:07 AM
To: Blackford, M. Bret <mblackford@archrsc.com>
Subject: 07.11.2022: Internal Audit - Audit Committee Workday Slide 







 







WDay Phase 1 - Audit and Control Documentation







 







Below is note/agenda sent with the July 11, 2022 meeting with Audit (Derek LaBell and Pete Mahoney), John Lorson, CAO, Bret Blackford, PM, and Lucas Folse, Collaborative EM.  Attached (and on SharePoint here) is the Organizational Structure, showing the key streams and leads.







 







 







Updating to allow for Pete to attend







 







30-minute meeting with Internal Audit (Derek LaBell and Pete Mahoney), and John Lorson, CAO.  Goal is to discuss audit documents and related that will be needed at close of project.  We have Audit involved to maintain transparency and minimize any major control concerns at end of project but I’d like to have a meeting to clarify expectations.  We will want to know for each stream and for each key phase what audit documentation might be required.  At the end of the project I know we will need … Segregation of Duties documentation, application/tenant security documentation, SDLC process documentation, data testing documentation, application testing documentation, etc.







 







Meeting to make sure Audit needs are baked into the Project Plan and the Testing Strategy.  







 







We may need additional longer meetings that go into more of the details but first lets have this introductory session to discuss controls, documentation , and next steps.







 







     ---- Bret







 







 







 







From: LaBell, Derek <dlabell@archrsc.com> 
Sent: Thursday, July 7, 2022 5:30 PM
To: Zambo, Marty <rzambo@archrsc.com>; Lorson, John <JLorson@archrsc.com>
Cc: Giljum, Matt <mgiljum@archrsc.com>
Subject: Internal Audit - Audit Committee Workday Slide 







 







Just an FYI…I will be providing the Audit Committee an update of INTERNAL AUDITS PROGRESS as it pertains to the Workday implementation.  This is not meant to be from an IT perspective.   Mr. Kriegshauser instructed me to provide the AC quarterly updates on my audit since they wanted IA to walk the process with you instead of auditing at the very end.  This will be the slide I will include in my supplemental activity.  Not a lot to present yet, but I wanted give you the heads up.  Let me know if you have any questions or concerns.







 















 







Derek LaBell







Director of Internal Audit | Arch Resources, Inc.







One CityPlace Drive







Suite 300 St. Louis, MO 63141







o: 314-994-2736 | m: 314-401-0465







dlabell@archrsc.com | www.archrsc.com
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Workday Program Organizational Structure*
Key Stakeholder Info on SharePoint here and this diagram can be found here 




* Arch has contracted with Collaborative to staff the Project, Change and Test roles




 Lucas Folse will be the Collaborative PM supporting Arch
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Supplemental Internal Audit Activity

s
Workday Internal Audit Pre-Implementation Project Update

> Based on the stage of the project, management has been working on the design, architecture, and configurations of the
Workday tenant prototype.

°

> Asaresult, we are just entering the project phase to assess configurations, security, and controls and Internal Audit has:
= Engaged with the project stakeholders and participated meetings to understand project progress;
= Discussed considerations for testing and data conversion audit documentation requirements; and
6 * Noted that management’s status is green for all functional workstreams.

v

Upcoming audit activities planned timelines (dependent on management completion of support):

= Assessment of Test Plans: Mid to Late July

= Assessment of security configurations for sensitive access and segregation of duties: August/September

= Assess business process definitions and configurations: August/September

*  Review risk and controls matrices for financial (manual/configurable) and ITGCs: September

= Meet with functional area leads for control walkthroughs and validate configurations : September/October
o o

ARCH
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Good Morning,



 



Attached is the Scope Memo for our upcoming Workday Implementation Assessment (GL and Budget / Forecasting).   PWC will be leading the assessment under my direction.  Introductory meetings were conducted this week and work will begin next week.  We will be providing feedback throughout the assessment with the objective to be “audit ready” upon implementation.  Feedback will be centered around controls, security, and the systems development life cycle.  We will be sharing our documentation with EY for their review and inclusion in their annual audit work.



 



If you have any questions, please let me know. 



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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Scope Memo




					




					Workday Finance Modernization Implementation Review
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					Audit Timeline









					Document Request List Response




					Multiple throughout fieldwork









					Field Work




					June 2022 – Workday B&F Deployment









					Findings to Management




					Throughout Assessment









					Management Response Due




					Throughout Assessment









					Final Deliverable




					TBD



















Background		









Arch Resources, Inc. is implementing Workday as part of a finance modernization project as a replacement for its General Ledger (GL) and Budgeting and Forecasting. This will be a phased implementation with the GL module to be implemented with a planned go-live date of January 1, 2023. The Budgeting and Forecasting module implementation timing is to be determined for a later date in 2023.









Project Objectives









Based on the scope discussions and information obtained from management, the objective of this review is to support management and provide feedback during the Workday implementation. This includes, but is not limited to, assessing system assess, system configurations, business process controls, and sharing insights for leading practices for the GL and Budgeting and Forecasting.









Approach









PwC and Internal Audit will utilize a risk-based approach to accomplish the project objectives within the defined scope with input from subject matter specialists. Our review will include: ongoing participation in management project meetings, inquiry of management (questionnaire and selected interviews); inspection of management’s policies and procedures; and performance of selected testing procedures.









Project Scope









The scope of work includes an assessment of controls, practices, and security considerations over Workday. Project scope may include, but is not limited to, the following elements:




 




1) Security Assessment - upon security configuration completion (Timing: TBD upon discussion with IT)




a) As a part of the Workday FM implementation, PwC will perform a pre-implementation security assessment for reporting insights by performing the following:




i) Obtain process documentation, business process definitions, and related configurations to understand the current system setup and assess gaps and impacts of identified in-scope key controls prior to go-live




ii) Analyze configurable security setup to identify gaps around Sensitive Access (SA) and Segregation of Duties (SoD) conflicts for considerations around Client identified, high-risk access points granting excessive access across organizations prior to go-live.




iii) Based on information gathered through the security access assessment, PwC will build custom Workday reports and leverage Enterprise Controls (EC) tool to assess Workday security against agreed upon SA and SoD ruleset prior to go-live.









2) Financial and IT General Controls Assessment - following design and build phase (Tentative timing: July)




a) Read the risk and control matrices prepared by Client management to understand control configurations and control dependencies




b) Review related configurations to understand the system setup and assess the risks and impact on key controls identified by management for Workday FM and IT General Controls (ITGCs)




c) Meet with project functional area leads and control owners identified by management to complete a walkthrough of controls in Workday FM and ITGCs validate configurations for configurable controls;




d) Assess the potential risks in the business processes within the in-scope functional areas;




e) Assess the controls design (IT dependent, and automated) and provide our observations and high-level recommendations for Client management’s consideration in addressing gaps;




f) Assess management’s identified key reports inventory to assess control procedures in place for management to evaluate completeness and accuracy of custom reports supporting IT dependent controls;




g) Identify and provide any gaps and recommendations to the implementation project team for consideration.









Deliverables









PwC and Internal Audit will provide the following:




1) Security Assessment




a) Workday Sensitive Access and Segregation of Duties Framework




b) Sensitive Access and Segregation of Duties Analysis




c) Configurable Mitigating Control Recommendations




2) Preliminary summary of findings at established milestones;




3) Report, if necessary, with a description of any identified findings, associated risks identified, and recommendations.  Our report will include a section for management to respond to our findings and recommendations, including a detailed action plan; and




4) Periodic status updates during fieldwork.
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Workday Pre-Imp Requests



				From



				Peter Mahoney (US)



				To



				Blackford, M. Bret



				Cc



				carolyn.bandle@workday.com; Nicole Pledger (US); LaBell, Derek



				Recipients



				mblackford@archrsc.com; carolyn.bandle@workday.com; nicole.pledger@pwc.com; dlabell@archrsc.com







CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.











Hi Bret- As discussed, here is the request list as well as some meetings we'd like to schedule.  Please provide the items you have available.  If something is not yet ready for assessment, please provide the anticipated date it will be ready. 







I'm out today and tomorrow, but I've cc'd Nicole and she can handle questions you may have. 







Thanks,
Pete








-- 




*Peter R Mahoney*
PwC | Senior Manager
Saint Louis | +1 (314) 258 6670
PricewaterhouseCoopers LLP
pwc.com <https://www.pwc.com>      














The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 
















In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.
















PricewaterhouseCoopers LLP is a Delaware limited liability partnership.  This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.
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Requests









										Area of Focus					Ref. #					Documentation Description					Due Date					Status of Documentation					Comments




										1 - Cross Focus Area					1.1					 Workday (security groups: - Finance Auditor, System Auditor, Report Writer)					07/27					Requested




										1 - Cross Focus Area					1.2					Organization and Project team contact listing					07/27					Requested




										1 - Cross Focus Area					1.3					Workday Implementation RAID log (Risks, Actions, Issues, Decisions)					07/27					Requested




										1 - Cross Focus Area					1.4					Access to Workday project team site					07/27					Requested




										1 - Cross Focus Area					1.5					Workday Implementation Project Plan					07/27					Requested




										2 - Business Process					2.1					List of all BPs & designed configurations, functional documentation					07/27					Requested




										2 - Business Process					2.2					Legacy FM Risk & Control Matrix for general ledger, Budgeting and forecasting 					07/27					Requested




										2 - Business Process					2.3					Workday FM Risk & Control Matrix 					07/27					Requested




										2 - Business Process					2.4					Tenant Setup Configuration Documentation					07/27					Requested




										2 - Business Process					2.5					Summary listing of key process and control owners					07/27					Requested




										2 - Business Process					2.6					Testing Strategy, additionally, please provide:
 - The high level test plan/tracker
 - Test scripts with results (UAT etc.)
 - If applicable; parallel processing runs for comparison to legacy system(s).
 - Applicable reviews and signs offs from management					07/27					Requested




										2 - Business Process					2.7					Inventory of Workday Key Reports, including the Arch Resources owner of the report, functional area, associated control (if applicable), development status, and testing status.					07/27					Requested




										3 - Audit Material 					3.1					Legacy Information Technology general Controls (ITGC), Risk Control Matrix (RCM)					07/27					Requested




										3 - Audit Material					3.2					Information Technology general Controls (ITGC), Risk Control Matrix (RCM)					07/27					Requested




										4 - Sensitive Access and Segregation of Duties (Security)					4.1					Workday Access Framework, Role Mapping, Security Matrices, or other security design documentation.
Workday Sensitive Access and Segregation of Duties documentation.					07/27					Requested




										4 - Sensitive Access and Segregation of Duties (Security)					4.2					Security Role matrix and Segregation of Duties and Sensitive Access Strategy including
 - How sensitive access was defined
 - How segregation of duties was defined and included					07/27					Requested




										4 - Sensitive Access and Segregation of Duties (Security)					4.3					Documentation over security assignment approach					07/27					Requested
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Meetings









										Initial Meeting Topics					Stakeholders					Scheduled Date					Status




										Project Kick-off					Arch Systems Workday Implementation Project Management					Week of 7/25					Requested




										FDM/Financial Accounting Business Process Walkthrough (Consolidations Reporting)					Process / Control Owners					8/1					Requested




										FDM/Financial Accounting Business Process Walkthrough - General Ledger					Process / Control Owners					8/1					Requested




										Workday Security Design (SA/SoD) Controls Walkthrough					IT / Tech/ Security Team					TBD					Requested




										Weekly status meeting with client 										TBD
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12.5.2022 : PWC's WDay pre-implementation assessment

		From

		Blackford, Bret B.

		To

		Blackford, Bret B.

		Recipients

		mblackford@archrsc.com



MEMO to FiLE



 



From: Blackford, Bret B. 
Sent: Monday, December 5, 2022 10:00 AM
To: LaBell, Derek A. <dlabell@archrsc.com>
Cc: Lorson, John W. <JLorson@archrsc.com>; Blackford, Bret B. <mblackford@archrsc.com>
Subject: PWC's WDay pre-implementation assessment



 



Derek,



When we met last Wed you indicated that no response is expected from John Lorson or myself related to the two PWC assessments (attached).  You also indicated you would send an email to John and myself confirming this understanding.   Also, let us know what, if anything, you may share with the Audit Committee on the 12th.  



   ---- Bret



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | 314/994-2928 
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10.28.2022: Arch Resources Workday Pre-Imp Assessment Update


			From


			Blackford, Bret B.


			To


			Blackford, Bret B.


			Recipients


			mblackford@archrsc.com





INC0045613





 





From: Jeremy Rhoads (US) <jeremy.rhoads@pwc.com> 
Sent: Friday, October 28, 2022 10:27 AM
To: Blackford, Bret B. <mblackford@archrsc.com>; LaBell, Derek A. <dlabell@archrsc.com>; Lorson, John W. <JLorson@archrsc.com>; Zambo, Marty M. <rzambo@archrsc.com>
Cc: Gurmeet Sawhney (US) <gurmeet.sawhney@pwc.com>; Nicole Pledger (US) <nicole.pledger@pwc.com>; Jasmin Randhawa (US) <jasmin.k.randhawa@pwc.com>; Peter Mahoney (US) <peter.r.mahoney@pwc.com>
Subject: Arch Resources Workday Pre-Imp Assessment Update





 





CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.





 





Hello All, 





 





Happy Friday! Thank you for taking the time to walk through the Workday Assessment Update with us. 





 





Please find attached the slides that we discussed during the meeting for your review and reference. 





 





If you have any questions or comments please don't hesitate to reach out and we are happy to discuss in further detail. 





 





Best,





Jeremy






 





-- 





Jeremy Rhoads 





 





PwC | Manager | Cyber Risk & Regulatory Technology Solutions





Mobile: +1 (703) 295-2841





Email: Jeremy.Rhoads@PwC.com





PricewaterhouseCoopers LLP | Phoenix, AZ





http://www.pwc.com/us













The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 





 





In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.





 





PricewaterhouseCoopers LLP is a Delaware limited liability partnership.  This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.
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Agenda



Background



Workday Financial Management - General Ledger Controls Assessment



IT General Controls Assessment



Appendix























This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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Background







As part of the overall assessment of the Arch Resources Workday control environment, we reviewed the Workday Financial Management - General Ledger Controls and any changes to the Information Technology General Controls (ITGCs) as a result of the expanded Workday functionality, and assessed against industry leading practice. These procedures were performed based on the Archcoal4 tenant from October 3rd to October 20th. For this assessment we:







Reviewed the Workday Financial Management - General Ledger risk and controls matrix (RCM)



Reviewed the Workday ITGCs RCM



Identified gaps or areas for improvement over the provided risks and controls



Provided recommendations for addressing gaps and/or automated control improvements











This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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Workday Financial Management - General Ledger - Journal Entries











		



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



What is it? Journal entries (manual, external, etc.) are reviewed, approved, and authorized in order to provide complete, accurate, and valid postings to the GL.







Why is it important? Inaccurate or invalid journal entries that post to the GL result in misstated financial statements.







The 'Accounting Journal Event' and ‘Accounting Journal Unpost-Reverse Event’ business process definitions are not configured with any approval steps in the tenant. As a result manual journal entries do not require any approval prior to posting. There are no custom validations to validate that manual journal entries are posted to the appropriate accounts.



Observation:



Recommendation: 



Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' and 'Accounting Journal Unpost-Reverse Event' business process definitions to require approval for journal entries prior to completion.



Define a control that validates a bulk import of journal entries done through EIB on the 'Accounting Journal Event' BP with appropriate approvals and routing restrictions.
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Workday Financial Management - General Ledger - Period Close











		



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



What is it? At the end of each period ensure reconciliations of GL accounts and suspense transactions are identified and are complete, accurate, and valid postings to the GL and performed within the appropriate time period.







Why is it important? These reconciliations and suspense transactions ensure postings are complete and accurate, checklists completed, and fixed operational entries resulting in correct financial statements.







There are gaps around key account reconciliations and their completion before period close and the monitoring of period close activities does not fully mitigate the risk of appropriate completion of checklists.



Observation:



Recommendation: 



Document processes around account balance reconciliations. These reconciliations should be reviewed for completeness and confirmation that any issues identified have been resolved.



Configure the 'Period Close Event' business process definition to include to-do steps required and an appropriate approval step with routing restrictions to automate the process.



Identify and document the period close checklist with specific attributes applicable to Workday that are reviewed on the closing checklist to validate that key steps are performed including suspense transaction reviews.
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Workday Financial Management - General Ledger - Control Accounts











		



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



What is it? Control accounts are summary accounts for the GL.







Why is it important? Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) need to be accurate in order to support accurate balances. 







Critical subledger accounts (e.g. Fixed Asset, Accounts Payable, Revenue and Receivables) are not configured as control accounts to enable warnings on directly posting to the general ledger via manual journal entries.  Further an approval step or routing restrictions  are not configured within the 'Accounting Journal Event' to require approval if the journal contains a control account.



Observation:



Recommendation: 



Enable warnings for directly posting to critical subledger accounts to prevent inaccurate final ledger balances. 



Add an approval step with appropriate routing restrictions in the 'Accounting Journal Event' business process definition to require approvals for any and journal entries.



Utilize standard reports, such as 'Assets to Ledger Reconciliation' are generated and reviewed before period close to identify any discrepancies due to  future-dated transactions, etc.
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Workday Financial Management - General Ledger - Allocations











		



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



What is it? Allocation journal entries and underlying details are required to be approved prior to posting.







Why is it important? Costs are not appropriately allocated, resulting in inappropriate financial reporting







There is a gap in processes to monitor appropriate allocation of costs. The 'Allocation Finalize Event' business process definition is not configured with any approval steps or allocation percentages in the tenant so all allocation transactions automatically post once initiated.



Observation:



Recommendation: 



Add an approval step with appropriate routing restrictions in the 'Allocation Finalize Event' business process definition to require approval for all allocation transactions before they are posted. 



Implement a manual control to review the allocation, including the underlying allocation definition and statistics to determine whether the allocation is appropriate 
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Workday Financial Management - General Ledger - Intercompany Transactions











		



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



What is it? Intercompany transactions are internal transfer of funds within the organization.







Why is it important? Eliminating (where appropriate) and if necessary confirming intercompany transaction balances are complete, accurate, and captured in a timely manner results in accurate financial statements.







The 'Accounting Journal Intercompany Event' business process definition is not configured with any approval steps and/or routing restrictions in the tenant so all transactions are bypassed.



Observation:



Recommendation: 



Add an approval step with appropriate routing restrictions in the 'Accounting Journal Intercompany Event' business process definition to require approval for all intercompany elimination transactions.
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Workday Financial Management - General Ledger - GL Maintenance 











		



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



What is it? Ensuring transactions are posted to the appropriate ledger accounts.







Why is it important? Account posting rules are configured to post transactions to appropriate ledger accounts based on configured posting rules, which match the company's accounting policy.



Documented that payroll account posting rules were configured, but remaining GL account posting rules were not configured to post transactions to appropriate ledger accounts based on configured posting rules.



Observation:



Recommendation: 



Determine and configure key account posting rules to direct posting transactions to their appropriate ledger accounts to automate this process and automatically perform consolidations.
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ITGC Assessment



As a result of the assessment, the team reviewed and assessed the “new” controls as part of the Financial Management - GL  implementation. The existing ITGCs and applicable processes that exist were deemed out of scope for this assessment. As such, there were three areas within Change Management that are noted as unmitigated or partially mitigated risk areas. These key areas for managements review and consideration include: 







Change Categorization



Changes are directly configured within Workday, in the current state, without following a testing/approval protocol or categorization, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting. This will be important for managements monitoring as well as determining a complete population of SOX changes.







		Emergency Changes



Emergency changes do not follow the change management procedures and bypass established processes resulting in invalid or inaccurate changes made.







Change Monitoring



Changes to Workday that are not properly monitored which increases the risk of invalid data, fraud, and/or unreliable financial information and report outputs. Management is in the process determining logging to monitor changes, but it has not been fully designed. 



















This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Change Categorization



What is it? Different types of configuration changes are classified into different categories, with different testing and approval processes for each change category.







Why is it important? Changes that are incorrectly classified may go through incorrect change management processes and allow for certain changes to bypass testing and approval.







It is unclear how management differentiates which change is categorized into categories. These could be defined as emergency, expedited, normal, or standard changes. This may lead to change tickets being incorrectly classified as standard changes, which may not go through an approval process.



Observation:



Recommendation: 



Clearly differentiate between the different categories of changes and define what types of changes are emergency, expedited, normal, or standard. (Refer to the Appendix for examples of key configuration changes)



Formally document the types of configuration changes that fall into the different change classifications. 



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Emergency Changes



What is it? Emergency changes are high-priority changes that often go through review and approval after the change has already been made.







Why is it important? Due to the nature of their urgency, emergency changes typically do not follow normal change management procedures and can result in inappropriate changes to the tenant if there is a lack of retrospective review and approval.











It is not specified what Management considers as an emergency change or what qualifies as a critical priority incident for emergency changes. 



Observation:



Recommendation: 



Refer to previous slide (Change Classification) for recommendations regarding the categorization of changes.  (Refer to the Appendix for examples of key configuration changes)



Define a time frame for retrospective approval of emergency changes. 



Formally document a control over emergency change procedures. 



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Change Monitoring



What is it? Change monitoring is the review and reconciliation of key configuration changes in the tenant to approved change requests.







Why is it important? Unauthorized changes may be directly configured within Workday without following a testing/approval protocol, resulting in inappropriate transactions, security, or other configurations in the system and potentially inaccurate financial reporting.







The change monitoring activities are still in process of being developed and there are currently no defined procedures regarding Workday configuration change monitoring to validate that key configuration changes were appropriately authorized.



Observation:



Recommendation: 



Maintain a list of key configuration changes and clearly identify risk rankings and procedures for each key configuration change. 



Periodically reconcile key changes to approved tickets in order to validate that key changes follow the appropriate testing and approval procedures. For changes that did not obtain proper approval, investigate and resolve the discrepancy. Store and maintain proof of reconciliation and evidence of sign-off in a shared drive for ease of traceability.



Formally document a control over change monitoring.



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources
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ITGC Assessment - Going Forward



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources



Phase 1



Review and Prioritize Recommendations



Phase 2



Implement Remediation Activities



Phase 3



Develop Risk and Control Matrix



Phase 4



Sign Off and Deploy



Phase 5



Sustain Ongoing Monitoring Controls



Review recommendations for each of the areas discussed



Prioritize and rank the recommendations



Identify remediation activities and define owners for each action item 



Identify key IT risks and map them to controls



Develop an IT general controls risk and control matrix 



Obtain sign off from key stakeholders



Deploy the newly documented controls



Complete required training for new controls/procedures



Develop a process to monitor the IT general controls on a regular basis



With new features released semi-annually, a controls impact analysis is recommended.



Implement configuration updates as required



Where applicable, define and build reports for monitoring/manual review
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Appendix - Key Configuration Changes



This document contains confidential information for discussion purposes only, and for the sole benefit and use of Arch Resources











In Workday, there are a number of different types of configuration changes that should be considered when developing change management procedures:



Integrations



Custom Reports



Business Process Definitions 



Condition Rules



Validation Rules



Calculated Fields



Security Configurations



Semi-Annual Release & Service Updates



Tasks 



Organization Setup



Tenant Setup



				Configuration Type				Low				Medium				High



				Domain / Task				Change Profile Photo				Set Up Compensation Packages				Process Payroll







For each object, the following fields should be defined:



				Technical Object				Function				Risk Ranking				Technical Owner				Business Lead				Alternate Business Lead				Informed Parties



				Business Process Definition				Hire				Medium				Workday Analyst				HR Business Lead				Compensation Business Lead				Compliance







Within each of these areas, specific objects may be ranked to differentiate between high, medium, and lower risk items. Example:
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			From


			Blackford, Bret B.


			To


			Blackford, Bret B.


			Recipients


			mblackford@archrsc.com





INC0045613





 





From: Jeremy Rhoads (US) <jeremy.rhoads@pwc.com> 
Sent: Tuesday, November 15, 2022 8:08 AM
To: Peter Mahoney (US) <peter.r.mahoney@pwc.com>; Gurmeet Sawhney (US) <gurmeet.sawhney@pwc.com>; Nicole Pledger (US) <nicole.pledger@pwc.com>; Jasmin Randhawa (US) <jasmin.k.randhawa@pwc.com>; LaBell, Derek A. <dlabell@archrsc.com>; Blackford, Bret B. <mblackford@archrsc.com>; Lorson, John W. <JLorson@archrsc.com>; Zambo, Marty M. <rzambo@archrsc.com>; Szczepan, Greg A. <gszczepan@archrsc.com>; Goede, Rhonda R. <RGoede@archrsc.com>; Hensala, Gregory F. <GHensala@archrsc.com>
Cc: Giljum, Matt C. <mgiljum@archrsc.com>
Subject: RE: Arch Resources Workday Pre-Implementation Review - Security Assessment Results





 





CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.





 





Hi All,





 





As requested, please find attached the presentation materials from our discussion and also attached are the supporting documentation for both the Sensitive Access Results and the Segregation of Duties Results. 





 





Additionally, the three individuals that were identified yesterday will be receiving a separate email today to log in to the Workbench tool to view the BI Dashboards highlighting these results in a user-friendly visualization.





 





If you have any questions or comments please let us know and we are happy to discuss. 





 





Best,





Jeremy





 





Jeremy Rhoads





 





PwC | Manager | Cyber Risk & Regulatory Technology Solutions





Mobile: +1 (703) 295-2841





Email: Jeremy.Rhoads@PwC.com





PricewaterhouseCoopers LLP | Phoenix, AZ





http://www.pwc.com/us





 





-----Original Appointment-----
From: Peter Mahoney (US) <peter.r.mahoney@pwc.com> 
Sent: Friday, November 4, 2022 11:55 AM
To: Peter Mahoney (US); Gurmeet Sawhney (US); Nicole Pledger (US); Jeremy Rhoads (US); Jasmin Randhawa (US); LaBell, Derek; Blackford, M. Bret; Lorson, John; Zambo, Marty; gszczepan@archrsc.com; Goede, Rhonda; Hensala, Greg
Cc: mgiljum@archrsc.com; Conference Room - STL - Accounting
Subject: Arch Resources Workday Pre-Implementation Review - Security Assessment Results
When: Monday, November 14, 2022 3:30 PM-4:00 PM (UTC-06:00) Central Time (US & Canada).
Where: 





 





Good afternoon,





 





Setting time for the discussion of the Sensitive Access (SA) and Segregation of Duties (SOD) analysis performed based on the agreed upon SA and SOD framework.





 





Please let me know if you have any questions.





 





Thanks,
Pete





 





________________________________________________________________________________ 





Microsoft Teams meeting 





Join on your computer, mobile app or room device 





Click here to join the meeting 





Meeting ID: 233 691 818 770 
Passcode: ap5sKP 





Download Teams | Join on the web





Join with a video conferencing device 





teams@vconlink.pwc.com 





Video Conference ID: 114 490 177 4 





Alternate VTC instructions 





Or call in (audio only) 





+1 213-493-9475,,106815201#   United States, Los Angeles 





Phone Conference ID: 106 815 201# 





Find a local number | Reset PIN 





Learn More | Meeting options 





________________________________________________________________________________ 





 





  _____  



The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain confidential and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the sender and delete the material from any computer. 





 





In the event the content of this email includes Tax advice, the content of this email is limited to the matters specifically addressed herein and is not intended to address other potential tax consequences or the potential application of tax penalties to this or any other matter.





 





PricewaterhouseCoopers LLP is a Delaware limited liability partnership. This communication may come from PricewaterhouseCoopers LLP or one of its subsidiaries.





 





  _____  
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Background

We performed a security assessment on the Financial Accounting and System functional areas. This assessment identified a
framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources
determined as key financial risks to the organization.

The SA and SOD assessment used data extracted from the Archcoal4 (Implementation) Workday tenant on November 2, 2022.
The SA/SOD analysis was performed on the agreed-upon framework by process owners.

The SA/SOD analysis excludes the following types of user accounts:

° Implementer accounts
o  There are 25 accounts have elevated access rights across functional areas required for implementation purposes

by the project team.
o  Werecommend that there is a clear strategy in place for when this access will be removed at go-live.

e System & Workday-owned accounts
o  Workday maintains certain system accounts, e.g., “wd-support” to which only Workday has access to provide

emergency support.

ARCH
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Assessment Metrics

Out of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) controls across the Financial Accounting and
System functional areas:

Segregation of Duties Metrics:

e 13 of 13 SODs tested have users in conflict
o 5 Financial Accounting SODs had conflicts
o 8 System SODs had conflicts
e 1out of the 13 SODs noted have more than 10 users in conflict

Sensitive Access Metrics

e 7o0f 20 SAs points displayed excessive access to higher risk abilities
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, documented and configurable
mitigating controls were evaluated for ways to address the financial risk that the conflict presents to the organization. The following
observations were identified:

Theme/Observation Risk/Impact Recommendation for Consideration

Review the security groups with excessive
Inherent Security Group Conflicts . . access and/or inherent conflicts and remove
Th SOD violati db Excesstve access for securijiRiEneiiy access where possible to resolve conflicts. If
1 i ;I‘e al;e scurity group eon ?lljetcause ¥ | allow for unilateral performance of access removfl is not an option identifyé
inherent security group contiicts, conflicting abilities, which may result in b ption,
meaning that the same security group : . mitigating control to confirm that access to
. : unauthorized transactions. o . .
has access to conflicting functions. the conflict is restricted to the appropriate
end-users.

Implement and identify controls in place to
mitigate key financial risk and include key
attributes to facilitate effective operation of
controls: Control Performer, Control
Frequency, Reports Utilized in Review, Steps
mitigaFe the risk of users hgyipg etacting et i n—— 1\ 1c involvgd, investigation criteria, anfl releyant
excessive access and/or abilities to needed assertions. As part of the controls identified,
perform conflicting abilities. ) confirm that segregation of duties exists
between the control performer and reviewer.

Management has not yet established
formalized documentation around
2 processes and procedures in place that

Users have the ability to bypass controls
which may result in performing
unauthorized or inappropriate
transactions and lead to difficulty in
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Key Themes

For each of the 20 Sensitive Access (SA) and 13 Segregation of Duties (SOD) conflicts identified, mitigating controls were evaluated for
ways to address the financial risk that the conflict presents to the organization. The following observations were identified:

# Theme/Observation Risk/Impact Recommendation for Consideration
Integration System Users An unauthorized user logging in under Disable the ability to allow ISUs having user
There are 53 Integration System Users an ISU account may potentially perform @nterf.ace access. If this is.not an optipn, .

3 (T b e @oaiimgnedl o eillory Lot inaccurate or erroneous transactions. identify a control to monitor ISU loglns. via the

. . . These abilities cannot be monitored or UI on an ongoing basis to decrease the impact
via the user interface (using traced back to the specific user due to the | of inappropriate and unauthorized
username/password). general nature of the ISU account name. | transactions.
ARCH 6
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Next Steps

->  Review of Sensitive Access assessment output
€  All sensitive access elements should be reviewed for appropriateness of the security groups and users that have access to
each function as per comments in the output
-  Review of Segregation of Duties analysis output
€  Where possible, SOD risks should be remediated by addressing inherent conflicts (i.e. have zero users in conflict). All SoDs
should be reviewed to look at the access points and users across both abilities and how the risk may be reduced
€  We understand some of the SOD results are showing up as designed by the business process, but to the extent that the SoD
cannot be fully remediated, mitigating controls should be developed to address residual risk exposures. Examples include
enforcing additional manual process controls, or user monitoring over these conflicting functions and/or power users.
-  Identification of mitigating controls
€  Where manual review controls are required to fully mitigate SOD risk, consider designing, implementing, and
documenting mitigating controls for those manual reviews
ARCH 7
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Appendix - Examples of Key Themes

For each of the 2 themes identified, examples of abilities assessed and matching mitigating control recommendations are below:

Theme Identified

Example SA/SOD

Recommendation Example

Inherent Security Group Conflicts

SOD- 11: Security Configuration AND Assign
User-Based Security Groups

Review the appropriateness of the 'Security
Configurator' security group from having access to both
configure security and assign user-based security
groups.

Mitigating Controls

SOD 7: Edit Business Process Definitions AND
Assign User-Based Security Groups

Implement a manual review to monitor the processes
around editing business process definitions and
assigning user-based security groups to validate no user
in conflict is performing both abilities.

ARCH
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Introduction







								Arch Resources



								Workday Sensitive Access (SA) Assessment																DRAFT







								1. This Sensitive Access assessment is based on data extracted from ARCHCOAL4 IMPL tenant on 11/02/22 .
 



								2. User counts excludes the following member types: 



								- Users assigned to the "Implementer" security group: These accounts have elevated access rights.  See tab "Implementers" for a list of implementer accounts.



								- Integration systems accounts: Integration system accounts are "non-user" accounts needed for interfaces to communicate egress and ingress data. Each interface is required to be assigned to a set of security groups to update and in- or outbound data fields.



								- System & Workday-owned accounts: Workday maintains certain system accounts, e.g. "wd-support" to which only Workday has access to provider emergency support.







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Output Summary



								Enterprise Control - Workday Sensitive Access (SA) Assessment







																								DRAFT



								#				Functional Area				Ability				Risk				Ability - BP / Domains				User Count				Workday Security Groups				Comments



								SA-1				Financial Accounting				Open Close Periods				Provides potentially unauthorized access to open and close accounting periods.				Domain: Process: Close Year End
Domain: Process: Period End
				5				Accounting Operations Lead
				Security group with this ability appear to be appropriate.



								SA-2				Financial Accounting				Set Up Periods				Provides potentially unauthorized access to set up periods and period-close activities.				Domain: Set Up: Ledger and Book
Domain: Set Up: Period Close
				8				Common Finance Configurator
				Security group with this ability appear to be appropriate.



								SA-3				Financial Accounting				Perform Journal Entries				Provides potentially unauthorized access to create and post manual journal entries, or unpost journal entries.				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event
				9				Accountant
Accounting Operations Lead
				Security groups with this ability appear to be appropriate.



								SA-4				Financial Accounting				Update Chart of Accounts				Unauthorized or inaccurate changes to the chart of accounts could result in inappropriate accounting transactions.				Domain: Set Up: Accounts
				8				Common Finance Configurator
				Security group with this ability appear to be appropriate.



								SA-5				Financial Accounting				Maintain Financial Accounting Rules / Set Ups				Provides potentially unauthorized access to set up/modify accounting rules, customer categories, fiscal schedule, ledger and book usage, receivable write-off categories, revenue categories, spend categories, and supplier categories which may result in inaccurate journals.				Domain: Set Up: Accounting Rules
Domain: Set Up: Company
Domain: Set Up: Company Accounting
Domain: Set Up: Company General
Domain: Set Up: Customer Categories
Domain: Set Up: Financial Accounting
Domain: Set Up: Fiscal Schedule
Domain: Set Up: Interest Rate and Late Fee Rule
Domain: Set Up: Journal Source
Domain: Set Up: Ledger and Book
Domain: Set Up: Loan
Domain: Set Up: Period Close
Domain: Set Up: Receivable Overpayment
Domain: Set Up: Receivable Write-off Categories
Domain: Set Up: Revenue Categories
Domain: Set Up: Spend Categories
Domain: Set Up: Supplier Categories
Domain: Set Up: Worktag Balancing
				8				Accounting Configurator
Common Finance Configurator
Finance Organization Administrator
				Review the appropriateness of the 'Accounting Configurator' and 'Common Finance Configurator' security groups from having access to modify financial accounting rules/set ups. Consider limiting their access to 'view' only.

The remaining security group with this ability appears appropriate.



								SA-6				Financial Accounting				Set Up Worktags				Provides potentially unauthorized access to set up and maintain worktags leading to inaccurate reporting.				Domain: Set Up: Enable Worktags
Domain: Set Up: Maintain Custom Worktags
Domain: Set Up: Worktag Balancing
Domain: Set Up: Worktags
				8				Common Finance Configurator
				Security group with this ability appear to be appropriate.



								SA-7				Financial Accounting				Set Up Financial Statement Structure				Provides the ability to make potentially unauthorized changes to financial statement report definitions.				Domain: Reports: Financial Accounting
				7				Accountant
				Security group with this ability appear to be appropriate.



								SA-8				System				Create and Edit Integrations				Provides potentially unauthorized access to set up integration systems or system protocols resulting in inappropriate or unauthorized changes to the critical integration systems and problems with completeness and accuracy of data.				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs
Domain: Set Up: Map Worktags
				22				Accountant - Integrations
Accounting Center Administrator
Common Finance Configurator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations				Security groups with this ability appear to be appropriate.



								SA-9				System				Edit Business Process Definitions				Provides potentially unauthorized access to manage business process definitions to define the workflow of each business process, including conditions for approvals.				Domain: Business Process Administration
Domain: Manage: Business Process Definitions
				10				Business Process Administrator
HR Business Process Administrator
INT021 - New Hire Outbound Security Group
INT032 ADP Security Group
Payroll Business Process Administrator
Performance Business Process Administrator				Review the appropriateness of the 'INT021- New Hire Outbound Security Group' and 'INT032 ADP Security Group' security group from having access to edit business process definitions.

The remaining security groups with this ability appear to be appropriate.



								SA-10				System				Security Administration				Provides potentially unauthorized access to the creation and maintenance of Workday accounts, establishment of password rules, and management of feature permissions resulting in inappropriate or unauthorized changes to the system security set up.				Domain: Lock Out Workday Accounts
Domain: Security Administration
Domain: Workday Account Passwords
Domain: Workday Accounts
				2				Security Administrator
Security Partner
				Security groups with this ability appear to be appropriate.



								SA-11				System				Security Configuration				Provides access to create unauthorized security groups, make unauthorized changes to security policies, and enable/disable security policies inappropriately which could result in inappropriate security group access.				Domain: Security Activation
Domain: Security Configuration
				2				Security Configurator
				Security groups with this ability appear to be appropriate.



								SA-12				System				Assign Roles				Potentially unauthorized access to assign roles to a user may result in inappropriate levels of access being obtained by that user.				Assign Roles: Assign Roles
				8				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Talent Administrator
				Review the appropriateness of the 'Alternate Owner, 'Alternate Owner Chain, Hierarchy Owner Chain', and 'Owner' security groups from having access to assign roles. 

Validate that the 'Talent Administrator' only has access to assign a limited number of roles as they relate to the Talent process area.

The remaining security group with this ability appears appropriate ('Security Administrator').



								SA-13				System				Maintain Assignable Roles				Potentially unauthorized access to add new assignable roles and provision access to certain security groups to gain unauthorized access.				Domain: Set Up: Assignable Roles
				2				Security Administrator
				Security group with this ability appear to be appropriate.



								SA-14				System				Assign User-Based Security Groups				Potentially unauthorized access to assign users to user-based security groups may result in inappropriate user access across all organizations (unconstrained).				Domain: User-Based Security Group Administration
				2				Security Administrator
Security Configurator
				Typically this ability is limited to the 'Security Administrator'. Review the appropriateness of the 'Security Configurator' from having access to assign user-based security groups. 



								SA-15				System				Report Output Sharing				Unauthorized ability to share outputs of custom reports used in SOX processes or reporting.				Domain: Report Output Sharing
				56				Report Output Sharing
Report Writer
				There are a large number of groups with access to report output sharing. Consider review of all the groups and users.



								SA-16				System				Create and Modify Custom Reports				Provides potentially unauthorized access to create and modify key custom reports which are used in regulatory reporting leading to inaccurate financial or regulatory reporting.				Domain: Custom Report Administration
Domain: Custom Report Creation
				48				HR Administrator
Report Writer
Setup Administrator
				There are a large number of groups with access to create/modify custom reports. Consider review of all the groups and users.



								SA-17				System				Edit Integration Security				Provides potentially unauthorized access to create integration system users for integration runs resulting in inappropriate or unauthorized executions of business critical integration systems or inappropriate UI access for the system user.				Domain: Integration Security
				2				Security Administrator
				Security group with this ability appear to be appropriate.



								SA-18				System				Edit Tenant Set Up				Provides potentially unauthorized access to tenant set up functions.				Domain: Set Up: Tenant Setup - BP and Notifications
Domain: Set Up: Tenant Setup - Document Categories
Domain: Set Up: Tenant Setup - General
Domain: Set Up: Tenant Setup - Global
Domain: Set Up: Tenant Setup - HCM
Domain: Set Up: Tenant Setup - Integrations
Domain: Set Up: Tenant Setup - Payroll
Domain: Set Up: Tenant Setup - Reporting and Analytics
Domain: Set Up: Tenant Setup - Search
Domain: Set Up: Tenant Setup - Security
Domain: Set Up: Tenant Setup - System
Domain: Set Up: Tenant Setup - Tenant Analyzer
Domain: Set Up: Tenant Setup - Worklets
				7				Business Process Administrator
HR Administrator
Payroll Administrator
Security Administrator
Setup Administrator
				Security groups with this ability appear to be appropriate.



								SA-19				System				Launch/ Schedule Integrations				Provides potentially unauthorized access to run an integration resulting in inappropriate or unauthorized executions of business critical integration systems.				Domain: Integration Build
Domain: Integration Debug
Domain: Integration Event
				20				Accountant - Integrations
Accounting Center Administrator
Budget - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
				There are a large number of groups with access to launch/schedule integrations. While several of them are segmented groups, consider review of all the groups and users, especially administrative groups that would be able to launch all integrations.



								SA-20				System				Sandbox to Production Management (Object Transporter Access)				Privileged access to transport configuration changes from the sandbox tenant to production.				Domain: Configuration Set
Domain: OX for Non-Implementers
				4				Migration Administrator
Setup Administrator
				Security groups with this ability appear appropriate.











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-1



								Sensitive Access Analytic Results for Open Close Periods







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Close Year End				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Process: Period End				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-2



								Sensitive Access Analytic Results for Set Up Periods







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-3



								Sensitive Access Analytic Results for Perform Journal Entries







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Christopher L Chard				cchard / Christopher L Chard				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Event				Business Process



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Christopher L Chard				cchard / Christopher L Chard				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Cathy M. Staley				CStaley / Cathy M. Staley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Denise Kelley				DKelley / Denise Kelley				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



								John W. Lorson				JLorson / John W. Lorson				Accounting Operations Lead				Role-Based Security Group (Constrained)				Accounting Journal Unpost-Reverse Event				Business Process



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-4



								Sensitive Access Analytic Results for Update Chart of Accounts







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Accounts				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-5



								Sensitive Access Analytic Results for Maintain Financial Accounting Rules / Set Ups







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Accounting Rules				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								John W. Lorson				JLorson / John W. Lorson				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Finance Organization Administrator				User-Based Security Group				Set Up: Company				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Company Accounting				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								John W. Lorson				JLorson / John W. Lorson				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Finance Organization Administrator				User-Based Security Group				Set Up: Company General				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Customer Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Financial Accounting				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Fiscal Schedule				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Interest Rate and Late Fee Rule				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Journal Source				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Ledger and Book				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								John W. Lorson				JLorson / John W. Lorson				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accounting Configurator				User-Based Security Group				Set Up: Loan				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Period Close				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Overpayment				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Receivable Write-off Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Revenue Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Spend Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Supplier Categories				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-6



								Sensitive Access Analytic Results for Set Up Worktags







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Enable Worktags				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Maintain Custom Worktags				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Worktag Balancing				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Worktags				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-7



								Sensitive Access Analytic Results for Set Up Financial Statement Structure







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant				Role-Based Security Group (Constrained)				Reports: Financial Accounting				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-8



								Sensitive Access Analytic Results for Create and Edit Integrations







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Gary S Glassman				GGlassman / Gary S Glassman				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Configure				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Configure				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Configure				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Center Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accounting Center Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integrations: EIBs				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integrations: EIBs				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integrations: EIBs				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								John W. Lorson				JLorson / John W. Lorson				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Christina M. Bianconi				TBianconi / Christina M. Bianconi				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Common Finance Configurator				User-Based Security Group				Set Up: Map Worktags				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-9



								Sensitive Access Analytic Results for Edit Business Process Definitions







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Cathy M. Staley				CStaley / Cathy M. Staley				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								Denise Kelley				DKelley / Denise Kelley				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								WD_Turnover_User				WD_Turnover_User				Business Process Administrator				User-Based Security Group				Business Process Administration				Domain



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound Security Group				Integration System Security Group (Unconstrained)				Business Process Administration				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				INT032 ADP Security Group				Integration System Security Group (Unconstrained)				Business Process Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				INT032 ADP Security Group				Integration System Security Group (Unconstrained)				Manage: Business Process Definitions				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								ISU_INT0050				ISU_INT0050				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Laura M. Easler				leasler / Laura M. Easler				Performance Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Phyllis A Flowers				PFlowers / Phyllis A Flowers				Performance Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Business Process Administrator				Segment-Based Security Group				Manage: Business Process Definitions				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-10



								Sensitive Access Analytic Results for Security Administration







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Lock Out Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Lock Out Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Security Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Security Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Account Passwords				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Workday Accounts				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Partner				Role-Based Security Group (Constrained)				Workday Accounts				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-11



								Sensitive Access Analytic Results for Security Configuration







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Configurator				User-Based Security Group				Security Activation				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Configurator				User-Based Security Group				Security Activation				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Configurator				User-Based Security Group				Security Configuration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Configurator				User-Based Security Group				Security Configuration				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-12



								Sensitive Access Analytic Results for Assign Roles







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Alternate Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Alternate Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Alternate Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Alternate Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Hierarchy Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Hierarchy Owner Chain				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Anthony DiFatta				adifatta / Anthony DiFatta				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Anthony DiFatta				adifatta / Anthony DiFatta				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Cathy M. Staley				CStaley / Cathy M. Staley				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Cathy M. Staley				CStaley / Cathy M. Staley				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Denise Kelley				DKelley / Denise Kelley				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Denise Kelley				DKelley / Denise Kelley				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Gina L Brunner				gbrunner / Gina L Brunner				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Gina L Brunner				gbrunner / Gina L Brunner				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Owner				Owner Share Security Group				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Owner				Role-Based Security Group (Constrained)				Assign Roles				Assign Roles



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Assign Roles				Assign Roles



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Assign Roles				Assign Roles



								Laura M. Easler				leasler / Laura M. Easler				Talent Administrator				User-Based Security Group				Assign Roles				Assign Roles



								Phyllis A Flowers				PFlowers / Phyllis A Flowers				Talent Administrator				User-Based Security Group				Assign Roles				Assign Roles



































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-13



								Sensitive Access Analytic Results for Maintain Assignable Roles







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Set Up: Assignable Roles				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Set Up: Assignable Roles				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-14



								Sensitive Access Analytic Results for Assign User-Based Security Groups







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				User-Based Security Group Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				User-Based Security Group Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Configurator				User-Based Security Group				User-Based Security Group Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Configurator				User-Based Security Group				User-Based Security Group Administration				Domain











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-15



								Sensitive Access Analytic Results for Report Output Sharing







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Gary S Glassman				GGlassman / Gary S Glassman				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								John A. Ziegler Jr.				JZiegler / John A. Ziegler Jr.				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Laura M. Easler				leasler / Laura M. Easler				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Phyllis A Flowers				PFlowers / Phyllis A Flowers				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Report Output Sharing				User-Based Security Group				Report Output Sharing				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Ashland_Outbound				Ashland_Outbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Denise Kelley				DKelley / Denise Kelley				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Int0038_GarnHist				Int0038_GarnHist				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-Jobcode				INT009-WF-Jobcode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-PayComponents				INT009-WF-PayComponents				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT009-WF-PayElements				INT009-WF-PayElements				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT035_GL_IntUser				INT035_GL_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT318_Talx_IntUser				INT318_Talx_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								John W. Lorson				JLorson / John W. Lorson				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Jasmin K Randhawa				jrandhawa / Jasmin K Randhawa				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Jeremy Rhoads				jrhoads / Jeremy Rhoads				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Mercer_Inbound_Test				Mercer_Inbound_Test				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								MercerDCInbound				MercerDCInbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								MercerInbound				MercerInbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Michael Pritt				mpritt / Michael Pritt				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Sanjay Karanwal				skaranwal / Sanjay Karanwal				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Sabegh Virdi				svirdi / Sabegh Virdi				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_GarnHist				SysUser_GarnHist				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_GarnPQQ				SysUser_GarnPQQ				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUser_WF_Inbound				SysUser_WF_Inbound				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								SysUserPositivePay				SysUserPositivePay				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								WD_Active_Directory_User				WD_Active_Directory_User				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								WD_ORA_INT_User				WD_ORA_INT_User				Report Writer				User-Based Security Group				Report Output Sharing				Domain



								WD_Turnover_User				WD_Turnover_User				Report Writer				User-Based Security Group				Report Output Sharing				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-16



								Sensitive Access Analytic Results for Create and Modify Custom Reports







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				HR Administrator				User-Based Security Group				Custom Report Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Administrator				User-Based Security Group				Custom Report Administration				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Custom Report Administration				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Ashland_Outbound				Ashland_Outbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Denise Kelley				DKelley / Denise Kelley				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Greg A. Szczepan				gszczepan / Greg A. Szczepan				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Int0038_GarnHist				Int0038_GarnHist				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-Jobcode				INT009-WF-Jobcode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-PayComponents				INT009-WF-PayComponents				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT009-WF-PayElements				INT009-WF-PayElements				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT035_GL_IntUser				INT035_GL_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT318_Talx_IntUser				INT318_Talx_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								John W. Lorson				JLorson / John W. Lorson				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Jasmin K Randhawa				jrandhawa / Jasmin K Randhawa				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Jeremy Rhoads				jrhoads / Jeremy Rhoads				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Mercer_Inbound_Test				Mercer_Inbound_Test				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								MercerDCInbound				MercerDCInbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								MercerInbound				MercerInbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Michael Pritt				mpritt / Michael Pritt				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Sanjay Karanwal				skaranwal / Sanjay Karanwal				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Sabegh Virdi				svirdi / Sabegh Virdi				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_GarnHist				SysUser_GarnHist				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_GarnPQQ				SysUser_GarnPQQ				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUser_WF_Inbound				SysUser_WF_Inbound				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								SysUserPositivePay				SysUserPositivePay				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								WD_Active_Directory_User				WD_Active_Directory_User				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								WD_ORA_INT_User				WD_ORA_INT_User				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								WD_Turnover_User				WD_Turnover_User				Report Writer				User-Based Security Group				Custom Report Creation				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Custom Report Creation				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-17



								Sensitive Access Analytic Results for Edit Integration Security







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Integration Security				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Integration Security				Domain



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-18



								Sensitive Access Analytic Results for Edit Tenant Set Up







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Cathy M. Staley				CStaley / Cathy M. Staley				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Denise Kelley				DKelley / Denise Kelley				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								WD_Turnover_User				WD_Turnover_User				Business Process Administrator				User-Based Security Group				Set Up: Tenant Setup - BP and Notifications				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Document Categories				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Document Categories				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - General				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Global				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - HCM				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Integrations				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								ISU_INT0050				ISU_INT0050				Payroll Administrator				User-Based Security Group				Set Up: Tenant Setup - Payroll				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Reporting and Analytics				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Search				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Security Administrator				User-Based Security Group				Set Up: Tenant Setup - Security				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Security Administrator				User-Based Security Group				Set Up: Tenant Setup - Security				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - System				Domain



								Kimberly Brown				kbrown / Kimberly Brown				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				HR Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Tenant Analyzer				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Set Up: Tenant Setup - Worklets				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-19



								Sensitive Access Analytic Results for Launch/ Schedule Integrations







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant - Integrations				Segment-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Gary S Glassman				GGlassman / Gary S Glassman				Compensation Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								INT032_ADP_IntUser				INT032_ADP_IntUser				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator				User-Based Security Group				Integration Build				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Build				Domain



								Denise Kelley				DKelley / Denise Kelley				Payroll Complete Administrator				User-Based Security Group				Integration Build				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Debug				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Debug				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Debug				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Christopher L Chard				cchard / Christopher L Chard				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Gina L Brunner				gbrunner / Gina L Brunner				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Gregory F. Hensala				GHensala / Gregory F. Hensala				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								John W. Lorson				JLorson / John W. Lorson				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Timothy L Schroeder				tschroeder / Timothy L Schroeder				Accountant - Integrations				Segment-Based Security Group				Integration Event				Domain



								Anthony DiFatta				adifatta / Anthony DiFatta				Accounting Center Administrator				User-Based Security Group				Integration Event				Domain



								Thomas P Heithaus				theithaus / Thomas P Heithaus				Accounting Center Administrator				User-Based Security Group				Integration Event				Domain



								Rhonda R. Goede				RGoede / Rhonda R. Goede				Budget - Integrations				Segment-Based Security Group				Integration Event				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Denise Kelley				DKelley / Denise Kelley				Integration Administrator				User-Based Security Group				Integration Event				Domain



								ISU_INT0050				ISU_INT0050				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Mark A. Luzecky				MLuzecky / Mark A. Luzecky				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Monica R. Seguin				MSeguin / Monica R. Seguin				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Pamela S. Marlow				Pmarlow / Pamela S. Marlow				Integration Administrator				User-Based Security Group				Integration Event				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Integration Administrator				User-Based Security Group				Integration Event				Domain



								SysUserPositivePay				SysUserPositivePay				Integration Administrator				User-Based Security Group				Integration Event				Domain



								ISU_INT0050				ISU_INT0050				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Event				Domain



								SysUserPositivePay				SysUserPositivePay				Payroll Integration Administrator - Integrations				Segment-Based Security Group				Integration Event				Domain































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SA-20



								Sensitive Access Analytic Results for Sandbox to Production Management (Object Transporter Access)







								Back to Summary																DRAFT



								User Name				Workday Account				Security Group				Security Group Type				Access Points				Access Points Type



								Cathy M. Staley				CStaley / Cathy M. Staley				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Denise Kelley				DKelley / Denise Kelley				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Setup Administrator				User-Based Security Group				Configuration Set				Domain



								Cathy M. Staley				CStaley / Cathy M. Staley				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



								Denise Kelley				DKelley / Denise Kelley				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



								Kimberly Brown				kbrown / Kimberly Brown				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood				Migration Administrator				User-Based Security Group				OX for Non-Implementers				Domain



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Implementers



								Implementers Details







								Back to Summary																DRAFT



								Security Group				User Name				Workday Account				Account Locked, Disabled or Expiring



								Implementers								wd-support



								Implementers				Steven Davies				sdavies-impl / Steven Davies



								Implementers				Sunil Shelke				sshelke-impl / Sunil Shelke



								Implementers				Angel Tan				atan-impl / Angel Tan



								Implementers				Kit Luong				kluong-impl / Kit Luong



								Implementers				Faye French				ffrench-impl / Faye French



								Implementers				John Castrigano				jcastrigano-impl / John Castrigano



								Implementers				Victoria Gilbert				vgilbert-impl / Victoria Gilbert



								Implementers				Mary Miller				mmiller-impl / Mary Miller



								Implementers				Ivan Ruiz				iruiz-impl / Ivan Ruiz



								Implementers				Carolyn Bandle				cbandle-impl / Carolyn Bandle



								Implementers				Jessica Kent				jkent-impl / Jessica Kent



								Implementers				Patrick Fink				pfink-impl / Patrick Fink



								Implementers				Hector De Zayas				hdezayas-impl / Hector De Zayas



								Implementers				Susana Ip				sip-impl / Susana Ip



								Implementers				Jake Lobel				jlobel-impl / Jake Lobel



								Implementers				Karolina Debowska				kdebowska-impl / Karolina Debowska



								Implementers				Amy Weinstock				aweinstock-impl / Amy Weinstock



								Implementers				Marc Erlich				merlich-impl / Marc Erlich



								Implementers				Sophia Johnson				sjohnson-impl / Sophia Johnson



								Implementers				Craig Munson				cmunson-impl / Craig Munson



								Implementers				Tyler Pope				tpope-impl / Tyler Pope



								Implementers				Mason Celli				mcelli-impl / Mason Celli



								Implementers				Michael Cooper				mcooper-impl / Michael Cooper



								Implementers				Tom Hutchinson				thutchinson-impl / Tom Hutchinson























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ISU Accounts



								ISU Accounts with UI sessions allowed Details







								Back to Summary																DRAFT



								Workday Account				User Name				Is Integration User				Do Not Allow UI Sessions



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Yes



								SysUserPositivePay				SysUserPositivePay				Yes



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Yes



								INT032_ADP_IntUser				INT032_ADP_IntUser				Yes



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Yes



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Yes



								INT035_GL_IntUser				INT035_GL_IntUser				Yes



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Yes



								INT009-WF-PayComponents				INT009-WF-PayComponents				Yes



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Yes



								INT009-WF-PayElements				INT009-WF-PayElements				Yes



								INT007-SysUser-Ashland				INT007-SysUser-Ashland				Yes



								INT009-WF-Jobcode				INT009-WF-Jobcode				Yes



								SysUser_GarnHist				SysUser_GarnHist				Yes



								SysUser_WF_Inbound				SysUser_WF_Inbound				Yes



								MercerInbound				MercerInbound				Yes



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Yes



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Yes



								SysUser_GarnPQQ				SysUser_GarnPQQ				Yes



								SysUser_Ashland				SysUser_Ashland				Yes



								Int_PNC_User				Int_PNC_User				Yes



								Employee_photo_uploadA				Employee_photo_uploadA				Yes



								Ceridian_Integration_User				Ceridian_Integration_User				Yes



								Ceridian_Integration_User_Qtr				Ceridian_Integration_User_Qtr				Yes



								Ceridian_Integration_User_Annual				Ceridian_Integration_User_Annual				Yes



								Int0038_GarnHist				Int0038_GarnHist				Yes



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Yes



								ACI MissionMode Integration				ACI MissionMode Integration				Yes



								MercerDCInbound				MercerDCInbound				Yes



								Ashland_Outbound				Ashland_Outbound				Yes



								Sysuser_WF_TBC				Sysuser_WF_TBC				Yes



								Sysuser_WF_TBC1				Sysuser_WF_TBC1				Yes



								Sysuser_WF_TBC2				Sysuser_WF_TBC2				Yes



								Sysuser_WF_TBC3				Sysuser_WF_TBC3				Yes



								Mercer_Inbound_Test				Mercer_Inbound_Test				Yes



								INT011 - Active Directory Outbound IntUser				INT011 - Active Directory Outbound IntUser				Yes



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Yes



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Yes



								ISU_INT0050				ISU_INT0050				Yes



								WD_ORA_INT_User				WD_ORA_INT_User				Yes



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Yes



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Yes



								WD_Turnover_User				WD_Turnover_User				Yes



								ISU_INT325_ADP_Tax_Periodic				ISU_INT325_ADP_Tax_Periodic				Yes



								ISU_INT326_ADP_Tax_Monthly				ISU_INT326_ADP_Tax_Monthly				Yes



								ISU_INT327_ADP_Tax_Quarterly				ISU_INT327_ADP_Tax_Quarterly				Yes



								INT318_Talx_IntUser				INT318_Talx_IntUser				Yes



								ADPSmartCompliance_User				ADPSmartCompliance_User				Yes



								WD_Active_Directory_User				WD_Active_Directory_User				Yes



								Verify Status				Verify Status				Yes



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Yes



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Yes



								ISU Accounting Center				ISU Accounting Center				Yes










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ArchResources_Workday_SOD_Results-02-Nov-2022.xlsx


Introduction







								Arch Resources



								Workday Segregation of Duties (SOD) Assessment																DRAFT







								1. This Segregation of Duties assessment is based on data extracted from ARCHCOAL4 IMPL tenant on 11/02/22 .
 



								2. User counts excludes the following member types: 



								- Users assigned to the "Implementer" security group: These accounts have elevated access rights.  See tab "Implementers" for a list of implementer accounts.



								- Integration systems accounts: Integration system accounts are "non-user" accounts needed for interfaces to communicate egress and ingress data. Each interface is required to be assigned to a set of security groups to update and in- or outbound data fields.



								- System & Workday-owned accounts: Workday maintains certain system accounts, e.g. "wd-support" to which only Workday has access to provider emergency support.







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Output Summary



								Enterprise Insights - Workday Segregation of Duties Assessment



																								DRAFT



								#				Control Name				Ability - 1				Ability - 2				Inherent Security Group Conflicts				Security Group Level: 
Ability 1 - BP / Domains				Security Group Level: 
Ability 2 - BP / Domains				Total User Count				Security Groups				Risk				Comments



								SOD-1				Perform Journal Entries AND Maintain Financial Accounting Rules / Set Ups				Perform Journal Entries				Maintain Financial Accounting Rules / Set Ups				N/A				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				Domain: Set Up: Accounting Rules
Domain: Set Up: Company
Domain: Set Up: Company Accounting
Domain: Set Up: Company General
Domain: Set Up: Customer Categories
Domain: Set Up: Financial Accounting
Domain: Set Up: Fiscal Schedule
Domain: Set Up: Interest Rate and Late Fee Rule
Domain: Set Up: Journal Source
Domain: Set Up: Ledger and Book
Domain: Set Up: Loan
Domain: Set Up: Period Close
Domain: Set Up: Receivable Overpayment
Domain: Set Up: Receivable Write-off Categories
Domain: Set Up: Revenue Categories
Domain: Set Up: Spend Categories
Domain: Set Up: Supplier Categories
Domain: Set Up: Worktag Balancing				5				Accountant
Accounting Configurator
Accounting Operations Lead
Common Finance Configurator
Finance Organization Administrator				Incorrect /Unauthorized journal entry postings or changes to the resulting journal entries based on accounting set ups, resulting in incorrect reporting.				1. Consider segregating 5 users with the ability to perform journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to maintain financial accounting rules / set ups ('Common Finance Configurator', 'Finance Organization Administrator', Accounting Configurator').

2. From conversations with Arch Resources, it is noted that approvals for journal entries occur outside of Workday. Implement a manual frequent monitoring control to review the journal entry process to validate that only appropriate users are initiating and approving journal entries. 



								SOD-2				Perform Journal Entries AND Open Close Periods				Perform Journal Entries				Open Close Periods				Accounting Operations Lead				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				Domain: Process: Close Year End
Domain: Process: Period End				5				Accountant
Accounting Operations Lead				Adjustments and/or manual journal entries are recorded in the wrong period.				1. Review the appropriateness of the 'Accounting Operations Lead' security group from having access to both perform journal entries and open close periods.

2. Consider segregating 5 users with the ability to perform journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to open close periods ('Accounting Operations Lead').

3. Refer to SoD-1 (#2) for recommendation on implementing a manual control for the journal entry process occurring outside of Workday.



								SOD-3				Perform Journal Entries AND Update Chart of Accounts				Perform Journal Entries				Update Chart of Accounts				N/A				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				Domain: Set Up: Accounts				5				Accountant
Accounting Operations Lead
Common Finance Configurator				Maintain a fictitious general ledger account and hide activity via incorrect or unauthorized journal entry postings resulting in incorrect reporting.				1. Consider segregating 5 users with the ability to initiate journal entries ('Accountant' and 'Accounting Operations Lead') from those with the ability to update chart of accounts ('Common Finance Configurator').

2. Refer to SoD-1 (#2) for recommendation on implementing a manual control for the journal entry process occurring outside of Workday.



								SOD-4				Initiate Journal Entries AND Approve Journal Entries				Initiate Journal Entries				Approve Journal Entries				N/A				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				N/A				9				Accountant
Accounting Operations Lead				Incorrect or unauthorized journal entry postings or unposting resulting in invalid entries and financial reporting errors.				1. From conversations with Arch Resources, it is noted that approvals for journal entries occur outside of Workday. Implement a manual frequent monitoring control to review the journal entry process to validate that only appropriate users are initiating and approving journal entries. 



								SOD-5				Edit Business Process Definitions AND Initiate Journal Entries				Edit Business Process Definitions				Initiate Journal Entries				N/A				Domain: Business Process Administration
Domain: Manage: Business Process Definitions				Business Process: Accounting Journal Event
Business Process: Accounting Journal Unpost-Reverse Event				2				Accounting Operations Lead
Business Process Administrator
Payroll Business Process Administrator				Users may modify the workflow within the accounting journal business process and then post a journal not subject to the intended approval process, resulting in inappropriate journal entries.				1. Consider segregating 2 users with the ability to edit business process definitions ('Business Process Administrator' and 'Payroll Business Process Administrator') from those with the ability to initiate journal entries ('Accounting Operations Lead').

2. Implement a frequent monitoring control to review and validate that users who can initiate journal entries are not also editing business process definitions.



								SOD-6				Edit Business Process Definitions AND Assign Roles				Edit Business Process Definitions				Assign Roles				N/A				Domain: Business Process Administration
Domain: Manage: Business Process Definitions				Assign Roles: Assign Roles				6				Alternate Owner
Alternate Owner Chain
Business Process Administrator
HR Business Process Administrator
Hierarchy Owner Chain
Owner
Payroll Business Process Administrator
Performance Business Process Administrator
Security Administrator
Talent Administrator				Users may modify the workflow within a business process then assign role-based security groups that can initiate/approve to themselves, thereby overriding intended approval workflows.				1. Consider segregating 6 users with the ability to edit business process definitions ('Business Process Administrator', 'HR Business Process Administrator', 'Payroll Business Process Administrator', 'Performance Business Process Administrator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Owner Chain', 'Hierarchy Owner Chain', Owner', 'Security Administrator', 'Talent Administrator')

2. Implement a frequent manual review to monitor users in conflict and their permissions to edit business process definitions and assign roles.



								SOD-7				Edit Business Process Definitions AND Assign User-Based Security Groups				Edit Business Process Definitions				Assign User-Based Security Groups				N/A				Domain: Business Process Administration
Domain: Manage: Business Process Definitions				Domain: User-Based Security Group Administration				2				Business Process Administrator
HR Business Process Administrator
Security Administrator
Security Configurator				Users may modify the workflow within a business process then assign user-based security groups within the workflow to themselves, thereby overriding intended approval workflows.				1. Consider segregating 2 users with the ability to edit business process definitions ('Business Process Administrator' and 'HR Business Process Administrator') from those with the ability to assign user-based security groups ('Security Administrator' and 'Security Configurator').

2. Implement a manual review to monitor the processes around editing business process definitions and assigning user-based security groups to validate no user in conflict is performing both abilities.



								SOD-8				Edit Integration Security AND Create/Edit Integrations				Edit Integration Security				Create and Edit Integrations				N/A				Domain: Integration Security				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs				2				Integration Administrator
Security Administrator				Potential access to create or edit integration set up and then edit security related to the new integration, including creating system users that may be able to access the integration via the user interface.				1. Consider segregating 2 users with the ability to edit integration security ('Security Administrator') from those with the ability to create/edit integrations ('Integration Administrator' ).

2. Define a monitoring control to review the 2 users in conflict and their abilities to edit integration security and create/edit integrations.



								SOD-9				Maintain Assignable Roles AND Assign Roles				Maintain Assignable Roles				Assign Roles				Security Administrator				Domain: Set Up: Assignable Roles				Assign Roles: Assign Roles				2				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator				Users can change who can assign roles and then assign themselves roles to security groups.				1. Consider segregating 2 users with the ability to maintain assignable roles ('Security Administrator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Owner Chain', 'Hierarchy Owner Chain', 'Owner', and 'Security Administrator').

2. Implement a monitoring control to review the processes around maintaining assignable roles and assigning roles to verify that no user is performing inappropriate activities.



								SOD-10				Security Configuration AND Assign Roles				Security Configuration				Assign Roles				N/A				Domain: Security Activation
Domain: Security Configuration				Assign Roles: Assign Roles				2				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Security Configurator				Users may create security groups or assign security groups to business process or domain security policies and assign themselves roles in those groups.				1. Consider segregating 2 users with the ability to configure security ('Security Configurator') from those with the ability to assign roles ('Alternate Owner', 'Alternate Chain Owner', 'Hierarchy Owner Chain', 'Owner', and 'Security Administrator').

2. Implement a control to monitor processes around security configuration and assigning roles to validate no user is performing both abilities.



								SOD-11				Security Configuration AND Assign User-Based Security Groups				Security Configuration				Assign User-Based Security Groups				Security Configurator				Domain: Security Activation
Domain: Security Configuration				Domain: User-Based Security Group Administration				2				Security Administrator
Security Configurator				Users may create security groups or assign security groups to business process or domain security policies and assign themselves to those user-based security groups.				1. Review the appropriateness of the 'Security Configurator' security group from having access to both configure security and assign user-based security groups. 

2. Segregate 2 users in conflict with the ability to configure security ('Security Configurator') from those with the ability to assign user-based security groups ('Security Configurator' and 'Security Administrator').



								SOD-12				Create and Edit Integrations AND Launch/ Schedule Integrations				Create and Edit Integrations				Launch/ Schedule Integrations				Accountant - Integrations
Accounting Center Administrator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs
Domain: Set Up: Map Worktags				Domain: Integration Build
Domain: Integration Debug
Domain: Integration Event				20				Accountant - Integrations
Accounting Center Administrator
Budget - Integrations
Common Finance Configurator
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations				Users may create or edit an integration and then execute/launch that integration, resulting in inappropriate transactions into/out of Workday.				1. Review the appropriateness of inherent security groups and their ability to both create/edit integrations and launch/schedule integrations ('Accountant - Integrations', 'Accounting Center Administrator', 'Compensation Administrator', 'Integration Administrator', 'Payroll Administrator', 'Payroll Complete Administrator', 'Payroll Integration Administrator', 'Payroll Integration Administrator - Integrations').

2. Implement a monitoring control around the processes to create/edit integrations and launch/schedule integrations.



								SOD-13				Create and Edit Integrations AND Sandbox to Production Management (Object Transporter Access)				Create and Edit Integrations				Sandbox to Production Management (Object Transporter Access)				N/A				Domain: Integration Build
Domain: Integration Configure
Domain: Integrations: EIBs				Domain: Configuration Set
Domain: OX for Non-Implementers				4				Integration Administrator
Migration Administrator
Payroll Administrator
Payroll Complete Administrator
Setup Administrator				The ability to set up integrations and transport changes from sandbox to production may allow inappropriate integrations to be transported to production.				1. Consider segregating 4 users with the ability to create and edit integrations ('Integration Administrator', 'Payroll Administrator', 'Payroll Complete Administrator') from those with the ability to manage sandbox to production changes ('Setup Administrator' and 'Migration Administrator').

2. Define a monitoring control around the processes to create/edit integrations and sandbox to production management.











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-1



								SOD Name



								Perform Journal Entries AND Maintain Financial Accounting Rules / Set Ups																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Perform Journal Entries				Accountant
Accounting Operations Lead																								Maintain Financial Accounting Rules / Set Ups				Common Finance Configurator
Finance Organization Administrator
Accounting Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Gregory F. Hensala				GHensala / Gregory F. Hensala								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								John W. Lorson				JLorson / John W. Lorson								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Thomas P Heithaus				theithaus / Thomas P Heithaus								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Accountant				John W. Lorson				JLorson / John W. Lorson								Timothy L Schroeder				tschroeder / Timothy L Schroeder								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder																				Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta																				Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley																				Finance Organization Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley																				Finance Organization Administrator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala																				Finance Organization Administrator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson																				Finance Organization Administrator				John W. Lorson				JLorson / John W. Lorson



																																				Finance Organization Administrator				Rhonda R. Goede				RGoede / Rhonda R. Goede



																																				Finance Organization Administrator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



																																				Accounting Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Accounting Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



																																				Accounting Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



																																				Accounting Configurator				John W. Lorson				JLorson / John W. Lorson



																																				Accounting Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



																																				Accounting Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Accounting Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-2



								SOD Name



								Perform Journal Entries AND Open Close Periods																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Perform Journal Entries				Accountant
Accounting Operations Lead																								Open Close Periods				Accounting Operations Lead







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Cathy M. Staley				CStaley / Cathy M. Staley								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								Denise Kelley				DKelley / Denise Kelley								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Gregory F. Hensala				GHensala / Gregory F. Hensala								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				John W. Lorson				JLorson / John W. Lorson								John W. Lorson				JLorson / John W. Lorson								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-3



								SOD Name



								Perform Journal Entries AND Update Chart of Accounts																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Perform Journal Entries				Accountant
Accounting Operations Lead																								Update Chart of Accounts				Common Finance Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Gregory F. Hensala				GHensala / Gregory F. Hensala								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								John W. Lorson				JLorson / John W. Lorson								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Thomas P Heithaus				theithaus / Thomas P Heithaus								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Accountant				John W. Lorson				JLorson / John W. Lorson								Timothy L Schroeder				tschroeder / Timothy L Schroeder								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder																				Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta																				Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-4



								SOD Name



								Initiate Journal Entries AND Approve Journal Entries																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Initiate Journal Entries				Accountant
Accounting Operations Lead																								Approve Journal Entries				N/A







								**All security groups and users with access to ability 1 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								**No approval steps were found in one or more business processes mapped to this ability 
 OR 
 Condition rules were configured for approval steps in one or more business processes mapped to this ability



								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant				Christopher L Chard				cchard / Christopher L Chard								Christopher L Chard				cchard / Christopher L Chard



								Accountant				Gina L Brunner				gbrunner / Gina L Brunner								Gina L Brunner				gbrunner / Gina L Brunner



								Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala								Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant				John W. Lorson				JLorson / John W. Lorson								John W. Lorson				JLorson / John W. Lorson



								Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus								Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder								Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta								Cathy M. Staley				CStaley / Cathy M. Staley



								Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley								Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-5



								SOD Name



								Edit Business Process Definitions AND Initiate Journal Entries																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Business Process Definitions				Business Process Administrator
Payroll Business Process Administrator																								Initiate Journal Entries				Accounting Operations Lead







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Cathy M. Staley				CStaley / Cathy M. Staley								Accountant				Anthony DiFatta				adifatta / Anthony DiFatta



								Business Process Administrator				Denise Kelley				DKelley / Denise Kelley								Denise Kelley				DKelley / Denise Kelley								Accountant				Christopher L Chard				cchard / Christopher L Chard



								Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Accountant				Gina L Brunner				gbrunner / Gina L Brunner



								Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Accountant				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Business Process Administrator				WD_Turnover_User				WD_Turnover_User																				Accountant				John W. Lorson				JLorson / John W. Lorson



								INT021 - New Hire Outbound Security Group				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser																				Accountant				Thomas P Heithaus				theithaus / Thomas P Heithaus



								INT032 ADP Security Group				INT032_ADP_IntUser				INT032_ADP_IntUser																				Accountant				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								HR Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Accounting Operations Lead				Anthony DiFatta				adifatta / Anthony DiFatta



								HR Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Accounting Operations Lead				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley																				Accounting Operations Lead				Denise Kelley				DKelley / Denise Kelley



								Payroll Business Process Administrator				Denise Kelley				DKelley / Denise Kelley																				Accounting Operations Lead				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Payroll Business Process Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser																				Accounting Operations Lead				John W. Lorson				JLorson / John W. Lorson



								Payroll Business Process Administrator				ISU_INT0050				ISU_INT0050



								Performance Business Process Administrator				Laura M. Easler				leasler / Laura M. Easler



								Performance Business Process Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-6



								SOD Name



								Edit Business Process Definitions AND Assign Roles																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Business Process Definitions				Business Process Administrator
HR Business Process Administrator
Payroll Business Process Administrator
Performance Business Process Administrator																								Assign Roles				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator
Talent Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Kimberly Brown				kbrown / Kimberly Brown								Alternate Owner				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Denise Kelley				DKelley / Denise Kelley								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Alternate Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown								Cathy M. Staley				CStaley / Cathy M. Staley								Alternate Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Denise Kelley				DKelley / Denise Kelley								Alternate Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				WD_Turnover_User				WD_Turnover_User								Laura M. Easler				leasler / Laura M. Easler								Hierarchy Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



								INT021 - New Hire Outbound Security Group				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser								Phyllis A Flowers				PFlowers / Phyllis A Flowers								Hierarchy Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								INT032 ADP Security Group				INT032_ADP_IntUser				INT032_ADP_IntUser																				Owner				Anthony DiFatta				adifatta / Anthony DiFatta



								HR Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Owner				Cathy M. Staley				CStaley / Cathy M. Staley



								HR Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Owner				Denise Kelley				DKelley / Denise Kelley



								Payroll Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley																				Owner				Gina L Brunner				gbrunner / Gina L Brunner



								Payroll Business Process Administrator				Denise Kelley				DKelley / Denise Kelley																				Owner				Kimberly Brown				kbrown / Kimberly Brown



								Payroll Business Process Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser																				Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Payroll Business Process Administrator				ISU_INT0050				ISU_INT0050																				Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Performance Business Process Administrator				Laura M. Easler				leasler / Laura M. Easler																				Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Performance Business Process Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers																				Talent Administrator				Laura M. Easler				leasler / Laura M. Easler



																																				Talent Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-7



								SOD Name



								Edit Business Process Definitions AND Assign User-Based Security Groups																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Business Process Definitions				Business Process Administrator
HR Business Process Administrator																								Assign User-Based Security Groups				Security Administrator
Security Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Kimberly Brown				kbrown / Kimberly Brown								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Denise Kelley				DKelley / Denise Kelley								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown																				Security Configurator				Kimberly Brown				kbrown / Kimberly Brown



								Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood																				Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Business Process Administrator				WD_Turnover_User				WD_Turnover_User



								INT021 - New Hire Outbound Security Group				INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser



								INT032 ADP Security Group				INT032_ADP_IntUser				INT032_ADP_IntUser



								HR Business Process Administrator				Kimberly Brown				kbrown / Kimberly Brown



								HR Business Process Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Payroll Business Process Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Business Process Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Business Process Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



								Payroll Business Process Administrator				ISU_INT0050				ISU_INT0050



								Performance Business Process Administrator				Laura M. Easler				leasler / Laura M. Easler



								Performance Business Process Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-8



								SOD Name



								Edit Integration Security AND Create/Edit Integrations																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Edit Integration Security				Security Administrator																								Create and Edit Integrations				Integration Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta



								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard



																																				Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner



																																				Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala



																																				Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson



																																				Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder



																																				Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



																																				Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman



																																				Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



																																				Integration Administrator				Denise Kelley				DKelley / Denise Kelley



																																				Integration Administrator				ISU_INT0050				ISU_INT0050



																																				Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown



																																				Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky



																																				Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin



																																				Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow



																																				Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Integration Administrator				SysUserPositivePay				SysUserPositivePay



																																				Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Payroll Administrator				Denise Kelley				DKelley / Denise Kelley



																																				Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



																																				Payroll Administrator				ISU_INT0050				ISU_INT0050



																																				Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley



																																				Payroll Integration Administrator				ISU_INT0050				ISU_INT0050



																																				Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay



																																				Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050



																																				Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay



																																				Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



																																				Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



																																				Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



																																				Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



																																				Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



																																				Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



																																				Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-9



								SOD Name



								Maintain Assignable Roles AND Assign Roles																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Maintain Assignable Roles				Security Administrator																								Assign Roles				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Alternate Owner				Kimberly Brown				kbrown / Kimberly Brown



								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Alternate Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Alternate Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Alternate Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Hierarchy Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Hierarchy Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Owner				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Owner				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Owner				Denise Kelley				DKelley / Denise Kelley



																																				Owner				Gina L Brunner				gbrunner / Gina L Brunner



																																				Owner				Kimberly Brown				kbrown / Kimberly Brown



																																				Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



																																				Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Talent Administrator				Laura M. Easler				leasler / Laura M. Easler



																																				Talent Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-10



								SOD Name



								Security Configuration AND Assign Roles																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Security Configuration				Security Configurator																								Assign Roles				Alternate Owner
Alternate Owner Chain
Hierarchy Owner Chain
Owner
Security Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Configurator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Alternate Owner				Kimberly Brown				kbrown / Kimberly Brown



								Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Alternate Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Alternate Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Alternate Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Hierarchy Owner Chain				Kimberly Brown				kbrown / Kimberly Brown



																																				Hierarchy Owner Chain				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Owner				Anthony DiFatta				adifatta / Anthony DiFatta



																																				Owner				Cathy M. Staley				CStaley / Cathy M. Staley



																																				Owner				Denise Kelley				DKelley / Denise Kelley



																																				Owner				Gina L Brunner				gbrunner / Gina L Brunner



																																				Owner				Kimberly Brown				kbrown / Kimberly Brown



																																				Owner				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



																																				Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Talent Administrator				Laura M. Easler				leasler / Laura M. Easler



																																				Talent Administrator				Phyllis A Flowers				PFlowers / Phyllis A Flowers











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-11



								SOD Name



								Security Configuration AND Assign User-Based Security Groups																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Security Configuration				Security Configurator																								Assign User-Based Security Groups				Security Administrator
Security Configurator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Security Configurator				Kimberly Brown				kbrown / Kimberly Brown								Kimberly Brown				kbrown / Kimberly Brown								Security Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Security Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



																																				Security Configurator				Kimberly Brown				kbrown / Kimberly Brown



																																				Security Configurator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-12



								SOD Name



								Create and Edit Integrations AND Launch/ Schedule Integrations																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Create and Edit Integrations				Accountant - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
Accounting Center Administrator
Common Finance Configurator																								Launch/ Schedule Integrations				Accountant - Integrations
Compensation Administrator
Integration Administrator
Payroll Administrator
Payroll Complete Administrator
Payroll Integration Administrator
Payroll Integration Administrator - Integrations
Accounting Center Administrator
Budget - Integrations







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta								Anthony DiFatta				adifatta / Anthony DiFatta								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta



								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard								Christopher L Chard				cchard / Christopher L Chard								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard



								Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner								Gina L Brunner				gbrunner / Gina L Brunner								Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner



								Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala								Gregory F. Hensala				GHensala / Gregory F. Hensala								Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson								John W. Lorson				JLorson / John W. Lorson								Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson



								Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus								Thomas P Heithaus				theithaus / Thomas P Heithaus								Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder								Timothy L Schroeder				tschroeder / Timothy L Schroeder								Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder



								Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson								Darla Rae Dickinson				ddickinson / Darla Rae Dickinson								Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



								Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman								Gary S Glassman				GGlassman / Gary S Glassman								Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman



								Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Cathy M. Staley				CStaley / Cathy M. Staley								Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson								Denise Kelley				DKelley / Denise Kelley								Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



								Integration Administrator				Denise Kelley				DKelley / Denise Kelley								ISU_INT0050				ISU_INT0050								Integration Administrator				Denise Kelley				DKelley / Denise Kelley



								Integration Administrator				ISU_INT0050				ISU_INT0050								Kimberly Brown				kbrown / Kimberly Brown								Integration Administrator				ISU_INT0050				ISU_INT0050



								Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown								Mark A. Luzecky				MLuzecky / Mark A. Luzecky								Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky								Monica R. Seguin				MSeguin / Monica R. Seguin								Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky



								Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin								Pamela S. Marlow				Pmarlow / Pamela S. Marlow								Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin



								Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow



								Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								SysUserPositivePay				SysUserPositivePay								Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Integration Administrator				SysUserPositivePay				SysUserPositivePay								INT032_ADP_IntUser				INT032_ADP_IntUser								Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley								Rhonda R. Goede				RGoede / Rhonda R. Goede								Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Administrator				Denise Kelley				DKelley / Denise Kelley																				Payroll Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser																				Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



								Payroll Administrator				ISU_INT0050				ISU_INT0050																				Payroll Administrator				ISU_INT0050				ISU_INT0050



								Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley																				Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Integration Administrator				ISU_INT0050				ISU_INT0050																				Payroll Integration Administrator				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay																				Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050																				Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay																				Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay



								Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta																				Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta																				Budget - Integrations				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SOD-13



								SOD Name



								Create and Edit Integrations AND Sandbox to Production Management (Object Transporter Access)																								DRAFT				Back To Summary







								Ability - 1				Conflict Security Groups																								Ability - 2				Conflict Security Groups



								Create and Edit Integrations				Integration Administrator
Payroll Administrator
Payroll Complete Administrator																								Sandbox to Production Management (Object Transporter Access)				Setup Administrator
Migration Administrator







								**All security groups and users with access to ability 1 are listed below.																												**All security groups and users with access to ability 2 are listed below.



								Security Group				User Name				Workday Account								Unique Users with SOD Conflict				Workday Account								Security Group				User Name				Workday Account



								Accountant - Integrations				Anthony DiFatta				adifatta / Anthony DiFatta								Cathy M. Staley				CStaley / Cathy M. Staley								Setup Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Accountant - Integrations				Christopher L Chard				cchard / Christopher L Chard								Denise Kelley				DKelley / Denise Kelley								Setup Administrator				Denise Kelley				DKelley / Denise Kelley



								Accountant - Integrations				Gina L Brunner				gbrunner / Gina L Brunner								Kimberly Brown				kbrown / Kimberly Brown								Setup Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Accountant - Integrations				Gregory F. Hensala				GHensala / Gregory F. Hensala								Sharon L. Eastwood				Seastwood / Sharon L. Eastwood								Setup Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Accountant - Integrations				John W. Lorson				JLorson / John W. Lorson																				Migration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Accountant - Integrations				Thomas P Heithaus				theithaus / Thomas P Heithaus																				Migration Administrator				Denise Kelley				DKelley / Denise Kelley



								Accountant - Integrations				Timothy L Schroeder				tschroeder / Timothy L Schroeder																				Migration Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Compensation Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson																				Migration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Compensation Administrator				Gary S Glassman				GGlassman / Gary S Glassman



								Integration Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Integration Administrator				Darla Rae Dickinson				ddickinson / Darla Rae Dickinson



								Integration Administrator				Denise Kelley				DKelley / Denise Kelley



								Integration Administrator				ISU_INT0050				ISU_INT0050



								Integration Administrator				Kimberly Brown				kbrown / Kimberly Brown



								Integration Administrator				Mark A. Luzecky				MLuzecky / Mark A. Luzecky



								Integration Administrator				Monica R. Seguin				MSeguin / Monica R. Seguin



								Integration Administrator				Pamela S. Marlow				Pmarlow / Pamela S. Marlow



								Integration Administrator				Sharon L. Eastwood				Seastwood / Sharon L. Eastwood



								Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Administrator				Cathy M. Staley				CStaley / Cathy M. Staley



								Payroll Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Administrator				INT032_ADP_IntUser				INT032_ADP_IntUser



								Payroll Administrator				ISU_INT0050				ISU_INT0050



								Payroll Complete Administrator				Denise Kelley				DKelley / Denise Kelley



								Payroll Integration Administrator				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator				SysUserPositivePay				SysUserPositivePay



								Payroll Integration Administrator - Integrations				ISU_INT0050				ISU_INT0050



								Payroll Integration Administrator - Integrations				SysUserPositivePay				SysUserPositivePay



								Accounting Center Administrator				Anthony DiFatta				adifatta / Anthony DiFatta



								Accounting Center Administrator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Anthony DiFatta				adifatta / Anthony DiFatta



								Common Finance Configurator				Gregory F. Hensala				GHensala / Gregory F. Hensala



								Common Finance Configurator				Greg A. Szczepan				gszczepan / Greg A. Szczepan



								Common Finance Configurator				John W. Lorson				JLorson / John W. Lorson



								Common Finance Configurator				Rhonda R. Goede				RGoede / Rhonda R. Goede



								Common Finance Configurator				Christina M. Bianconi				TBianconi / Christina M. Bianconi



								Common Finance Configurator				Thomas P Heithaus				theithaus / Thomas P Heithaus



								Common Finance Configurator				Timothy L Schroeder				tschroeder / Timothy L Schroeder



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Implementers



								Implementers Details



																								DRAFT



								Security Group				User Name				Workday Account				Account Locked, Disabled or Expiring



								Implementers								wd-support



								Implementers				Steven Davies				sdavies-impl / Steven Davies



								Implementers				Sunil Shelke				sshelke-impl / Sunil Shelke



								Implementers				Angel Tan				atan-impl / Angel Tan



								Implementers				Kit Luong				kluong-impl / Kit Luong



								Implementers				Faye French				ffrench-impl / Faye French



								Implementers				John Castrigano				jcastrigano-impl / John Castrigano



								Implementers				Victoria Gilbert				vgilbert-impl / Victoria Gilbert



								Implementers				Mary Miller				mmiller-impl / Mary Miller



								Implementers				Ivan Ruiz				iruiz-impl / Ivan Ruiz



								Implementers				Carolyn Bandle				cbandle-impl / Carolyn Bandle



								Implementers				Jessica Kent				jkent-impl / Jessica Kent



								Implementers				Patrick Fink				pfink-impl / Patrick Fink



								Implementers				Hector De Zayas				hdezayas-impl / Hector De Zayas



								Implementers				Susana Ip				sip-impl / Susana Ip



								Implementers				Jake Lobel				jlobel-impl / Jake Lobel



								Implementers				Karolina Debowska				kdebowska-impl / Karolina Debowska



								Implementers				Amy Weinstock				aweinstock-impl / Amy Weinstock



								Implementers				Marc Erlich				merlich-impl / Marc Erlich



								Implementers				Sophia Johnson				sjohnson-impl / Sophia Johnson



								Implementers				Craig Munson				cmunson-impl / Craig Munson



								Implementers				Tyler Pope				tpope-impl / Tyler Pope



								Implementers				Mason Celli				mcelli-impl / Mason Celli



								Implementers				Michael Cooper				mcooper-impl / Michael Cooper



								Implementers				Tom Hutchinson				thutchinson-impl / Tom Hutchinson



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ISU_Accounts



								ISU Accounts with UI sessions allowed Details



																								DRAFT



								Workday Account				User Name				Is Integration User				Do Not Allow UI Sessions



								INT0008_ActiveDirectory_IntUser				INT0008_ActiveDirectory_IntUser				Yes



								SysUserPositivePay				SysUserPositivePay				Yes



								INT009-WF-CostCenterOutbound				INT009-WF-CostCenterOutbound				Yes



								INT032_ADP_IntUser				INT032_ADP_IntUser				Yes



								INT0016_Vocus_IntUser				INT0016_Vocus_IntUser				Yes



								Mercer_Outbound_IntUser				Mercer_Outbound_IntUser				Yes



								INT035_GL_IntUser				INT035_GL_IntUser				Yes



								Ashland_Integration_User_Outbound				Ashland_Integration_User_Outbound				Yes



								INT009-WF-PayComponents				INT009-WF-PayComponents				Yes



								INT009-WF-EmployeeMaster				INT009-WF-EmployeeMaster				Yes



								INT009-WF-PayElements				INT009-WF-PayElements				Yes



								INT007-SysUser-Ashland				INT007-SysUser-Ashland				Yes



								INT009-WF-Jobcode				INT009-WF-Jobcode				Yes



								SysUser_GarnHist				SysUser_GarnHist				Yes



								SysUser_WF_Inbound				SysUser_WF_Inbound				Yes



								MercerInbound				MercerInbound				Yes



								SysUser_Garn_TestMode				SysUser_Garn_TestMode				Yes



								SysUser_Garn_UpdateMode				SysUser_Garn_UpdateMode				Yes



								SysUser_GarnPQQ				SysUser_GarnPQQ				Yes



								SysUser_Ashland				SysUser_Ashland				Yes



								Int_PNC_User				Int_PNC_User				Yes



								Employee_photo_uploadA				Employee_photo_uploadA				Yes



								Ceridian_Integration_User				Ceridian_Integration_User				Yes



								Ceridian_Integration_User_Qtr				Ceridian_Integration_User_Qtr				Yes



								Ceridian_Integration_User_Annual				Ceridian_Integration_User_Annual				Yes



								Int0038_GarnHist				Int0038_GarnHist				Yes



								INT018_Equifax_IntUser				INT018_Equifax_IntUser				Yes



								ACI MissionMode Integration				ACI MissionMode Integration				Yes



								MercerDCInbound				MercerDCInbound				Yes



								Ashland_Outbound				Ashland_Outbound				Yes



								Sysuser_WF_TBC				Sysuser_WF_TBC				Yes



								Sysuser_WF_TBC1				Sysuser_WF_TBC1				Yes



								Sysuser_WF_TBC2				Sysuser_WF_TBC2				Yes



								Sysuser_WF_TBC3				Sysuser_WF_TBC3				Yes



								Mercer_Inbound_Test				Mercer_Inbound_Test				Yes



								INT011 - Active Directory Outbound IntUser				INT011 - Active Directory Outbound IntUser				Yes



								INT021 - New Hire Outbound IntUser				INT021 - New Hire Outbound IntUser				Yes



								MercerDCInbound-TestMode				MercerDCInbound-TestMode				Yes



								ISU_INT0050				ISU_INT0050				Yes



								WD_ORA_INT_User				WD_ORA_INT_User				Yes



								INT304_Empyrean_Inbound_Test				INT304_Empyrean_Inbound_Test				Yes



								INT304_Empyrean_Inbound				INT304_Empyrean_Inbound				Yes



								WD_Turnover_User				WD_Turnover_User				Yes



								ISU_INT325_ADP_Tax_Periodic				ISU_INT325_ADP_Tax_Periodic				Yes



								ISU_INT326_ADP_Tax_Monthly				ISU_INT326_ADP_Tax_Monthly				Yes



								ISU_INT327_ADP_Tax_Quarterly				ISU_INT327_ADP_Tax_Quarterly				Yes



								INT318_Talx_IntUser				INT318_Talx_IntUser				Yes



								ADPSmartCompliance_User				ADPSmartCompliance_User				Yes



								WD_Active_Directory_User				WD_Active_Directory_User				Yes



								Verify Status				Verify Status				Yes



								INT403_DCInbound_IntUser				INT403_DCInbound_IntUser				Yes



								INT402_DCFinancials_IntUser				INT402_DCFinancials_IntUser				Yes



								ISU Accounting Center				ISU Accounting Center				Yes
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Good Morning,





Attached is the latest IA status report for the Workday GL implementation.  Overall, we have not encountered any significant problems that could impact the go-live; however, ITGC and business process controls should continue to be a key focus area prior to go-live and during the early roll-out period.  The establishment of a robust and effective control environment will be highly scrutinized by both internal and external audit for 2023.  PCAOB and external audit firms have been highly focused on ITGC controls and their impact on financial statements so this should be prioritized appropriately.  





 





We will continue to work with the implementation team to provide feedback as the roll-out occurs and update EY on the status.  Let us know if you have any questions.





 





Derek LaBell





Director of Internal Audit | Arch Resources, Inc.





One CityPlace Drive





Suite 300 St. Louis, MO 63141





o: 314-994-2736 | m: 314-401-0465





dlabell@archrsc.com | www.archrsc.com
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Arch Resources Workday Assessment: Project Status December 8th  







Workday Project Governance & System Development Life Cycle 



Audit has been working with the implementation team to improve governance through real time feedback related to audit evidence as well as expectations for management oversight and approvals. 



Assessed testing support for selected test scripts and shared feedback during the testing process; however, final sign offs are pending.



Assessed initial drafts for data migration and validation processes and shared feedback throughout the process; however, final data migration testing will occur in production post go-live.







Workday Risk & Controls



Finalized draft assessment of the Financial Accounting business process risks and controls, ITGC’s, and provided recommendations for managements review and consideration.



Finalized and provided the Security Assessment over sensitive access and segregation of duties controls.



This assessment identified a framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources determined as key financial risks to the organization.



Excessive access for security groups may allow for unilateral performance of conflicting abilities, which may result in unauthorized transactions.



Users may have the ability to bypass controls which may result in performing unauthorized or inappropriate transactions and lead to difficulty in detecting gaps.



We recommend that management design a clear strategy for maintaining the 25 implementer accounts and determine when and how this access will be removed before go-live.



Currently, there are limited internal Workday configurable controls in their tenant for both ITGC and business process. As further development and use expands, controls addressing business process risks, change management process, policies, definitions, governance model, and approvals should be an ongoing focus area.







Overall Status/Risks



Risk and controls design for the Workday implementation is a critical component for an effective and SOX ready implementation. Audit is in process of assessing controls and configurations, but to date, upon inspection in the tenant, it appears management has elected to implement those internal Workday configurable controls which can be efficiently rolled out and has the most immediate impact to the business.  Additional Workday configurable controls will be evaluated as system use and experience expands.    



Certain ITGC controls are still being developed. Segregation of duties and sensitive access controls are being finalized for the roll-out.  Management has considered feedback to date and is currently working toward the planned go-live of 1/1/2022.



Key Discussion Items From Last Update



Previously Identified Risks (Refer to previous status for additional detail)



Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase per CHG 07 (SOX control).



Workday financial, change management and SOD processes have not yet been defined for future state.
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Next Steps and Upcoming Activities



Preparing for meeting with stakeholders to review and provide feedback on Phase 2 business process risks and controls.



Assess finalized testing/go-live sign offs and data migration activities as they become available.
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Workday Project Governance & System Development Life Cycle 


Audit has been working with the implementation team to improve governance through real time feedback related to audit evidence as well as expectations for management oversight and approvals. 


Assessed testing support for selected test scripts and shared feedback during the testing process; however, final sign offs are pending.


Assessed initial drafts for data migration and validation processes and shared feedback throughout the process; however, final data migration testing will occur in production post go-live.





Workday Risk & Controls


Finalized draft assessment of the Financial Accounting business process risks and controls, ITGC’s, and provided recommendations for managements review and consideration.


Finalized and provided the Security Assessment over sensitive access and segregation of duties controls.


This assessment identified a framework involving a total of 20 Sensitive Access points and 13 Segregation of Duties controls which Arch Resources determined as key financial risks to the organization.


Excessive access for security groups may allow for unilateral performance of conflicting abilities, which may result in unauthorized transactions.


Users may have the ability to bypass controls which may result in performing unauthorized or inappropriate transactions and lead to difficulty in detecting gaps.


We recommend that management design a clear strategy for maintaining the 25 implementer accounts and determine when and how this access will be removed before go-live.


Currently, there are limited internal Workday configurable controls in their tenant for both ITGC and business process. As further development and use expands, controls addressing business process risks, change management process, policies, definitions, governance model, and approvals should be an ongoing focus area.





Overall Status/Risks


Risk and controls design for the Workday implementation is a critical component for an effective and SOX ready implementation. Audit is in process of assessing controls and configurations, but to date, upon inspection in the tenant, it appears management has elected to implement those internal Workday configurable controls which can be efficiently rolled out and has the most immediate impact to the business.  Additional Workday configurable controls will be evaluated as system use and experience expands.    


Certain ITGC controls are still being developed. Segregation of duties and sensitive access controls are being finalized for the roll-out.  Management has considered feedback to date and is currently working toward the planned go-live of 1/1/2022.


Key Discussion Items From Last Update


Previously Identified Risks (Refer to previous status for additional detail)


Arch Resources should make sure the project methodology clearly defines the criteria and action steps for each SDLC phase per CHG 07 (SOX control).


Workday financial, change management and SOD processes have not yet been defined for future state.
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Next Steps and Upcoming Activities


Preparing for meeting with stakeholders to review and provide feedback on Phase 2 business process risks and controls.


Assess finalized testing/go-live sign offs and data migration activities as they become available.
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Microsoft_Excel_Worksheet.xlsx
Role Assignment Audit - Arch1

										Role Assignments

		Role		Reference ID		Enabled for Organization Types		Restricted to Single Assignment		Organization		Role Assigned To

		Finance Analyst		Finance_Analyst		Company

Company Hierarchy				All Companies		Ana Djonovic

Angela Michelle Mouser

Anthony DiFatta

Christina M. Bianconi

Clara I. Lowder

David A. Dean

Desmond R Huddleston

Diane L. Brinkman

Douglas L. Boyd II

Greg A. Szczepan

Gregory F. Hensala

Jeffrey A. Von Holten

Jennifer R Lipp-Oster

John W. Lorson

Larry Neal Hughes II

Lori L Adkins

Mary Bernadette Mabe

Patricia A. Driver

Rhonda R. Goede

Stanley M Grabosky

Steven W. Howard

		Accounts Receivable Operations Lead		Accounts_Receivable_Operations_Lead		Company

Company Hierarchy

		Accounts Receivable Analyst		Accounts_Receivable_Analyst		Company

Company Hierarchy

		Accounts Payable Settlement Specialist		Accounts_Payable_Settlement_Specialist		Company

Company Hierarchy

		Accounts Payable Data Entry Specialist		Accounts_Payable_Data_Entry_Specialist		Company

Company Hierarchy

		Accounts Payable Analyst		Accounts_Payable_Analyst		Company

Company Hierarchy

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ACI Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

Marc Erlich: Marc Erlich:
Pay group is not part of the default config for the accountant role. 
In Prod, are we trying to give certain accounting folks access to payroll? If so, we should rename the Prod role to something like Payroll Accountant and create accountant fresh. 

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ACL Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ACO Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ACS Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ACT Hourly (DO NOT USE)		Accountant Division I (Unfilled)

Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ACT Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ADDCAR Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ADDCAR Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				All Companies		Anthony DiFatta

Christopher L Chard

Gina L Brunner

Gregory F. Hensala

John W. Lorson

Thomas P Heithaus

Timothy L Schroeder

Marc Erlich: Marc Erlich:
This is the Phase 2 assignment


		Accountant		Accountant		Company

Company Hierarchy

Pay Group				AOW Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				AOW Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Ark Land Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				AWR Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				BEK Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				BEK Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				BUC Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				BUC Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Coal-Mac Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Coal-Mac Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				CRCC Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				CRCC Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				EKY Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				EKY Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				EST Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				EST Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				FRC Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				FRC Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				HRC Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				HZD Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				HZD Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ILL Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				ILL Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				KNC Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				KNC Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				LMP Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Lone Mtn Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				MCC Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				MCC Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				MTL Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Mtn Laurel Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Mtn Laurel Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				OCC Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				PMC Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				PMC Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				Retiree Bi-Weekly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				RVC Hourly (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				RVC Salaried (DO NOT USE)		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				SEN Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				SEN Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				TBCC Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				TBCC Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				TYG Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				TYG Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				UPP Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				UPP Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				US Arch Companies		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				VND Hourly		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Accountant		Accountant		Company

Company Hierarchy

Pay Group				VND Salaried		Anthony DiFatta

Gina L Brunner

Gregory F. Hensala

John W. Lorson

		Expense Operations Lead		Expense_Operations_Lead		Company

Company Hierarchy

		Expense Settlement Specialist		Expense_Settlement_Specialist		Company

Company Hierarchy

		Expense Data Entry Specialist		Expense_Data_Entry_Specialist		Company

Company Hierarchy

		Expense Analyst		Expense_Analyst		Company

Company Hierarchy

		Buyer		Buyer		Company

Company Hierarchy

		Services Coordinator		Services_Coordinator		Company

Company Hierarchy

		Business Asset Tracking Specialist		Business_Asset_Tracking_Specialist		Company

Company Hierarchy

		Settlement Specialist		Settlement_Specialist		Company

Company Hierarchy

		Controller (No Longer Used)		Controller		Company

Company Hierarchy				US Arch Companies		John W. Lorson

Marc Erlich: Marc Erlich:
Controller became Fin Executive, did we appropriately move the assignment? 

		Cash Operations Lead		Cash_Operations_Lead		Company

Company Hierarchy				US Arch Companies		Anthony DiFatta

Gregory F. Hensala

		Cash Analyst		Cash_Analyst		Company

Company Hierarchy				US Arch Companies		Diane L. Brinkman

Patricia A. Will

		1099 Specialist		1099_Specialist		Company

Company Hierarchy

		Payroll Settlement Specialist		Payroll_Settlement_Specialist		Company

Company Hierarchy				US Arch Companies		Cathy M. Staley

Denise Kelley

		Cost Center Financial Analyst		Cost_Center_Financial_Analyst		Cost Center

Cost Center Hierarchy

		Company Costing Manager (No Longer Used)		Company_Costing_Manager		Company

Company Hierarchy		Yes

		Finance Executive		Finance_Executive		Company

Company Hierarchy				All Companies		Greg A. Szczepan

John W. Lorson

Matthew C. Giljum

		Accounting Operations Lead		Accounting_Operations_Lead		Company

Company Hierarchy				All Companies		Anthony DiFatta

Gregory F. Hensala

John W. Lorson

Marc Erlich: Marc Erlich:
These duplicated because of the ref ID in Prod not matching the proposed ref ID. I am coordinating that fix with Sherrie. 

												

Marc Erlich: Marc Erlich:
Pay group is not part of the default config for the accountant role. 
In Prod, are we trying to give certain accounting folks access to payroll? If so, we should rename the Prod role to something like Payroll Accountant and create accountant fresh. 		

Marc Erlich: Marc Erlich:
Controller became Fin Executive, did we appropriately move the assignment? 		Accounting Operations Lead		Accounting_Operations_Lead		Company

Company Hierarchy				US Arch Companies		Cathy M. Staley

Denise Kelley

John W. Lorson

		Customer Contract Specialist		Customer_Contract_Specialist		Company

Company Hierarchy

		Revenue Specialist		Revenue_Specialist		Company

Company Hierarchy

		Billing Specialist		Billing_Specialist		Company

Company Hierarchy

		Supplier Contract Specialist		Supplier_Contract_Specialist		Company

Company Hierarchy

		Project Manager		Project_Manager		Project

Project Hierarchy		Yes

		Compensation Finance Partner		Compensation_Finance_Partner		Company

Company Hierarchy

		Project Billing Specialist		Project_Billing_Specialist		Project

Project Hierarchy

		Business Asset Accountant		Business_Asset_Accountant		Company

Company Hierarchy

		Cost Center Sponsored Programs Manager		Cost_Center_Sponsored_Programs_Manager		Cost Center

Cost Center Hierarchy

		Award Contract Specialist		Award_Contract_Specialist		Company

Company Hierarchy

		Sponsored Programs Manager		Sponsored_Programs_Manager		Company

Company Hierarchy

		Grant Budget Specialist		Grant_Budget_Specialist		Company

Company Hierarchy

		Budget Manager		Budget_Manager		Company

Company Hierarchy

		Effort Certification Reviewer		Effort_Certification_Reviewer		Cost Center

Cost Center Hierarchy

		Procurement Data Entry Specialist		Procurement_Data_Entry_Specialist		Company

Company Hierarchy

		Procurement Settlement Specialist		Procurement_Settlement_Specialist		Company

Company Hierarchy

		Tax Manager		Tax_Manager		Company

Company Hierarchy

		Effort Certification Manager		Effort_Certification_Manager		Company

Company Hierarchy

		Payroll Banking Manager		Payroll_Banking_Manager		Company

Company Hierarchy		Yes

		Customer Collections Specialist		Customer_Collections_Specialist		Company

Company Hierarchy

		Award Billing Specialist		Award_Billing_Specialist		Company

Company Hierarchy

		Accounts Payable Operations Lead		Accounts_Payable_Operations_Lead		Company

Company Hierarchy

		Inventory Analyst		Inventory_Analyst		Company

Company Hierarchy

		Organization Planner (Cost Center)		Organization_Planner_Cost_Center		Cost Center

Cost Center Hierarchy

		Project Financial Analyst		Project_Financial_Analyst		Project

Project Hierarchy

		Cash Specialist		Cash_Specialist		Company

Company Hierarchy

		Customer Billing Specialist		Customer_Billing_Specialist		Company

Company Hierarchy

		Payroll Accountant		Payroll_Accountant		Company

Company Hierarchy

		Bank Reconciliation Specialist		Bank_Reconciliation_Specialist		Company

Company Hierarchy

		Cash Settlement Specialist		Cash_Settlement_Specialist		Company

Company Hierarchy

		Customer Payment Specialist		Customer_Payment_Specialist		Company

Company Hierarchy

		Customer Refund Specialist		Customer_Refund_Specialist		Company

Company Hierarchy

		Customer Deposit Specialist		Customer_Deposit_Specialist		Company

Company Hierarchy

		Subaward Specialist		Subaward_Specialist		Company

Company Hierarchy

		Miscellaneous Payment Data Entry Specialist		Miscellaneous_Payment_Data_Entry_Specialist		Company

Company Hierarchy

		Common Finance Operations Lead		Common_Finance_Operations_Lead		Company

Company Hierarchy

		Business Asset Operations Lead		Business_Asset_Operations_Lead		Company

Company Hierarchy

		Inventory Operations Lead		Inventory_Operations_Lead		Company

Company Hierarchy

		Procurement Operations Lead		Procurement_Operations_Lead		Company

Company Hierarchy

		Common Finance Analyst		Common_Finance_Analyst		Company

Company Hierarchy

		Accounting Analyst		Accounting_Analyst		Company

Company Hierarchy

		Budget Analyst		Budget_Analyst		Company

Company Hierarchy

		Business Asset Analyst		Business_Asset_Analyst		Company

Company Hierarchy

		Procurement Analyst		Procurement_Analyst		Company

Company Hierarchy

		Ad Hoc Payment Data Entry Specialist		Ad_Hoc_Payment_Data_Entry_Specialist		Company

Company Hierarchy





User Based Sec Groups

		User-Based Security Group Assignments

		Security Group		Members

		Accounting Administrator		CStaley / Cathy M. Staley

DKelley / Denise Kelley

wd-support

		Accounting Center Administrator		adifatta / Anthony DiFatta

		Accounting Center Analyst		GHensala / Gregory F. Hensala

gszczepan / Greg A. Szczepan

JLorson / John W. Lorson

RGoede / Rhonda R. Goede

		Accounting Configurator		adifatta / Anthony DiFatta

theithaus / Thomas P Heithaus

		Bank Configurator

		Business Process Administrator		CStaley / Cathy M. Staley

DKelley / Denise Kelley

kbrown / Kimberly Brown

Seastwood / Sharon L. Eastwood

sshelke-impl / Sunil Shelke

WD_Turnover_User

wd-support

		Cash Configurator		CStaley / Cathy M. Staley

DKelley / Denise Kelley

SysUserPositivePay

wd-support

		Common Finance Configurator		adifatta / Anthony DiFatta

RGoede / Rhonda R. Goede

TBianconi / Christina M. Bianconi

theithaus / Thomas P Heithaus

		Company Administrator		wd-support

		Costing Administrator		wd-support

		Customer Administrator		wd-support

		Discovery Board Administrator

		Drive Administrator

		Finance Administrator		wd-support

		Finance Auditor		wd-support

		Finance Integration Administrator		sshelke-impl / Sunil Shelke

wd-support

		Finance Organization Administrator		sjohnson-impl / Sophia Johnson

		Integration Administrator		CStaley / Cathy M. Staley

ddickinson / Darla Rae Dickinson

DKelley / Denise Kelley

ISU_INT0050

kbrown / Kimberly Brown

MLuzecky / Mark A. Luzecky

MSeguin / Monica R. Seguin

Pmarlow / Pamela S. Marlow

Seastwood / Sharon L. Eastwood

sshelke-impl / Sunil Shelke

SysUserPositivePay

wd-support

		Organization Administrator		kbrown / Kimberly Brown

Seastwood / Sharon L. Eastwood

wd-support

		Prism Data Administrator

		Prism Data Writer

		Procurement Administrator		wd-support

		Project Administrator		JLorson / John W. Lorson

merlich-impl / Marc Erlich

wd-support

		Report Administrator

		Report Writer		adifatta / Anthony DiFatta

Ashland_Integration_User_Outbound

Ashland_Outbound

CStaley / Cathy M. Staley

DKelley / Denise Kelley

GHensala / Gregory F. Hensala

gszczepan / Greg A. Szczepan

INT0008_ActiveDirectory_IntUser

INT0016_Vocus_IntUser

Int0038_GarnHist

INT009-WF-CostCenterOutbound

INT009-WF-EmployeeMaster

INT009-WF-Jobcode

INT009-WF-PayComponents

INT009-WF-PayElements

INT018_Equifax_IntUser

INT021 - New Hire Outbound IntUser

INT032_ADP_IntUser

INT035_GL_IntUser

INT304_Empyrean_Inbound

INT304_Empyrean_Inbound_Test

INT318_Talx_IntUser

INT402_DCFinancials_IntUser

INT403_DCInbound_IntUser

JLorson / John W. Lorson

kbrown / Kimberly Brown

Mercer_Inbound_Test

Mercer_Outbound_IntUser

MercerDCInbound

MercerDCInbound-TestMode

MercerInbound

Seastwood / Sharon L. Eastwood

sshelke-impl / Sunil Shelke

SysUser_Garn_TestMode

SysUser_Garn_UpdateMode

SysUser_GarnHist

SysUser_GarnPQQ

SysUser_WF_Inbound

SysUserPositivePay

WD_Active_Directory_User

WD_ORA_INT_User

WD_Turnover_User

wd-support





New Security Groups

		Ref ID		Type		Notes

		Prism_Data_Administrator_Prism_Access		Prism Access Security Group

		Accounting_Center_Administrator_Prism_Access		Prism Access Security Group

		Prism_Data_Writer_Prism_Access		Prism Access Security Group

		Accounting_Center_Analyst_Prism_Access		Prism Access Security Group

		Security_Administrator_Prism_Access		Prism Access Security Group

		Security_Configurator_Prism_Access		Prism Access Security Group

		Prism_Data_Writer		User Based

		Accounting_Center_Administrator		User Based

		Prism_Data_Administrator		User Based

		Accounting_Center_Analyst		User Based

		ISSG_Accounting_Center		Integration Segment Security

		Accounting_Analyst		Role Based

		Accounting_Configurator		Role Based

		Accounts_Payable_Operations_Lead		Role Based

		Ad_Hoc_Payment_Data_Entry_Specialist		Role Based

		Award_Billing_Specialist		Role Based

		Bank_Configurator		Role Based

		Bank_Reconciliation_Specialist		Role Based

		Budget_Analyst		Role Based

		Business_Asset_Analyst		Role Based

		Business_Asset_Operations_Lead		Role Based

		Cash_Settlement_Specialist		Role Based

		Cash_Specialist		Role Based

		Collections_Manager		Role Based

		Collector		Role Based

		Common_Finance_Analyst		Role Based

		Common_Finance_Configurator		Role Based

		Common_Finance_Operations_Lead		Role Based

		Customer_Billing_Specialist		Role Based

		Customer_Collections_Specialist		Role Based

		Customer_Deposit_Specialist		Role Based

		Customer_Payment_Specialist		Role Based

		Customer_Refund_Specialist		Role Based

		Finance_Analyst		Role Based

		Gift_Financial_Analyst		Role Based

		Gift_Manager		Role Based

		HR_Planning_Administrator		Role Based

		Inventory_Analyst		Role Based

		Inventory_Operations_Lead		Role Based

		Location_Hierarchy_Financial_Analyst		Role Based

		Location_Hierarchy_Manager		Role Based

		Miscellaneous_Payment_Data_Entry_Specialist		Role Based

		Organization_Planner_Cost_Center		Role Based

		Payroll_Accountant		Role Based

		Procurement_Analyst		Role Based

		Procurement_Operations_Lead		Role Based

		Project_Financial_Analyst		Role Based

		Reconciliation_Type_Access_Bank_Statement		Role Based

		Reconciliation_Type_Access_Journal_Line		Role Based

		Student_Auditor		Role Based

		Subaward_Specialist		Role Based

		Supplier_Contract_Specialist		Role Based

		Discovery_Board_Administrator		User Based

		Drive_Administrator		User Based

		Finance_Organization_Administrator		User Based

		Finance_Planning_Administrator		User Based

		Report_Administrator		User Based		In Prod, report admin domain is attached to setup admin. Setup admin is heavy handed and as such, this would be a good idea to split this user based group and adopt report admin. 





Renames

		New Ref ID		Old Ref ID		Old Name

		1099_Specialist		1099_Analyst		1099 Analyst

		Accounting_Operations_Lead		Accounting_Manager		Accounting Manager

		Accounts_Payable_Data_Entry_Specialist		Accounts_Payable_Data_Entry_Spec		No Change

		Accounts_Payable_Settlement_Specialist		Accounts_Payable_Settlement_Spec		No Change

		Accounts_Receivable_Operations_Lead		Accounts_Receivable_Specialist		Accounts Receivable Specialist

		Cash_Operations_Lead		Cash_Manager		Cash Manager

		Expense_Operations_Lead		Expense_Partner		Expense Partner

		Cash_Configurator		Settlement_Administrator		Settlement Administrator





Roles to be DNUd

		Security Group Name:

		Company Costing Manager

		Controller





Role Attribute Change

		Roles to be changed in Prod		Notes

		Finance_Executive		This role exists in Prod but was mis-configured as location based. Changed to be company based.





Domain Ownership

		Functional Area Name		Functional Area in Scope		Domain Name		Domain in scope		Loaded to Arch 1

		System		Y		Ability to Create Only Temporary Reports		N

		System		Y		Access Adaptive Planning		N

		System		Y		Account Provisioning		N

		System		Y		Adaptive Planning Integration		N

		System		Y		Administer Activity Stream		N

		System		Y		Administer Campaigns		N

		System		Y		Administer Communications		N

		System		Y		Administer Scheduled Distributions		N

		System		Y		Aliases		Y

		System		Y		All Background Processes		N

		System		Y		App Manager: Deploy Applications		N

		System		Y		Assistant		N

		System		Y		Assistant Usage Reports		N

		System		Y		Audit Tag (Segmented)		N

		System		Y		Big Data Analytics: Administrative Access		N

		System		Y		Big Data Analytics: Analyst Access		N

		System		Y		Big Data Analytics: Import		N

		System		Y		Big Data Analytics: Template Management		N

		System		Y		Bots		N

		System		Y		Business Process Administration		Possibly - Need to have conversations on BP management

		System		Y		Business Process Definition View		Possibly - Need to have conversations on BP management

		System		Y		Business Process Delegation		Possibly - Need to have conversations on BP management

		System		Y		Business Process Reporting		Possibly - Need to have conversations on BP management

		System		Y		Calendar Download Access		N

		System		Y		Compensation Segmented Setup		N

		System		Y		Configuration Set		N

		System		Y		Configuration Set: Business Processes		N

		System		Y		Configuration Set: Custom Reports and Fields		N

		System		Y		Configuration Set: Integrations		N

		System		Y		Configure Questionnaires for Business Process		N

		System		Y		Configure Questions for Business Process		N

		System		Y		Consolidated Task Workbooks Reporting		N

		System		Y		Consolidate Tasks		N

		System		Y		Create: Supply and Demand Analytics		N

		System		Y		Create and Manage Surveys		N

		System		Y		Custom Business Process		N

		System		Y		Custom Domain 1		N

		System		Y		Custom Domain 10		N

		System		Y		Custom Domain 100		N

		System		Y		Custom Domain 101		N

		System		Y		Custom Domain 102		N

		System		Y		Custom Domain 103		N

		System		Y		Custom Domain 104		N

		System		Y		Custom Domain 105		N

		System		Y		Custom Domain 106		N

		System		Y		Custom Domain 107		N

		System		Y		Custom Domain 108		N

		System		Y		Custom Domain 109		N

		System		Y		Custom Domain 11		N

		System		Y		Custom Domain 110		N

		System		Y		Custom Domain 111		N

		System		Y		Custom Domain 112		N

		System		Y		Custom Domain 113		N

		System		Y		Custom Domain 114		N

		System		Y		Custom Domain 115		N

		System		Y		Custom Domain 116		N

		System		Y		Custom Domain 117		N

		System		Y		Custom Domain 118		N

		System		Y		Custom Domain 119		N

		System		Y		Custom Domain 12		N

		System		Y		Custom Domain 120		N

		System		Y		Custom Domain 121		N

		System		Y		Custom Domain 122		N

		System		Y		Custom Domain 123		N

		System		Y		Custom Domain 124		N

		System		Y		Custom Domain 125		N

		System		Y		Custom Domain 126		N

		System		Y		Custom Domain 127		N

		System		Y		Custom Domain 128		N

		System		Y		Custom Domain 129		N

		System		Y		Custom Domain 13		N

		System		Y		Custom Domain 130		N

		System		Y		Custom Domain 131		N

		System		Y		Custom Domain 132		N

		System		Y		Custom Domain 133		N

		System		Y		Custom Domain 134		N

		System		Y		Custom Domain 135		N

		System		Y		Custom Domain 136		N

		System		Y		Custom Domain 137		N

		System		Y		Custom Domain 138		N

		System		Y		Custom Domain 139		N

		System		Y		Custom Domain 14		N

		System		Y		Custom Domain 140		N

		System		Y		Custom Domain 141		N

		System		Y		Custom Domain 142		N

		System		Y		Custom Domain 143		N

		System		Y		Custom Domain 144		N

		System		Y		Custom Domain 145		N

		System		Y		Custom Domain 146		N

		System		Y		Custom Domain 147		N

		System		Y		Custom Domain 148		N

		System		Y		Custom Domain 149		N

		System		Y		Custom Domain 15		N

		System		Y		Custom Domain 150		N

		System		Y		Custom Domain 151		N

		System		Y		Custom Domain 152		N

		System		Y		Custom Domain 153		N

		System		Y		Custom Domain 154		N

		System		Y		Custom Domain 155		N

		System		Y		Custom Domain 156		N

		System		Y		Custom Domain 157		N

		System		Y		Custom Domain 158		N

		System		Y		Custom Domain 159		N

		System		Y		Custom Domain 16		N

		System		Y		Custom Domain 160		N

		System		Y		Custom Domain 161		N

		System		Y		Custom Domain 162		N

		System		Y		Custom Domain 163		N

		System		Y		Custom Domain 164		N

		System		Y		Custom Domain 165		N

		System		Y		Custom Domain 166		N

		System		Y		Custom Domain 167		N

		System		Y		Custom Domain 168		N

		System		Y		Custom Domain 169		N

		System		Y		Custom Domain 17		N

		System		Y		Custom Domain 170		N

		System		Y		Custom Domain 171		N

		System		Y		Custom Domain 172		N

		System		Y		Custom Domain 173		N

		System		Y		Custom Domain 174		N

		System		Y		Custom Domain 175		N

		System		Y		Custom Domain 176		N

		System		Y		Custom Domain 177		N

		System		Y		Custom Domain 178		N

		System		Y		Custom Domain 179		N

		System		Y		Custom Domain 18		N

		System		Y		Custom Domain 180		N

		System		Y		Custom Domain 181		N

		System		Y		Custom Domain 182		N

		System		Y		Custom Domain 183		N

		System		Y		Custom Domain 184		N

		System		Y		Custom Domain 185		N

		System		Y		Custom Domain 186		N

		System		Y		Custom Domain 187		N

		System		Y		Custom Domain 188		N

		System		Y		Custom Domain 189		N

		System		Y		Custom Domain 19		N

		System		Y		Custom Domain 190		N

		System		Y		Custom Domain 191		N

		System		Y		Custom Domain 192		N

		System		Y		Custom Domain 193		N

		System		Y		Custom Domain 194		N

		System		Y		Custom Domain 195		N

		System		Y		Custom Domain 196		N

		System		Y		Custom Domain 197		N

		System		Y		Custom Domain 198		N

		System		Y		Custom Domain 199		N

		System		Y		Custom Domain 2		N

		System		Y		Custom Domain 20		N

		System		Y		Custom Domain 200		N

		System		Y		Custom Domain 21		N

		System		Y		Custom Domain 22		N

		System		Y		Custom Domain 23		N

		System		Y		Custom Domain 24		N

		System		Y		Custom Domain 25		N

		System		Y		Custom Domain 26		N

		System		Y		Custom Domain 27		N

		System		Y		Custom Domain 28		N

		System		Y		Custom Domain 29		N

		System		Y		Custom Domain 3		N

		System		Y		Custom Domain 30		N

		System		Y		Custom Domain 31		N

		System		Y		Custom Domain 32		N

		System		Y		Custom Domain 33		N

		System		Y		Custom Domain 34		N

		System		Y		Custom Domain 35		N

		System		Y		Custom Domain 36		N

		System		Y		Custom Domain 37		N

		System		Y		Custom Domain 38		N

		System		Y		Custom Domain 39		N

		System		Y		Custom Domain 4		N

		System		Y		Custom Domain 40		N

		System		Y		Custom Domain 41		N

		System		Y		Custom Domain 42		N

		System		Y		Custom Domain 43		N

		System		Y		Custom Domain 44		N

		System		Y		Custom Domain 45		N

		System		Y		Custom Domain 46		N

		System		Y		Custom Domain 47		N

		System		Y		Custom Domain 48		N

		System		Y		Custom Domain 49		N

		System		Y		Custom Domain 5		N

		System		Y		Custom Domain 50		N

		System		Y		Custom Domain 51		N

		System		Y		Custom Domain 52		N

		System		Y		Custom Domain 53		N

		System		Y		Custom Domain 54		N

		System		Y		Custom Domain 55		N

		System		Y		Custom Domain 56		N

		System		Y		Custom Domain 57		N

		System		Y		Custom Domain 58		N

		System		Y		Custom Domain 59		N

		System		Y		Custom Domain 6		N

		System		Y		Custom Domain 60		N

		System		Y		Custom Domain 61		N

		System		Y		Custom Domain 62		N

		System		Y		Custom Domain 63		N

		System		Y		Custom Domain 64		N

		System		Y		Custom Domain 65		N

		System		Y		Custom Domain 66		N

		System		Y		Custom Domain 67		N

		System		Y		Custom Domain 68		N

		System		Y		Custom Domain 69		N

		System		Y		Custom Domain 7		N

		System		Y		Custom Domain 70		N

		System		Y		Custom Domain 71		N

		System		Y		Custom Domain 72		N

		System		Y		Custom Domain 73		N

		System		Y		Custom Domain 74		N

		System		Y		Custom Domain 75		N

		System		Y		Custom Domain 76		N

		System		Y		Custom Domain 77		N

		System		Y		Custom Domain 78		N

		System		Y		Custom Domain 79		N

		System		Y		Custom Domain 8		N

		System		Y		Custom Domain 80		N

		System		Y		Custom Domain 81		N

		System		Y		Custom Domain 82		N

		System		Y		Custom Domain 83		N

		System		Y		Custom Domain 84		N

		System		Y		Custom Domain 85		N

		System		Y		Custom Domain 86		N

		System		Y		Custom Domain 87		N

		System		Y		Custom Domain 88		N

		System		Y		Custom Domain 89		N

		System		Y		Custom Domain 9		N

		System		Y		Custom Domain 90		N

		System		Y		Custom Domain 91		N

		System		Y		Custom Domain 92		N

		System		Y		Custom Domain 93		N

		System		Y		Custom Domain 94		N

		System		Y		Custom Domain 95		N

		System		Y		Custom Domain 96		N

		System		Y		Custom Domain 97		N

		System		Y		Custom Domain 98		N

		System		Y		Custom Domain 99		N

		System		Y		Custom Domains		N

		System		Y		Customer Segmented Setup		N

		System		Y		Custom Field Management		N

		System		Y		Custom Label Management		N

		System		Y		Custom Label Management for Non-English		N

		System		Y		Custom Object Management		N

		System		Y		Custom Report Administration		N

		System		Y		Custom Report Creation		N

		System		Y		Custom Task		N

		System		Y		Data Translation		N

		System		Y		Discovery Boards: Administration		Y

		System		Y		Discovery Boards: Create		Y

		System		Y		Discovery Boards: Manage Curated Data Source Field List		Y

		System		Y		Discovery Boards: Manage Curated Data Source List		Y

		System		Y		Discovery Boards: Manage Delivered Discovery Boards		Y

		System		Y		Discovery Boards: Manage Drilling Field Lists		Y

		System		Y		Docs		N

		System		Y		Document Categories Segmented Setup		N

		System		Y		Document Generation Results		N

		System		Y		Document Library		N

		System		Y		Drive		Y

		System		Y		Drive: Search for Extended Enterprise Learners		N

		System		Y		Drive: Search for Implementers		N

		System		Y		Drive: Search for Service Center Representatives		N

		System		Y		Drive Administrator		Y

		System		Y		Drive Web Services		N

		System		Y		Edit Questionnaire for Business Process		N

		System		Y		Email Analytics		N

		System		Y		Email Unsubscribe		N

		System		Y		Expenses Segmented Setup		N

		System		Y		Export to PDF and Excel		N

		System		Y		External Account Provisioning		N

		System		Y		Facet Configuration Management		N

		System		Y		Favorites		N

		System		Y		Formatting Style Management		N

		System		Y		Full Data Extract for Insight Applications		N

		System		Y		Grid Management		N

		System		Y		Inbox		N

		System		Y		Inbox: Business Process Bulk Approval		N

		System		Y		Integrations: Workfeed		N

		System		Y		Landing Page - Audit		N

		System		Y		Landing Page - Development		N

		System		Y		Landing Page - Home		N

		System		Y		Landing Page - Mobile Reports		N

		System		Y		Landing Page - My Dashboard		N

		System		Y		Landing Page - Sitemap		N

		System		Y		Landing Page - Workbench		N

		System		Y		Learning Segment Setup		N

		System		Y		Ledger Account Segmented Setup		Y

		System		Y		Lock Out Workday Accounts		N

		System		Y		Maintain Excel Template		N

		System		Y		Manage: Address Information		N

		System		Y		Manage: All Custom Reports		N

		System		Y		Manage: App Manager		N

		System		Y		Manage: Business Process Definitions		N

		System		Y		Manage: Custom Business Processes		N

		System		Y		Manage: Custom Data Sources		Y

		System		Y		Manage: Links to Workday		N

		System		Y		Manage: Maintain Recruiting Notes		N

		System		Y		Manage: Metrics Values		N

		System		Y		Manage: Name Information		N

		System		Y		Manage: Service Center		N

		System		Y		Manage: Supply and Demand Analytics		N

		System		Y		Manage Authorized Applications		N

		System		Y		Manage Bot and User Conversations		N

		System		Y		Manage Connect		N

		System		Y		Manage Connect Audiences		N

		System		Y		Manage External Connections		N

		System		Y		Management Dashboard: Absence		N

		System		Y		Management Dashboard: Academic		N

		System		Y		Management Dashboard: Admissions		N

		System		Y		Management Dashboard: Application Audit		N

		System		Y		Management Dashboard: Calibration		N

		System		Y		Management Dashboard: Committees		N

		System		Y		Management Dashboard: Compensation and Benefits		N

		System		Y		Management Dashboard: Compensation Review		N

		System		Y		Management Dashboard: Custom Dashboard 1		N

		System		Y		Management Dashboard: Custom Dashboard 10		N

		System		Y		Management Dashboard: Custom Dashboard 2		N

		System		Y		Management Dashboard: Custom Dashboard 3		N

		System		Y		Management Dashboard: Custom Dashboard 4		N

		System		Y		Management Dashboard: Custom Dashboard 5		N

		System		Y		Management Dashboard: Custom Dashboard 6		N

		System		Y		Management Dashboard: Custom Dashboard 7		N

		System		Y		Management Dashboard: Custom Dashboard 8		N

		System		Y		Management Dashboard: Custom Dashboard 9		N

		System		Y		Management Dashboard: Customer Collections		N

		System		Y		Management Dashboard: Distribution Trends and Analysis		N

		System		Y		Management Dashboard: Diversity		N

		System		Y		Management Dashboard: Executive Workforce Scorecard (Do Not Use)		N

		System		Y		Management Dashboard: Expenses		N

		System		Y		Management Dashboard: Financial Executive Scorecard		N

		System		Y		Management Dashboard: Financials		Y

		System		Y		Management Dashboard: Grants Management		N

		System		Y		Management Dashboard: Headcount Movement		N

		System		Y		Management Dashboard: Labor Cost Analysis		N

		System		Y		Management Dashboard: Management Reporting Dashboard		Y

		System		Y		Management Dashboard: My Team		N

		System		Y		Management Dashboard: Performance and Potential		N

		System		Y		Management Dashboard: Procurement		N

		System		Y		Management Dashboard: Recruiting		N

		System		Y		Management Dashboard: Retention Analysis		N

		System		Y		Management Dashboard: Retention Risk		N

		System		Y		Management Dashboard: Structure Dynamics		N

		System		Y		Management Dashboard: Student Employment		N

		System		Y		Management Dashboard: Student Recruiting		N

		System		Y		Management Dashboard: Talent Management		N

		System		Y		Management Dashboard: Time Tracking		N

		System		Y		Management Dashboard: Workforce Planning		N

		System		Y		Manage Mobile Notifications		N

		System		Y		Manage Surveys		N

		System		Y		Mass Action Events		N

		System		Y		Mass Operation Management		N

		System		Y		Metric Management		N

		System		Y		Metrics in Review		N

		System		Y		Metrics Published		N

		System		Y		Mobile Usage - Android		N

		System		Y		Mobile Usage - iPad		N

		System		Y		Mobile Usage - iPhone		N

		System		Y		My Reports		N

		System		Y		Notification Alerts		N

		System		Y		Notification Designer		N

		System		Y		Organization Translation Preferred Language		N

		System		Y		Outline Structure Management		N

		System		Y		Peakon Employee Voice		N

		System		Y		Print: Document Generation		N

		System		Y		Private Calculated Field Management		N

		System		Y		Process: Mass Review Business Processes		N

		System		Y		Procurement Segmented Setup		N

		System		Y		Provisioning Group Administration		N

		System		Y		Purge Person Data		N

		System		Y		Purge Supplier		N

		System		Y		Question Library		N

		System		Y		Questionnaire		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Questionnaire: Edit		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Questionnaire Creation and Distribution		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Questionnaire Results		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Questionnaire Segmented Setup		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Quicklinks		N

		System		Y		Recruiting Assessment Category Segment Setup		N

		System		Y		Report: Tracked Worker Months Report		N

		System		Y		Report: Transaction Volume Report		N

		System		Y		Report Background Processes		N

		System		Y		Report Definition Sharing - All Authorized Users		N

		System		Y		Report Definition Sharing - Specific Groups		N

		System		Y		Report Definition Sharing - Specific Users		N

		System		Y		Reporting Audits		N

		System		Y		Reporting Functionality		N

		System		Y		Report Output Sharing		N

		System		Y		Report Prompt Set Management		N

		System		Y		Reports: ADS Report Filter - Company		N

		System		Y		Reports: ADS Report Filter - Organization		N

		System		Y		Reports: Campaigns		N

		System		Y		Reports: Drive Admin		N

		System		Y		Reports: Drive User		N

		System		Y		Reports: Full-Service Equivalent		N

		System		Y		Reports: Questionnaires		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Reports: Requests		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Report Tag Management		N

		System		Y		Requests Segmented Setup		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Resource Scheduling Administrator		N

		System		Y		Schedule: Campaign Runs		N

		System		Y		Scheduled Report Processes		N

		System		Y		SCIM		N

		System		Y		Scrambler Administration		N

		System		Y		Search: All Workers by Non-Public Attributes		N

		System		Y		Search: All Workers by Worker ID		N

		System		Y		Security Activation		N

		System		Y		Security Administration		N

		System		Y		Security Configuration		N

		System		Y		Segmented Setup		N

		System		Y		Self-Service: Account		N

		System		Y		Self-Service: Activity Stream		N

		System		Y		Self-Service: Document Scanning		N

		System		Y		Self Service: Inbox Filter		N

		System		Y		Self-Service: Manage Authorized Applications		N

		System		Y		Self-Service: Mobile Notifications		N

		System		Y		Self-Service: Notebooks		N

		System		Y		Self Service: Quick Access Shortcuts		N

		System		Y		Self-Service: Requests		N

		System		Y		Self-Service: Search: Find Person		N

		System		Y		Self-Service: Security Actions		N

		System		Y		Self-Service: Service Center Representative		N

		System		Y		Self-Service: Signons		N

		System		Y		Self-Service: Take Surveys		N

		System		Y		Self-Service Dashboard: Talent and Performance		N

		System		Y		Set Up: Account Provisioning Applications		N

		System		Y		Set Up: Adaptive Planning		N

		System		Y		Set Up: Announcements and Bulletin Worklet		N

		System		Y		Set Up: Audit Tags and Assignments		N

		System		Y		Set Up: Audit Tags and Assignments - Add Only		N

		System		Y		Set Up: Automation Testing Values		N

		System		Y		Set Up: Calendar		N

		System		Y		Set Up: Campaigns Worklet		N

		System		Y		Set Up: Campaign Type Categories		N

		System		Y		Set Up: Cash Management Security Segments		N

		System		Y		Set Up: Configure Optional Fields		N

		System		Y		Set Up: Full-Service Equivalent		N

		System		Y		Set Up: Investor Security Segments		Y

		System		Y		Set Up: Message Templates		N

		System		Y		Set Up: Public Profile		N

		System		Y		Set Up: Requests		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		Set Up: Security Rules		N

		System		Y		Set Up: Service Center		N

		System		Y		Set Up: Social Sharing		N

		System		Y		Set Up: System		N

		System		Y		Set Up: Tenant Setup - Adaptive Planning		N

		System		Y		Set Up: Tenant Setup - Assistant		N

		System		Y		Set Up: Tenant Setup - BP and Notifications		N

		System		Y		Set Up: Tenant Setup - Document Categories		N

		System		Y		Set Up: Tenant Setup - Financials		Y

		System		Y		Set Up: Tenant Setup - General		N

		System		Y		Set Up: Tenant Setup - Global		N

		System		Y		Set Up: Tenant Setup - HCM		N

		System		Y		Set Up: Tenant Setup - Hub		N

		System		Y		Set Up: Tenant Setup - Insight Applications		N

		System		Y		Set Up: Tenant Setup - Integrations		N

		System		Y		Set Up: Tenant Setup - Machine Learning		N

		System		Y		Set Up: Tenant Setup - Payroll		N

		System		Y		Set Up: Tenant Setup - Reporting and Analytics		N

		System		Y		Set Up: Tenant Setup - Search		N

		System		Y		Set Up: Tenant Setup - Security		N

		System		Y		Set Up: Tenant Setup - Student		N

		System		Y		Set Up: Tenant Setup - System		N

		System		Y		Set Up: Tenant Setup - Tenant Analyzer		N

		System		Y		Set Up: Tenant Setup - Worklets		N

		System		Y		Set Up: User Time Zone		N

		System		Y		Slides		N

		System		Y		Solution		N

		System		Y		Special Data Maintenance		N

		System		Y		Supplier Contract Segmented Setup		N

		System		Y		Supplier Segmented Setup		N

		System		Y		System Auditing		N

		System		Y		System Monitor Administrator		N

		System		Y		System-Wide Summarization Calculation Management		N

		System		Y		User-Based Security Group Administration		N

		System		Y		View: Alert Notifications		N

		System		Y		View: Public Innovation Services Items		N

		System		Y		View: Requests		Possibly - need to determine if approval is required to be captured for AC or FDM administration

		System		Y		View Drive File and Media		N

		System		Y		Workday Account Monitoring		N

		System		Y		Workday Account Passwords		N

		System		Y		Workday Accounts		N

		System		Y		Workday Designer		N

		System		Y		Workday Documentation Link		N

		System		Y		Workday Extend		N

		System		Y		Workday for Outlook		N

		System		Y		Workday Query language		N

		System		Y		Workday Usage Metrics		N

		System		Y		Workday Usage Metrics Email		N

		System		Y		Workday Usage Metrics Rerun Email		N

		System		Y		Workday What's New		N

		System		Y		Worklet: Corporate Information		N

		System		Y		Worklet: Dashboard		N

		System		Y		Worklet: My Proxy Dashboard		N

		System		Y		Worklet General		N

		System		Y		Worksheets		Y

		System		Y		WQL for Workday Extend		N

		Prism Analytics		Y		DEPRECATED: Prism Analytics Reports		N

		Prism Analytics		Y		Prism: Delete Table Data		Y		Y

		Prism Analytics		Y		Prism: Insert Table Data		Y		Y

		Prism Analytics		Y		Prism: Manage Connection		Y		Y

		Prism Analytics		Y		Prism: Manage Data Source		Y		Y

		Prism Analytics		Y		Prism: Manage File Containers		Y		Y

		Prism Analytics		Y		Prism: Manage Relax Sharing		Y		Y

		Prism Analytics		Y		Prism: Select Table Data		Y		Y

		Prism Analytics		Y		Prism: Tables Create		Y		Y

		Prism Analytics		Y		Prism: Tables Manage		Y		Y

		Prism Analytics		Y		Prism: Tables Manage Schema		Y		Y

		Prism Analytics		Y		Prism: Tables Owner Manage		Y		Y

		Prism Analytics		Y		Prism: Truncate Table Data		Y		Y

		Prism Analytics		Y		Prism: Update Table Data		Y		Y

		Prism Analytics		Y		Prism Datasets: Create		Y		Y

		Prism Analytics		Y		Prism Datasets: Manage		Y		Y

		Prism Analytics		Y		Prism Datasets: Owner Manage		Y		Y

		Prism Analytics		Y		Prism Datasets: Publish		Y		Y

		Financial Accounting		Y		Access Investor (Segmented)		Y

		Financial Accounting		Y		Access Matching Rule Set (Segmented)		Y

		Financial Accounting		Y		Manager Reports: Funding Sources		Y

		Financial Accounting		Y		Process: Account Certification – Cancel Auto Match		Y

		Financial Accounting		Y		Process: Account Certification – Create Auto Match		Y

		Financial Accounting		Y		Process: Account Certification - Decertify		Y

		Financial Accounting		Y		Process: Account Certification - Decertify All		Y

		Financial Accounting		Y		Process: Account Certifications		Y

		Financial Accounting		Y		Process: Account Certifications - Cancel		Y

		Financial Accounting		Y		Process: Account Certifications - Cancel All		Y

		Financial Accounting		Y		Process: Account Certifications - Cancel All Match		Y

		Financial Accounting		Y		Process: Account Certifications - Create		Y

		Financial Accounting		Y		Process: Account Certifications - Reporting		Y

		Financial Accounting		Y		Process: Account Certifications - View		Y

		Financial Accounting		Y		Process: Account Certifications - Worksheets		Y

		Financial Accounting		Y		Process: Accounting Adjustment		Y

		Financial Accounting		Y		Process: Accounting Adjustment - Add/Change Attachment		Y

		Financial Accounting		Y		Process: Accounting Adjustment - Add Attachment		Y

		Financial Accounting		Y		Process: Accounting Adjustment - Cancel		Y

		Financial Accounting		Y		Process: Accounting Adjustment - Edit		Y

		Financial Accounting		Y		Process: Accounting Adjustment - Reports		Y

		Financial Accounting		Y		Process: Accounting Adjustment - View		Y

		Financial Accounting		Y		Process: Allocations		Y

		Financial Accounting		Y		Process: Audits and Corrections		Y

		Financial Accounting		Y		Process: Average Daily Balance		N

		Financial Accounting		Y		Process: Cash to Bank Reconciliation Initial Balance		Y

		Financial Accounting		Y		Process: Equity Pickup		Y

		Financial Accounting		Y		Process: Funding Sources		N

		Financial Accounting		Y		Process: Intercompany		Y

		Financial Accounting		Y		Process: Intercompany Payment/Settlement		Y

		Financial Accounting		Y		Process: Journals (NEW)		Y

		Financial Accounting		Y		Process: Journals - Add/Change Attachment		Y

		Financial Accounting		Y		Process: Journals - Add Attachment		Y

		Financial Accounting		Y		Process: Journals - Cancel		Y

		Financial Accounting		Y		Process: Journals - Copy		Y

		Financial Accounting		Y		Process: Journals - Core		Y

		Financial Accounting		Y		Process: Journals - Reporting		Y

		Financial Accounting		Y		Process: Journals - View		Y

		Financial Accounting		Y		Process: Matching Rule Set		Y

		Financial Accounting		Y		Process: Noncontrolling Interest		Y

		Financial Accounting		Y		Process: Noncontrolling Interest Opt-In		Y

		Financial Accounting		Y		Process: Revaluation		Y

		Financial Accounting		Y		Reports: Average Daily Balance		N

		Financial Accounting		Y		Reports: Financial Accounting		Y

		Financial Accounting		Y		Reports: Financial Reports with Payroll Details		Y

		Financial Accounting		Y		Reports: Funding Sources		N

		Financial Accounting		Y		Reports: High-volume Reporting (beta)		Y

		Financial Accounting		Y		Reports: Manager Financial Reporting		Y

		Financial Accounting		Y		Reports: Organization Accounting Adjustment Lines		Y

		Financial Accounting		Y		Reports: Organization Accounting Adjustment Reporting		Y

		Financial Accounting		Y		Reports: Organization Average Daily Balance Lines		N

		Financial Accounting		Y		Reports: Organization Financial Reporting		Y

		Financial Accounting		Y		Reports: Organization Journal Lines		Y

		Financial Accounting		Y		Reports: Organization Journal Lines with Payroll Details		Y

		Financial Accounting		Y		Reports: Organization Journals Reporting		Y

		Financial Accounting		Y		Set Up: Account Certifications		Y

		Financial Accounting		Y		Set Up: Accounting Adjustment Change Reason Code		Y

		Financial Accounting		Y		Set Up: Account Reconciliation Template Definition		Y

		Financial Accounting		Y		Set Up: Allocations		Y

		Financial Accounting		Y		Set Up: Consolidation		Y

		Financial Accounting		Y		Set Up: Currency Translation		Y

		Financial Accounting		Y		Set Up: Funding Sources		N

		Financial Accounting		Y		Set Up: Investor		Y

		Financial Accounting		Y		Set Up: Matching Rule Set		Y

		Financial Accounting		Y		Set Up: Revaluation		N

		Financial Accounting		Y		Set Up: Spend Restrictions		Y

		Financial Accounting		Y		View: Investor		Y

		Financial Accounting		Y		View: Organization Accounting Adjustment		Y

		Financial Accounting		Y		View: Organization Journals		Y

		Common Financial Management		Y		Access Ledger Account (Segmented)		Y

		Common Financial Management		Y		Access Supplier (Segmented)		N

		Common Financial Management		Y		Manage: Credit Card Data		N

		Common Financial Management		Y		Manage: Related Worktags		N

		Common Financial Management		Y		Process: Close Year End		Y

		Common Financial Management		Y		Process: Credit Card		N

		Common Financial Management		Y		Process: Historic Ledger Types		Y

		Common Financial Management		Y		Process: Period End		Y

		Common Financial Management		Y		Process: Reopen Year End		Y

		Common Financial Management		Y		Process: Statistics		Y

		Common Financial Management		Y		Process: Tax Master		N

		Common Financial Management		Y		Process: Year End		Y

		Common Financial Management		Y		Reports: Create Tax Declaration		N

		Common Financial Management		Y		Reports: Currency Rates		Y

		Common Financial Management		Y		Reports: Financial Compliance		Y

		Common Financial Management		Y		Reports: Organization Statistic Reporting		Y

		Common Financial Management		Y		Reports: Statistics		Y

		Common Financial Management		Y		Reports: Transaction Tax		N

		Common Financial Management		Y		Self-Service: Credit Card		N

		Common Financial Management		Y		Self-Service: Edit / Delete Financials Notes		N

		Common Financial Management		Y		Set Up: Accounting Rules		Y

		Common Financial Management		Y		Set Up: Accounts		Y

		Common Financial Management		Y		Set Up: Basic Customer Worktag		Y

		Common Financial Management		Y		Set Up: Basic Gift Worktag		N

		Common Financial Management		Y		Set Up: Basic Grant Worktag		N

		Common Financial Management		Y		Set Up: Basic Project Worktag		Y

		Common Financial Management		Y		Set Up: Basic Revenue Category Worktag		N

		Common Financial Management		Y		Set Up: Basic Sales Item Worktag		N

		Common Financial Management		Y		Set Up: Basic Supplier Worktag		Y

		Common Financial Management		Y		Set Up: Commodity Codes		N

		Common Financial Management		Y		Set Up: Company		Y

		Common Financial Management		Y		Set Up: Company Accounting		Y

		Common Financial Management		Y		Set Up: Company General		Y

		Common Financial Management		Y		Set Up: Credit Card		N

		Common Financial Management		Y		Set Up : Currencies		Y

		Common Financial Management		Y		Set Up: Currency Rates		Y

		Common Financial Management		Y		Set Up: Customer Categories		N

		Common Financial Management		Y		Set Up: Custom Validations		Y

		Common Financial Management		Y		Set Up: Enable Worktags		Y

		Common Financial Management		Y		Set Up: Financial Accounting		Y

		Common Financial Management		Y		Set Up: Financial Messages		N

		Common Financial Management		Y		Set Up: Fiscal Schedule		Y

		Common Financial Management		Y		Set Up: Fund		N

		Common Financial Management		Y		Set Up: Fund Accounting		N

		Common Financial Management		Y		Set Up: Interest Rate and Late Fee Rule		N

		Common Financial Management		Y		Set Up: Journal Source		Y

		Common Financial Management		Y		Set Up: Ledger and Book		Y

		Common Financial Management		Y		Set Up: Loan		Y

		Common Financial Management		Y		Set Up: Maintain Custom Worktags		Y

		Common Financial Management		Y		Set Up: Map Worktags		Y

		Common Financial Management		Y		Set Up: Netting Rules		N

		Common Financial Management		Y		Set Up: Object Class		N

		Common Financial Management		Y		Set Up: Period Close		Y

		Common Financial Management		Y		Set Up: Program		N

		Common Financial Management		Y		Set Up: Receivable Overpayment		N

		Common Financial Management		Y		Set Up: Receivable Write-off Categories		N

		Common Financial Management		Y		Set Up: Revenue Categories		Y

		Common Financial Management		Y		Set Up: Spend Categories		Y

		Common Financial Management		Y		Set Up: Statistics		Y

		Common Financial Management		Y		Set Up: Supplier Categories		N

		Common Financial Management		Y		Set Up: Tax		N

		Common Financial Management		Y		Set Up: Unit of Measure		N

		Common Financial Management		Y		Set Up: Worktag Balancing		N

		Common Financial Management		Y		Set Up: Worktags		Y

		Common Financial Management		Y		Set Up: Worktags - Business Unit		N

		Common Financial Management		Y		View: Tax Authority		Y

		Common Financial Management		Y		Worker Data: Credit Card		N

		Common Financial Management		Y		Worker Data: Credit Card Transactions		N

		Common Financial Management		Y		Worker Data: Position and Employee Worktag		N

		Budgets		Y		Access Plan Type (Segmented)		N

		Budgets		Y		Budgets REST APIs		N

		Budgets		Y		Create Unrestricted Budget Amendment (Segmented)		N

		Budgets		Y		Process: Budget		Y

		Budgets		Y		Process: Budget Date		N

		Budgets		Y		Process: Cancel Budget Amendment		Y

		Budgets		Y		Process: Cancel Position Budget		N

		Budgets		Y		Process: Cancel Position Budget Amendment		N

		Budgets		Y		Process: Manager Budget Amendments		N

		Budgets		Y		Process: Manager Position Budgets		N

		Budgets		Y		Process: Position Budget		N

		Budgets		Y		Reports: Company Budgets		Y

		Budgets		Y		Reports: Company Financial Budgets		Y

		Budgets		Y		Reports: Company Position Budgets		N

		Budgets		Y		Reports: Manager Budgets		Y

		Budgets		Y		Reports: Manager Financial Budgets		Y

		Budgets		Y		Reports: Manager Position Budgets		N

		Budgets		Y		Set Up: Budget		Y

		Budgets		Y		Set Up: Budget General		Y

		Accounting Center		Y		Process: Accounting Center		Y		Y

		Accounting Center		Y		Set Up: Accounting Center		Y		Y

		Accounting Center		Y		Set Up: Accounting Source		Y		Y

		Accounting Center		Y		Set up: Mapping Table Definitions		Y		Y

		Accounting Center		Y		Set Up: Mapping Tables		Y		Y

		Project Tracking		Y		Manage: Project Custom Task Name		N

		Project Tracking		Y		Manage: Project Details		N

		Project Tracking		Y		Manage: Project Plan		N

		Project Tracking		Y		Manage: Project Resources		N

		Project Tracking		Y		Manage: Project Tracking		N

		Project Tracking		Y		Self-Service: Project Timesheet		N

		Project Tracking		Y		Self-Service: Worksheets		N

		Project Tracking		Y		Set Up: Dynamic Resource Pool		N

		Project Tracking		Y		Set Up: Period Schedule		N

		Project Tracking		Y		Set Up: Project Details		N

		Project Tracking		Y		Set Up: Project Hierarchy		N

		Project Tracking		Y		Set Up: Project Tracking		N

		Project Tracking		Y		Set Up: Risk and Priorities		N

		Project Tracking		Y		View: Project		Y

		Project Tracking		Y		Worker Data: Project Timesheet and Worksheet		N

		Project Tracking		Y		Worker Data: Project Tracking		N





BP Ownership

		Functional Area Name		Functional Area in Scope		BP Name		BP in scope

		Accounting Center		Y		Accounting Center Batch Initiation Event		Y

		Accounting Center		Y		Accounting Center Detailed Accounting Event		Y

		Accounting Center		Y		Accounting Center Enrichment Event		Y

		Accounting Center		Y		Accounting Center Summarization Event		Y

		Budgets		Y		Assign Plan as Baseline Event		N

		Budgets		Y		Budget Amendment Event		N

		Budgets		Y		Budgetary Roll Forward Close Event		N

		Budgets		Y		Plan Event		Y

		Budgets		Y		Position Budget Event		N

		Budgets		Y		Position Budget Group		N

		Common Financial Management		Y		Credit Card Transaction Load		N

		Common Financial Management		Y		Period Close Event		Y

		Common Financial Management		Y		Period Close Notification Event		Y

		Common Financial Management		Y		Procurement Roll Forward		N

		Common Financial Management		Y		Review Credit Card Transaction Event (DO NOT USE)		N

		Common Financial Management		Y		Tax Declaration Event		N

		Common Financial Management		Y		Worker Credit Card Purge Event		N

		Financial Accounting		Y		Account Certification Event		Y

		Financial Accounting		Y		Accounting Adjustment Event		Y

		Financial Accounting		Y		Accounting Journal Event		Y

		Financial Accounting		Y		Accounting Journal Intercompany Event		Y

		Financial Accounting		Y		Accounting Journal Unpost Intercompany Event		Y

		Financial Accounting		Y		Accounting Journal Unpost-Reverse Event		Y

		Financial Accounting		Y		Allocation Finalize Event		Y

		Financial Accounting		Y		Allocation Finalize Intercompany Event		Y

		Financial Accounting		Y		Allocation Run Event		Y

		Financial Accounting		Y		Allocation Run Intercompany Event		Y

		Financial Accounting		Y		Average Daily Balance Event		N

		Financial Accounting		Y		Equity Pickup Event		Y

		Financial Accounting		Y		Funding Source Reclassification Event		N

		Financial Accounting		Y		Noncontrolling Interest Group Run Event		Y

		Financial Accounting		Y		Noncontrolling Interest Run Event		Y

		Financial Accounting		Y		Record Intercompany Receipt Event		N

		Financial Accounting		Y		Revaluation Run Event		N

		System		Y		Campaign Event		N

		System		Y		Constrained User Proxy		N

		System		Y		Create Workday Account		N

		System		Y		Custom Business Process Type		N

		System		Y		Custom Data Source Approval Event		N

		System		Y		Custom Data Source Extension Approval Event		N

		System		Y		Delegate Task		N

		System		Y		Distribute Documents or Tasks		N

		System		Y		Edit Workday Account		N

		System		Y		Generate Document		N

		System		Y		Inactivate Service Center Representative		N

		System		Y		Maintain Supply and Demand Analytics (Do Not Use)		N

		System		Y		Mass Action Event		N

		System		Y		Request		Possibly if request framework is needed for FDM or AC

		System		Y		Request Delegation Change		N

		System		Y		Request Translation		N

		System		Y		Workday System Generated Event		N

		Project Tracking		Y		Create Project		Y

		Project Tracking		Y		Create Project Hierarchy		Y

		Project Tracking		Y		Edit Project		Y

		Project Tracking		Y		Project Hierarchy Timesheet Event		N

		Project Tracking		Y		Project Resource Plan Line		N

		Project Tracking		Y		Timesheet Event		N
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		Blackford, Bret B.

		To

		Blackford, Bret B.

		Recipients

		mblackford@archrsc.com
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From: Lorson, John W. <JLorson@archrsc.com> 
Sent: Tuesday, December 13, 2022 2:09 PM
To: Marc Erlich <marc.erlich@workday.com>; Sophia Johnson <sophia.johnson@workday.com>; Eastwood, Sherrie L. <SEastwood@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>; Carolyn Bandle <carolyn.bandle@workday.com>
Subject: RE: Arch5 vs Gold Security Matrix



 



Thanks!



 



From: Marc Erlich <marc.erlich@workday.com> 
Sent: Tuesday, December 13, 2022 11:38 AM
To: Lorson, John W. <JLorson@archrsc.com>; Sophia Johnson <sophia.johnson@workday.com>; Eastwood, Sherrie L. <SEastwood@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>; Carolyn Bandle <carolyn.bandle@workday.com>
Subject: RE: Arch5 vs Gold Security Matrix



 



Hi John,



 



As discussed on the call, my comments relate to truing up 5 and the Gold Security Matrix with the latest from 4 including the detailed company level assignments for Financial Analysts. I’ve also migrated the Org Role report you were using and used that as the basis for my compare.



 



Thanks,



 



Marc Erlich, CPA   |    Consulting Services, Financials    |   415-827-8551   |   Marc.Erlich@Workday.com



 



 



From: Lorson, John W. <JLorson@archrsc.com> 
Sent: Tuesday, December 13, 2022 5:44 AM
To: Marc Erlich <marc.erlich@workday.com>; Sophia Johnson <sophia.johnson@workday.com>; Eastwood, Sherrie L. <SEastwood@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>; Carolyn Bandle <carolyn.bandle@workday.com>
Subject: [External Sender] RE: Arch5 vs Gold Security Matrix



 



Marc I am confused by your comment that the green are roles that were initially missed in your previous review but were added.  I have not re-checked in depth but during E2E, I provide  Sophia with an extensive list of finance analyst roles by location that needed to be added ,which she did.  So I am confused by the comment noted above. If you are referring to my review of #4, I believe my review was thorough.  If you are reviewing to my review of #5, then I agree, because I could not get down to this level of detail in #5 in order to review.  thanks for any clarification you can provide. 



John.



 



From: Marc Erlich <marc.erlich@workday.com> 
Sent: Tuesday, December 13, 2022 12:53 AM
To: Sophia Johnson <sophia.johnson@workday.com>; Eastwood, Sherrie L. <SEastwood@archrsc.com>; Lorson, John W. <JLorson@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>; Carolyn Bandle <carolyn.bandle@workday.com>
Subject: RE: Arch5 vs Gold Security Matrix



 



CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.



 



Hi Sherrie and John,



 



I performed a comprehensive review of security assignments and completed v3 of the Final Gold Security Matrix. In green are roles that were initially missed in your previous review but were added. In red are roles in Arch 4 that I felt should not be moved to 5 (Ana from COSOL). 



 







 



Tomorrow, I want to take another pass on domain policies to ensure the tab is complete. 



 



Thanks,



 



Marc Erlich, CPA   |    Consulting Services, Financials    |   415-827-8551   |   Marc.Erlich@Workday.com



 



From: Sophia Johnson <sophia.johnson@workday.com> 
Sent: Friday, December 9, 2022 8:44 AM
To: Eastwood, Sherrie L. <SEastwood@archrsc.com>; Marc Erlich <marc.erlich@workday.com>
Cc: Lorson, John W. <JLorson@archrsc.com>
Subject: RE: Arch5 vs Gold Security Matrix



 



Thanks Sherrie!  I have a revised version of the security matrix that includes Report Writer for the group below, as well as hierarchy owner on Total Cost Centers for Tony. 



 



These were updated yesterday. However, I was not able to add Tony as owner of the Total Cost Center hierarchy.



 



From: Eastwood, Sherrie L. <SEastwood@archrsc.com> 
Sent: Friday, December 9, 2022 6:22 AM
To: Marc Erlich <marc.erlich@workday.com>; Sophia Johnson <sophia.johnson@workday.com>
Cc: Lorson, John W. <JLorson@archrsc.com>
Subject: [External Sender] Arch5 vs Gold Security Matrix



 



Good morning Marc/Sophia,



 



I have finished reviewing the Gold Security Matrix and all looks great.  However, when reviewing the Arch5 tenant there are a few security assignments that appear to be missing from the Gold Security Matrix.  I do not have an issue with these assignments, I just believe they need to be added to the security matrix so both match when reviewed by audit.



 



User Based Group Name



Reference ID



User Assigned



Report Writer



Report_Writer



adifatta / Anthony DiFatta



Report Writer



Report_Writer



JLorson / John W. Lorson



Report Writer



Report_Writer



RGoede / Rhonda R. Goede



 



Role-Based Assignment



Organization Assigned At



Org Ref ID



Role 



Assignee



Total Cost Centers



Total_Cost_Centers



Hierarchy Owner



Accountant Division IV - Anthony DiFatta



 



 



Also, there is one role-based assignment on the gold security matrix that does not appear to have been added into the arch5 tenant:



Organization Assigned At



Org Ref ID



Role 



Assignee



Total Cost Centers



CCH_Total_Cost_Centers



Owner



Accountant Division IV - Anthony DiFatta



 



Perhaps I’m missing something here but wanted to be sure to point this out.  Please let me know if you have questions.



 



Thanks,



 



Sherrie Eastwood



Sr. Manager, HRIS | Arch Resources, Inc.



1 City Place Drive, Suite 300 | St. Louis, MO 63141



direct: 314-994-2704



seastwood@archrsc.com| www.archrsc.com
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Gold Security Matrix Final v3.xlsx

In Scope Security Groups


			Ref ID			Security Group Name			Type			Notes


			Prism_Data_Administrator_Prism_Access						Prism Access Security Group


			Accounting_Center_Administrator_Prism_Access						Prism Access Security Group


			Prism_Data_Writer_Prism_Access						Prism Access Security Group


			Accounting_Center_Analyst_Prism_Access						Prism Access Security Group


			Security_Administrator_Prism_Access						Prism Access Security Group


			Security_Configurator_Prism_Access						Prism Access Security Group


						ISSG_Accounting_Center			Integration Segment Security


						ISSG AC/Prism Data Inbound			Integration Segment Security


						ISSG ARCH Integrations External Launch			Integration Segment Security


						ISSG ARCH Headcount Accounting Journals Pre-Processor Inbound			Integration Segment Security


						ISSG ARCH Headcount Accounting Journals Boomerang			Integration Segment Security


						ISSG OFA Account Balance Extract Outbound			Integration Segment Security


						ISSG Foundation Data Extract Outbound			Integration Segment Security


			Segment_Budgets			Budget - Integrations			Segment Based


			Reconciliation_Type_Access_Journal_Line			Reconciliation Type Access (Journal Line)			Segment Based


			Reconciliation_Type_Access_Bank_Statement			Reconciliation Type Access (Bank Statement)			Segment Based


			Accounting_Configurator			Accounting Configurator			User Based


			Common_Finance_Configurator			Common Finance Configurator			User Based


			Bank_Configurator			Bank Configurator			User Based


			Finance_Organization_Administrator			Finance Organization Administrator			User Based


			Drive_Administrator			Drive Administrator			User Based


			Discovery_Board_Administrator			Discovery Board Administrator			User Based


			Finance_Planning_Administrator			Finance Planning Administrator			User Based


			Accounting_Center_Administrator			Accounting Center Administrator			User Based


			Accounting_Center_Analyst			Accounting Center Analyst			User Based


			Prism_Data_Administrator			Prism Data Administrator			User Based


			Prism_Data_Writer			Prism Data Writer			User Based


			Report_Administrator			Report Administrator			User Based


			Security_Analyst			Security Analyst			User Based


			Accounts_Receivable_Specialist			Accounts Receivable Operations Lead			Role Based


			Finance_Analyst			Finance Analyst			Role Based


			Customer_Collections_Specialist			Customer Collections Specialist			Role Based


			Location_Hierarchy_Financial_Analyst			Location Hierarchy Financial Analyst			Role Based


			Location_Hierarchy_Manager			Location Hierarchy Manager			Role Based


			Award_Billing_Specialist			Award Billing Specialist			Role Based


			Accounts_Payable_Operations_Lead			Accounts Payable Operations Lead			Role Based


			Collections_Manager			Collections Manager			Role Based


			Collector			Collector			Role Based


			Inventory_Analyst			Inventory Analyst			Role Based


			Organization_Planner_Cost_Center			Organization Planner (Cost Center)			Role Based


			Project_Financial_Analyst			Project Financial Analyst			Role Based


			Cash_Specialist			Cash Specialist			Role Based


			Customer_Billing_Specialist			Customer Billing Specialist			Role Based


			Payroll_Accountant			Payroll Accountant			Role Based


			Bank_Reconciliation_Specialist			Bank Reconciliation Specialist			Role Based


			Cash_Settlement_Specialist			Cash Settlement Specialist			Role Based


			Customer_Payment_Specialist			Customer Payment Specialist			Role Based


			Customer_Refund_Specialist			Customer Refund Specialist			Role Based


			Customer_Deposit_Specialist			Customer Deposit Specialist			Role Based


			Subaward_Specialist			Subaward Specialist			Role Based


			Miscellaneous_Payment_Data_Entry_Specialist			Miscellaneous Payment Data Entry Specialist			Role Based


			Common_Finance_Operations_Lead			Common Finance Operations Lead			Role Based


			Business_Asset_Operations_Lead			Business Asset Operations Lead			Role Based


			Inventory_Operations_Lead			Inventory Operations Lead			Role Based


			Procurement_Operations_Lead			Procurement Operations Lead			Role Based


			Common_Finance_Analyst			Common Finance Analyst			Role Based


			Accounting_Analyst			Accounting Analyst			Role Based


			Budget_Analyst			Budget Analyst			Role Based


			Business_Asset_Analyst			Business Asset Analyst			Role Based


			Procurement_Analyst			Procurement Analyst			Role Based


			Ad_Hoc_Payment_Data_Entry_Specialist			Ad Hoc Payment Data Entry Specialist			Role Based


			Gift_Manager			Gift Manager			Role Based


			Gift_Financial_Analyst			Gift Financial Analyst			Role Based


			Account_Certification_Approver			Account Certification Approver			Role Based


			Account_Certification_Reviewer			Account Certification Reviewer			Role Based


			Account_Certification_Preparer			Account Certification Preparer			Role Based


			Expense_Partner			Expense Operations Lead			Role Based


			Cash_Manager			Cash Operations Lead			Role Based


			1099_Analyst			1099 Specialist			Role Based


			Accounting_Manager			Accounting Operations Lead			Role Based


			Controller			Controller			Role Based


			Finance_Executive			Finance Executive			Role Based			Confirm role migrated to 5








Role Based Assignments


			Organization Assigned At			Org Ref ID			Role 			Assignee			Assignee Position ID


			All Companies			All_Companies			Accountant			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Accountant			Assistant Controller - Gregory F. Hensala			Position-3-11869


			All Companies			All_Companies			Accountant			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Accountant			Accountant Division I - Gina L Brunner			P214267


			All Companies			All_Companies			Accountant			Manager Accounting I - Timothy L Schroeder			P209105


			All Companies			All_Companies			Accountant			Accountant Division II - Thomas P Heithaus			Position-3-11522


			All Companies			All_Companies			Accountant			Accountant Division I - Christopher L Chard			Position-3-12146


			All Companies			All_Companies			Accounting Operations Lead			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Accounting Operations Lead			Assistant Controller - Gregory F. Hensala			Position-3-11869


			All Companies			All_Companies			Accounting Operations Lead			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Budget Manager			Director Planning & Forecasting, Internal Reporting, and Decision Support - Rhonda R. Goede			Position-3-1420


			All Companies			All_Companies			Cash Analyst			Accountant Division I - Ana Djonovic [C]			Position-6-13399


			4732 Beckley Smokeless Administration			4732			Cost Center Financial Analyst			Accountant III - Desmond R Huddleston			P211685


			4732 Beckley Smokeless Administration			4732			Cost Center Financial Analyst			Business Manager IV - Lori L Adkins			P210531


			3732 Beckley Smokeless Idle			3732			Cost Center Financial Analyst			Accountant III - Desmond R Huddleston			P211685


			3732 Beckley Smokeless Idle			3732			Cost Center Financial Analyst			Business Manager IV - Lori L Adkins			P210531


			4314 IT Admin, Compliance & Security			4314			Cost Center Financial Analyst			Robert Martin Zambo


			4316 IT Applications			4316			Cost Center Financial Analyst			Robert Martin Zambo


			4341 IT Infrastructure & Operations			4341			Cost Center Financial Analyst			Robert Martin Zambo


			4343 IT Support			4343			Cost Center Financial Analyst			Robert Martin Zambo


			ICG Natural Resources, LLC			C600			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			Maidsville Landing Terminal LLC			C785			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


			Shelby Run Mining Company LLC			C605			Finance Analyst			Business Manager IV - David A. Dean			P203406


			Shelby Run Mining Company LLC			C605			Finance Analyst			Assistant Business Manager I - Angela Michelle Mouser			Position-3-7938


			Shelby Run Mining Company LLC			C605			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			White Wolf Energy LLC			C718			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			Juliana Mining LLC			C708			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


			Juliana Mining LLC			C708			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


			Juliana Mining LLC			C708			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			All Companies			All_Companies			Finance Analyst			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Companies			All_Companies			Finance Analyst			Assistant Controller - Gregory F. Hensala			Position-3-11869


			All Companies			All_Companies			Finance Analyst			Treasury Analyst III - Diane L. Brinkman			Position-3-12733


			All Companies			All_Companies			Finance Analyst			Sr Manager Planning & Forecast - Christina M. Bianconi			Position-3-12728


			All Companies			All_Companies			Finance Analyst			Accountant Division I - Ana Djonovic [C]			Position-6-13399


			All Companies			All_Companies			Finance Analyst			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			All Companies			All_Companies			Finance Analyst			Manager Tax II - Chad Brune			Position-3-12758


			All Companies			All_Companies			Finance Analyst			BI Analyst I - Michael Pritt [C]			Position-3-5842


			All Companies			All_Companies			Finance Analyst			BI Analyst I - Sabegh Virdi [C]			Position-3-13233


			All Companies			All_Companies			Finance Analyst			BI Analyst I - Sanjay Karanwal [C]			Position-3-13232


			All Companies			All_Companies			Finance Analyst			Vice President Tax - Bora Top			Position-3-10735


			All Companies			All_Companies			Finance Analyst			Director Internal Audit - Derek Allen LaBell			Position-3-1423


			All Companies			All_Companies			Finance Analyst			Manager Finance - Jeffrey A. Von Holten			Position-3-7663


			All Companies			All_Companies			Finance Analyst			Director Planning & Forecasting, Internal Reporting, and Decision Support - Rhonda R. Goede			Position-3-1420


			All Companies			All_Companies			Finance Analyst			Accounting Clerk IV - Diane M. Simonds			Position-3-11820


			All Companies			All_Companies			Finance Analyst			Manager Tax - Paul R. Janasik			Position-3-7690


			All Companies			All_Companies			Finance Analyst			Senior Vice President & Chief Financial Officer - Matthew C. Giljum			P195707


			All Companies			All_Companies			Finance Analyst			Manager Tax II - Alan Bollman			P033375


			All Companies			All_Companies			Finance Analyst			Vice President Finance - Greg A. Szczepan			Position-3-11524


			All Companies			All_Companies			Finance Analyst			Manager Accounting I - Timothy L Schroeder			P209105


			All Companies			All_Companies			Finance Analyst			Director Financial Analysis & Support - Steven W. Howard			P095397


						C002			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C520			Finance Analyst			Accountant I - Chelsea G. Cermak			Position-3-13545


						C520			Finance Analyst			General Manager IV - Patricia A. Driver			Position-3-13302


						C520			Finance Analyst			Business Manager IV - Jennifer R Lipp-Oster			Position-3-13300


						C602			Finance Analyst			Accountant III - Desmond R Huddleston			P211685


						C602			Finance Analyst			Business Manager IV - Lori L Adkins			P210531


						C602			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C514			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C514			Finance Analyst			Assistant Business Manager I - Douglas L. Boyd II			Position-3-9782


						C514			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C603			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C603			Finance Analyst			Manager Planning and Analysis - Stanley M Grabosky			Position-3-10904


						C603			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


						C603			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C601			Finance Analyst			Business Manager IV - David A. Dean			P203406


						C601			Finance Analyst			Assistant Business Manager I - Angela Michelle Mouser			Position-3-7938


						C601			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C222			Finance Analyst			Assistant Business Manager I - Douglas L. Boyd II			Position-3-9782


						C222			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C560			Finance Analyst			Accountant III - Elizabeth Lindgren			Position-3-13408


						C560			Finance Analyst			Business Manager III - Clara I. Lowder			Position-3-10145


						C705			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C705			Finance Analyst			Manager Planning and Analysis - Stanley M Grabosky			Position-3-10904


						C705			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


						C705			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C570			Finance Analyst			Accountant I - Chelsea G. Cermak			Position-3-13545


						C570			Finance Analyst			General Manager IV - Patricia A. Driver			Position-3-13302


						C570			Finance Analyst			Business Manager IV - Jennifer R Lipp-Oster			Position-3-13300


						C722			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C722			Finance Analyst			Manager Planning and Analysis - Stanley M Grabosky			Position-3-10904


						C722			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


						C722			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C755			Finance Analyst			Manager Planning and Analysis - Stanley M Grabosky			Position-3-10904


						C755			Finance Analyst			Business Manager IV - David A. Dean			P203406


						C755			Finance Analyst			Assistant Business Manager I - Angela Michelle Mouser			Position-3-7938


						C755			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C730			Finance Analyst			Accountant III - Desmond R Huddleston			P211685


						C730			Finance Analyst			Business Manager IV - Lori L Adkins			P210531


						C730			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C730			Finance Analyst			Manager Planning and Analysis - Stanley M Grabosky			Position-3-10904


						C730			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


						C730			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C140			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C600			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C785			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C605			Finance Analyst			Business Manager IV - David A. Dean			P203406


						C605			Finance Analyst			Assistant Business Manager I - Angela Michelle Mouser			Position-3-7938


						C605			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C718			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


						C708			Finance Analyst			Business Manager - Larry Neal Hughes II			Position-3-10889


						C708			Finance Analyst			Business Manager IV - Sandra K Haddix			Position-3-7777


						C708			Finance Analyst			Business Manager IV - Mary Bernadette Mabe			Position-3-7136


			All Companies			All_Companies			Finance Executive			Vice President & Chief Accounting Officer - John W. Lorson			P075183


			Total Cost Centers			CCH_Total_Cost_Centers			Owner			Accountant Division IV - Anthony DiFatta			Position-3-11870


			All Segment Reporting			CCH_All_Segment_Reporting			Owner			Accountant Division IV - Anthony DiFatta			Position-3-11870


			Total Account Grouping			CCH_Total_Account_Grouping			Owner			Accountant Division IV - Anthony DiFatta			Position-3-11870




























































































User Based Assignments


			User Based Group Name			Reference ID			User Assigned


			Accounting Center Administrator			Accounting_Center_Administrator			theithaus / Thomas P Heithaus


			Accounting Center Administrator			Accounting_Center_Administrator			adifatta / Anthony DiFatta


			Accounting Center Analyst			Accounting_Center_Analyst			Seastwood / Sharon L. Eastwood


			Accounting Center Analyst			Accounting_Center_Analyst			enatarajan / Ettaya Natarajan


			Accounting Center Analyst			Accounting_Center_Analyst			JLorson / John W. Lorson


			Accounting Center Analyst			Accounting_Center_Analyst			RGoede / Rhonda R. Goede


			Accounting Center Analyst			Accounting_Center_Analyst			adifatta / Anthony DiFatta


			Accounting Center Analyst			Accounting_Center_Analyst			GHensala / Gregory F. Hensala


			Accounting Center Analyst			Accounting_Center_Analyst			tschroeder / Timothy L Schroeder


			Accounting Center Analyst			Accounting_Center_Analyst			gszczepan / Greg A. Szczepan


			Accounting Center Analyst			Accounting_Center_Analyst			adjonovic / Ana Djonovic


			Accounting Configurator			Accounting_Configurator			JLorson / John W. Lorson


			Accounting Configurator			Accounting_Configurator			adifatta / Anthony DiFatta


			Accounting Configurator			Accounting_Configurator			RGoede / Rhonda R. Goede


			Accounting Configurator			Accounting_Configurator			GHensala / Gregory F. Hensala


			Accounting Configurator			Accounting_Configurator			theithaus / Thomas P Heithaus


			Accounting Configurator			Accounting_Configurator			tschroeder / Timothy L Schroeder


			Accounting Configurator			Accounting_Configurator			gszczepan / Greg A. Szczepan


			Bank Configurator			Bank_Configurator


			Common Finance Configurator			Common_Finance_Configurator			JLorson / John W. Lorson


			Common Finance Configurator			Common_Finance_Configurator			GHensala / Gregory F. Hensala


			Common Finance Configurator			Common_Finance_Configurator			RGoede / Rhonda R. Goede


			Common Finance Configurator			Common_Finance_Configurator			adifatta / Anthony DiFatta


			Common Finance Configurator			Common_Finance_Configurator			tschroeder / Timothy L Schroeder


			Common Finance Configurator			Common_Finance_Configurator			theithaus / Thomas P Heithaus


			Common Finance Configurator			Common_Finance_Configurator			gszczepan / Greg A. Szczepan


			Common Finance Configurator			Common_Finance_Configurator			TBianconi / Christina M. Bianconi


			Discovery Board Administrator			Discovery_Board_Administrator


			Drive Administrator			Drive_Administrator


			Finance Administrator						adifatta / Anthony DiFatta


			Finance Auditor						jrandhawa / Jasmin K Randhawa


			Finance Auditor						jrhoads / Jeremy Rhoads


			Finance Organization Administrator			Finance_Organization_Administrator			JLorson / John W. Lorson


			Finance Organization Administrator			Finance_Organization_Administrator			adifatta / Anthony DiFatta


			Finance Organization Administrator			Finance_Organization_Administrator			RGoede / Rhonda R. Goede


			Finance Organization Administrator			Finance_Organization_Administrator			GHensala / Gregory F. Hensala


			Finance Organization Administrator			Finance_Organization_Administrator			tschroeder / Timothy L Schroeder


			Finance Organization Administrator			Finance_Organization_Administrator			gszczepan / Greg A. Szczepan


			Finance Planning Administrator			Finance_Planning_Administrator


			HR Planning Administrator			HR_Planning_Administrator


			Integration Administrator						adifatta / Anthony DiFatta


			Organization Administrator						adifatta / Anthony DiFatta


			Prism Data Administrator			Prism_Data_Administrator


			Prism Data Writer			Prism_Data_Writer


			Report Administrator			Report_Administrator			Seastwood / Sharon L. Eastwood


			Report Administrator			Report_Administrator			kbrown / Kimberly Brown


			Report Administrator			Report_Administrator			adifatta / Anthony DiFatta


			Report Administrator			Report_Administrator			RGoede / Rhonda R. Goede


			Report Writer						adifatta / Anthony DiFatta


			Report Writer						GHensala / Gregory F. Hensala


			Report Writer						gszczepan / Greg A. Szczepan


			Report Writer						JLorson / John W. Lorson


			Report Writer						jrandhawa / Jasmin K Randhawa


			Report Writer						jrhoads / Jeremy Rhoads


			Report Writer						mpritt / Michael Pritt


			Report Writer						RGoede / Rhonda R. Goede


			Report Writer						skaranwal / Sanjay Karanwal


			Report Writer						svirdi / Sabegh Virdi


			Report Writer						tschroeder / Timothy L Schroeder


			Security Analyst			Security_Analyst			JLorson / John W. Lorson


			Security Analyst			Security_Analyst			mblackford / Michael Bret Blackford


			Student Auditor			Student_Auditor








Domain Ownership


			Domain Name			Domain in scope


			Integrations: EIBs			Shared


			Integration Debug			Shared


			Set Up: Tenant Setup - General			Shared


			Reporting Functionality			Shared


			Workday What's New			Shared


			Special OX Web Services			Shared


			Custom Report Creation			Shared


			Set Up: Audit Tags and Assignments			Shared


			Set Up: Audit Tags and Assignments - Add Only			Shared


			Set Up: Bank Entity			Shared


			Integration Build			Shared


			Business Process Administration			Shared


			Integration Event			Shared


			Integration Process			Shared


			Integration Reports			Shared


			Manage: Organization Integration			Shared


			Security Administration			Shared


			System Auditing			Shared


			Process: Allocations			Yes


			Process: Intercompany			Yes


			Process: Intercompany Payment/Settlement			Yes


			Process: Statistics			Yes


			Set Up: Allocations			Yes


			Set Up: Custom Validations			Yes


			Set Up: Statistics			Yes


			Reports: Cash Forecast Reporting			Yes


			Process: Historic Ledger Types			Yes


			Reports: Manager Financial Reporting			Yes


			Access Investor (Segmented)			Yes


			Set Up: Budget			Yes


			Set Up: Investor			Yes


			View: Investor			Yes


			Reports: Financial Compliance			Yes


			Reports: High-volume Reporting (beta)			Yes


			Reports: Company Budgets			Yes


			Reports: Manager Budgets			Yes


			Organization: Company			Yes


			Organization: Cost Center			Yes


			Organization: Custom Organization			Yes


			Process: Revaluation			Yes


			Set Up: Loan			Yes


			Reports: Organization Financial Reporting			Yes


			Reports: Organization Statistic Reporting			Yes


			Reports: Statistics			Yes


			Process: Equity Pickup			Yes


			Reports: Projects			Yes


			Aliases			Yes


			Manage: Custom Data Sources			Yes


			Manager Reports: Funding Sources			Yes


			Process: Cancel Budget Amendment			Yes


			Prism Datasets: Create			Yes


			Prism Datasets: Manage			Yes


			Process: Journals (NEW)			Yes


			Set Up: Spend Restrictions			Yes


			Drive			Yes


			Manage: Project Tracking			Yes


			Manager Reports: Endowments			Yes


			Prism Datasets: Owner Manage			Yes


			Prism Datasets: Publish			Yes


			Set Up: Project Tracking			Yes


			Manager Reports: Award Lines			Yes


			Access Matching Rule Set (Segmented)			Yes


			Prism: Manage Data Source			Yes


			Process: Accounting Center			Yes


			Drive Administrator			Yes


			Process: Budget			Yes


			Process: Organization			Yes


			Reports: Award			Yes


			Prism: Delete Table Data			Yes


			Prism: Update Table Data			Yes


			Process: Cash to Bank Reconciliation Initial Balance			Yes


			Prism: Manage Relax Sharing			Yes


			Process: Noncontrolling Interest Opt-In			Yes


			View: Tax Authority			Yes


			Set Up: Company			Yes


			View: Project			Yes








BP Ownership


			BP Name			BP in scope


			Accounting Center Batch Initiation Event			Y


			Noncontrolling Interest Group Run Event			Y


			Accounting Journal Intercompany Event			Y


			Allocation Run Event			Y


			Allocation Finalize Event			Y


			Allocation Finalize Intercompany Event			Y


			Allocation Run Intercompany Event			Y


			Create Project			Y


			Period Close Event			Y


			Period Close Notification Event			Y


			Accounting Journal Unpost Intercompany Event			Y


			Accounting Journal Unpost Event			Y


			Create Project Hierarchy			Y


			Equity Pickup Event			Y


			Accounting Journal Event			Y


			Account Certification Event			Y


			Accounting_Adjustment_Event			Y


			Edit Project			Y


			Accounting Center Detailed Accounting Event			Y


			Accounting Center Enrichment Event			Y


			Accounting Center Summarization Event			Y


			NCI Run Event			Y
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Purpose


: This document notes the various security and control considerations made regarding the 


replacement of the legacy Oracle GL system with Workday Financial. This review and evaluation of the 


Workday Financial c


ontrol environment has occurred for the duration of the implementation project, 


starting in February 2022. 


 


 


Security and Control


 


 


Paul McAdams and Bret Blackford have been tasked with overseeing that adequate security and 


controls are included in the Work


day implementation.  A


s we work to ensure adequate controls are in 


place I wanted to summarize some key areas of focus.  


Paul


 


and 


Bret


 


will focus on items 1 and 2 below 


(Jeff Ball will address item 3 and 


Bret


 


will address item 4).


 


Note that as Arch is a pu


blicly traded 


organization we need to consider Sarbanes


-


Oxley control 


considerations


1


.


 


 


IT General Controls


 


 


1.


 


User


 


access controls 


 


2.


 


Program change management controls


 


3.


 


Backup and recovery controls


 


4.


 


System development life cycle controls


 


 


 


1.


 


U


ser 


A


ccess 


C


ontrols


 


 


 


a)


 


New user approval:


 


Before granting new access, ensuring an independent and appropriate level 


of approval is provided to verify that access is appropriate. This is tracked through 


the Arch 


ServiceNow 


ticketing system, and approval provided users line man


ager.


 


 


b)


 


Terminations process:


 


Access needs to be revoked for terminated employees or users. 


Workday 


FIN terminations will be managed similarly as other how Workday H


CM


/Payroll and other Arch 


applications. 


 


 


c)


 


Role


-


based


-


access


-


control (RBAC):


 


Designing access


 


privileges to align to user roles, helps ensure 


the access provided is appropriate.


 


 


d)


 


Segregation of duties:


 


Incompatible duties should be segregated to reduce the risk of fraud or 


error. If the same person can perform two tasks


 


or approve their own action


s, they may bypass 


and undermine the established process requirements.


 


 


e)


 


Periodic access review:


 


Conceptually, a periodic access review is the catch


-


all for any errors or 


required changes in the access privileges. It reviews the system access at a point in 


time to 


confirm it's correct; including the users and their access rights. It can identify if terminated users 
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A good 


SOx 


overview document can be found here


, from Protivity … 


https://tinyurl.com/2p85e643
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