Memorandum prepared by M. Bret Blackford on April 19, 2024

Purpose:
To document the user access controls associated with XFA

Background:
Oracle Financial Analyzer (OFA) will be decommissioned on April 26, 2024. After that date, key reporting that was sourced from OFA will now come from XFA. XFA Db is a system built on MXSQL and XFA TM (Tabular Model) built using SSAS (Microsoft’s SQL Server Analysis Services).

Access Details:
A. XFA Db server runs on azupmsql02 (azupmsql02.database.windows.net) in the Azure cloud.
The XFA Db is named “XFA”, and as of April 18, 2024 has the following user accounts (see Attachment A):
1. dbo
2. Excalibur (B)
3. Guest
4. INFORMATION_SCHEMA
5. sys

(A) Above user accounts 1, 3, 4, 5 are default MS SQL accounts as noted here - https://tinyurl.com/3sa2npx3.

(B) Above account 2 is used by Tom Simpson, Nathan Woolen, and Chiuchi Chen. All know the Excalibur password (see Attachment A.3.a)


B. XFA TM (Tabular Model) runs on azure://northcentralus.asazure.windows.net/acianalysiservice
This is a SSAS (Microsoft’s SQL Server Analysis Services) that runs in the Azure cloud. Some information on this technology is noted here -  https://tinyurl.com/4refbvh4 and here - https://tinyurl.com/mr8jtjya.  accounts (see Attachment B)
· My understanding is that only Tom Simpson and Nathan Woolen can make changes to the XFA TM environment.

Overall XFA / Excalibur flow noted at diagram at Attachment C.





Attachment A.1
Below listing provided by Tom Simpson on April 19, 2024
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Attachment A.2
Below listing provided by Chiuchi Chen on April 17, 2024
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Description automatically generated]



Attachment A.3.a
Below email from Chiuchi Chen
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Attachment A.3.b
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Attachment B

Below from Tom Simpson as of April 19, 2024.
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Attachment C
[image: A computer screen shot of a diagram

Description automatically generated]

image3.jpeg
From: Blackford, Bret B.

To: Blackford, Bret B.

Subject: XFA Db Details - user access to "Excalibur" account
Date: Friday, April 19, 2024 2:31:30 PM
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From: Chen, Chiuchi <cchen@archrsc.com>

Sent: Friday, April 19, 2024 2:25 PM

To: Blackford, Bret B. <mblackford@archrsc.com>
Subject: RE: XFA Db Details

| just shared with Tom and Nathan via secure email. Server team can view the record. There is no
additional shared users in Keeper.
L]
Share “Excalibur”

AddPeople  Shared Folders

Enverema Viewonly

N Permissons

Thank you,
Chiuchi

From: Blackford, Bret B. <mblackford@archrsc.com>
Sent: Friday, April 19, 2024 2:12 PM

To: Chen, Chiuchi <cchen@archrsc.com>

Subject: RE: XFA Db Details

Well, you know the password. | assume a few other ADMINs in IT do as well, but no other users that
you are aware of, correct? Can you tell from Keeper who you have shared the password —just Tom
and Nathan?

From: Chen, Chiuchi <cchen®@archrsc.com>

Sent: Friday, April 19, 2024 2:07 PM

To: Blackford, Bret B. <mblackford@archrsc.com>
Subject: RE: XFA Db Details

As far as | know, Tom Simpson and Nathan Woolen know the password. | don’t know who else they
may share the password with.

Thank you,
Chiuchi

From: Blackford, Bret B. <mblackford@archrsc.com>
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Sent: Friday, April 19, 2024 1:59 PM
To: Chen, Chiuchi <cchen@archrsc.com>
Subject: XFA Db Details

Chiuchi,
Do you know who knows the password to the Excalibur account for access?

M. Bret Blackford, PMP | Arch Resources, Inc. | mBlackford@ArchRsc.com | Director PMO, Change
Mgt, Compliance

Time Zone: Central
out: May 10, June 7

From: Chen, Chiuchi <cchen@archrsc.com>

Sent: Wednesday, April 17, 2024 6:06 PM

To: Dietz, Doug W. <ddietz@archrsc.com>; Kappel, Paul A. <pkappel@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>

Subject: RE: XFA Details

There are two users have any permissions to XFA@azupmsql02 are dbo and Excalibur. They both
have the db_owner role. 1am not aware any Azure services associated with XFA database.

-

o XA
1 Database Diagrams
1 Tables

W Views

10 External Resources

W Synonyms

% Programmability

1 Query Store

# I#] Extended Events 00% -
g : :t:::r?; FH Results 2 Messages
© W Users DatabaseRoleName  DatabaseUserName
& dbo 1 Esﬁ:a_d i No members
&5 Bxcalibur 2 db backupoperator . No members
&7 guest 3 db_datareader No members
&3 INFORMATION_SCHEMA 4 db_datawriter No members
& sys 5 db_ddiadmin No members
@ W Roles 6 db_denydatareader  No members
= B Schemas 7 db_denydatawriter No members
AP 2 db_owner dbo
db_accessadmin 9 db_owner Excalibur
db_backupoperator 10 db secuityadmin  Nomembers
db_datareader 11 public Mo members
[ db datawriter
Thank you,

Chiuchi
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Blackford, Bret B.

From: Simpson, Tom

Sent: Thursday, April 18, 2024 10:33 AM

To: Blackford, Bret B.

Cc: Goede, Rhonda R.

Subject: RE: XFA Tabular Model (Analysis Server Database)

Northcentralus.azure.windows.net/acianalysiservice

From: Blackford, Bret B. <mblackford@archrsc.com>
Sent: Thursday, April 18, 2024 10:28 AM

To: Simpson, Tom <TSimpson@archrsc.com>

Cc: Goede, Rhonda R. <RGoede@archrsc.com>

Subject: RE: XFA Tabular Model (Analysis Server Database)

Tom,
What Azure server does the Azure TM run in?

From: Simpson, Tom <TSimpson@archrsc.com>

Sent: Thursday, April 18, 2024 10:12 AM

To: Blackford, Bret B. <mblackford@archrsc.com>

Cc: Goede, Rhonda R. <RGoede@archrsc.com>
Subject: XFA Tabular Model (Analysis Server Database)

B i, asazure://northcentralus.asazure.windows.net/acianalysiservice (Microsoft Analysi

= B8 Databases
® | Avalon_DNU
# | ExcaliburFA
= [ ExcaliburT™
= [ ExcaliburTM07212022
7 | ExcaliburThi09112023
= @
= B Connections
+ I8 Tables
= B Roles
ﬁ XFA prototype on prem Il
[ xFA_0124
| [ XFA_TEST
@ | XFA_TEST2Z
® [J XFAOTZ23

B ®
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Blackford, Bret B.

From: Simpson, Tom

Sent: Thursday, April 18, 2024 10:32 AM
To: Blackford, Bret B.

Cc: Goede, Rhonda R.

Subject: RE: XFA Database

Dbo and guest are inherent to every sql database, so its just 1 account - Excalibur

From: Blackford, Bret B. <mblackford@archrsc.com>
Sent: Thursday, April 18, 2024 10:27 AM

To: Simpson, Tom <TSimpson@archrsc.com>

Cc: Goede, Rhonda R. <RGoede@archrsc.com>
Subject: RE: XFA Database

Thanks Tom.
So XFA Db runs in Azure on server azupmsql02
It looks like only 3 users accounts: dbo, Excalibur, and guest

From: Simpson, Tom <TSimpson@archrsc.com>
Sent: Thursday, April 18, 2024 10:10 AM

To: Blackford, Bret B. <mblackford@archrsc.com>
Cc: Goede, Rhonda R. <RGoede@archrsc.com>
Subject: XFA Database

= [{§ azupmsql02.database.windows.net (SQL Server 12.0.2000.8 - Excalibur)
" Databases
[ System Databases
- @ XFA
@ 7 Database Diagrams
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W Views
[ I External Resources
@ ¥ Synonyms
% Programmability
B8 Query Store
%] Extended Events
I Storage
I Security
= B Users
&3 dbo
&
ﬁ guest
&2 INFORMATION_SCHEMA
& s
@ B Roles
[ B Schemas
1 Asymmetric Keys
@ 0 Certificates
@ I Symmetric Keys
1 Always Encrypted Keys
[ BE Security Policies
I Integration Services Catalogs
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Blackford, Bret B.

From: Chen, Chiuchi

Sent: Wednesday, April 17, 2024 6:06 PM
To: Dietz, Doug W.; Kappel, Paul A.

Cc: Blackford, Bret B.

Subject: RE: XFA Details

There are two users have any permissions to XFA@azupmsql02 are dbo and Excalibur. They both have the db_owner role.

| am not aware any Azure services
associated with XFA database.

O @ XFA

Database Diagrams
B Tables

B Views

1 Extemnal Resources
W Synonyms

]

@ I Programmability
@ ¥ Query Store
7] Extended Events 00% -
: ?;OCLE'?; B Resuts 2 Messages
= Ml Users DatabaseRoleName  DatabasellserName
&5 dbo 1 ;db_sccessadmin  : Nomembers
&3 Excalibur 2 db_backupoperator Mo members
&2 guest 3 db_datareader Mo members
&3 INFORMATION_SCHEMA, 4 db_datawriter No members
&2 sys 5 db_ddladmin No members
I Roles 13 db_denydatareader Mo members
E W Schemas % db_denydatawriter No members
AP 8 db_owner dbo
db_accessadmin 9 db_owner Excalibur
dbiSackupoperatos 10 db_securlyadmin  Nomembers
db_datareader 1M public Mo members
[E] dh datawriter
Thank you,

Chiuchi




