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Finance Modernization - Workday Adaptive Planning Implementation
 [CHG0032896] [CTASK0017223]
This document also available on SharePoint site here

Drafted by: Bret Blackford

Purpose: This document notes the various security and control considerations made regarding the replacement of the legacy Oracle Financial Analyzer (OFA) system with Workday’s Adaptive Planning (AP) product.  AP is a separate application accessed from within Workday via single sign on (SSO). This review and evaluation of the Workday Adaptive control environment has occurred for the duration of the implementation project, starting in March 2023. 

Security and Control

Bret Blackford will work with Rhonda Goede, Greg Szczepan, and John Lorson to determine that adequate security and controls are included in the Workday implementation.  Note that as Arch is a publicly traded organization we need to consider Sarbanes-Oxley (SOx) control considerations[footnoteRef:1].  For SOx controls, we need to focus on only those areas of the Adaptive Planning implementation that could material impact the published financial statements.  As AP is mainly a budget and financial analysis tool there will be limited impact to the published financial statements. [1:  A good SOx overview document can be found here, from Protivity … https://tinyurl.com/2p85e643  ] 


IT General Controls

1. User access controls 
2. Program change management controls
3. Backup and recovery controls
4. System development life cycle controls


1. User Access Controls
 
a) New user approval: Before granting new access, ensuring an independent and appropriate level of approval is provided to verify that access is appropriate. This is tracked through the Arch ServiceNow ticketing system, and approval provided users line manager. User Request form is available here.

b) Terminations process: Access needs to be revoked for terminated employees or users. Workday FIN terminations will be managed similarly as other how Workday HCM/Payroll and other Arch applications. Due to single sign on use, when user terminated from Active Directory and Workday they will not have access to Adaptive Planning.

c) Role-based-access-control (RBAC): Designing access privileges to align to user roles, helps ensure the access provided is appropriate.

d) Segregation of duties: Incompatible duties should be segregated to reduce the risk of fraud or error. If the same person can perform two tasks or approve their own actions, they may bypass and undermine the established process requirements.

e) Periodic access review: Conceptually, a periodic access review is the catch-all for any errors or required changes in the access privileges. It reviews the system access at a point in time to confirm it's correct, including the users and their access rights. It can identify if terminated users weren't removed, the incorrect privileges were given, or just role changes were the access is no longer required.

f) Restricted privileged access: Every system needs a super-user to be able to administer other users access and troubleshoot any issues in the system. However, the more users have this access, the greater the risk of inappropriate use. This should be restricted to the extent possible, while still ensuring a super-user is always available to support the system(s).




2. Program change management controls

Workday’s Adaptive Planning is a cloud SaaS application.  Although Arch does not have access to source code or systems there are several integrations and customizations that can be changed by Arch users. Controls need to be in place to ensure any changes to integrations or customizations are authorized, documented, tested, and logged for independent review.

Arch Workday change management considerations noted in email here (in SharePoint)
		

3. Backup and recovery controls

Again, Workday Adaptive Planning is a cloud SaaS application. All backup and disaster recovery is the responsibility of Workday.  Arch will need to make sure configurations are backed up and that the application is included in the Arch BI/DR plan. 


4. System development life cycle controls

This is to ensure that appropriate analysis, planning, design, development, and testing have occurred and are properly documented.  The project management documents for the Workday Adaptive Planning implementation are maintained by Workday consultants on SmartSheets[footnoteRef:2] and on the Arch SharePoint[footnoteRef:3] site.  [2:  SmartSheets url - https://app.smartsheet.com/home ]  [3:  Arch SharePoint location - https://archcoal.sharepoint.com/sites/PMO ] 





Additional control discussion and working documents

1.a. New User Approval

Initially Workday FIN will handle user provisioning and terminations similarly to Workday HCM/Payroll.  User access will be requested on the ServiceNow form and routed for appropriate approval before being forwarded to the Adaptive Administrator, Rhonda Goede, who will approve access.  The form will then be routed to the Workday Administrator, Sherrie Eastwood.  Sherrie will put the user in Workday’s “Adaptive Planners for User Synch” group, which will allow the user to access the Adaptive application via Workday’s User Synch (a single sign-on tool).  The request will then go back to the Adaptive Administrator, Rhonda Goede, who will provide the requested access but double-check that access is appropriate and does not cause a segregation of duties issue and had appropriate approval.

It is desirable to have the option in the future to move user provisioning under IT to be consistent with how other provisioning is handled.  For this to happen we will need to provide IT Compliance (Steve Duncan and Bret Blackford) the limited set of privileges to allow this in Workday and Adaptive Planning, maintaining the Principle of Least Privilege. Establishing the limited set of Workday and Adaptive roles/permissions/privileges will require the assistance of Workday consultants.  


1.b. Termination Process

We will use the same termination process as exists for Workday HCM/Payroll. As single sign-on is used the user will automatically be unable to access Workday or Adaptive Planning when their Active Directory account is disabled at termination.


1.c. Role Based Access

See #13 below

1.d. Segregation of Duties

This goes along with 1.c. above.  The business owners need to document any segregation of duties (SoD) that can occur within or between the various Adaptive roles allowed. How can we detect when a SoD occurs?  What are mitigating controls when a SoD might be temporarily required due to delegations, vacations, etc.?  SoD needs to be reviewed annually by business owners.


1.e. Periodic Access Review

Periodically, often twice a year, a list of system users and their roles needs to be obtained by IT Compliance (Steve Duncan and Bret Blackford). This list will then be forwarded to the listed users supervisors for their review and approval. This review can lead to identification of role changes and terminations.   A similar process needs to be put in place for the Workford FIN users.


1.f. Restricted Privilege Access 

Any super-user privileges need to be identified and adequate reporting/logging needs to be in place along with periodic monitoring.  Where possible, admin privilege should only be granted as-needed. This will need to be documented and tested. See report #9 below, for listing of user access and roles/privileges.


To assist in the review of the controls and security over the budgeting and financial reporting, Arch Internal Audit has been involved during the implementation. Some details noted below.

	#
	Date
	Description
	Attachments

	1
	Jan. 20, 2022
	WDay Statement of Work (SoW)
	


	2
	
	Project Key Stakeholders
	


	3
	Feb. 21, 2023
	Project Charter
	


	4
	April 2023
	Solution Blueprint
	


	5
	March 23, 2023
	Kickoff Meeting
	


	6
	
	OFA Budget & Forecast – 
Audit Narratives
	


	7
	July 2023
	Email discussion with Internal Audit about prior OFA controls
	


	8
	August 15, 2023
	Discussion of ITGC controls with Internal Audit. Also, change control discussion with Rhonda Goede.
	


	9
	September 6, 2023
	Role Based Access (RBAC)
	

    

	10
	September 8, 2023
	Adaptive Key Controls
	


	11
	September 8, 2023
	User Synch setup 
	On SharePoint here

	12
	September 11, 2023
	Updated review of initial Blueprint
	


	13
	September 12, 2023
	User Access Documentation
	


	14
	September 12, 2023
	Adaptive Planning application customization logs (change control)
	


	15
	various
	End User Testing 
	SmartSheets here


	16
	September 19, 2023
	Adaptive: Key Reports
	


	
	.
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Statement of Work #
Customer Name
Workday Entity Name

Name of Professional
Services Agreement

PSA Effective Date
SOW Effective Date
Currency

Project Name
Customer Contact
Information
Contact Name
Street Address

City, State, Zip Code
Country

Phone

Email (Required)
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STATEMENT OF WORK
Signature Document

SOW #329503
Arch Resources, Inc. ("Customer")
Workday, Inc. ("Workday")

Professional Services Agreement ("PSA")

June 05, 2018
The later of the dates beneath the parties’ signatures below
usbD

Arch Resources Financials Deployment ("Project")

Billing Contact Project Contact

Marty Zambo Marty Zambo

1 City Place Drive, Suite 300 1 City Place Drive, Suite 300
St. Louis, MO St. Louis, MO

63141 63141

United States United States

3148058964 3148058964

rzambo@archrsc.com rzambo@archrsc.com

Primary Location(s) for Onsite Work (if applicable)

Street Address
City, State, Zip Code
Country

1 City Place Drive, Suite 300
St. Louis, MO

63141

United States

Attachments to Statement of Work

Appendix 1

SOW Terms

Appendix 3  Description of Professional Services

Appendix 4 Description of Workday Adaptive Planning Professional
Services

Appendix 2 Financial
Terms

By executing this document, the undersigned agree that they are duly authorized signatories and that all
attachments listed in the above table (the “Attachments”) are entered into between the parties, effective as
of the SOW Effective Date.
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The offer set forth in this SOW is valid only through January 20, 2022, and if this SOW is not executed by
the parties on or before that date, Workday has the right to rescind the offer, in which case this SOW is null
and void. Neither party shall have any obligation to the other party hereunder until the PSA and this SOW
are executed by both parties. Unless otherwise defined herein, capitalized terms used in this SOW and
applicable exhibits have the same meaning as set forth in the PSA or in the primary Service subscription
agreement between the parties (the “MSA"), as applicable.

Arch Resources, Inc. Workday, Inc.

Matthew C_Gilimm

Matthew C. Giljam (Jan 20, 2023 16:13 CST Mark Wayland (Ja20, 2022 16.15 CST
Signature Signature

Matthew C. Giljum Mark Wayland
Name Name

Senior Vice President and Chief Financial Officer RVP, Services
Title Title

Jan 20, 2022 Jan 20,2022

Date Signed Date Signed
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Appendix 4
Description of Workday Adaptive Planning Professional Services

“Service” as used in this Appendix 4 means the Workday Adaptive Planning Service.

Project Approach.

1. Workday Project Team Roles.

The key Workday Project team roles and responsibilities for the Workday Adaptive Planning portion of the
Project are described in Appendix 3.

2. Customer Project Team Roles.

The key Customer Project team roles and responsibilities for the Project are described in Appendix 3, with
the addition of the role below.
Customer Roles Description

Workday Adaptive Customer’s Workday Adaptive Planning Administrator for the Service has
Planning Administrator a superior level of access to all plans and all Customer organizations
participating in Customer’s planning and modeling process.  Personnel
in this role are responsible for creating all baseline plans that are in
alignment with Customer’s business goals and strategic priorities. This
role also establishes Customer’s rules and policies applicable to all plans.
Throughout the planning process supported by the Service, the Planning
Administrator serves as a "super user" of the Service and assists other
participants and organizations involved in the planning process and helps
them reach their planning goals.

3. Methodology.

The Workday Adaptive Planning deployment methodology consists of three Project stages: Plan,
Model/Validate, and Deploy. This Section describes the Workday deliverables created in each Project
stage. The time required for Workday to complete these deliverables is based on the Project scope for this
SOW described below. Any changes to the Project Scope may impact the time required to complete the
Project and thus the total estimated Professional Services Fees. All references to “Project” in this Appendix
shall be considered the Workday Adaptive Planning portion of the Project defined on the Signature Page.

Customer and Workday should use a File Transfer Server to share Professional Services Data for the
Project. The estimated duration and estimated completion dates of each Project stage is listed below,
pending timely execution of this SOW and availability of resources and training:

Estimated Project Timeline

Post-Production

Plan Model/Validate Deploy Support
Estimated Duration 4 weeks 15 weeks 5 weeks 2 weeks
Estimated Start Date 2/6/2023 3/6/2023 6/19/2023 7/17/2023
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. Post-Production
Plan Model/Validate Deploy Support
ES“matega?e‘imp'e”O” 3/5/2023 6/18/2023 7/16/2023 7/30/2023

* The Project shall not start prior to FINs or HCM is live. If this changes, the parties shall execute a
Change Order to document their agreement to additional tasks and costs.

Duration. The estimated duration of this Project is 27 weeks from the Project Kickoff including 2 weeks
remote post-Production support. Any additional Professional Services that are required or requested that
result in the extension of the Project timeline shall be subject to the Change Order Process.

If this Project is delayed more than four (4) weeks from the timeline agreed to during the Project Kickoff due
to Customer’s failure to provide the requested Professional Services Data, or to provide reviews,
clarifications and confirmation of completion of Deliverables, Workday may close out the Project and send
a final invoice to Customer.

Deployment Approach.

On-Site/Remote Events and Activity. Workday will perform all Professional Services remotely except for
specific and agreed activities as outlined below. The parties will plan and agree in writing upon the timing
for any Professional Services performed onsite. Additional fees shall apply if Customer requires on-site
visits to perform Professional Services or training sessions not stated herein. Customer shall provide
adequate workspace and network connections when Professional Services are performed onsite.

Event/Activity Workday FTE Duration (in Days) Location
Requirements Analysis Workshop 3 Up to 2 consecutive days | Remote
Solution Workshop 1 2 Up to 2 consecutive days | Remote
Solution Workshop 2 2 Up to 2 consecutive days | Remote
Testing Support 2 Up to 3 consecutive days | Remote
Admin and Train the Trainer Training | 2 Up to 2 consecutive days | Remote

The Project Team shall mutually agree on the agenda for each on-site event prior to the event.

Plan Stage

The objectives of the Plan stage are to further define the overall Project scope and to develop the
procedures and mechanisms required to plan and control the Project, based on the baseline Project scope
parameters set forth in the following table.

This stage includes the joint development of a Project Plan which sets the overall direction and approach
for managing the Project and includes a detailed description of the overall Project scope, identifies
participants in each party’s Project team and their roles and responsibilities, and establishes the
communication plan that shall be used throughout the Project.

Workday Responsibilities. ,
e Provide guidance while Customer completes the Project Data Requirements Document.
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e Schedule the Project Kickoff call upon Customer’s completion of the following training
courses and receipt of the Project Data Requirements Document.

¢ Start Your Training Journey Here
e Introduction to Modeling
e Operational Modeling

e Prepare for and lead the Project Kickoff call. The agenda shall include:
- Validate Project objectives and scope;
- Review current and planned future approach to Customer business processes;
- Review design considerations;
- Review Customer data;
- Validate Customer Project core team resource requirements;
- Define the process for Change Order requests.

e Coordinate resources and alignment (e.g., set weekly meetings, confirm Project reporting
process).

e Workday shall schedule and perform the Architect workshops to document the
requirements shared by Customer. During the workshops, Workday shall document the
design decisions, requirements, risks, and issues.

e During the Plan stage, Workday shall provision Customer's Workday Adaptive Planning
Instance to use to upload the Professional Services Data files, and to build, model and
validate the solution.

e The Workday Engagement Manager performs Project management activities, including
developing the Project Plan and all the project documentation for Customer to review and
approve.

Customer Responsibilities.
e Assign core team members.
¢ Prepare for and help lead the Project Kickoff call, as described in section above titled
“Workday Responsibilities.” The Project Kickoff call and presentation is a joint effort
between the Workday Engagement Manager and Customer Project Manager.
e Prior to the Project Kickoff, complete the following training paths in the Learning
Management System (LMS):
e Start Your Training Journey Here
e Introduction to Modeling
e  Operational Modeling
e Complete the Project Data Requirements Document.
e Login to Customer's Workday Adaptive Planning Instance to validate access to the
Service.
¢ Provide access to Professional Services Data and Workday Adaptive Planning Instance
to the Workday consultants as requested.
e Ensure attendance of Customer’s core team in the Project Kickoff call.
e Provide Professional Services Data for the initial imports in the formation defined by
Workday.
¢ Review and sign off on the Project Plan.
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Workday’s Deliverables.

Project Kickoff

Project Plan

Workday Adaptive Planning Instance Management Pian
Requirement Workshop Agenda

Requirement Inventory

Plan Stage Completion Criteria.

Customer has reviewed and signed off on the Deliverables.

Plan Stage Assumptions.

1.

2.

&

Customer shall assign an experienced Customer Project Manager to manage Customer’s
roles and activities for this Project.

Customer shall assign an Executive Sponsor to participate in Steering Committee
meetings and be available to resolve issues impacting the success of the Project.
Customer shall have knowledge of, or provide documentation that reflects, its existing
business processes.

Customer shall complete the specified training.

Workday and Customer shall work together to prioritize each business process,
functionality, data elements, and reports to be included in the design and shall mutually
agree in writing upon the full Project Scope, with consideration given to timeline and
budget.

Model/Validate Stage.

The Model and Validate stage of the Project focuses on building the solution with best practices by utilizing
the experience and lessons learned by Workday from prior deployments. Workday works closely with
Customer in a collaborative and iterative fashion, relying on frequent touchpoints to confirm requirements,
review build, share feedback, and test results. The goal is to provide Customer with a solution that accounts
for accuracy, performance, maintenance, and positive end user experience.

Workday’s Responsibilities.

Lead Customer confirmation sessions to design and configure the Service in accordance
with the Project Plan.

Build, model, and validate the solution with Customer.

Provide up to two iterations of build with the Customer.

Review current Customer processes and provide best practice guidance where
appropriate.

Support all Customer testing activities, up to 2 hours per day for no longer than 2 weeks.
Support Customer with end user training plan.

Customer’s Responsibilities.

Participate in Customer confirmation sessions to provide input into the requirements;
Validate each component of the Service, including data imports, as it is delivered by
Workday as part of the Professional Services;

Develop test strategy, plan and scenarios for user acceptance testing (‘UAT”) and end to
end testing ("E2E”").

Provide a consolidated list of required adjustments at the conclusion of UAT.

Prepare end user training (as needed), with support from Workday Consultants.

Ensure availability of Customer resources to participate in all testing activities.
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Workday’s Deliverables.
e  Solution Blueprint
e Customer Service Instance ready for UAT

Model/Validate Completion Criteria.
e Review, acknowledge and agree on all Deliverables.
e Testing adjustments completed.
¢ Training activities completed.

Model/Validate Stage Assumptions.
General

1. Through Customer confirmation sessions, Workday and Customer shall mutually agree
and document Workday Adaptive Planning configuration elements and reporting
requirements in a design document. Workday shall configure these requirements in the
Service based on the design decisions. Any requested deviation from the agreed designs
may impact the Project cost and timeline.

2. Both Customer and Workday Project teams shall review all testing adjustments and
mutually agree on those that are within the scope of the Project Plan.

3. Customer intends to standardize business processes, business practice, reports, and
business policy across the enterprise, where possible.

4. Knowledge transfer in connection with the Service shall occur throughout the Project,
with focus on the configuration review workshop, detailed discussions, and other reviews
as identified by the Project team.

Configuration

—_

Configuration activities shall primarily be completed off site by the Workday resources.

2. Customer business analysts shall complete unit tests before confirming “go ahead”
recommendation for moving into the next testing cycle.

3. Workday shall maintain an issues log, and Workday and Customer shall document all

outstanding items as part of the issues log through the completion of the Project.

Data Management

1. Workday shall provide templates with descriptions and directions for budget and forecast
conversion.

2. Customer is responsible for providing any Professional Services Data from its legacy
systems.

3. For existing Workday Customers, Customer is responsible for providing Professional
Services Data not included in the scope of the Workday Data Management tasks from
Customer’'s Workday Tenant.

4. Customer is responsible for ensuring Professional Service Data is cleansed.

5. Customer is responsible for populating the Workday-supplied Deployment Data
Gathering Workbooks in the prescribed format.

6. Once all Professional Services Data is loaded and becomes Customer Data within the
Service, Customer is responsible for verifying the accuracy of the Customer Data and
providing corrected data.
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Testing

1. Workday shall provide standard test scenarios to Customer to be used as a foundation;

however, Customer shall create detailed test scenarios and/or cases based on

Customer’s user requirements and system configuration.

Customer is responsible for completing all testing activities.

3. Workday shall provide knowledge transfer to Customer for the Service during the testing
activities.

N

Deploy Stage

Once Customer has met all of the exit criteria for the Model/Validate stage, Customer is ready to move on
to the Deploy stage, where Customer shall go live on the Service in Customer’s Production Instance using
all of the features and integrations configured and tested during the previous stage.

The Deploy stage centers on Customer adoption, with the goal of setting up Customer to successfully take
ownership of its use of the Service and realize value in Customer's first go-live scenario in Customer’s
Production Instance. Workday shall move to a support role while helping Customer with end user training
and go-live assistance.

Workday Responsibilities.
e Support Customer during end user training.
e Prepare and execute Go-Live Readiness Plan and Go-Live Checklist.
e Prepare and obtain Customer approval for Go-Live Checklist and Authorization Form.
e Complete Production Instance activities.
e Provide Post-Production support, up to 2 hours per day for up to 2 weeks after
Production.
e Project close.

Customer Responsibilities.
e Finalize and deliver the training documentation in the standard format.
¢ Review and execute Go-Live Readiness Plan.
e Review and approve Go-Live Checklist and Authorization Form.

Workday’s Deliverables.
e The Service deployed for go-live and ready to be used in Production.
¢ Go-Live Readiness Plan
e Go-Live Checklist and Authorization Form

Deploy Completion Criteria.
e Customer has reviewed and signed off on Go-Live Checklist and Authorization Form.

Deploy Stage Assumptions.

1. Customer shall restrict non-essential transactions and configuration changes in the

system(s) which Customer is converting to the Service during a pre-defined period of

time identified in the Project Plan to minimize the impact to the move to Production and

post-Production data processing.

Customer shall have its support team in place once the Project is in Production.

3. Workday's knowledge transfer of system usage and administration to Customer is
complete and Customer’s internal support team for Customer's Service users is operating
independently with minimal, part-time support of Workday Consultants.

B
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4. Customer shall make any changes to the Service in Production with support from
Workday Consultants.

4. Workday Data Management for Workday Adaptive Planning.

Configuration required in Customer's Workday Tenant to support the deployment of Workday Data
Management in Customer's Workday Adaptive Planning Instance.

Tasks in Scope.

e Workday shall define and configure the Workday Adaptive Planning Connector including
the following activities
o Enable Workday domains
o Configure Workday Integration Security
o Register Workday API client
o Set up Workday Adaptive Planning Worklet

- Lead meetings and working sessions to design and configure the data
management

- Assist Customer with completing the Business Requirements Document (BRD)
and the Data Mapping Document

- Workday shall configure Workday Data Management as defined in the BRD and
the Data Mapping document using the standard available functionality adhering to
the following guidelines:

e Up to 10 business rules & transformations (e.g. concatenation of
two fields) can be applied to the data extracted from each source

¢ Rules for determining which accounts to exclude and account sign
reversal from import are account ranges or list of accounts

e Currency conversion within data management is not included

Workday Data
Management - Document the Solution Configuration:

e Support data validation for three months of history that is imported
into the Service from the Customer’'s Workday tenant

e Conduct a user walkthrough of the built solution and how to
run/schedule jobs

e Workday Data Management shall be built against the Workday
production tenant

Workday shall configure the automation synchronization of the following metadata:
- Metadata: Accounts - P&L

- Metadata: Levels

- Metadata: Dimensions & Attributes (up to 20)

- User Sync

- Import Fx Rates
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Workday shall define and configure required advanced reports and Workday Data
Source for the following sources of data within the Customer’'s Workday Tenant:
- Import GL Trial Balance
- Import Assets
Deliverables

e Configured Workday reports
e Configured Workday Adaptive Planning Connector & Workday Adaptive Planning Worklet
e Configured Workday Data advanced reports for the defined Workday data sources

5. General Project Assumptions and Risks.

The fees and timeline for this Project are based on the General Project Assumptions stated below. If any
of these assumptions are not met, or those stated as Assumptions for a Project Stage above, Workday may
(i) advise Customer in writing that the failure to meet the assumptions has put the Project Scope and/or
timeline in jeopardy; (ii) use reasonable efforts to mitigate delays and additional costs or fees; and/or (iii)
increase its fees through a Change Order to reflect the additional Professional Services required as a result
of Customer’s failure to meet the identified assumptions. In addition to the General Assumptions outlined
within Appendices 1 and 3, the following assumptions are applicable to the Scope outlined within this
Appendix.

1. The Workday Delivery Assurance Team shall conduct quality assurance reviews of the
deployment, with actionable recommendations shared with the Workday and Customer teams.

2. If additional tenants are required to support Customer’s subsequent phases, Project
conversion, or training requirements, additional tenant fees shall apply.

3. If the Project start date is delayed by Customer for any reason, Customer understands that
Workday'’s ability to staff the engagement and meet the target go-live date could be at risk.
Workday shall work closely with Customer to identify the impacts of any delays and shall discuss
available options before coming to agreement on the next steps.

4. |f Customer cannot meet set completion dates for Customer deliverables and milestones,
Workday reserves the right to revisit and revise the Project’s estimated costs, completion date,
and approach to completing the Project.

5. If the Project is delayed due to circumstances outside the control of Workday, Workday
reserves the right to revisit and revise the Project’s estimated costs.

6. Customer understands that its use of the Service, and Workday's configuration of it, does not
constitute compliance with any Law, including data privacy laws. Customer understands that it
has an independent duty to comply with any and all Laws applicable to it. If Workday's delivered
scope of configuration does not meet Customer’s business or legal requirements, Customer may
either make the necessary configuration changes itself or engage Workday’s Professional
Services to do so via the Change Order Process.

7. Customer and Workday shall observe official holidays applicable to each during the Project.
8. Project shall not exceed scope agreed by the parties for this SOW except pursuant to a written,
executed Change Order. Any services, activities, product features, functionality, integrations, or

configurations that are not described in this Appendix are considered to be not in scope.

9. Customer shall be responsible for all end-user training on the use of the Service.
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10. Customer shall actively participate in all design workshops required for Workday to obtain any
functional design decisions and technical integration specifications necessary to configure the
Service.

11. Customer's Change Management resources shall inform, educate and train Customer
employees about the Service features.

12. Customer’s IT organization is responsible for workstation compliance to Workday’s minimum
technical requirements, as provided by Workday.

13. This SOW assumes one primary source system for Customer's data management
requirements, assumed to be Customer’s Workday Financials and Prism system.

14. The estimated duration of the Project is 27 weeks including 2 weeks part-time Post-Production
Support. The duration of the Project is dependent upon the complexity of Customer’s planning
requirements and could be longer or shorter. If the Project’s start date is delayed by Customer for
any reason, Customer understands that Workday's ability to staff the engagement and meet the
target go-live date could be at risk and may be delayed. Workday shall work closely with Customer
to identify the impacts of any delays and shall discuss available options and additional costs before
coming to agreement on the next steps.

15. All business units, subsidiaries and affiliates share the same fiscal year period and utilize a
common set of templates.

16. Professional Services Data is provided to Workday in a supported format and is accurate,
complete and error free.

17. Customer shall be responsible for making any modifications or corrections to Customer’s
configuration once it has been deployed under this SOW.

18. Customer is responsible for developing and running Workday advanced reports in Customer’s
Service Tenant, in order to export appropriate data for use in Customer’'s Workday Adaptive
Planning Instance.

19. Integration Assumptions.

a. Development of any Integration is contingent on data structures (Chart of Accounts,
Organizational Levels and Dimensions) being stable in both the source system(s) and
Customer’'s Workday Adaptive Planning Instance.

b. An Integration extracts data from one Instance of the source application(s) and imports data
into one Customer Workday Adaptive Planning Instance.

c. Customer Data is organized in the source application(s) in standard (non-custom)
designated objects.

Project Risks.
Workday has identified, as most significant, the following Project Risks for this Project:

1. Change Management is critical to the success of any deployment of the Service. Customer must
identify its Change Manager early in the Project timeline to ensure that Customer provides timely
communication and education relating to the Service.

2. Timely decision making is critical to the progress and ultimate success of the deployment. When a

decision cannot be made through consensus, the Project team shall escalate the decision through
the appropriate channels within both Customer and Workday to arrive at a resolution. If key
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decisions cannot be made in a timely manner, the Project timeline, fees, and/or resources may be

impacted.

3. Many Project delays can be attributed to challenges in cleaning and converting Professional
Services Data. Customer must prioritize this Project activity as soon as is reasonably possible after
Project commencement in order to reduce any impact to the Project timeline.

6. Project Scope.

Workday shall design and configure within Customer’s Workday Adaptive Planning Instance(s) the
generally available functionality of the Service components that fall within the Product Scope set forth
below. Workday shall determine the correct configuration of each component of the Service within the
Product Scope listed below during the early stages of the Project based on Customer's Use Case, Volume
and Workday Adaptive Planning Processes. Customer’s listed Workday Adaptive Planning Processes
represent key business processes that Workday shall design and configure in accordance with Customer’s
priorities. The parties shall mutually agree upon the final list of Workday Adaptive Planning Processes
during the Model/Validate stage of the Project, with appropriate consideration given to Project timeline,
resources and budget.

Description

Financial Planning

Revenue Planning

2022 Workday, Inc®©.

Assumptions

Structure:

The following dimensions will be used for financial planning:
- Account

- Business Unit

- Company

- Cost Center

- Department

- Region

- Revenue Categories
- Spend Categories

- Assets and Liabilities

- Over 10 currencies

- Budgets are planned in time periods of months, quarters, or years

- Import data from up to 1 source (data must be provided in Excel file)
- All dimension values have less than 10,000 elements

Revenue planning budgets are planned in time periods of
- Monthly

- Up to 2 revenue streams will be driver based
- All non-driver based revenue streams will be direct input or import only

The following dimensions will be used for revenue planning:
-Business Unit
-Cost Center
-Region
-Other
Mine/Vein
- Up to 2 cost of sales models within the revenue model
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- Simple capital request input sheet

- 1 Depreciation methodology
Capital Planning - Scoring and ranking process is out of scope
- Allocations of capital costs are out of scope
- Capital project templates are out of scope

- Up to 50 expense account calculations
- Direct input or data provided in a flat file (e.g. Excel)
- Up to 5 dimensions will be used for expense planning
Expense Planning - Up to 2 supporting schedules are in scope for expense planning
- The following supporting schedules will be used for expense planning:
Transportation, Other

- Planning will be done by individual and open requisitions, and job profiles
- Splits are in scope
- Employee transfers are in scope

Financial - No Payroll or GL data

Workforce Planning - No variable compensation

- Union contract logic is out of scope
- Contingent workers are out out of scope

- Indirect method is in scope
Statement of Cash - Up to 1 cash flow format is in scope
Flow - IFRS is out of scope
-1 Currency in scope for cash flow planning

Reporting:

- Workday will configure up to 10 HTML or OfficeConnect reports; training for
additional reports in scope

- Reports in excel need to be pre-formatted

- Total # of rows across all sheets/pages is up to 1,000 rows

- Each view is a single report (e.g. each tab in an Excel workbook is a single report)
- Workday will configure up to 10 KPI's

Dashboards:

- Conduct one remote hands-on workshop (up to two hours) to walk-through
building dashboards/charts/graphs/perspectives using Customer Data from
Customer’s Workday Adaptive Planning Instance

- Workday to configure up to 10 dashboard charts/graphs

Reporting

Support Customer configuring dashboards and charts/graphs that includes:

- Provide best practice guidance around design of dashboards and charts/graphs;
- Consult with Customer on specific charts/graphs design challenges;

- Help Customer with how-to questions
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- Lead meetings and working sessions to design and configure the data
management

- Assist Customer with completing the Business Requirements Document (BRD)
and the Data Mapping Document

- Workday shall configure Workday Data Management as defined in the BRD and
the Data Mapping document using the standard available functionality adhering to
the following guidelines:

e Up to 10 business rules & transformations (e.g. concatenation of
two fields) can be applied to the data extracted from each source

e Rules for determining which accounts to exclude and account sign
reversal from import are account ranges or list of accounts

e Currency conversion within data management is not included

- Document the Solution Configuration:

e Support data validation for three months of history that is imported
Workday Data into the Service from the Customer’s Workday tenant
Management e Conduct a user walkthrough of the built solution and how to
run/schedule jobs
e Workday Data Management shall be built against the Workday
production tenant

Workday shall configure the automation synchronization of the following metadata:
- Metadata: Accounts - P&L

- Metadata: Levels

- Metadata: Dimensions & Attributes (up to 20)

- User Sync

- Import Fx Rates

Workday shall define and configure required advanced reports and Workday Data
Source for the following sources of data within the Customer’'s Workday Tenant:

- Import GL Trial Balance

- Import Assets

- Customer to map their own data
Data Mapping - Import actuals (up to 2 years of history)
- Import budgets and forecasts (2 years of history)
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Project Governance:
- Up to 1 weekly status meeting with Customer's team
- Customer to use Workday's project management defined tools
- All interactions will be directly with the Customer
Training & Enablement:
e Documentation: knowledge transfer documentation for all planning
models built will be provided using Workday's documentation
. format and tools; end-user documentation is excluded
Project ¢ Final review & testing: includes an end-to-end walk-through of
Management each model with Customer and support of Customer UAT scripts

development

e Admin training: includes training for up to 5 power users on
administrative responsibilities and maintenance of the system

e End user 'Train the Trainer' training session: Workday can support,
if needed, the content development of this Customer delivered
process

e Delivery Assurance: provides oversight throughout the project to
ensure build is consistent with best practices

e 2 Weeks of post production support are included in scope

e Transactions.
o Set up Transaction Reporting and Analysis module; and
o  Configuration of required mappings up to 30 fields (organization
hierarchy, chart of accounts and dimensions).

e Process Management
o Review process manager functionality.
o  As each Workday Adaptive Planning component is configured, Workday
shall demo the component for Customer to review and approve. The
deployment shall include:

7. Integrations Scope.

Integration configuration shall include the following:

Workday Time & Materials Integrations

INTEGRATION TOTAL
# NAMEAND = ASSUMPTIONS VES’{([;?E“?R RES,L’E’;‘%'{BLE ESTIMATED
DIRECTION HOURS
Imports only the
listed
. datasources. For
1 INT6169 - Prism | > dditional Prism Workday 40.00

(aten IroLna datasources we

need to add 20
hours per each
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datasource file
being scoped.

Imports only the

listed

datasources. For

all additional

datasources we Prism Workday 40.00
need to add 20

hours per each

datasource file

being scoped.

INT6169 - Prism
Data Inbound - 1

Total Workday Professional Services Hours 80

Instances. The following Instance(s) are included in the scope of this Project:
e Production

e Post-Production support of third-party or Customer-provided integrations is out of
scope for this SOW.

Workday Responsibilities.
e Lead meetings and working sessions to design and build the integration.

e Assist Customer with completing the Integration Design Document ("IDD").

o "Adapter” refers to packaged integrations with certain specified vendors.

Customer Responsibilities.

e Complete the Integration Framework Fundamentals course in the Learning Management
System (LMS) prior to the Project Kickoff.

e A technical resource with understanding of the source system data model and extract
technology must be available during the Project to develop or enhance the source system
extracts (i.e., review SQL queries or web service calls).

e Customer sign off on the IDD with assistance from Workday.

e Provide business rules for extraction and transformation of source data for the Service.

e Provide a subject matter expert with knowledge of the planning model to provide
information on data expected by the sheets and to assist in data validation.

e If applicable, coordinate with third-party vendors or consultants. Workday is not required to
provide or have access to any third-party application or system. Customer assumes sole
responsibility for access, management, payment and use of any third-party systems,
applications, services or technology.

e If account names are different between Customer source system and the Service, the
mapping of accounts must be provided in Microsoft Excel format.

e Develop a test plan for UAT.

e Lead the testing and validation of each Integration — validate Customer during data
validation three month of history

e Provide post-Production support for the integrations identified above.

Workday Deliverables.
e Updated DD, to capture any change requests approved, as necessary.
e A completed Integration Solution that meets the requirements defined in the IDD.
e User Guide.
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Completion Criteria.
e Customer has reviewed and signed off on the final Deliverables or begins using the
Service in Production.

8. Integrations Scope Assumptions.

The Workday Adaptive Planning integrations scope is based on the following assumptions.

e Integration design and build is dependent on data structures (Chart of Accounts,
Organizational Levels, and Dimensions) being stable in both the source system(s) and the
Workday Adaptive Planning Service. All supporting structures (including accounts and
sheets) that hold the information to be imported through the Service Integration under this
scope must first be fully built out and verified by Customer through initial manual data load
prior to the Integration workstream kickoff.

¢  Workday shall conduct all training and knowledge transfer in English.

e Customer shall actively participate and provide the required resources/subject matter
experts to complete this Project.

e Workday shall configure the system using the currently available functionality within the
Service. No customizations are included in the Project.

e The Service Integration extracts data from one (1) Instance of the source application(s)
and imports data into one Instance of the Service. If additional instances are required, there
is an additional fee.
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Key Stakeholders Map.xlsx
WorkDay Roster

				Workday 

				Name		Email		Title		Function/Notes

				Jane Shasserre		jane.shasserre@workday.com		Sr Customer Success Manager

				Sarah Eaton		sarah.eaton@workday.com		Sr Value Manager

				Carolyn Bandle		carolyn.bandle@workday.com		Engagement/Project Manager		785-727-0812

				Marc Erlich		marc.erlich@workday.com		advisor

				Teresa Edgar		teresa.edgar@workday.com		Director of Professional Services

				Don Murphy		Don.Murphy@workday.com 		PM advisor

				Claudio Walker 				Lead

				Ethan Dilley 		ethan.dilley@workday.com		Consultant 

				Amanda Hutchins		Amanda.hutchins@workday.com		Lead

				Kelly Malachowski		kelly.malachowski@workday.com		Lead : Senior Consultant at Adaptive Insights a Workday Company
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Arch Roster

		Arch Resources

		Name		Email		Title		Function		Core Team 		Session Kickoff		Weekly
Status Mtg		Monthy
Steering Cmt Mtg		Project
Sponsor

		Rhonda Goede		RGoede@archrsc.com		Director Planning & Forecasting, Internal Reporting		Finance		x		x		Y		Y

		Tina Bianconi		TBianconi@archrsc.com		Manager of Planning & Forecasting		Finance		x		x		Y

		Tom Simpson		tsimpson@archrsc.com		OFA Contractor		Finance		x		x		Y

		Steve Howard		SHoward@archrsc.com		Director Financial Analysis & Support		Finance		x		x		Y

		Greg Szczepan		gszczepan@archrsc.com		Vice President Finance		Finance		x		x		Y		Y

		John Ziegler		JZiegler@archrsc.com		Senior Vice President & Chief Administrative Officer		ACI Executive		x		x				Y		Y

		Matt Giljum		mgiljum@archrsc.com		Senior Vice President & Chief Financial Officer		ACI Executive		x		x				Y		Y

		Derek LaBell		dlabell@archrsc.com		Director Internal Audit		Finance				x

		Jeff Von Holten		jVonHolten@ArchRsc.com 		Manager Finance		Finance		x		x

		Robert Zambo		rzambo@archrsc.com		Vice President Information Technology & CIO		IT		x		x		Y		Y

		Tony Difatta		aDiFatta@ArchRsc.com		Accounting Manager						x

		Paul Kappel		pkappel@archrsc.com		Director of Application Services		IT				x

		M Bret Blackford		mblackford@archrsc.com		Director PMO, Change Mgt & Compliance		IT		x		x		Y		Y

		Bora Top		btop@archrsc.com		Vice President Tax		Tax

		Key Corporate users ???

		Diane Brinkman		dBrinkman@ArchRsc.com		Treasury Analyst III		Finance				x

		Key Operations users ???

		Bernie Mabe		bMabe@ArchRsc.com		Business Manager - Mtn Laurel						x

		John Drexler		jDrexler@ArchRsc.com		Senior Vice President & Chief Operating Officer		ACI Executive
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ImplemenetationTeams

		.		Area:		Team Member		Title		.		email		mobile		.

				Accounting		John Lorson #		VP & Chief Accounting Officer				jLorson@ArchRsc.com		314-258-0787

				Accounting		Greg Hensala #		Assistant Controller				gHensala@ArchRsc.com		314-550-3209

				Accounting		Tony DiFatta		Accounting Manager				aDiFatta@ArchRsc.com		314-548-3191

				Accounting		Rhonda Goede		Dir Planning & Forecasting				rGoede@ArchRsc.com		314-614-7984

				Accounting		various		Division Accountants

				Accounting		Paul Kappel		Dir of Application Services				pKappel@ArchRsc.com		314-807-6242

				Accounting		Marty Zambo		CIO				rZambo@ArchRsc.com		314-805-8964

				 		 		 

				FP&A		Rhonda Goede #		Dir Planning & Forecasting				rGoede@ArchRsc.com		314-614-7984

				FP&A		Greg Szczepan		VP Finance				gszczepan@archrsc.com		314-239-8482

				FP&A		Steve Howard		Dir Financial Analysis & Support				sHoward@ArchRsc.com		314-422-7773

				FP&A		Tina Bianconi		Mgr Planning & Forecasting				tBianconi@ArchRsc.com		618-406-7120

				FP&A		Tom Simpson		Contractor				tSimpson@ArchRsc.com		314-406-0890

				FP&A		Paul Kappel		Dir of Application Services				pKappel@ArchRsc.com		314-807-6242

				FP&A		Marty Zambo		CIO				rZambo@ArchRsc.com		314-805-8964

				 		 		 

				Integrations		Tom Simpson		Contractor				tSimpson@ArchRsc.com

				Integrations		Paul Kappel #		Dir of Application Services				pKappel@ArchRsc.com		314-807-6242

				Integrations		Marty Zambo #		CIO				rZambo@ArchRsc.com		314-805-8964

				Integrations		Paul McAdams		Sr. Mgr App Svcs & Architecture				pMcAdams@ArchRsc.com		314-402-4962

				Integrations		Raja Natarajan		Sr. Manager Mining Systems				eNatarajan@ArchRsc.com		314-308-8265

				Integrations		Philip Hager		Commercial Systems Manager				pHager@ArchRsc.com		304-549-8141

				Integrations		David Trani						dTrani@ArchRsc.com		636-556-0062

				Integrations		Bill Tidwell						bTidwell@ArchRsc.com		314-452-1184

				Integrations		Doug Dietz						dDietz@ArchRsc.com		314-805-3300

				 		 		 



				 		 		 

				Ellipse		Joe Bugara						joe.bugara@cosol.global   		719-440-1534

				Ellipse		Michael Kassulke						michael.kassulke@cosol.global		+ 61 416 224 105





				HCM/Payroll		Cathy Staley						cStaley@ArchRsc.com		314-378-9397

				HCM/Payroll		Sherrie Eastwood						sEastwood@ArchRsc.com		314-258-5492

				HCM/Payroll		Kim Brown						kBrown@ArchRsc.com



				#		Required
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Arch Test&Train Roster

				Arch Resources employees and contractors who should be involved in testing and training

		.		Name		Title		Location		Email		Discov Wkshp		.

				Adkins, Lori 		Business Manager		Beckley		LAdkins@archrsc.com

				Dean, David 		Business Manager		Leer		ddean@archrsc.com

				Mouser, Michelle 		Assist. Bus. Mgr.		Leer		mmouser@archrsc.com

				Driver, Patricia 		Business Manager		Black Thunder		Pdriver@archrsc.com

				Huddleston, Desmond 		Accountant		Beckley		dhuddleston@archrsc.com

				Lipp-Oster, Jennifer 		Accounting Sup.		Black Thunder		JLipp-Oster@archrsc.com

				Lowder, Ileen 		Business Manager		West Elk		ILowder@archrsc.com

				Mabe, Bernie 		Business Manager		Mtn Laurel		Bmabe@archrsc.com

				Boyd, Douglas L. 		Assist. Bus. Mgr.		Mtn Laurel		dlboyd@archrsc.com

				Moore, Sandra 		Business Manager IV		Sentinel		samoore@archrsc.com

				Hughes, Larry 		Business Manager		Sentinel		lhughes@archrsc.com

				Grabosky, Michael 		Mgr Planning & Analysis		Vindex		Mgrabosky@archrsc.com

				Brunner, Gina 		Division Accountant		Corp. St. Louis		gbrunner@archrsc.com

				Schroeder, Tim 		Mgr Sales Accounting		Corp. St. Louis		tschroeder@archrsc.com

				Heithaus, Thomas 		Accountant Div II		Corp. St. Louis		theithaus@archrsc.com

				Chard, Chris 		Accountant Div I		Corp. St. Louis		cchard@archrsc.com

				Hensala, Greg 		Assistant Controller		Corp. St. Louis		GHensala@archrsc.com

				Brinkman, Diane 		Treasury Analyst III		Corp. St. Louis		DBrinkman@archrsc.com

				Goede, Rhonda 		Dir Planning & Forecasting		Corp. St. Louis		RGoede@archrsc.com

				Bianconi, Tina		Sr Mgr Planning & Forecast		Corp. St. Louis		Tbianconi@ArchRsc.com

				Lorson, John		VP & CAO		Corp. St. Louis		JLorson@archrsc.com

				Bora Topp		VP Tax		Corp. St. Louis		bTopp@ArchRsc.com 

				Szczepan, Greg		VP Finance		Corp. St. Louis		gszczepan@archrsc.com 

				Von Holten, Jeff		Manager Finance		Corp. St. Louis		jvonholten@ArchRsc.com

				Howard, Steve		Director Fin Analysis & Support		Corp. St. Louis		Showard@ArchRsc.com 

				DiFatta, Tony		Accounting Manager		Corp. St. Louis		adifatta@ArchRsc.com 

				Tom Simpson		OFA Contractor		Corp. St. Louis		TSimpson@ArchRsc.com

				Paul Kappel		Dr App Service		Corp. St. Louis		pKappel@ArchRsc.com 

				Matt Giljum						mGiljum@ArchRsc.com

				John Ziegler						jZiegler@ArchRsc.com

				Sherrie Easttwood		Sr. Manager HRIS		Corp. St. Louis		sEastwood@ArchRsc.com 

				Phyllis Flowers		Sr Mgr Learning & Org dev		Corp. St. Louis		pFlowers@ArchRsc.com

				Cathy Staley		Sr Manager Payroll		Corp. St. Louis		cStaley@ARchRsc.com 

				Marty Zambo						rZambo@ArchRsc.com
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KickOff

				Arch Resources employees and contractors who should be involved in testing and training

		.		Name		Title		Location		Email		.		.

				Adkins, Lori 		Business Manager		Beckley		LAdkins@archrsc.com

				Dean, David 		Business Manager		Leer		ddean@archrsc.com

				Mouser, Michelle 		Assist. Bus. Mgr.		Leer		mmouser@archrsc.com

				Driver, Patricia 		Business Manager		Black Thunder		Pdriver@archrsc.com

				Huddleston, Desmond 		Accountant		Beckley		dhuddleston@archrsc.com

				Lipp-Oster, Jennifer 		Accounting Sup.		Black Thunder		JLipp-Oster@archrsc.com

				Lowder, Ileen 		Business Manager		West Elk		ILowder@archrsc.com

				Mabe, Bernie 		Business Manager		Mtn Laurel		Bmabe@archrsc.com

				Boyd, Douglas L. 		Assist. Bus. Mgr.		Mtn Laurel		dlboyd@archrsc.com

				Moore, Sandra 		Business Manager IV		Sentinel		samoore@archrsc.com

				Hughes, Larry 		Business Manager		Sentinel		lhughes@archrsc.com

				Grabosky, Michael 		Mgr Planning & Analysis		Vindex		Mgrabosky@archrsc.com

				Brunner, Gina 		Division Accountant		Corp. St. Louis		gbrunner@archrsc.com

				Schroeder, Tim 		Mgr Sales Accounting		Corp. St. Louis		tschroeder@archrsc.com

				Heithaus, Thomas 		Accountant Div II		Corp. St. Louis		theithaus@archrsc.com

				Chard, Chris 		Accountant Div I		Corp. St. Louis		cchard@archrsc.com

				Hensala, Greg 		Assistant Controller		Corp. St. Louis		GHensala@archrsc.com

				Brinkman, Diane 		Treasury Analyst III		Corp. St. Louis		DBrinkman@archrsc.com

				Goede, Rhonda 		Dir Planning & Forecasting		Corp. St. Louis		RGoede@archrsc.com

				Bianconi, Tina		Sr Mgr Planning & Forecast		Corp. St. Louis		Tbianconi@ArchRsc.com

				Lorson, John		VP & CAO		Corp. St. Louis		JLorson@archrsc.com

				Bora Topp		VP Tax		Corp. St. Louis		bTopp@ArchRsc.com 

				Szczepan, Greg		VP Finance		Corp. St. Louis		gszczepan@archrsc.com 

				Von Holten, Jeff		Manager Finance		Corp. St. Louis		jvonholten@ArchRsc.com

				Howard, Steve		Director Fin Analysis & Support		Corp. St. Louis		Showard@ArchRsc.com 

				DiFatta, Tony		Accounting Manager		Corp. St. Louis		adifatta@ArchRsc.com 

				Tom Simpson		OFA Contractor		Corp. St. Louis		TSimpson@ArchRsc.com

				Paul Kappel		Dr App Service		Corp. St. Louis		pKappel@ArchRsc.com 

				Matt Giljum						mGiljum@ArchRsc.com

				John Ziegler						jZiegler@ArchRsc.com

				Sherrie Easttwood		Sr. Manager HRIS		Corp. St. Louis		sEastwood@ArchRsc.com 

				Phyllis Flowers		Sr Mgr Learning & Org dev		Corp. St. Louis		pFlowers@ArchRsc.com

				Cathy Staley		Sr Manager Payroll		Corp. St. Louis		cStaley@ARchRsc.com 

				Marty Zambo						rZambo@ArchRsc.com
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Arch Resources

Finance Modernization Phase II: Migrate Oracle OFA to Workday Adaptive Planning

Project Charter



		Project Description:

		Finance Modernization Phase II:  

Migrate Oracle OFA to Workday Adaptive Planning



		Project Objectives:

		· Replace the core functionality of the existing Budgeting and Forecasting platform (OFA Financials) with Workday Adaptive Planning 

· Leverage native Adaptive Planning/Workday/Prism reporting solutions, minimizing or eliminating the need for external reporting solutions for Accounting, Budgeting and Forecast data

· Transfer institutional knowledge maintained by key personnel into a standard application environment 

· Decommission OFA, eliminating an unsupported and vulnerable on-premise application as aligned with Arch’s IT Strategy



		Project Sponsors

				Matt Giljum CFA

		Greg Szczepan, VP Finance 



		John Ziegler, CAO

		Marty Zambo, CIO









		Project Participants:

				Bret Blackford

		Project Manager



		Rhonda Goede, Dir Plan & Forecast

		Business Owner



		Tina Bianconi, Sr Mgr Plan & Forecast

		SME



		Tom Simpson, Contractor

Steve Howard, Dir Fin Analysis 

		SME

SME



		Jeff Von Holten, Mgr Finance 

		training









		Vendor Contacts:

		Arch has engaged Workday to provide consulting services to assist with the implementation of this project



		Carolyn Bandle, Engagement Manager

		Don Murphy, EM Advisor



		Amanda Hutchins, Lead

		March Erlich, Advisor



		Ethan Dilley, Consultant

		









		Milestones:

		Tentative schedule per Workday 

		 Phase II 
Adaptive Planning

		Plan

		Model /

		Deploy

		Post-Prod



		

		

		Valuation

		

		Support



		Estimated Duration

		4 weeks

		15 weeks

		5 weeks

		2 weeks



		Estimated Start

		2/6/2023

		3/6/2023

		6/19/2023

		7/17/2023



		Estimated End

		3/5/2023

		6/18/2023

		7/16/2023

		7/30/2023









		Project Risk:

		· Inability to adequately model and report as desired

· Timeline – ability to complete work per schedule above

· Resource Availability – Arch is currently relying on a small number of experts who properly know the legacy OFA system and desired state for Adaptive Planning

· Inadequate training and end-user adoption



		Project Approval:

				Name: MZ

		Date:



		Name: GS

		Date:



		Name: RG

		Date:
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01 Overview: Use Cases, User Groups,
Challenges, & Solutions

02 Process Flow & Model Details

03 Workflow & Reporting Solution
Contents

04 Security, Access & Roles

05 Data Management

06 Instance Management
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Methodology Stages
) P

Initiate Requirements Configure &

Project Startup Validate

Instance Workshop (by Sub-Process)

* Instance access * Level & Account * Review Use cases *  Sub-Process focus
* Request data configuration « Define planning «  Continuous
* Load prior Actuals requirements by Feedback
& Budget data sub- process * lterative &
Incremental
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Overview

Use Cases, User Groups, Challenges, & Solutions
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Business Use Cases

Revenue & COGS OpEXx

* Arch Land & majority of Corporate SG&A are direct
input sheets
»  Other Operating expenses will be driver based

*  Driver Based
*  Use of Statistics in Workday
* Additional accounts not in Workday will also be

used
*  multiple sheets will be used for input and

calculations

Capital Other

« Straight Line * Centrally Planned Expenses
*  Unit Of Production methodology (UOP) - Input +  Statement of Cash Flow

Only + *Balance Sheet & Cash Flow Planning
*  Manual upload of depreciation for assets in service *  *Eliminations

»  *Allocations
*QOut of scope items have been included in Blueprint, assuming a change order will take place
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Scope Issues

In Scope but not needed
—  Personnel Model

— 2 Prism integrations (80 hours total)
—  Multi Currency planning

- Transactions

Not in Scope, but needed
—  Simple Eliminations (Module not needed)
—  Simple Allocations

— Balance Sheet Planning - 5 tranche schedules (similar logic across all), direct input, simple formulas

Items of mention

— 2 Supporting Schedules for Opex are in scope, however the need for multiple cube and modeled sheets to bring
together drivers, stats and assumptions could be upwards of 10

—  Statement of Cash Flow is in scope and SOW reads “1 Currency in scope for cash flow planning” which eludes
to cash flow planning

—  May not utilize User Sync. See RAID log





Key Roles

Edit Access Across all
data

Administrator Planner TBD Planning Analyst
" Manages Planners Access determined View only
) Access by Level (CC)
8 e No Compensation
&) & laptar(s)ceggnmg Input Global drivers cost visibility
<
= Executes Integration Approves Total CC
8 Tasks cost
i)
J—
&)
<
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Challenges & Pain Points with Legacy Systems

0 o

Solutions

Increased risk of software/hardware failure that cannot be recovered from due to age and
support status

Vulnerable software/hardware that is end of life given the manufacturers are no longer
releasing patches

Cybersecurity Insurance providers will not entertain doing business with Arch due to
outdated and vulnerable software

Heavy reliance on Arch employee tribal knowledge of processes put in place to work
around current platform limitations

Consistent calculation logic and real-time automation built into the planning
models

Automation of data and metadata feeds from Workday FINs to reduce
reliance on manual inputs and increase accuracy

Data quality reporting allowing planners (and central FP&A) to identify and
address any plan

Versioning, audit trail and traceability of data fully supported






Design Decisions Summary

Design Issue Options Summary Option Selected / Rationale

Level Structure Is Company needed in level structure or can it be 1- Company/Cost Center 2 - Cost Center based with company
cost center only 2- Cost Center with Company under incorporated into lowest level of cost center
Need for Eliminations as Determine what level of actuals users need to see  1- Not needed 1 - Not needed. Having the Mgmt Adjustments
ub actuals versions 2- Need to see Eliminations broken out broken out separate as a subversion of actuals is
under each book code sufficient
Balance Sheet/Cash Flow Need Requirements 1 - Supporting schedules needed 1 - 5 tranche schedules of similar logic, direct
2- Input/simple formulas only inputs into custom accounts and simple formulas
ICapital UOP method of depreciation 1- Model offline and input results into a modeled  1- Input Only
sheet

2- build UOP model (needs requirements)

FLASH Need Requirements Decision made to not include

Opex 2 Supporting Schedules in scope 1- Not needed 1- Not Needed
2- Define requirements
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Model Details

Process Flow, Structures, Calculations
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Tasks

2
Load — Create & Prepare
Actuals Version
* Via Automated Integration, * Create a new Plan Version
Import Actuals from Workday * Adjust Start/End of Plan
into General Ledger Accounts * Reset Workflow
 Via Automated Integration, * Validate / Update
Import Statistics Actuals into Assumptions in following
Sheet sheets:
» TBD
» TBD
* Administrative Planning
Sheets:
» Existing Capital
Automation / Administrators

Owner

High Level Process Flow

(G

Create

YE Forecast / Y
Budget ~J

~

Reporting &
Analysis

Lock Down
Forecast/Budget

Administrators

« Based on level access, submit
through the following sheets:
* Mapping Tables
« Drivers
« Statistic accounts

* When finished with

forecast/budget entry, check
off Task to mark as Complete

Users

* HTML/Web Reports:
» Up to 10 (TBD)

* When ready, submit for
approval

Users

» Lockdown Version

Administrators






Asset Class Useful Life

Sub-Cost Center Mapping

@

CC with Mine Org

Instance Diagram

=9

Capital

@

Capital Summary
AcLand

oo ,
i

Assumptions

©

|
|
| ’

\ 5 Revenue
\

‘ o 8@@ All Assumptions ' “““ ’

Drivers d

Cash Flow

L |
» Custom

\
\
\
|
|

- y
T e
Balance Sheet

Income Statement






Model Overview

Model Element Usage

Levels Total Cost Centers by Company. Common name is being used in place of Company name

Dimensions & Attributes Mine Orgs (cleanup of values being done by Arch), Schedule, Pay Rate, Pay Grade, Unit Type
Level Attributes: All Segment Cost Center Hierarchy, Company, Common Name, Cost Center,
Total Account Grouping
Account Attributes: Tons Produced vs Tons Sold

Sheets User interaction with x main sheets (Combinations of Modeled, Cube and Standard Sheets)
Assumptions Global and Cost Center assumptions

Versions Budget, 5-year Plan (2 years by month, 3 years by year), Forecast

Time Monthly granularity of plans (rolling up to quarters and years)

Currencies USD only
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Dimensions and Attributes

imensions | awbwes
_ bouce Eupectedvolume Name __ ource Name _Bource Name ______ource |

Type (Production or

Mine Org Manual Labor)
Schedule Manual |20

Pay Rate Manual |10

Unit Type Manual |3

Pay Grade Manual

Asset Type Manual

Cost Center Workday
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Currency

» Level has Ledger Currency Assigned
* 1 Reporting Currencies

« AIlUSD
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Time

Single Fiscal Calendar

Jan - Dec

Time Strata Roll-up: Month> Qtr > Year

¥ Strata Rollup

Workday Confidential

m 9 ‘ Quarter-‘ + ‘:ar ‘

Default

January 2021 February 2021

[ March2o21 W  Aprii2oz1 |
mmm-mm [ SulMo] TuWe] Th] FrSal mmm-m mmm-mm

34| F4N P53 B6 1 BT 8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30

4312183 | N40 551 16
i 1281 9 §10) i 1922 143
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28

June 2021

48 021 130 740 55
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31

July 2021

43 K5 N6 N7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

[ May2021 W 0 June2o2t | [ August2021 |
mmm.nm [ sulMo] TuWe[ Th] Fr]sa] mrmm-mm [ sulMo] Tulwe[ Th] Fr]sa]

2| B3N 248 5T R67| ) 58

10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

September 2021 October 2021

Al B2 B30 £ £S5
6 N7 84 594 1101 [0 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30

3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

November 2021

il B2 2R E2 0 50 RGN
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 3

December 2021

mmm-mm mmm-mm [ SulMo[ TuWe[ Th] Fr]sa] mmm-mm

2 3 4
Bl N6A 67 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

SN F4 51 16| N 8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
31

20 B2 B3N B4 51 N6
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30

5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31





Models & Supporting Models

Mineorg Mapping (Modeled Sheet)
- Sub-Cost Center Mapping (Links sub cost centers with schedules and pay rates and used to calculate labor costs and production tons
Detail Labor (Modeled Sheet)
- Labor Worksheet — Sun — Sat inputs
Pay Rates
- Pay Rates
Schedules
- Work Schedule
Production Detail
- Underground Production
- Plant Capacity
- Manning Worksheet — Production vs. Maintenance employees
Expenditure
- Capex
Ops Drivers Input
- Ops Driver Rates by Account and by Driver
- Global Rates (Global Assumptions) — Completed early in planning
- Corporate Rates by Cost Center (Cost Center Assumption Sheet) - Completed early in planning (TBD if can be combined with another input sheet)
Revenue Summary

- Revenue Input





Model Diagram

Mineorg Mapping Schedules Ops Driver Input Cube
-scenario -scenario -scenario
-mineorgs -cost center -cost center
Define mineorgs by: -period -period
-mapping type -day of the week -account
-schedule -schedule -drivers
-pay rate -schedule information
-unit type [There are 3 sep cubes now: want 1)
Sub-Cost Center Mapping WS Work Schedule WS Driver Input WS {by Acct / by Driver)
all inputs  mostly inputs all inputs

\

Budget & Forecast Variable
Detail Labor Cube Production Detail Cube Revenue Summary -scenario
-scenario -scenario -scenario -cost center
-mineorgs -mineorgs -cost center (only loadouts) -period
-period -period -period -account
-day of the week -production account -mine revenue line
-labor account -hourly headcount
Cost Center Input WS

Underground Production WS Production Inventory WS

Surface Production WS Salary Meadcount WS (not needed)
Labor WS Plant Capacity WS Manning WS Revenue Input WS very ittle GL accts; mostly special accts
| mostly linked or cake 3 Unputs, rest Ninked or colc Refreshed in from Sales system | mastly inputs; some Ninked or caic

Pay Rates Expenditure

-scenario -scenario
-cost center -cost center
-period -period
-pay grade -expenditure

-expenditure property
Pay Rates WS CAPEX WS
all inputs all inputs

Diagram provided by Arch
S I 3 Al






Revenue Input

— Offline file will be used to input dollars to| |— Accounts: GL Accounts under Coal — Feeds Sheets: Income Statement
the Loadout Revenue cost centers Sales Revenue and Stat accounts

— Account mapping: direct
— Dimensions: n/a

— Levels: original input to Loadout Cost
Centers and allocated to other cost
centers

Modelling

Design Principles:

Allocation method:

30000 _RC8000, 30010 _RC3030, 30010 _RC3029 and 90000 Alloc to mines based on sold tons
90010 Alloc to Cost Centers 7001/7002

Workday Confidential






Model — Corporate SG&A

— Accounts: GL Accounts under Total — Feeds Sheets: Income Statement
— Manual Inputs: Mostly direct entry, SG&A (5xxxXx)
others are formula driven — Dimensions: N/A
— Actuals: WD FIN actuals at Cost Center
level — Levels: Mostly All Cost Centers, some

GL/Spend Cats will only be available at
certain levels

Modelling

Design Principles:
= Standard sheet for direct input and formula driven logic
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Model — Arch Land

— Accounts: GL Accounts under Total — Feeds Sheets: Income Statement
— Manual Inputs: All direct entry Other Expenses (6xxxx), except 62300,
— Actuals: WD FIN actuals at Cost Center 62600 and 60800 plus 40750, 40810,
level 41800 and 41560

— Dimensions: N/A

— Levels: Cost Centers under Total Arch
Land

Modelling

Design Principles:
= Standard sheet for direct input
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Centrally Planned Accounts

— Input by Rhonda & Tina — Accounts: 30100 Income (Loss) from — Feeds Sheets: Income Statement
Equity investments, 30320, 30300,
40000, 40110, 40800, 41700, 60800, — Account mapping: direct

62600 Change in fair value of coal
derivitives, 62300 Other expense —
Other, 70000, 70010, 70100, 70200,
70220

— Dimensions: n/a

Modelling

Design Principles:

User assigned sheet. The accounts on this sheet will be planned by Rhonda and Tina

For the Non operating Profit/Loss (7xxxx) accounts, need to know which ones will be centrally planned and which ones will be driver
based
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Model — Capital

— Manual Inputs: cost center, asset code, — Accounts: Statistic and GL mapping | |- Feeds Sheets: Capital Summary
type (Maintenance vs. Development) based on Asset Code
purchase date, in service date, amount — Accounts: COGS
— Dimensions: Asset Code 41540 _SC8125 Depreciation expense
— Actuals: Summarized journal lines down Allocated to:
to the cost center, not individual asset — Levels: All - 41530_SC4331 Depreciation

admin/central

41500 _SC4328 Depreciation beltline

41520 SC4330 Depreciation loadout
41510 _SC4329 Depreciation preparation

MOde"mg — Accounts: Expense

* 51500_SC8125 Depreciation SG&A
Design Principles: + 61500_SC8125 Depreciation Other
= Modeled sheet using straight line method of depreciation
= Maintenance type is the default (Text Selector) 41540 SC4333 Depreciation Expense UOP
= Add field for Code to drive which GL account is used (ADD, RPL, CMR, DEV, INT,
LBO, CLA)
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Additional Scope Items

Allocations Eliminations
41300 Central Facilities 42210 Elimination Suspense account - I/S
41200 Divisional administration 42200 Management Services
41100 Beltline Costs 51600 SG&A pushdown - affiliate - SG&A
41000 Loadcount Costs 61600 SG&A pushdown - affiliate — Other
40900 Preparation Costs Affiliate Royalties
Depreciation Accounts 41530, 41500, Marketing Service Fees

41520, 41510
41560 Depletion





Additional Scope Items

Balance Sheet Planning Cash Flow Planning
Standard sheet to input amounts Cash flow plan is driven by balance sheet
that will feed to balance sheet account data

Simple formula driven calculations
(% based)

5 debt tranche schedules of similar
logic across each





User Experience

Versions, Workflow, Reporting & Dashboards
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Versions

Data Import
&
Overlay in Forecasts

Annual
Budget

Q2

Copy Fwd
Forecast

Forecast
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Actual

[ vs Plan

Plan vs
— Plan

Version Management

Version
— VS
Version

Administrators will have ability to
create/delete/lock versions for purposes
of budgeting, forecasting or what-if
analysis.

Time settings allow for actuals to be
overlaid into Version

In reporting, versions can be compared to
perform variance analysis
(Plan vs. Plan, Plan vs. Actuals, etc.)

Versioning Process

Budget Versions will start as copy of prior
version

Forecast starts as a copy of prior version.
Versions will be locked, with notes only for
all users

User Groups can be used to limit access to
versions as needed





Reports

Reporting Category Example Reports
Data Quality (matrix/model) .
Financial Reporting .
Operational Reporting .

OfficeConnect *  Financial Reporting Package
WD to review list of reports Rhonda sent to be built in
Adaptive

*Reports included in scope: Up to 10 HTML/Office Connect Reports
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Dashboards

Reporting Category Example Reports
Active Dashboards - TBD

|
Reporting Dashboards « TBD
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End Users’ Process

Workflow Process Tracker

»  Submit & Approve by Level Owner for * Update Drivers
final

e Final Plan Version Locked after
Approval
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Knowledge Transfer

Knowledge Base Working Sessions

Training Center (general configuration) * |terative Workshops

Knowledge Base/Community * Regular Showcases
—  New Features & functionality

Hands-on Model & Validate Process
- Roadmap

Admin Training End User Training

*  Full Instance Walk Through

User Guide to be developed by Arch Team

Excel “Book” Admin Documentation covering

Training to be delivered by Arch Team

Arch specific process & maintenance

Arch specific model configuration
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Security

Access & Roles
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Security

» Can be used to grant/restrict

I

I

| » Sheets assigned directly to
| access to a version, report,

I

I

I

I

I

I » Defines if user/group can
I individual users

I

I

I

I
1
1
| access specific dimension or
I
1
1

dashboard or slice of data dimensions combination

» Overrides level access (if level

» Also used for e-mailing reports is included and user has * Is inherited down the

to groups of users access to the sheet) dimensional hierarchy

« Defines if user/group can
access level

* Access to a level means

|
|
|
|
User Sheet Leve|/D|menS|0n : level-assigned sheets,
:
|
|
|
|

Security Groups

charts, reports, and APIs
Access Access

* Access to data can be write
or read (with or without
detail)

¢ |s inherited down the cost

Version

ACCESsS Sheet/Data Access

| Roles & Permissions

I < Which functions a user can
perform on the platform

* Menu options a user can

Roles & Permissions e

I * Assigned to users
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Permission Sets

Permission Set Purpose Design

Administrator *  Manages Versions
*  Manages Access
*  Manages Assumptions
*  Manages Sheets
* Manages Reports

Planner * Inputs into sheets
e Create ad hoc reports

Planning Analyst *  View only sheets
*  Reporting
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User Groups

Group Purpose Design
Administrator Group «  Facilitate budget process set-up
Planner Group -« TBD

Planning Analyst Group -« TBD
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Level/Dimension Associations

Association Code Level/Dim Based on Workday Role Design
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Access Rules

Access Account [Dimension 1] [Dimension 2] [Dimension 3]

(Persona)
Full View All Levels Mine Org
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Workday Users

Users Purpose Design

Adaptive_ISU e User ID to Authorize Connection from Al WD Delivered User (ISU) assigned to Adaptive
to WD ISSG

System Generated ISUs +  System-created to facilitate features *  Added to appropriate domain

for Platform Features
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Workday Security Groups

Security Group Purpose Design
ADIN - ISSG * Integration Connection * Unconstrained
*  Manages the API Authorization * Integration System Security Group
* Al RAAS Reports needed for Data * Assigned all Domains needed for structure and data
Management are Shared with reporting
Planning Administrator ¢ Ownership & Administration of *  Unconstrained
Integration & Drillback Reports + Assigned all Domains needed for structure and data
reporting

*  Manages Worklet
*  Manages ADIN SSO

Adaptive Planner *  Allows access to Adaptive through »  User Assigned Security Group
Worklet
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Platform Planning & Instance Management

Platform Features, Instance Usage
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P I ath 'm Power 011
Features

Current Phase

" Model/

In Place Initiate Validate Deploy Phase
Data Management ) ° °
Drillback ° °
Enable Platform Features (Associate Instance °
to Tenant — Prerequisite for the remaining)
User Sync* °
Notifications™ ®
Public API's (Required for Planning Data .
Source)**
Publish Headcount/Financial Plan (Not R
in Scope)
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Plan to Execute (NOT IN SCOPE)

Feature Source Version & Frequency Plan Type
Standard: GL

Financial Plan Accounts Financial
Standard: HC

Headcount Plan IAccount \Workforce
Model Sheet: New

Position/Job Requisition Plan Hires Hiring
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Workday Core to Planning Setup

Tenants are associated based on “intent”. Not implementation “phase”
Like Instances should be connected

workday.

. /\/n
&8 HCM/FINS @ Planning i,

|mp|ementation Purpose and Use
E « Initial Set-up :
! @ ( ) * Model & Validate !
! . . * Unit Testing !
! Implementation - archcoalt Implementation - ARCHRSC3 !
+ QATesting \:
Sandbox » Training & Change Management :
- l - ARCHRSC?2 .
Production _______________ .. e Sandbox - ARCHRSCZ /
f <= « Final Config |
! D@ <€ > « End to End Testing |
! + Sign-Off |
" Production - archcoal Production - ARCHRSC1 g )

__________________________________________________________________________________________________________________





Phase X “Planning Only” — Tenant/Instance Management

I8

Build Reports for
Data Management

Production

copy
Im

Migrate (OX)

e

WD Connector
--Configure/Test
Data Management

@)

Production

<>

\
% '
Impl

WD Connector
--User Sync /
Publish Plan Test

L) \

Production

WD Connector

9%

WD Connectox
Manual — --Configure Data Manual — --User Sync
co = reconfigure DM in Management co feqonflgure User
Py Al Production Py Sync’/ Publishing
Adaptive Non Prod/IMPL > Adaptive Bug Fixes ~~'»
-- Build Processes/Models/ Sandpox
Reporting/Integration -- Build
Platform
Features
Adaptive Production Adaptive Production
- Validate - Go-Live
\, J
( 3
— —
D- Manual Extract/upload D-
Manual
Non-WD Non-WD  Extract/uploa
Systems Systems
Production Production






Data Management

Inbound, Intra-Planning, Outbound
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Inbound Data Management

Source File or Report Loader Template mport into Sheet

PLNF Companies/Hierarchies, PLNF Company with

Cost Center WD Levels N/A

PLNF Ledger Account or Ledger Summaries, PLNF

Ledger Account and Category WD Accounts N/A

Planned Dimension/Hierarchies WD Dimensions N/A

PLNF Journal Lines Summary WD Actuals Data Loader Actuals Standard
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Inbound Security Feeds (Not in Scope)
Sowce | adaptivePlanningDataDesigner |

Source File or Report Source L oader Tempiate hssociation
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Planning Data Management

Export
Source Version & Frequency Type Destination

TBD
TBD
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Outbound Data Management (Not in Scope)

Source Version & Frequency  Export Type Destination
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Key Milestones & Dependencies
O Blueprint Sign-off

Model Builds O

(O  Reporting

End to End Testing C)

O UAT Sign-off
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Q&A
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Thank You
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Agenda

ARCH

01

02

03

04

05

Welcome & Introductions
Project Overview
Securing Your Data
Accomplishments to Date

Next Steps

Workday Implementat ion
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=%

& bienvenida

111 boas-vindas  Penvenuto
R 1 .
Udvozoljiik Welcome! accueil

karsilama y
powitanie

selamat datang welkom

i i Chao murng
A06po noxanosatb bun venit

ARCH wérkday Worday Implementatir

vitejte

&0





ARCH RESOURCES

Workday Implementation
Project Overview

Workday Implementation






Project Overview

0 0O

Why are we What are we When are we How are we
doing this? going to do? are we? doing this? going to do this?

ARCH wérkday Worlday Implemenation





ARCH

What was your
business case for
this transformation?

The “Why”
Project Goals

What are the
expectations from
the stakeholders on
the impact
of this project?

Workday Implementation

Why are we
doing this?





Business Case — for Phase | and I

Why are we
doing this?

Arch Resources, Inc. is currently executing its core Finance and Accounting business
processes (General Ledger, Budgeting, Planning, Forecasting, Reporting) on legacy,
unsupported software platforms. This introduces significant risk to Arch for many
reasons, including:

¢ Increased risk of software/hardware failure that cannot be recovered from due to age and
support status

¢ Vulnerable software/hardware that is end of life given the manufacturers are no longer
releasing patches

e Cybersecurity Insurance providers will not entertain doing business with Arch due to outdated
and vulnerable software

AR:H Wo@oyﬁ Workday Implementation 7





Why are we
doing this?

e Replace the core functionality of the existing Budgeting and Forecasting platform (OFA Financials)
with Workday Adaptive Planning

e Leverage native Adaptive Planning/Workday/Prism reporting solutions, minimizing or eliminating
the need for external reporting solutions for Accounting, Budgeting and Forecast data

e Transfer institutional knowledge maintained by key personnel into a standard application
environment

e Decommission OFA, eliminating an unsupported and vulnerable on-premise application as aligned
with Arch’s IT Strategy

AREH Wo@oyﬁ Workday Implementation 8





Meet the Workday Team

Carolyn Bandle Kelly Malachowski Ethan Dilley
Engagement Manager Planning Architect Planning Lead

AREH Wo@oy’ Workday Implementation





ARCH

workday.

Planning Scope

Budgeting & Forecasting

Import Revenue data
Operating Expense

Capital

Extended Outlook
Planning

Strategic Planning
Long-term planning

Trend & growth analysis

Workday Implementation

What are we
going to do?

Scenario Analysis

What-if analysis

Profitability analysis

Reporting & Analysis

Financial statement reporting
Financial and operational KPIs

Board and management reporting
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High Level Process Flow

1 2 ﬂ% 4 \ S

Create -
Load Create & Prepare Reporting & Lock Down
: YE Forecast / .
Actuals Version Analysis Forecast/Budget
Budget
- Via Automated Integration, . Create a new Plan Version - Based on level access, submit - HTML/Web Reports: - Lockdown Version
Import Actuals from Workday - Adjust Start/End of Plan through the following sheets: - Upto 10 (TBD)
into General Ledger Accounts - Reset Workflow - Mapping Tables
- Via Automated Integration, - Validate / Update - Drivers - When ready, submit for
Import Statistics Actuals into Assumptions in following - Statistic accounts approval
Sheet sheets:
- TBD - When finished with
N - TBD forecast/budget entry, check
- off Task to mark as Complete
) - . .
c - Administrative Planning
= Sheets:
- Existing Capital

®
c Automation / Administrators Users Users Administrators
C% Administrators \ J






Workday Methodology - Your Way Approach

Plan gj Model & Validate gj Deploy

Project Startup - Blueprint Review & Sign - End User Training
Customer Training - Build Model & Validate Support
Initiate Project Planning . Customer Confirmation . Production Environments
Architect Workshops Sessions - Go Live & Sign-Off
Instance Setup - Test Preparation - Production Support

Test Support: E2E & - Project Close

UAT

End User Training

¢ ¢

PROJECT MANAGEMENT

How are we
going to do this?

ARCH

KNOWLEDGE TRANSFER

workday. Workday Implementation

. Stage Sign-Off





Aligned Project Timeline

When are we
doing this?

Plan Model/Validate Deploy Post-Prod

Estimated Duration 4 weeks 15 weeks 5 weeks 2 weeks
Start Date 2/6/2023 3/6/2023 6/19/2023 7/17/2023
Completion Date 3/5/2023 6/18/2023 7/16/2023 7/30/2023

ARCH

Workday Implementation
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Timeline (visual)

February March April June July

| Introduction Call |

Onboarding Activities

Customer Training

Requirements Workshop |
Instance Set-up Blue Print Review
| Blue Print Sign-Off

End User Training

Model Model Model Model |Model
(A) Build |(B) Build |{C) Build |{D) Build |(E) Build
Model Model Model Model |Model
() (B) (c) (D) (E)
Validate |Validate |Validate |Validate |Validate

E2E Testing f UAT
Testing

Model Model Model Model |Model
(A) Build ({B) Build ((C) Build |(D) Build |(E) Build

Model Model Model Maodel Model

(A) (B) (c) (D) (E)
Validate |Validate |Validate |Validate |Validate

Report Build & Unit Test

UAT Prep
End User Training Prep
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Transition Management (TM)

-

What are we
going to do?

TM program partners with functional SMEs to address the

people side of change

e The project utilizes a proven e Assess readiness e Customized for Arch’s culture
methodology to develop a & end-users

Transition Management e |dentify impacts

strategy

e Develop plans and tools for

communications & training
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Knowledge Transfer

Knowledge Base Working Sessions
Training Center (general configuration) - Iterative Workshops
Knowledge Base/Community - Regular Showcases
New Features & functionality - Hands-on Model & Validate Process
Roadmap
Admin Training End User Training
Full Instance Walk Through - User Guide to be developed by Arch Team
Excel “Book” Admin Documentation covering - Training to be delivered by Arch Team

Arch specific process & maintenance

Arch specific model configuration

Workday Confidential





Workday Program Organization Structure

Who
are we?

Steering Committee
E ive S Proi M Customer Success
xecutive onsors + Project Management
Workday Account P ) g
Management Teresa Edgar, Carolyn Bandle Jane Shasserre

Steering Committee

Workday Account JZ, MG + GS, RG, MZ
Executive I

Arch

Transition Management pieicelhl g Sichit

Carolyn Bandle

Workday

Operating Committee

Testing Management

Operations Team
Arch

Planning
David Dean - Leer
Rhonda Goede Sandy Haddix — Leer South
Kelly Malachowski Larry Hughes — backup
Rhonda Goede & Ethan Dilly Lori Adkins — Beckley
Greg Szczepan Bernie Mabe - MTNL

Steve Howard lleen Lowder — West Elk Jennifer
Tina Bianconi Lipp — TBCC

Workday

Tom Simpson Mike Grabosky — idle locations

Legend

Workday Confidential 17
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Roles & Responsibilities

Who
are we?

Workday Arch

Manages the Project & Plan

Provides Project Management Support
Provides Executive Sponsorship

Delivers Deployment Methodology
Provides Functional Experts

Project Team Training
Provides Technical Resources for Integrations — if necessary

AP Model Builds

Testing Resources — execution of E2E and UAT
Develops contracted reports

Transitional Management - End User Training &

Supports testing cycles .
PP 8¢y Documentation

Environment refreshes — if necessary

AREH Workdoy* Workday Implementation 18





ARCH

There are Many Hats to Wear on a Workday Project

Customer Roles

Business
Analysts/Subject
Matter Experts

Business Process
Administrator

Workday Security Business

Internal Auditor Administrators Administrator Stakeholders

Transition Managers Test Leads

Workdoy* Workday Implementation

Who
are we?

19





There are Many Hats to Wear on a Workday Project e

Who

Workday ROIGS are we?

Engagement Functional Customer Success

Manager Consultants Group

AREH WO@OV Workday Implementation 20





Securing Your Data is our #1 Priority!

e Securing is everyone's responsibility
* Do not send emails with sensitive information or attach in SmartSheets
e Use the Workday implementation sFTP for exchanging data
* Do not use proxy functionality in Workday tenants without approval

e Passwords
 Should not be shared
* Should comply with IT standards

ARCH wérkday Worlday Implemenation
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Accomplishments to Date

* Project Plan — first draft complete

e Staffing — complete

* Training — Foundational training complete
* Instance Setup — Complete

* Requirements Sessions — Complete

e Blue Print —in progress

ARCH wérkday Worlday Implemenation

22





Activity & Dates

Next Steps

Blue Print Sign-Off By 3/28

|Prod-to-Prod Connection By 3/24

|Begin Model Build After blue print sign-off
|User Acceptance Testing Prep Start in April

End User Training Prep Start in April

ARCH workday.

Workday Implementation
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Q&A

Workday Implementation






Thank You






Appendix






Executive Sponsors

John Ziegler Sr VP & CAO JZiegler@archrsc.com
Matt Giljum Sr VP & CFO mgiljum@archrsc.com
Steering Committee

John Ziegler Sr VP & CAO JZiegler@archrsc.com
Matt Giljum Sr VP & CFO mgiljum@archrsc.com
Greg Szczepan VP Finance gszczepan@archrsc.com
Robert Zambo VP IT & CIO rzambo@archrsc.com
Rhonda Goede Dr FP&A RGoede@archrsc.com
Bret Blackford Dr IT, PMO mBlackford@ArchRsc.com
Paul Kappel Dr App Svcs pkappel@archrsc.com

ARCH workday.

Workday Implementation
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ARCH

RESOURCES

Asset Impairment / Budget & Forecast Process

VP Owners: Greg Szczepan (VP of Finance), and John Lorson (Vice President & Chief
Accounting Officer)

Process Owner: Greg Szczepan (VP Finance), Steve Howard (Director Financial Analysis &
Support), and Rhonda Goede (Director Planning & Forecasting, Internal Reporting, and Decision
Support)

Overview of Process:

The budget and forecasting process at Arch Resources, Inc (Arch) provides management a tool
to assist with the evaluation of asset impairment. The budget/forecast process is an extensive
and comprehensive process that utilizes a variety of inputs to create a bottom up and top down
budget. The preliminary budget timeline is determined by the Director of Planning &
Forecasting, Internal Reporting and Decision Support. The process is started with a strategy
meeting attended by Senior Officers and various department heads.

Potential indicators for impairment are reviewed as part of the quarterly 'Going Concern'
process. The process to identify the indicators mirrors the going concern three step process. In
the current environment no indicators have been identified; however, should an indicator be
noted Finance and Accounting management will continue the impairment model analysis.

Budgeting/Forecast Process

Corporate:
(Process noted below occurs prior to the mine complexes completing their portion.)

Prior to the start of budget/forecasting process there are various measures/inputs updated and
reviewed in RMS, CT, and OFA. The primary inputs for Budget/Forecasting are pricing, quality,
volume and transportation. Each of the primary measures (price, quality, volume and
transportation) are reviewed by the Sales & Marketing group, Director of Business
Management and Process Improvement and various individuals in Sales & Marketing
management depending on the measure, prior to and after they are loaded into OFA. If
the measure requires change, it is reviewed by the Director of Business Management and
Process Improvement and various individuals in management. (Al 1 [Non-Key]).

The preliminary budget/forecast timeline is set by the Director of Planning & Forecasting,
Internal Reporting and Decision Support. The timeline is distributed to all personnel responsible
for budget completion. The process starts with a strategy meeting attended by Senior
Management and various department heads. As the process continues management continues
to review, understand the inputs used to determine the budgets and discuss changes to the
inputs as needed.

Asset Impairment Process Narrative 1
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Pricing:

Pricing and Open Market Pricing are determined by the Sales & Marketing group. Pricing is
developed by the Sales & Marketing team and facilitated by the Director of Business
Management and Process Improvement. Various pricing points are received from multiple
sources to establish/confirm baseline. These sources include SNL, Platts, Argus, The Steel
Index, the Quarterly Benchmark, recent sales (committed tonnage), market analysis, and RMS
(fixed & index deals).

Open Market pricing is determined by the Senior Vice President of Marketing Administration with
the input from the Senior Vice President of Metallurgical and Thermal Coal. After discussions
with their respective staffs the baseline is provided to the CCO, COO and CEO for their review
and final inputs. Finalized open market pricing is loaded into CT (software used to track logistic
contracts) by the Director of Business Management and Process Improvement. The information
is loaded into OFA directly from CT.

The Contract Administration Group maintains and updates the RMS pricing section for fixed
price deals and the indexed deals when prices are known. These are fed directly into OFA.
Pricing information received from Contract Administration is reviewed by the Senior Vice
President of Marketing, Director of Commercial Operations, Director of Business Management
and Process Improvement and Contract Administration Manager. Pricing is consistently
reviewed by the Director of Business Management and Process Improvement and Senior
Officers during the budget process.

Pricing for off market index deals or deals subject to renegotiation are loaded into CT and then
loaded into OFA.

When all pricing has been loaded and consolidated in OFA a notification is received by the
Planning & Forecast (P&F) group. In turn, they will notify CCO, Senior Vice President of
Marketing Administration and Director of Business Management and Process Improvement the
OFA pricing is updated and ready for review.

Quality:

Mine location Business Managers provide expected coal quality for mine level production plans.
The P&F group will receive a notification when the update has been completed. The Director of
Business Management and Process Improvement will review the quality changes and discuss
any issues with the mine location Business Managers.

After the pricing and quality inputs have been loaded into OFA, the P&F group will run a validity
check to ensure the upload was successful.

Volume:

Contract Administration updates confirmed tonnage in RMS. This includes supplemental tons,
carryovers and pre-shipments (for year-end), exercised option tons, adjustment on requirement
tons and other tonnage variations. The updated RMS tonnage data is used to guide the Sales,
Transportation & Production (STP) forecast. The STP forecast is loaded into OFA.

Once pricing and volume (tonnage) measures are in OFA the P&F group consolidates revenue.
This action results in the “Sore Thumb” (pricing) exception report and the Contract Fulfillment
(tonnage) report. Both reports are reviewed by Contract Administration. If any changes are
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identified the Director of Business Management and Process Improvement and P&F group are
notified.

Transportation:

Deals that have transportation components are priced in CT. The freight rates and pricing
assignments are managed by the VP Logistics and Market Optimization and Director
Commercial Operations.

To ensure all required inputs are completed and submitted in a timely manner, the
Director of Business Management and Process Improvement completes a check list
verifying submission of all required items. (Al 2 [Non-Key]).

At the beginning of each forecast period, typically the 2" month of the quarter, Senior
Management meets to discuss high level topics for the forecast. The topics include, but are not
limited to, sales volumes, pricing and production planning. After the meeting the Senior Vice
President of Operations relays the information to the various General Managers. The General
Managers then provide to their staff as necessary. This information is used by the mines as part
of their individual forecasts.

At the beginning of the 3™ month of the quarter the Director of Operations Services provides the
mines with pricing and inflation rates for high dollar items including diesel, explosives, tires, bolts
and plates. The pricing and inflation rates are used later in the forecasting process. See Mine
Location section below.

After the data has been reviewed it is forwarded to the Forecast and Planning group who upload
the file into OFA S&M. The Sales, Transportation and Planning groups review the uploaded file
for accuracy and completeness. When the file has been confirmed the mine locations are told to
begin their forecast and planning process. See Mine Location section below. The STP file
provides the sales volumes (tons only) used for the forecast. Coal pricing is pulled from RMS or
CT, depending on the type of contract.

The global assumptions are reviewed and determined. These global assumptions include (but
are not limited to):

* Insurance rates

* Actuarial estimates

* Bonus estimates

* Property tax rates

* Interest Rates

For proper timeline, at this point the individual mine complexes will complete their forecasts and
provide completed information to the Forecast & Planning department. The Mine Complex
process is noted below in the Mine Location section.

The remainder of this section includes activity that occurs after the mine has completed their
portion and submitted their preliminary forecast.

Once the mine complexes have completed their individual preliminary forecasts, the forecasts
are uploaded into OFA. The mine complexes complete their forecasts and ensure it is properly
loaded into OFA; however, it is a budget workstation which is separate from the Corporate OFA
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environment where mine and consolidated information is stored. When the forecasts are
available in the Corporate “Ops” OFA universe the Director Planning & Forecasting, Internal
Reporting, and Decision will consolidate all the files and complete any elimination entries.

Management (both the Planning & Forecast Department and Senior Officer) reviews the forecast
and if changes are necessary the individual mines are informed and adjustments are made.
Senior Officers review the budget and forecast for accuracy and reasonableness. Any
adjustments to be made are communicated to the applicable mine or department for
completion. (Al 3 [Non-Key]). The review completed by the Planning & Forecast department
includes various reasonableness checks. These include, but are not limited to:
» Review of budget workstation and compare to submission.
* CAPEX detail does not match allocation
» Verify actuarial estimates and bonus estimates are entered according to the file received
from the CAO
» During Budget cycle, after new periods are added, the Forecast & Planning group reviews
that data has been entered into all new periods where appropriate and not inadvertently
missed.

At either review point (Planning & Forecast and/or Senior Management) the proposed forecast
from the mine is compared to prior forecasts. If the change is not understood the mine will
provide detail to explain the deviation or change. After the review is complete the mine may be
requested to make adjustments. If requested the process starts over and the review and
approval occur again. Once the mines receive the final sign off from the Senior Officers the
forecasts are loaded into OFA as the final forecast. The finalized files are handled in the same
manner as the preliminary with the exception that if, during management’s review, any
adjustment is needed a “top side” entry will be done.

On a quarterly basis, the Board of Directors reviews the most recent quarterly results and an
updated forecast at minimum, the remainder of the year and at certain times longer. The Board
is actively involved and knowledgeable of the Company’s results but also trends, uncertainties,
challenges, opportunities, etc.

At the December meeting, the majority of the meeting is to formally present the Budget. The
Board is presented with a Budget Book one week in advance of the meeting. The Budget Book
is a thorough write-up that has been prepared and reviewed by the senior management team.
The book provides an overview of major assumptions utilized in the budget, the market
environment and the results of the budget. The budget book includes multiple schedules
showing the results of the budget.

In advance of the December meeting, the Board is provided with presentations to review. The
presentations include:

* Market Analysis discussing supply demand dynamics in the industry,

* Marketing,

* Operations, &

+ SG&A and the Company consolidation.

During the review, the budget is challenged and discussed in great detail over the course of the
meeting. Once the budget review is complete, it is either approved or approval is delayed until
the February meeting.
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The Board reviews and approves the budget and it is documented in the Board meeting
minutes. (Al 4 [Non-Key]). Once the final budget has been approved, the P&F group is notified
verbally or electronically and the new budget is loaded into OFA as the “Current Budget”
scenario. The ability to load budget information is restricted to the P&F team. After the budget
has been loaded into OFA, the P&F team will send an email with instructions to personnel with
budget responsibilities indicating the new budget has been added to OFA.

Mine Location:

As noted above, Operations Services provides the mine locations with cost and input guidance
for various commodities. These commodities include diesel, tires, explosives, etc. These inputs
are used by the Business Managers to assist determining their costs based on production mine
plans. The mine plans are based on estimated sales (volume inputs from above) and determine
production for the budget or forecast time frame.

After P&F have provided the operations with their revenue and the global assumptions (as listed
above) have been updated, the individual mine locations can begin their forecast process. After
the budget station refresh the following are reviewed and related totals are provided by complex.
Totals are not broken out by customer.

+ Base Price

« BTU
« SO2
+ Sold Tons

* Other Quality

For complexes with multiple mines, sales volumes and realization are allocated to the respective
mines based on coal quality, production levels and any other relevant factors. The total revenue
provided to the operations cannot be modified by the mine location.

Many individuals are part of the forecasting process at the mines. In addition to the General
Manager and Business Manager, the Mine Engineer and Mine Manager play a role with regard
to production planning.

The individual mine locations make the decisions on production planning and the mine engineer
is very integral to that process. The mine locations obtain information from corporate groups
regarding geology, and royalties however the final decision is left with the mines. The mine
engineer assists the forecast process with regard to costs associated with the human and
mechanical aspects for the remainder of the year. With the knowledge of what direction the
mine will head and the production plans (provided by Senior Management) the mine engineer is
able to make estimates with regard to scheduling needs.

With regard to the global assumptions, the mine complexes have the ability to use those
assumptions; however, if needed some factors regarding the assumptions can be changed. For
example, if a mine complex has been given an insurance cost of $20/light vehicle and the
system says there are 20 light vehicles the cost should be $400 however the location knows that
there are actually 22 light vehicles. The ability to make these adjustments based on expertise is
available to the mine complex.

Refer to tax process for further discussion.
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Impairment Review

On a quarterly basis, Accounting and Finance management document the identification of any
impairment indicators in the 'Going Concern' memo. The process used by Finance and
Accounting to determine if impairment indicators are present for the memo involve the same
three step process used to create the memo. Accounting and Finance review the financial
results for impairment indicators and conclude on the results. Should an impairment indicator be
identified, the process noted in the Impairment Model (noted below) will be initiated.

There are three main indicators of impairment that relate to the operations and assets of Arch.
These indicators are 1) sustained depression of coal prices, 2) permitting issues, and 3) mine
closure. Finance personnel are included on the weekly productions issues email. Management
documents impairment considerations around any specific geologic or less than temporary
production issues as well. While the presence of one of these items alone would not necessarily
be an impairment indicator, a combination of the above items would warrant further review by
the Company.

Senior management is aware of these indicators and continuously monitors the status of these
items on an informal basis. There are periodic meetings attended by the Senior Vice President &
Chief Financial Officer and the Vice President & Treasurer where current events, are discussed.
Any pertinent information is provided to the Finance Department as needed. These discussions
should identify significant financial statement impacting events. See FSCP 3 & 4 for further
discussion.

Budgets are used by management as a tool in key analyses, including the evaluation of asset
impairment and also in mine planning. A budget is prepared on an annual basis and reviewed
by senior management and the Board of Directors. See Budgeting/Forecasting Process section
above for discussion of creation, review and approval of the annual budget for corporate and
ongoing entities.

Impairment Model

To review ongoing operations, an impairment model is utilized by Accounting and Finance
management. The impairment model is a QDR excel file. The QDR tool is an add-on to excel
and is used to extract financial data from OFA that is to be used for internal and external
reporting purposes. The impairment model begins with the current budget/forecast; the primary
drivers used are price, volume, cost and CAPEX. The drivers used for the impairment model are
pulled from OFA and may be adjusted if deemed necessary by agreement of the positions listed.
During the review of the impairment model, Vice President & Chief Accounting Officer,
Vice President Finance & Treasurer, Director of Finance, and/or Director Financial
Analysis & Support reviews the impairment assumptions utilized, which may include
future cash flows and applicable assumptions, net back calculation, and carrying value.
Based on the review management may adjust the assumptions based on the current and
perceived future market conditions. Any adjustments made to the impairment
assumptions are supported with documentation maintained by the Vice President & Chief
Accounting Officer, Vice President Finance & Treasurer, Director of Finance and Director
of Finance. (Al 5).

The impairment model calculates future cash flow, net back and carrying value for the operation.
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» Future cash flow: While the model starts with current budget/forecast, the primary drivers
of the model are price, volume, cost and CAPEX are pulled directly from OFA (details on
price and volume inputs are indicated above in the Budget/Forecast Process section).
These driver totals are not adjusted unless there is a belief the resulting forecast is
unreasonable or unlikely. All adjustments are discussed and agreed on the Vice
President & Chief Accounting Officer, Director of Finance, and Director Financial Analysis
& Support. There are also a number of assumptions and parameters used in the model
and have been in place for several years based on past practice, experience with third
party specialist valuation models, and ongoing feedback from external auditors. The
assumptions were reviewed and agreed upon by the Vice President & Chief Accounting
Officer, Director of Finance, and Director Financial Analysis & Support. The agreement
on the assumptions is documented in the minutes from each meeting.

Assumptions include:

o Inflation of Direct Cash Costs* of 2% or appropriate percentage for that point in
time annually after the forecasted period;

o Realization per Ton* of 2% annually or appropriate percentage for that point in time
annually after the forecasted period;

o Balancing of PPE and CAPEX totals with DDA over the life of the operation
(commonly accepted valuation model concept);

o Balancing of reclamation liability and accruals with a cash outflow in the year after
production ends (commonly accepted valuation model concept);

o Unique or “one-off’ assumptions are based on knowledge of location’s customers,
sales, costs, etc.;

o Life of mine reserve tonnage is based on the Weir report (See PPE 13[non-key]);
and

o All reserves/resources may not be utilized in the analysis if uneconomic or if
removed from the latest operation plan.

* The 2% inflation of direct cash costs and realization per ton is monitored annually and is
the standard historical number utilized. The impairment team will evaluate the marketing
team’s view of the forward market and determine proper treatment.

The first four assumptions (inflation of direct cast costs, realization per ton, balancing of
PPE & CAPEX with DDA, and balancing of reclamation liability) are standard and have
been consistently utilized as the baseline. The unique or “one-off’ assumptions are driven
by drivers unique to locations. These can be driven by the location’s customers, sales,
costs, etc. The next to last assumption is based on the Weir report. The Weir Reserve
Report is used to set the reserve base each year for the mining complexes. The report is
generated approximately the end of first quarter in any given year. The Director Financial
Analysis & Support uses the report from the prior year and adjusts the reserve for sales
that occurred. Weir International is a globally recognized mining and geology consulting
firm servicing the mining industry for over 80 years. They are seen as “experts” in this
field and have a large span of clients who utilize their data from accounting firms, federal
government, financial institutions, insurance companies, utilities, etc. The Vice President
of Geology and Exploration will utilize the content in report for areas of relevance, but
does not review the report for accuracy due to the expertise of Weir (See PPE 13).

» Net-back Calculation: Forecasts used for the model are on a net-back basis. They are
calculated by the marketing group as part of their forecasting process. The net-back
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calculation is provided by the Sales and Marketing team as they are determining pricing
and sales for the budget and forecast.

» Carrying Value: Asset groups are established and periodically reconsidered. The current
period evaluation of asset grouping was analyzed in conjunction with the Company’s
impairment analysis memo.

Included in a location’s carrying value is if there are reserve values or prepaid royalties.
These are either tracked by ArkLand or Coalquest. The determination of who tracks is
based who owns the mineral rights. ArkLand balances for reserves and prepaid royalties
are provided to Director Financial Analysis & Support monthly by Corporate Accounting.
The reserve held by Coalquest relates to the Tygart properties’ reserve values and a
prorated portion (net of depletion) was applied to the Leer balance.

Deferred taxes are not allocated to operations and liabilities are not included in the
calculations.

Impairment may be detected by many potential indicators, however, the primary indicator used
by Arch for ongoing operations is current and persistent forecasted negative cash margins. Step
one of impairment testing compares undiscounted future cash flows to asset carrying value.
Operations projecting positive cash margins are unlikely to be impaired while the converse is
also true; operations projecting non-temporary negative cash margins are at risk for impairment.

In addition, to the financial assumptions a review of non-financial, external or uncontrollable
factors are reviewed. These are primarily provided by the Analysis & Strategy group, however,
legislative issues are provided by the Strategy & Public Policy group. On an annual basis as
part of the annual budget review, the Vice President Analysis & Strategy presents the
expectations for demand and pricing. The Vice President Strategy & Public Policy provides
guidance on potential legislation that has the potential to impact sales or production.

If there are any indicators of impairment, the Director Financial Analysis & Support will update
the impairment model for the specific location(s) to determine if the model shows a failure in step
one (comparison of undiscounted cash flows to carrying value) and if impairment of the asset is
warranted. After the impairment models have been completed and reviewed by the Vice
President & Chief Accounting Officer, Vice President Finance, Director of Finance and/or
Director Financial Analysis & Support, the determination as to whether an impairment
exists is made. If impairment is deemed to exist, then a discounted cashflow analysis is
completed and reviewed by the same individuals. This process is supported by various
analyses and emails. (Al 6).

During the review of the impairment model, any non-financial factors affecting the location are
also discussed. The impairment meetings are held multiple times per year. During the meetings
not only will the model results be reviewed but also any assumptions made that impact the final
result. If, as a result of the review, an impairment is warranted the Vice President & Chief
Accounting Officer,document the impairment charge calculation and distributes it to members of
senior and regional management for review. The review is through discussion or emails. The
purpose of this review is to identify additional assets that may need to be impaired or assets that
should not be included in the impairment charge. This review is also to identify any other
liabilities or charges to be recorded in connection with the mine closures.
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Based on the results of the impairment meetings, Accounting is provided the impairment model
for those assets that need to be impaired. The Assistant Controller obtains the trial balance for
each location affected by the impairment from Oracle. The Assistant Controller tracks
impairments in an excel spreadsheet (noted as the impairment tracking spreadsheet). This
spreadsheet tracks asset value by location, general ledger account and quarter. The
spreadsheet provides support for the subsequent journal entry to detail the general ledger
accounts impacted by the impairment entry. The Oracle trial balance is compared to the
impairment tracking spreadsheet. The comparison of the impairment tracking spreadsheet to
the Oracle trial balance is done to ensure all assets have been properly identified for impairment.
If an asset has not been identified to be impaired, it is discussed with the Vice President & Chief
Accounting Officer, Vice President, Director of Financial Analysis & Support, Assistant Controller
and any other individuals to determine why the asset(s) have been excluded or if in fact it needs
to be included in the impairment journal entry. After the journal entry has been determined, the
Assistant Controller books the entry into Oracle and it is reviewed by the Vice President & Chief
Accounting Officer .

If there is an indication of impairment; the Assistant Controller reviews the Oracle Trial
Balance, impairment tracking spreadsheet and the impairment model to determine the
accounts and amounts for the impairment journal entry. The journal entry is then
reviewed and approved by the Vice President & Chief Accounting Officer. (Al 7).

Sales Contracts/Coal Supply Agreements - There has not been any coal supply
agreements since December 2019

On a quarterly basis, Director Planning & Forecasting, Internal Reporting, and Decision Support
provides the quarterly forecast for sales tonnage to the Division Accountant or the future sales
are pulled out of the reporting system. The report includes the forecast of tons sold for each
customer’s contract. The Division Accountant prepares the monthly amortization schedule. The
Division Accountant reviews all coal supply agreements to determine if they have value. If the
agreement has value and there are tons sold in the forecast, the amortization of the agreement
is calculated based on the forecasted tons sold during the month multiplied by the Amortization
Rate. Quarterly, the Division Accountant reviews the coal supply agreement value in
Oracle to forecasted sales to determine if the agreement has been impaired. If the
impairment exists, the journal entry is made by the Division Accountant and reviewed by
the Assistant Controller. (Al 8 [Non-Key]).

Asset Impairment Process Narrative 9
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RAIDQ ID:040 OFA/Adaptive: ITGC Control Listing 

		From

		Blackford, Bret B.

		To

		Goede, Rhonda R.

		Cc

		Blackford, Bret B.

		Recipients

		RGoede@archrsc.com; mblackford@archrsc.com



Rhonda,



Prior to go-live we will need to look at any OFA/Adaptive processes that are critical to financial reporting and make sure adequate controls are established. Below are key OFA controls and we will need to identify similar in new Adaptive world.



   --- Bret 



 



From: LaBell, Derek A. <dlabell@archrsc.com> 
Sent: Monday, July 24, 2023 2:44 PM
To: Blackford, Bret B. <mblackford@archrsc.com>
Subject: RE: ITGC Control Listing 



 



Here are some of the financial controls that specifically mention OFA.  There are also multiple references to OFA in the SOX narratives that will have to be reviewed by Accounting/Finance when the switch happens.  



 



*	Asset Impaiment 1 (AI 1) - Each of the primary measures (price, quality, volume and transportation) are reviewed by the Sales & Marketing group, Director of Reporting, Financial Analysis and Process Enhancement and various individuals in Sales & Marketing management depending on the measure, prior to and after they are loaded into OFA.  If the measure requires change, it is reviewed by the Director of Reporting, Financial Analysis and Process Improvement and various individuals in management.



 



*	Contract to Cash (CTC 15) - When transferring data from RMS to OFA, automated data checks are performed to verify information is within defined parameters.  The data checked includes pricing, contract dates, facilities validity, product validity, and tonnage.



 



*	External Reporting (EXR 1) - The income statement and balance sheet worksheets are reconciled to standard OFA/Workday reports to make sure all accounts are included correctly.



 



*	Financial Statement Close (FSCP 8) - The Business Analyst - Application Administrator reconciles OFA to the G/L daily and retains a copy of the final reconciliation for the month. Any errors are investigated and communicated to Accounting for resolution.



 



*	FSCP 29 - On an annual basis, the Vice President & Chief Accounting Officer (or designee) will compare the current OFA programming logic for EBITDA and Profit/Loss from Operations calculated accounts to the prior year programming logic. Changes identified during the review will be investigated and resolved.



 



*	FSCP 30 - Changes to OFA calculated EBITDA and Profit/Loss from Operations accounts are reviewed and approved by someone independent of the individual making the change in OFA. The approval, along with documentation to support the change, should be retained.



 



*	Windows 1 - Only authorized IT personnel are classified as  global or local administrators on servers supporting the OFA, FAS, MARS, Allegro, and Business Objects applications and OFA and FAS databases.



 



 



From: Blackford, Bret B. <mblackford@archrsc.com> 
Sent: Monday, July 24, 2023 1:44 PM
To: LaBell, Derek A. <dlabell@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>
Subject: OFA: ITGC Control Listing 



 



Derek,



Are there any other OFA specific controls that we should consider with the OFA à Adaptive migration ?



 



Process Name



Process Acronym



Control Number



Key/Non-Key



Control Description



Frequency



Category



Risk



Prevent/ Detect



Control Type



IT - Managed Security (SCR)



SCR



Access Admin 1 - All Other Applications



Key



All requests for new/changed application or infrastructure access, submitted via a 'User Request' form on the IT  Service Portal, are either submitted by the user's supervisor or approved by the user's supervisor.



As Needed



IT



Unauthorized users could access critical computing systems and modify data.



Prevent



IT Dependent Manual



IT - Managed Security (SCR)



SCR



OFA 01



Key



Only OFA administrators  have access to add/change/delete user privileges.



As Needed



IT



Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges and set access levels.



Prevent



IT Dependent Manual



IT - Managed Security (SCR)



SCR



OFA 02



Key



A report of all employees with access to OFA is reviewed annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.



Annually



IT



Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.



Detect



IT Dependent Manual



IT - SDLC & Change Mgmt. (CHG)



CHG



CHG 01-OFA



Key



All application changes are tested and approved by the change requestor before a change is made in the production environment. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment. An individual separate from the requestor must also approve the change before it is moved to production.



As Needed



IT



System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.



Prevent



IT Dependent Manual



 



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | Director PMO, Change Mgt & Compliance



Time Zone: Central



 



 



 



From: LaBell, Derek A. <dlabell@archrsc.com> 
Sent: Friday, July 21, 2023 11:32 AM
To: Blackford, Bret B. <mblackford@archrsc.com>
Cc: Peter Mahoney (US) <peter.r.mahoney@pwc.com>; Megan Nerad (US) <megan.r.nerad@pwc.com>
Subject: ITGC Control Listing 



 



Here is the listing that I pulled out of Workiva.  Pete can you give this a glance to see if there are any glaring omissions.  There are 3 Data Fix controls at the bottom of this list that I highlighted yellow but couldn’t cross reference to the narratives, so Pete can tell us if these are current controls or need to be removed from the database.  Oracle GL will be removed next year.



 



Derek LaBell



Director of Internal Audit | Arch Resources, Inc.



One CityPlace Drive



Suite 300 St. Louis, MO 63141



o: 314-994-2736 | m: 314-401-0465



dlabell@archrsc.com | www.archrsc.com
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			Process Name			Process Acronym			Control Number			Key/Non-Key			Control Description			Frequency			Category			Risk			Prevent/Detect			Control Type


			Entity Level Control			ELC			ITEN 1			Key			IT Senior management meets periodically with business unit and corporate senior management to  discuss corporate strategy and direction of IT.			As Needed			Entity			IT strategy is aligned with the overall business objectives.			Prevent			Manual


			Entity Level Control			ELC			ITEN 2			Key			The IT organization periodically monitors its progress against the IT plan and adjust accordingly.			As Needed			Entity			IT strategy is aligned with the overall business objectives.			Detect			Manual


			Entity Level Control			ELC			ITEN 3			Key			Documented corporate IT policies and procedures are in place and are communicated to the user population.			Annually			Entity			Formal policies and procedures around various IT processes are in place.			Prevent			Manual


			Entity Level Control			ELC			ITEN 4			Key			Roles and responsibilities are well defined and documented in the IT organizational chart. 			Annually			Entity			Roles and jobs are appropriately defined and communicated to users.			Prevent			Manual


			Entity Level Control			ELC			ITEN 5			Key			The IT Organization is aware of its responsibilities related to internal control.  Management is responsible for ensuring remediation has been performed.			Annually			Entity			The IT Organization is aware of its responsibilities related to internal controls			Detect			Manual


			IT - Managed Security (SCR)			SCR			Access Admin 1 - All Other Applications			Key			All requests for new/changed application or infrastructure access, submitted via a 'User Request' form on the IT  Service Portal, are either submitted by the user's supervisor or approved by the user's supervisor.			As Needed			IT			Unauthorized users could access critical computing systems and modify data.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Access Admin 1 - Ellipse			Key			All requests for new/changed application or infrastructure access, submitted via a 'User Request' form on the IT  Service Portal, are either submitted by the user's supervisor or approved by the user's supervisor.			As Needed			IT						Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Access Admin 2			Key			On a daily basis, application and infrastructure system administrators remove access for terminated users included on an 'Arch Termination Notification' report received electronically from HR.			Daily			IT			Terminated users retain access to applications, leading to the potential for unauthorized activity.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Active Directory 01			Key			Authentication to the Active Directory is subject to the key parameters noted in the published policy.			As Needed			IT			Access controls are absent or weak, resulting in unauthorized access to systems.			Prevent			IT Dependent System


			IT - Managed Security (SCR)			SCR			Active Directory 02			Key			Terminated employees are removed or de-activated from the active directory on a timely basis after HR sends notification of a termination.			As Needed			IT			Unauthorized users could access critical computing systems and modify data.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Allegro 01			Key			Application administrators have access to approve add/change/delete user privileges.  Only IT Compliance has access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Allegro 02			Key			A report of all employees with access to Allegro is reviewed annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner. 			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Allegro 03			Non-Key			A system generated email is sent to the Allegro Administrator and their backup when Allegro user accounts are created or modified.			As Needed			IT			Authorization to add/change/delete user privileges is granted to individuals without approval.			Detect			IT Dependent System


			IT - Managed Security (SCR)			SCR			Allegro 04						Only appropriate individuals have access to the Allegro application. Allegro password parameters are appropriate and sufficiently mitigate the risk of unauthorized users gaining access to Allegro.			As Needed			IT						Prevent			IT Dependent System


			IT - Managed Security (SCR)			SCR			Azure DB 02			Key			A report noting active Azure accounts (employees and contractors) is reviewed semi-annually by management who originally requested access to determine whether user access is appropriate.  Any discrepancies are investigated and resolved.			Semi-Annually									Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Ellipse 01			Key			Only application administrators have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Ellipse 02			Key			A report of all employees with access to Ellipse is reviewed semi-annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.			Semi-Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Ellipse 03			Key			On an annual basis, employee access levels in Ellipse are reviewed for appropriateness, including positions, profiles, and menus.			Annually			IT			Application access is not periodically reviewed, leading to inappropriate employee positions, profiles, and menues.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			FAS 01			Key			Only application administrators have access to add/change/delete user privileges. 			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			FAS 02			Key			A report of all employees with access to FAS is reviewed annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Job01-Interfaces			Key			An error alert message is generated when jobs related to interfaces between in-scope applications and the enterprise data warehouse fail.  Error alert messages are investigated and resolved.   			As Needed			IT			The reporting databases are not updated with real-time data, creating reports with outdated and inaccurate data.			Detect			IT Dependent System


			IT - Managed Security (SCR)			SCR			LMS 01			Key			Only application administrators have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			LMS 02			Key			A report of employees with access to LMS is reviewed semi-annually by management to verify appropriateness of user access.  			Semi-Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			LMS 03			Key			On an annual basis, employee roles mapped to table object privileges within the database supporting LMS are reviewed for appropriateness.			Annually			IT			Application access is not periodically reviewed, leading to inappropriate table object privileges mapped to roles within the application.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			MARS 01			Key			Only application administrators have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			MARS 02			Key			A report of employees with update level access to MARS is reviewed semi-annually by the MARS system administrators to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.			Semi-Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			OFA 01			Key			Only OFA administrators  have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges and set access levels.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			OFA 02			Key			A report of all employees with access to OFA is reviewed annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Oracle App 01			Key			Password parameter settings are maintained and governed by the published policy. 			As Needed			IT			Access controls are absent or weak, resulting in unauthorized access to systems.			Prevent			IT Dependent System


			IT - Managed Security (SCR)			SCR			Oracle DB 01			Non-Key			For application users with database accounts, database administrators receive an automated e-mail when the user's application account is disabled and remove their database account in a timely manner. For users with direct database access (mainly IT personnel), the database administrators are notified of the individual's absence by IT management and de-activate the user account on a timely basis. 			As Needed			IT			System users who have lost their authorization do not have system privileges promptly removed.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Oracle DB 02			Key			A report noting active Oracle accounts (employees and contractors) is reviewed semi-annually by management who originally requested access to determine whether user access is appropriate.  Any discrepancies are investigated and resolved.			Semi-Annually			IT			Database access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Oracle DB 03			Key			DB settings are appropriately configured to restrict unnecessary access and enforce security requirements. Passwords are used to prevent unauthorized access to Oracle resources.  The password controls are noted in the published policy.  This does not apply to some generic/system accounts where users are unable to make any changes. Database password settings apply to RMS and LMS application user authentication. 			As Needed			IT			Improperly established system settings resulting in security breaches and potential data loss or manipulation.			Prevent			IT Dependent System


			IT - Managed Security (SCR)			SCR			Oracle DB 04			Key			Only the Arch Change Manager and DBAs have access to make data changes via HP PPM. The ability to administer security to Oracle databases is restricted to authorized DBAs (except for third party managed services/systems). 			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Oracle GL 01			Key			Only application administrators and have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Oracle GL 02			Key			A report of employees with access to Oracle GL is reviewed semi-annually by accounting management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner. 			Semi-Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Physical 01			Key			Access to the Arch's Data Center is controlled by an electronic card access system. Access is limited to only those individuals with a specific need for physical access and is granted through completion of an access request form, authorized by the Vice President Information Technology and Chief Information Officer or Director of Infrastructure & Operations. These requests are processed through Arch Office Services and enabled by the property management group card access control system. Physical key access is restricted to authorized Arch and property management group employees.			As Needed			IT			Inappropriate changes are made to the hardware or network appliances, compromising service and security on the company network.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Physical 02			Key			A report illustrating all employees with access to the data center is provided by the property management group and reviewed monthly by IT management to determine on-going business need to access the data center.  Any discrepancies are investigated. 			Monthly			IT			Inappropriate changes are made to the hardware or network appliances, compromising service and security on the company network.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			RMS 01			Key			Only application administrators have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			RMS 02			Key			A report of employees with access to RMS is reviewed annually by all managers who have team members with RMS access to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner. 			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			RMS 03			Key			On an annual basis, employee access forms mapped to group IDs in RMS are reviewed for appropriateness.			Annually			IT			Application access is not periodically reviewed, leading to inappropriate forms mapped to group IDs within the application.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			RMS.02									Annually									Prevent			Manual


			IT - Managed Security (SCR)			SCR			UNIX 01			Key			The ability to perform user administration functions on Unix/LINUX systems is limited to Unix/LINUX system administrators. Access to the switch-user function (giving users the ability to assume privileges associated with the ROOT ID) is limited to appropriate personnel. 			Continuously			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			UNIX 02			Key			A report noting active UNIX/LINUX accounts (employees, contractors, and generic/system accounts) is reviewed quarterly by supervising management to determine whether user access is appropriate.  Any discrepancies are investigated and resolved.			Semi-Annually			IT			OS access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			UNIX 03			Key			Super user access is monitored via system log reports which show all logins at the root level.  The Director of Infrastructure & Operations, reviews and approves these reports monthly (note that the reports are now maintained on Arch@Work). All inappropriate uses of root are investigated.			Monthly			IT			Inappropriate use of super user privileges resulting in inappropriate modifications to systems or user privileges.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			UNIX 04			Key			OS settings are appropriately configured to restrict unnecessary access and enforce security requirements. Passwords are used to prevent unauthorized access to UNIX/LINUX resources and are maintained and governed by published policy.  			As Needed			IT			Improperly established system settings resulting in security breaches and potential data loss or manipulation.			Prevent			IT Dependent System


			IT - Managed Security (SCR)			SCR			Windows 1			Key			Only authorized IT personnel are classified as  global or local administrators on servers supporting the OFA, FAS, MARS, Allegro, and Business Objects applications and OFA and FAS databases.			As Needed			IT			Inappropriate and/or unauthorized individuals have privileged access to the server environment and can make unauthorized access to the application code and/or databases residing on the server.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Workday 1			Key			Only designated Workday application security administrators and their designated backups have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			Workday 2			Key			A report of employees with access to Workday is reviewed on at least an annual basis by the Senior HRIS Manager and the Vice President Human Resources to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner. 			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			WorkForce 01			Non-Key			Only application administrators have access to add/change/delete user privileges. 			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			WorkForce 02			Key			A report of employees with access to WorkForce is reviewed semi-annually by the Manager of Payroll to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.			Semi-Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - Managed Security (SCR)			SCR			WorkForce 03			Key			Workforce password relies on the Active Directory password for authentication to the WorkForce system.  The password is based  on the Standard password policy.  			As Needed			IT			Access controls are absent or weak, resulting in unauthorized access to systems.			Prevent			IT Dependent System


			IT - Managed Security (SCR)			SCR			WorkForce 04			Key			Super user access to user administration activity is monitored. 			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges.			Detect			IT Dependent Manual


			IT - Operations (OPS)			OPS			Backup 01			Key			Backups are written to appropriate media in compliance with the Company's backup Policies. 			Daily			IT			System problems cause data loss, leading to inaccurate financials.			Prevent			IT Dependent Manual


			IT - Operations (OPS)			OPS			Backup 02			Key			A limited number of IT employees have access to the backup media.  Only administrators have access to create, modify or delete backup jobs.			As Needed			IT			Backup data is inappropriately handled, resulting in data loss leading to inaccurate financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 01			Key			Production changes are initiated via valid requests that are documented in the Change Management system.			As Needed			IT			System changes are made without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 01			Key			Production changes are initiated via valid requests that are documented in the Change Management system.			As Needed			IT			System changes are made without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 01-BO			Key			Report changes are validated and approved by the end user who requested the change. 			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 01-OFA			Key			All application changes are tested and approved by the change requestor before a change is made in the production environment. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment. An individual separate from the requestor must also approve the change before it is moved to production.			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 02			Key			End user acceptance testing (performed by business users) is performed for all application changes. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment.  Requestor must approve/sign-off on test before the change is moved into the production environment.			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 02-BO			Key			All application changes are tested and approved by the change requestor before a change is made in the production environment. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment. An individual other than the requestor must also approve the change before it is moved to production.			As Needed			IT			Report changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 03			Key			Individuals do not have access to migrate their own changes to the production environment (except for emergency changes - see CHG 06 or those monitored via Tripwire).  The individuals who can move changes to production have the role of Change Manager in HP PPM (except for third party applications.    			As Needed			IT			Developers or other IT personnel can migrate their own changes to production, by-passing the testing and approval process.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 03-BO			Key			Only authorized reporting personnel are Business Objects administrators and have the ability to make reporting changes.			As Needed			IT			Inappropriate or unauthorized individuals have access to move standard report changes to production.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 04			Key			A version control system (PPM) has been implemented to prevent developers from checking out programming code at the same time.			As Needed			IT			Program changes are put into production in the wrong order, or with conflicts, resulting in errors in program operation.			Prevent			IT Dependent System


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 05			Key			Weekly audits are performed to reconcile changes to applications (noted via TripWire) with changes originating from Change Requests.  All discrepancies are investigated and change control coordinator retains supporting documentation. 			Weekly			IT			System changes are put into production without proper authorization.			Detect			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 06			Key			Emergency changes require approval of IT Management before the change is made and documented in the Change Management System.  In after-hours emergency situations, developers may be granted temporary access to the production environment to move an approved emergency change. This temporary access will be removed after it is no longer required. These changes will be tracked in the change management system after implementation if approved outside of the system prior to the change.			As Needed			IT			Changes are put into production without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 07			Key			A project methodology governs program development activities, covering controls such as approvals, testing, data conversion, go live, and segregation of duties.			As Needed			IT			New system are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG 08						For the SaaS application Workday (HR/Payroll/FIN), the Kainos Smart Audit tool is utilized to monitor, log, and alert on changes.  All relevant changes are reviewed periodically and approved.			As Needed			IT						Detect			IT Dependent System


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG01-FAS			Key			Production changes are initiated via valid requests that are documented in the HP PPM system.			As Needed			IT			System changes are made without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG01-HPPPM			Key			Production changes are initiated via valid requests that are documented in the change management system.			As Needed			IT			System changes are made without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG01-Workforce			Key			Production changes are initiated via valid requests that are documented in the HP PPM system.			As Needed			IT			System changes are made without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG02-Change Management System			Key			End user acceptance testing (performed by business users) is performed for all application changes. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment.  Requestor must approve/sign-off on test before the change is moved into the production environment.			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG02-FAS			Key			End user acceptance testing (performed by business users) is performed for all application changes. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment.  Requestor must approve/sign-off on test before the change is moved into the production environment.			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG02-Workforce			Key			End user acceptance testing (performed by business users) is performed for all application changes. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment.  Requestor must approve/sign-off on test before the change is moved into the production environment.			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG06-Change Management System			Key			Emergency changes require approval of IT management before the change is made. This approval may be in the form of e-mail.  In after-hours emergency situations, developers may be granted temporary access to the production environment in order to move an approved emergency change to production. This temporary access will be removed after it is no longer required. These changes will be tracked in the change management system after implementation if approved outside of the system prior to the change.			As Needed			IT			Changes are put into production without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG06-FAS			Key			Emergency changes require approval of IT management before the change is made. This approval may be in the form of e-mail.  In after-hours emergency situations, developers may be granted temporary access to the production environment in order to move an approved emergency change to production. This temporary access will be removed after it is no longer required. These changes will be tracked in HP PPM after implementation if approved outside of the system prior to the change.			As Needed			IT			Changes are put into production without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			CHG06-Workforce			Key			Emergency changes require approval of IT management before the change is made. This approval may be in the form of e-mail.  In after-hours emergency situations, developers may be granted temporary access to the production environment in order to move an approved emergency change to production. This temporary access will be removed after it is no longer required. These changes will be tracked in HP PPM after implementation if approved outside of the system prior to the change.			As Needed			IT			Changes are put into production without proper authorization.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			Data Fix 01			Key			Data fixes will follow a change control process including end user testing and sign-off, peer and/or DBA review or other control mechanism. The process must be documented in the Change Management System. 			As Needed			IT			Data changes are improperly performed, resulting in data loss.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			DataFix01-Change Management System			Key			Data fixes will follow a change control process including end user testing and sign-off, peer and/or DBA review or other control mechanism. The process must be documented via the change management system.			As Needed			IT			Data changes are improperly performed, resulting in data loss.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			DataFix01-FAS			Key			Data fixes will follow a change control process including end user testing and sign-off, peer and/or DBA review or other control mechanism. The process must be documented via HP PPM.			As Needed			IT			Data changes are improperly performed, resulting in data loss.			Prevent			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG			DataFix01-Workforce			Key			Data fixes will follow a change control process including end user testing and sign-off, peer and/or DBA review or other control mechanism. The process must be documented via HP PPM.			As Needed			IT			Data changes are improperly performed, resulting in data loss.			Prevent			IT Dependent Manual
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ChangeMgt: Adaptive control environment

		From

		Blackford, Bret B.

		To

		Goede, Rhonda R.

		Cc

		Szczepan, Greg A.; Blackford, Bret B.

		Recipients

		RGoede@archrsc.com; gszczepan@archrsc.com; mblackford@archrsc.com



Rhonda, it is not required, but I would recommend using ServiceNow to record Adaptive changes.  We can discuss if your manual logging is better/easier, but my preference is to keep the logs in SNow.



    --- Bret 



 



From: Blackford, Bret B. 
Sent: Tuesday, August 15, 2023 3:34 PM
To: LaBell, Derek A. <dlabell@archrsc.com>
Cc: Goede, Rhonda R. <RGoede@archrsc.com>; Szczepan, Greg A. <gszczepan@archrsc.com>; Blackford, Bret B. <mblackford@archrsc.com>
Subject: Adaptive control environment



 



Derek,



 



Thank you for discussing the controls we should consider as we get closer to putting Adaptive in production.  As discussed, Adaptive is much lower risk that Workday FIN and many of the current OFA controls will still be used with Adaptive.



 



I’ve attached the slide deck we reviewed.



 



   --- Bret



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | Director PMO, Change Mgt, Compliance



Time Zone: Central
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Adaptive Planning


Key Control Considerations





August 15, 2023








Bret Blackford will work with Rhonda Goede, Greg Szczepan, and John Lorson to determine that adequate security and controls are included in the Workday implementation.  Note that as Arch is a publicly traded organization, so we need to consider Sarbanes-Oxley (SOx) control considerations.  For SOx controls, we need to focus on only those areas of the Adaptive Planning (AP) implementation that could material impact the published financial statements.  As AP is mainly a budget and financial analysis tool there will be limited impact to the published financial statements.








IT General Controls





User access controls 


Program change management controls


Backup and recovery controls


System development life cycle controls


A good SOx overview document can be found here, from Protivity … https://tinyurl.com/2p85e643  











What items in Adaptive Planning can materially impact the financial statement reported to the SEC?





What budgeted or forecasted amounts are used to create journal entries?





What Adaptive reports may be used in preparation of the financials?









Here are some of the financial controls that specifically mention OFA.  There are also multiple references to OFA in the SOX narratives that will have to be reviewed by Accounting/Finance when the switch happens. 


Asset Impaiment 1 (AI 1) - Each of the primary measures (price, quality, volume and transportation) are reviewed by the Sales & Marketing group, Director of Reporting, Financial Analysis and Process Enhancement and various individuals in Sales & Marketing management depending on the measure, prior to and after they are loaded into OFA.  If the measure requires change, it is reviewed by the Director of Reporting, Financial Analysis and Process Improvement and various individuals in management.


 


Contract to Cash (CTC 15) - When transferring data from RMS to OFA, automated data checks are performed to verify information is within defined parameters.  The data checked includes pricing, contract dates, facilities validity, product validity, and tonnage.


 


External Reporting (EXR 1) - The income statement and balance sheet worksheets are reconciled to standard OFA/Workday reports to make sure all accounts are included correctly.


 


Financial Statement Close (FSCP 8) - The Business Analyst - Application Administrator reconciles OFA to the G/L daily and retains a copy of the final reconciliation for the month. Any errors are investigated and communicated to Accounting for resolution.


 


FSCP 29 - On an annual basis, the Vice President & Chief Accounting Officer (or designee) will compare the current OFA programming logic for EBITDA and Profit/Loss from Operations calculated accounts to the prior year programming logic. Changes identified during the review will be investigated and resolved.


 


FSCP 30 - Changes to OFA calculated EBITDA and Profit/Loss from Operations accounts are reviewed and approved by someone independent of the individual making the change in OFA. The approval, along with documentation to support the change, should be retained.


 


Windows 1 - Only authorized IT personnel are classified as  global or local administrators on servers supporting the OFA, FAS, MARS, Allegro, and Business Objects applications and OFA and FAS databases.












Other OFA controls





			Process Name			Control Number			Key/Non-Key			Control Description			Frequency			Category			Risk			Prevent/ Detect			Control Type


			IT - Managed Security (SCR)			Access Admin 1 - All Other Applications			Key			All requests for new/changed application or infrastructure access, submitted via a 'User Request' form on the IT  Service Portal, are either submitted by the user's supervisor or approved by the user's supervisor.			As Needed			IT			Unauthorized users could access critical computing systems and modify data.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			OFA 01			Key			Only OFA administrators  have access to add/change/delete user privileges.			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges and set access levels.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			OFA 02			Key			A report of all employees with access to OFA is reviewed annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG 01-OFA			Key			All application changes are tested and approved by the change requestor before a change is made in the production environment. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment. An individual separate from the requestor must also approve the change before it is moved to production.			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual
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Information Technology General Controls


(ITGC)














User Access Controls





New user approval: Before granting new access, ensuring an independent and appropriate level of approval is provided to verify that access is appropriate. This is tracked through the Arch ServiceNow ticketing system, and approval provided users line manager.





Terminations process: Access needs to be revoked for terminated employees or users. Workday FIN terminations will be managed similarly as other how Workday HCM/Payroll and other Arch applications. Due to single sign on use, when user terminated from Active Directory and Workday they will not have access to Adaptive Planning.





Role-based-access-control (RBAC): Designing access privileges to align to user roles, helps ensure the access provided is appropriate.





Segregation of duties: Incompatible duties should be segregated to reduce the risk of fraud or error. If the same person can perform two tasks or approve their own actions, they may bypass and undermine the established process requirements.





Periodic access review: Conceptually, a periodic access review is the catch-all for any errors or required changes in the access privileges. It reviews the system access at a point in time to confirm it's correct; including the users and their access rights. It can identify if terminated users weren't removed, the incorrect privileges were given, or just role changes were the access is no longer required.





Restricted privileged access: Every system needs a super-user to be able to administer other users access and troubleshoot any issues in the system. However, the more users have this access, the greater the risk of inappropriate use. This should be restricted to the extent possible, while still ensuring a super-user is always available to support the system(s).











Program change management controls





Workday’s Adaptive Planning is a cloud SaaS application.  Although Arch does not have access to source code or systems there are several integrations and customizations that can be changed by Arch users. Controls need to be in place to ensure any changes to integrations or customizations are authorized, documented, tested, and logged for independent review.





Backup and recovery controls


 


Again, Workday Adaptive Planning is a cloud SaaS application. All backup and disaster recovery is the responsibility of Workday.  Arch will need to make sure configurations are backed up and that the application is included in the Arch BI/DR plan. 





System development life cycle controls





This is to ensure that appropriate analysis, planning, design, development, and testing have occurred and are properly documented.  The project management documents for the Workday Adaptive Planning implementation are maintained by Workday consultants on SmartSheets and on the Arch SharePoint site. 


SmartSheets url - https://app.smartsheet.com/home 


Arch SharePoint location - https://archcoal.sharepoint.com/sites/PMO 
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FW: Changes to Arch - 1.4b RAIDQ Log: Provide a list of all Adaptive roles and associated privledges. Will need a comprehensive list of roles/accounts and what they are able to do within Adaptive.

		From

		Blackford, Bret B.

		To

		Goede, Rhonda R.

		Cc

		Blackford, Bret B.

		Recipients

		RGoede@archrsc.com; mblackford@archrsc.com



Rhonda,



Are you able to add which users are assigned to permission set (role)?



   --- Bret 



 



From: Rhonda Goede via Smartsheet <automation@app.smartsheet.com> 
Sent: Tuesday, August 29, 2023 11:51 AM
To: Blackford, Bret B. <mblackford@archrsc.com>
Subject: Changes to Arch - 1.4b RAIDQ Log: Provide a list of all Adaptive roles and associated privledges. Will need a comprehensive list of roles/accounts and what they are able to do within Adaptive.



 



CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.



 



 



 



	



 



 



Arch - 1.4b RAIDQ Log 



Changes since 8/29/23 9:48 AM



 



 



1 row changed



 



1 attachment added



  _____  


 



1 row added or updated (shown in yellow) 



 



	Row 43



		

Created By



	mblackford@archrsc.com



Created



	08/17/23 9:31 AM



Calendar Burn



		

# Cal Days til Due



	2



RYG



	 



RAIDQ ID



	043



Subscribers



	Carolyn Bandle, Greg Szczepan, Kelly Malachowski, M Bret Blackford, Rhonda Goede



Status



	New



Item Type



	Question



Team on Task



	Workday



Description



	Provide a list of all Adaptive roles and associated privledges. Will need a comprehensive list of roles/accounts and what they are able to do within Adaptive.



Opened By:



	M Bret Blackford



Start



	08/16/23



Due



	08/31/23



Closed



		

Assigned To



	M Bret Blackford



Contributors



		

Details



	8.29.2023. This can be pulled directly via the Permission Sets section of Administration in Adaptive at any point in time. This will give the list of permissions in Adaptive assigned to each permission set at that point in time. The full documentation on permission sets and their affects can be found here: https://doc.workday.com/adaptive-planning/en-us/security-and-administration/using-administration/users-and-permission-sets/permission-sets/vzk1623709741532.html

08.29.2023 mBret - Rhonda Goede, will you pull listing as per above and send me. (NOTE: I've added .pdf of permissions noted from link above)

08.29.2023 RG - attached is the permission set (roles) as of 8/29/23 .. this will change, as a few roles will go away and more will be added.



Business Impact



		

Operational Impact



		

Application Area



		

DA Issue



	 



Workstream



		

Impacted Workstream(s)



		

Escalated



	 



Escalated By



		

Escalated On



		

Escalation Reason



		

Related Integration



		

Change Order?



	 



Change Order Status



		

Show on Executive Status Dashboard



	 



 



 



Changes made by rgoede@archrsc.com



  _____  


 



1 attachment added 



 



Roles_Permission_Sets_08.29.23.xlsx (15k) added by rgoede@archrsc.com on Row 43: Provide a list of all Adaptive roles and associated privledges. Will need a comprehensive list of...



  _____  
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Roles_Permission_Sets_08.29.23.xlsx

PivotTable


									.			.			.			.			.			.			.


			Permission			Permission Set Name


			Access Dashboards			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Access Dashboards Total


			Access OfficeConnect			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Access OfficeConnect Total


			Access Process Tracker			Administrator


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Access Process Tracker Total


			Access Reports			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Access Reports Total


			Access Salary Detail			Administrator


			Access Salary Detail Total


			Access Scenario Manager			Administrator


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Access Scenario Manager Total


			Access Sheets			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Access Sheets Total


			Access Transactions			Administrator


						Corporate Analysts


			Access Transactions Total


			Admin Access - General Setup			Administrator


			Admin Access - General Setup Total


			Admin Access - Manage Global User Groups			Administrator


			Admin Access - Manage Global User Groups Total


			Admin Access - Roles			Administrator


			Admin Access - Roles Total


			Admin Access - Users			Administrator


			Admin Access - Users Total


			Approve Levels			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Approve Levels Total


			Complete Any Task			Administrator


						Corporate Planner


						Land Planner


						Surface Planner


						Underground Planner


			Complete Any Task Total


			Complete Tasks Assigned to Self			Administrator


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Complete Tasks Assigned to Self Total


			Create And Schedule Snapshots			Administrator


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Create And Schedule Snapshots Total


			Create Personal Reports			Administrator


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Create Personal Reports Total


			Create Report Schedules			Administrator


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Create Report Schedules Total


			Create Scenarios			Administrator


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Create Scenarios Total


			Create Shared Reports			Administrator


						Corporate Planner


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Create Shared Reports Total


			Data Designer			Administrator


			Data Designer Total


			Discovery Classic: Edit Company Dashboards			Administrator


			Discovery Classic: Edit Company Dashboards Total


			Discovery Classic: Edit Personal Dashboards			Administrator


						Planning Analyst


			Discovery Classic: Edit Personal Dashboards Total


			Discovery Classic: Use Analysis Tools			Administrator


						Planning Analyst


			Discovery Classic: Use Analysis Tools Total


			Download to Excel			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Download to Excel Total


			Edit Dashboards			Administrator


						Corporate Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Edit Dashboards Total


			Edit Dimension on Sheet			Administrator


						Corporate Planner


						Land Planner


						Surface Planner


						Underground Planner


			Edit Dimension on Sheet Total


			Editable Sheet Access			Administrator


						Corporate Planner


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Editable Sheet Access Total


			Email Reports			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Email Reports Total


			Erase Actuals			Administrator


			Erase Actuals Total


			Export Capabilities			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			Export Capabilities Total


			Import Capabilities			Administrator


			Import Capabilities Total


			Import To All Locations			Administrator


			Import To All Locations Total


			Integration Developer			Administrator


			Integration Developer Total


			Integration Operator			Administrator


			Integration Operator Total


			Manage All Report Schedules			Administrator


			Manage All Report Schedules Total


			Manage Processes			Administrator


						Corporate Planner


						Land Planner


						Surface Planner


						Underground Planner


			Manage Processes Total


			Manage Scenarios			Administrator


			Manage Scenarios Total


			Manage Shared Report Folders			Administrator


						Corporate Planner


						Land Planner


						Planner


			Manage Shared Report Folders Total


			Manage Tasks			Administrator


						Corporate Planner


						Land Planner


						Surface Planner


						Underground Planner


			Manage Tasks Total


			Merge Scenarios			Administrator


						Land Planner


						Planner


						Surface Planner


						Underground Planner


			Merge Scenarios Total


			Model Management Access - All Levels			Administrator


			Model Management Access - All Levels Total


			Model Management Access - Allocation Rules			Administrator


			Model Management Access - Allocation Rules Total


			Model Management Access - Assumptions			Administrator


			Model Management Access - Assumptions Total


			Model Management Access - Configure Calendar			Administrator


			Model Management Access - Configure Calendar Total


			Model Management Access - Currencies			Administrator


			Model Management Access - Currencies Total


			Model Management Access - Dashboards			Administrator


			Model Management Access - Dashboards Total


			Model Management Access - Model			Administrator


			Model Management Access - Model Total


			Model Management Access - Structure Import			Administrator


			Model Management Access - Structure Import Total


			Model Management Access - Time			Administrator


			Model Management Access - Time Total


			Model Management Access - Transactions			Administrator


			Model Management Access - Transactions Total


			Model Management Access - Versions			Administrator


			Model Management Access - Versions Total


			Modify All Reports			Administrator


						Land Planner


			Modify All Reports Total


			Privileged Actuals Access			Administrator


						Corporate Analysts


			Privileged Actuals Access Total


			SAML			Administrator


			SAML Total


			See Who is Online			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			See Who is Online Total


			System Audit Access			Administrator


						Corporate Analysts


						Corporate Planner


						Land Planner


						Surface Planner


						Underground Planner


			System Audit Access Total


			Upload Files			Administrator


						Corporate Planner


						Land Planner


						Planner


			Upload Files Total


			View Snapshots			Administrator


						Planner


						Planning Analyst


						Surface Planner


						Underground Planner


			View Snapshots Total


			Grand Total








Permission Sets





			Rhonda Goede at Arch Resources, Inc. PRODUCTION





			Permission Set Name			Permission			.


			Administrator			Create And Schedule Snapshots


			Administrator			Create Personal Reports


			Administrator			Download to Excel


			Administrator			Download to Excel


			Administrator			Create Report Schedules


			Administrator			Manage All Report Schedules


			Administrator			Access Scenario Manager


			Administrator			Create Scenarios


			Administrator			Merge Scenarios


			Administrator			Manage Scenarios


			Administrator			Access Sheets


			Administrator			Access Reports


			Administrator			Access Salary Detail


			Administrator			Model Management Access - Model


			Administrator			Model Management Access - Versions


			Administrator			Model Management Access - Assumptions


			Administrator			Import Capabilities


			Administrator			Privileged Actuals Access


			Administrator			Export Capabilities


			Administrator			Model Management Access - Structure Import


			Administrator			Create Shared Reports


			Administrator			Manage Shared Report Folders


			Administrator			Admin Access - Users


			Administrator			Admin Access - Roles


			Administrator			Admin Access - General Setup


			Administrator			Model Management Access - All Levels


			Administrator			Modify All Reports


			Administrator			Model Management Access - Dashboards


			Administrator			Edit Dimension on Sheet


			Administrator			Editable Sheet Access
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Security and Administration

In this book, you can learn about security and administration for Adaptive Planning.

Using Administration

System Settings

Erase Data

Important: Erasing non-virtual plan or actuals data deletes numeric data from specified months and
accounts and cannot be undone. Values in system accounts and cells with formulas cannot be erased.

You can erase data to delete specific sets of data from any non-virtual plan or actuals versions. Erase data
to:

» Clear account data to make adjustments for a new import.

« Erase data in a period and start again with your most up-to-date actuals data.
e Clear data in a specific level and version.

e Correct an import that loaded into an incorrect location.

Erase Data Details

« Erase Data only erases data from non-virtual plan or actuals versions.

« Erase Data can erase data from calculated accounts with a data entry override for versions that are set
up for data entry.

e Selecting a parent level deletes all data in its child levels.
« Selecting a rollup account deletes all data in its child accounts.
* Formulas will not be deleted.

Prerequisites

Required permissions: Import Capabilities, Import to all levels, Erase Data. Erase Data displays from the
navigation menu only to users who have the Erase Data permissions.

How You Get There

-"-
i

.. From the nav menu click Integration > Erase Data.

Basic Steps

1. If your system has multiple versions, select the non-virtual plan or actuals version from which you wish
to delete data.

2. Choose to delete from the General Ledger accounts, custom accounts, or cube accounts. Selecting a
rollup account deletes all data in its child accounts.

Note: You can erase plan data from calculated accounts that use a data entry override. When you
erase plan data from a calculated account that:

» Contains data, we delete all data from the calculated account.
* Is an aggregation of a source account, then we don't delete any data.
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For cube accounts, specify the sheet.

Select the periods to erase, either a single period or a range.

Select the levels you want to delete from. Selecting a parent level automatically selects its child levels.
Select all levels to delete data from all levels.

If you want to delete cell notes, select Include cell notes. See Add or Change Cell Notes.

Click Erase Data.

Set Up a Time Rollup Breakback Method

Breakback is a set of rules used to spread a value entered in a time rollup back into the time units within
the rollup.

When users enter a value into a time rollup on a sheet, the value is spread to the contributing details.
Example: Enter a value for the Q1 rollup, and it spreads according to breakback method to January,
February, and March. You can have users use:

Steps

The built-in methods. See Break Back Data in Time Rollups .

Auto-breakback, which you select in General Setup.

Assumptions you create. You can have the assumptions you create be available as an option for your
team to select in the sheet, or you can select an assumption to be the auto-breakback.

To create a custom breakback method:

1.
2. Create an assumption to use for the breakback method.
3.

4. Set weighting numbers on the assumption sheet.

Disable Auto-Breakback.

Create a sheet to hold the assumption.

Enable or Disable Auto-Breakback

To enable or disable auto-breakback:

1. Goto Administration > General Setup.
2. Select an option from the Auto-breakback drop-down prompt. Select None to create a custom method.
3. Click Save.

Create Assumption Account
To create an assumption account to use for the breakback method:

1.

ok

Go to Modeling > Model Management and click Assumptions.
Click New Assumption.

Fill in the Account Details box.

Click the Use in Breakback check box.

Click Save.

Create a Sheet

1. Launch the sheet wizard:

a.
b. Click New Sheet.
C.

d. Click Next.

Go to Modeling > Model Management and click User Assigned Sheets.

Give the sheet a name you will remember.
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2. For the Select Account step:

Click New Group and give the new group a name, such as Breakback Assumptions.

Click Save.

In the Select Accounts box, select your breakback assumption account.

Click Add to Group.

. Click Next.

3. For the Select Dimensions step, do not complete any fields. Click Next.

4. For the Specify Initial View step, de-select the check box next to Suppress rows if all zeroes or
blank and Click Next.

5. For the Edit Sheet Accessibility step, make sure you can edit the sheet:

®oo o

a. Find your username and use the arrow button to move it to the Selected Users box.
b. Click Excluded from Workflow.
c. Click Next.
6. For the Specify Level Availability step, select the levels that will have access to the sheet:

a. Click Total Company, or the topmost level in your organization structure.
b. Click Create Sheet.

Set Weighting Numbers
To enter the weighting numbers for the breakback method:

1. From the nav menu, go to User Assigned Sheets > your sheet's name to load the new sheet.
2. Check that you are in the correct version.

3. Scroll to the current year and enter the breakback weights you want to use.

4. Click Save.

Change Visual Preferences
Use Visual Preferences to:

* Revert recent user interface updates to the previous release.

» Improve projected sheet visibility by darkening gridlines and brightening colors.

» Display your company logo in the top navigation bar. If you use Adaptive Planning and other Workday
products, you can't upload your logo.

< Enable your team to use avatars for their profiles.

Prerequisites

Security: General Setup permission.

Opt Out of Recent Interface Updates
Adaptive Planning improves the user interface with nearly every release. You can temporarily opt out of
any of the updated features.

Note: The option to opt out applies to only one release. In the next release, the new user interface
becomes the default and you can no longer disable it.

To turn off the latest updates temporarily:

1. From the nav menu, go to Administration.
2. Click Visual Preferences.
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3. Clear the Apply latest user interface updates check box for these features:

* Drop-down lists on Sheets
« Optimize Sheets toggle for Dashboards

The new interface updates listed next to the check box disappears from the interface, reverting to the
interface of the previous release.

Improve Sheet Visibility

1. From the nav menu, go to Administration.
2. Click Visual Preferences.
3. Inthe Display Settings section, click the Enhance the visual contrast in sheets check box.

Selecting the option darkens gridlines and brightens the colors of sheets for all users of your instance.
Sheet details become easier to view on projectors:

ACCOUNTS DEC-2011 Q4-FY11 FY2011 JAN-2012 FEE-2012 MAR-2012
Operational Expenses
CTestDebit
Payrol
Salary 79205 237,615 932,859 79205 | 79205 | 79205 |
Benefits 10,668 p 32,003 125642 10,668 y 10,668 y 10,668 )
Total 89,873 269,618 1,058,501 89,873 89,873 89,873
Urilities
I
Int ACCOUNTS DEC-2011 Q4-Fv11 FY2011 JAN-2012 FEB-2012 MAR-2012
otl Operational Expenses
To CTestDebit
Fayral
Salary | 79205 237,615 79,205 79205 79205
Benefits 10,668 | 32,003 125642 10,668 | 10668 | 10668 |
Total 89,873 269,618 1,058,501 89,873 89,873 89,873
LHilities
Telephone
Internet
Other Utils

Change Company Logo

From the nav menu, go to Administration.

Click Visual Preferences.

In the Customer Logo section, select Import file.

Click Choose File.

Upload the logo of your company in .JPEG or .PNG file types that are 40MB or less. Your logo displays
in the top navigation bar.

akrwbdE

Enable Avatars

1. From the nav menu, go to Administration.

2. Click Visual Preferences.

3. Inthe User Avatars section, click Allow avatars. Your team or you can upload images to user profiles.
See Change Your Profile, Home Page, and Email Groups.

Change Dashboard Preferences

Prerequisites

Security: Admin Access permission.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







| Using Administration | 8

Context
Dashboards preferences set:

» Default colors for Dashboard charts.
« Customer support access to dashboard backend configuration.

Steps

1. Select Administration from the main menu.
2. Click Dashboard Preferences.
3. (Optional) From the Preferences tab, enable Support Access.

When you enable this toggle, customer support representatives can access the backend of the
Dashboard instance. You can keep it disabled by default and enable it only when needed.

4. (Optional) From the Theme tab, use the color picker or enter hex values to select set the 10 default
colors of your theme.

The colors represent the default colors for:

» Data series in charts.
» Conditional formatting in charts.

The first color is the default color of the first data series, or the first conditional formatting rule. When
there's more than 10 data series or conditional formatting rules in a chart, the eleventh defaults to the
first color in the theme. You can still change the colors in the chart Appearance Settings.

5. (Optional) From the Theme tab, click Reset to revert to the Adaptive Planning default colors.

Add Workday Data Center IP Addresses to General Setup

Prerequisites

« You've integrated your Adaptive Planning instance with Workday.
* You've enabled the IP restriction flag for your instance.

Context

For Workday and Adaptive Planning integration to work, add the IP addresses of the Workday data centers
to the General Setup admin page.

Steps

1. Access the Workday Data Centers page on Community.

2. Based on your Workday URL, locate and click the Workday Data Center link where your Workday
tenant resides.

3. Navigate to the Production Tenant DNS Names and IP Addresses table.
4. Scroll to the Inbound (Integrations & Customer SMTP) row. Save all the IP addresses from these
columns in the row:

e |P Addresses

« |P Addresses (In-Region Disaster Recovery Plan

e |P Addresses (Cross-Region Disaster Recovery plan)
5. In Adaptive Planning, go to the Administration, General Setup.
6. Under Password Reset Management, select Allow logins only from IP Addresses.
7. Enter the Workday data center IP addresses that you previously saved.
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Example

As per this Workday URL: https://community.workday.com/datacenter/WD10, your Workday tenant resides
in the WD10 data center. From the Workday Data Centers Community page, click the link for Canada
Region - WD10 Data Center.

Related Information

Reference

Reference: General Setup on page 11
Community: Workday Data Centers

Concept: Admin Publishing
Some of the benefits include:

e Many changes are applied all at once.
« Administrators can test changes and see how they will affect the model.

« Pending changes don't stop other users from entering data, building reports, viewing charts, managing
users and permission sets.

Tip: Best Practices: Publish changes at a time when fewer users are working with the system. This
reduces user impact by lowering the number of users who will have to wait while the system updates your
model to reflect the latest changes.

Turn Admin Publishing On or Off
Security: Admin Access permission.

1. Log in to your instance.

2. Click Administration to access the Administration page.

3. Click General Setup.

4. Under Enable Features, select the Admin Publishingcheck box to turn it off or on.

You can turn on Admin Publishing when you know you will be making a number of structural changes at
once. You can turn Admin Publishing off after the changes are published. This stops from going through
the publishing process for making a single change later on.

Locking the Model

When you make changes to levels, accounts, currencies, or exchange rates, the model locks for other
changes until you publish your changes.

While pending changes existing, you can't edit or create:

¢ Custom dimensions or values.

e Level, dimension, or account attributes or values.
* Level-assigned or user-assigned sheets.

« Modeled or cube accounts.

You also can't:

e Complete template imports for accounts and levels.

¢ Change or add Owned Levels in user profiles.

« Edit some fields on General Setup. These are locked.
* Run bulk API updates.

On the top of pages with locked functionality, users, including you, see a warning message indicating that
unpublished changes exist.

Places where you can still make changes include:

« Levels as unpublished changes.
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* General ledger, custom, metric, and assumption accounts as unpublished changes.
« Currencies and exchange rate types as unpublished changes.

» Users and permission sets as immediate changes.

« Any unlocked fields in General Setup as immediate changes.

* Any sheet, report, or chart.

« Exchange rates.

Make Unpublished Changes
Security: Publish Admin Changes permission.

1. From Modeling, go to Levels, General Ledger Accounts, Custom Accounts, Metric Accounts,
Assumptions, or Currencies.

2. Make changes to the settings or the structure and save.

3. Use the radio buttons in the warning message along the top of these pages:

« View current: View the structure and settings how they exist before you publish your changes.
« Made edits: View pending changes to the structure and settings, or make more changes.

Publish, or Discard All Unpublished Changes

1. From Modeling, go to Levels, General Ledger Accounts, Custom Accounts, Metric Accounts,
Assumptions, or Currencies.

2. From the warning message at the top of the page, click Manage Changes.

3. Review the list of pending changes.

« Discard All deletes all pending changes.
e Publish All pushes all changes to the current instance.

Concept: Managing Unpublished Changes
You can manage unpublished changes and to review, publish, or discard any pending changes.
Columns include:

« Name: The name of the affected object.

« Type: The type of object affected (level, account, etc.)

e Action: The action caused by the change (new, delete, add, rename, etc.)
e Status: The status of the change (pending, error)

Changes are always published in the order they were made, and all changes must be published or
discarded at once. Partial publishing or discarding is not possible.

If an error occurs, any changes published prior to the error will stay published. Remaining changes are not
published.

Some changes may result in features being unavailable to users until the changes are published. Those
features are:

e Administration page

e Dimensions

e Account Attributes

« Level Attributes

« Levels

e Accounts

* Level Assigned Sheets
» User Assigned Sheets
e Add or Edit User
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Making any structural change (such as adding a level or editing account attributes) will result in all of these
features being unavailable.

Note: Changes to currencies or currency exchange rates are held until publication, but those features will
still be available to users. The changes will only be visible after they are published.

Reference: General Setup
Use General Setup to view and update basic information about your instance, including:

¢ Session timeout values.
* Password rules.
* Contact details for the site administrator.

The settings that display depend on your permission sets. See Concept: Permission Sets.

For specific preferences for dashboards, see Change Dashboard Preferences on page 7.

Navigation

From the nav menu, go to Administration > General Setup.

Update the General Setup
You can change any field. Read these sections for more information about the fields.

Use the Getting Started Assistant
The Getting Started Assistant is a high-level checklist that guides you through setting up the main
administration areas. It helps you track your setup progress:

1. At the bottom of the page, click Reset Getting Started Assistant.
2. Click Administration again and you'll see the checklist.

Setup Information

Field: Description:

Code Identifies your instance. You might need this
information when consulting Professional Services
or Support.

Name and Address Identifies your company name and principal
address. You must specify a company name.

Contact Details
Enter the name, phone numbers, address, and email address for the main administrative contact at your
company for issues related to the installation.

Setup Details

Field: Description:

Disk usage Describes the amount of storage space that your
instance uses. This Information is view only.

Session timeout Sets the maximum inactive time (in minutes)
before a user automatically logs out. If left blank,
the default is 60 minutes. The range is 5 to 500
minutes.
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Field: Description:

Transactions Describes the amount of storage space used
by files uploaded to the transactions module.
Transactions only. This Information is view only.

Report files Describes the amount of storage space used
by files uploaded to the Reports menu. This
Information is view only.

Locals Identifies the display name and decimal precision of
the Locals sheet. Required.

Consolidation percentage Identifies the display name and decimal precision
of the account found on the Consolidation
Percentages sheet. Consolidation only. Required.

Auto-breakback Sets a default breakback method for all accounts
whenever you enter a value in a rollup time period.

Select:

< Proportionally: Distributes in proportion to
existing values in contributing cells.

« Evenly: Divides the rollup evenly or copies the
average into all contributing cells.

« Proportionally using prior year's values: Uses
the prior year value for each contributing cell
and distributes proportionally.

« Weighted 4-4-5: Heaviest weight goes to every
third cell.

« Weighted 4-5-4: Heaviest weight goes to the
second cell and every third cell thereafter.

* Weighted 5-4-4: Heaviest weight goes to the first
cell and every third cell thereafter.

¢ Choose an assumption: Drop-down menu with
breakback methods custom-created for your
instance. See create custom breakbacks.

* None: The user can select a breakback method.

Trading partner label Identifies the label used for trading partners in your
model. Consolidation only. Required.

Trading partner account identification Determines how to identify trading partner
accounts: by account attributes or by using splits.
Consolidation only.

Currency system dimension label Identifies the label for system currency.
Restrict file uploads by extension Enables you to upload specific file types.

We recommend adding these file extensions: xls,
xIsx, xlsm, csv, txt, pdf, doc, docx, ppt, pptx, html,
rtf, xml, zip, gzip, jpg, jpeg, png, crt, cer, cert, pem,
and der.

Click in the list and add an extension to let users
upload that file type.
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Field: Description:

Use no-reply for report emails Sends report emails from a no-
reply@adaptiveinsights.com account, rather than
from the user email account.

Limit for Import Jobs Listing Displays the maximum number of imports listed
when you go to Integration > Import History.
Default: 1000. Contact support to increase up to
9,999. This Information is view only.

Modeled sheet first page size Sets the maximum of rows displayed in all modeled
sheets. A lower maximum decreases load time and
forces you to use filters to see different sets of data.
A higher maximum increases load time and enables
users to see all the data without filters.

Cell Explorer Contributing Rows Limit Sets the maximum of rows displayed in Explore
Cell.

Enable Features

Field: Description:

Enable Announcements tab Enables you to display simple reports and
messages on the Announcement page.

Workflow and Process Tracker alerts Sends email alerts to users when:

« They're assigned a Process Tracker task.

e The workflow status changes for levels or sheets
to which they have access.

Admin Publishing Holds admin changes for later publication to
minimize user disruption.

User Activity Log Tracks and stores when users sign in and sign out.

Integration Sets the availability of preconfigured adapters for

data designers who are creating new data sources.
Integration Only.

* Workday: Enables data designers to configure
new Workday data sources.

« Salesforce: Enables data designers to
configure new Salesforce data sources.

« NetSuite: Enables data designers to configure
new NetSuite data sources.

This is the recommended method of connecting
to NetSuite, as it provides the broadest access
to data stored in NetSuite.

« Great Plains: Enables data designers to
configure new Microsoft Dynamics GP data
sources.

* Intacct: Enables data designers to configure
new Intacct data sources.
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Field:

Description:

Enable Integration Loaders - Erase Data

NetSuite Customer

Elastic Hypercube

Sets the availability of the Erase Data tab in
Planning Data Loaders.

Note: Erasing nonvirtual plan or actuals data
deletes numeric data from specified months and
accounts and you can't undo it. You can't erase
values in system accounts and cells with formulas.

Sets additional options for NetSuite customers:

¢ NetSuite SSO: Enables NetSuite customers to
access Adaptive Planning through NetSuite'user
interface.

* NetSuite Basic: Enables basic access to
NetSuite data and makes NetSuite-specific
menus available within the Integration menu.
This isn't the recommended method of
connecting to NetSuite.

Indicates if Elastic Hypercube Technology, which
dynamically allocates computing resources for
performance, is enabled on your instance. This
Information is view only.

Password Management

Important: Set requirements that are consistent with your corporate policies and the protection of
personal data. The more rules that you require, the safer the passwords. See Manage Passwords.

Field:

Description:

Minimum character length

Minimum number of Alphabetic characters
Minimum number of Numeric characters

Mixed case required

Disallow more than two consecutive identical
characters

At least 1 non-alphanumeric character required

Password valid for

Minimum password age

©2023 Workday, Inc. All rights reserved

Sets the minimum number of characters required in
passwords.

Sets the minimum number of alphabetical character
s (a through z) required in passwords.

Sets the minimum number of numbers (0-9)
required in passwords

Requires at least 1 upper-case and one lower-case
alphabetic character (a-z).

Restricts the use of more than 2 characters, such
as sss, or 111.

Requires at least one special character, such as !,
@, # 3%, %" &

Sets the number of days or months when users
must reset passwords.

Limits the number of days or months before a user
can change their password again.
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Field: Description:

Allowed failed attempts Limits the number of unsuccessful sign-in attempts
users can make within a time period before the
product locks them out. Once a user is locked
out, only an administrative user with access to the
Edit User page can unlock the account. Enter any
number for the attempts and minutes. See Manage
Passwords for information on how to unlock an
account.

If these fields are left blank, the product enforces
a default value of 10 attempts in 1440 minutes (24
hours).

Expiration warning Sets when users start receiving expiration
warnings. Applies only if passwords are set to
expire. Enter the number of days.

Prevent using last Restricts when you can repeat a password. Enter
the number of new passwords that you must create
before you can reuse an old password.

Password Reset Management Determines how to reset passwords:

Allow users to reset their password from the
login page

Add a Forgot your password? link to the sign-in
page to let users reset their password. If you don't
set up this option, only an administrator can reset a
user password.

Allow logins only from IP Addresses:

Restrict the computers/networks from which
users can access the instance. Enter one or more
approved IP addresses. Use commas to separate
multiple IP addresses. To specify a range of IP
addresses, enter 2 valid addresses separated by
a hyphen. This field allows a maximum of 2048
characters.

If your Adaptive Planning instance integrates with
Workday, you must also specify the IP addresses or
ranges for Workday data centers. You can find the
IP address for a Workday data center from the Data
Centers page on the Community. See Add Workday
Data Center IP Addresses to General Setup on
page 8.

Users must change their password on first
login: Force users to change their password after
logging in for the first time.
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Adaptive Planning Support Management

Field: Description:
Allow Workday Adaptive Planning support Select this option to enable Adaptive Planning
personnel to login support to access your instance. When support

needs access to your instance, you require
additional authorization.

Reference: User Activity Log

User Activity lets you view, filter, search and download a time-stamped log of user login activity. This
capability currently doesn't track the logout activity for OfficeConnect.

Prerequisites

Verify User Activity Log is enabled for your instance under Admininistration > General Setup

Navigation
."'-. T !
L .I

“_.~" Navigate to: Administration > User Activity
The filter toolbar at the top includes:

« Remove Filters: Clears all of the filters and display the current log.

* Refresh List: Refreshes the log to display the most recent activity.

» User: Search for a specific user, or select them all.

e Action: Selects login, logout, or all activity.

» Start date: Selects the start date of the filter.

« End date: Selects the end date of the filter.

« Printable view: Downloads a spreadsheet of the filtered log that includes the filter settings.

The User Activities list displays sortable columns for:

* Name: The name of user associated with the activity.

e Action: The login or logout action.

« Description: A description of the activity, if there is one.

« Date: The date and time of the activity, displayed using the timezone settings from your user profile.

You can search the filtered list using the search bar and view search results in the search tab.

Users and Permission Sets

Security Structure

Steps: Set Up Access Rule Security

With the access rule security structure, user profiles and groups, permissions, and rules work with various
settings to protect data. Manage these settings in the sheets, accounts, levels and versions.

Access rules define specific intersections of data that users or groups can edit or view.

Note: If your instance uses level-based security, go to Steps: Set Up Level-Based Security.

Prerequisites
Required permissions:
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e Admin Access > Users

e Admin Access > Permission Sets

* Model Management Access > Model

« Model Management Access > Organization Structure
* Model Management Access > Versions

Navigation

P,

; )

“_.~" (o to various areas of your instance, explained in each step.

Basic Steps

Administration

« Create user IDs and passwords, create groups,
and assign users to groups if possible. See
Steps: Create, Edit, or Delete Users and Create
User Groups.

e Create and assign access rules to groups based
on common security levels or tasks. Or, create
and assign access rules to users who don't fit in
groups. Or, create dynamic access rules based
on level-ownership. Or, assign new users to the
Admin Group which automatically gives them
access to all data. See Create Access Rules.

* Assign permissions to permission sets and
permission sets to users. See Steps: Create,
Change, or Delete Permission Sets.

Version Settings

» Set access controls per user type. User types
are based on permissions.

* Lock or hide versions. See Lock or Hide
Versions with Version Access Controls.

|§ Level Settings

» Set level availability for each version. See
Change Level Availability.

Sheet and Account Settings

e Sheet Settings: Read Only Accounts, Sub-Level
Customization, Cube Restrictions, and Salary
Detail.

< Account Settings: Data Privacy and Salary
Detail. See Steps: Protect Sensitive Data.

New Instances
New instances come with at least:

* User: admin@instancecode.com.

* Permission set: Full Seat comes with most of the available permissions and it's assigned to the admin
user.
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« User group: Level Owners group. Add new users to this group to quickly set up their access.

* 2 access rules: 1 rule grants admin@instancecode.com edit access to all the model's data. 1 grants any
user in the Level Owners group edit access to all owned levels.

Important: To preserve access to the model and data, don't change or delete the Full Seat permission
set or the access rule for admin@instancecode.com.

Set Up Admin Access for New Users
To give users full access to the model:

1. Create user profile and password and assign the user the Admin permission set. Go to Administration
> Users.

2. Copy the rule for the admin user and assign it to any additional admin users. Go to Administration >
Access Rules.

Set Up Quick Level Access for New Users

1. Create user profiles and passwords. Go to Administration > Users.

2. Create permission sets and assign to users. Go to Administration > Permission Sets.
3. Add the users to the Level Owner group. Go to Administration > Global User Groups.
4. Assign the users level ownership. Go to Administration > Associations.

You don't need to create rules for the users because your instance comes with a rule for the Level
Owners group. This rule gives the users in the group edit access to all data in their owned levels.

Set Up Basic View Access
To allow users to view data:

1. Create user profile and password. Go to Administration > Users.

2. (Optional best practice) Create a view only group and add the new user to the view only group. Go to
Administration > Global User Groups.

3. Create access rules. Go to Administration > Access Rules and use the template to create and upload
Full View access rules for the user or the view only group.

4. Give the user permission to view data. Go to Administration > Permission Sets. Assign the user a
permission set with at least Access Sheets, Access Reports, or Access Discovery permissions.

5. Make the levels assigned in the access rules visible in the accessible versions. Go to Modeling >
Levels and select at least one of the levels assigned to the user or group. Choose the accessible
version from the Version selector drop-down and select the checkbox. See Change Level Availability.

6. For users to view data on sheets: Add the level to a level assigned sheet. Go to Modeling > Levels and
select the owned level. From the Sheets section, select the checkboxes next to the sheets to add the
level. This adds all child levels of the level to the sheet automatically.

With these steps completed, any version that isn't hidden is visible to the new user. To check, go to
Modeling > Versions and look at the drop-down selection for Users. If you added the user to a group,
select the group from the Group drop-down to see the Access Level below it.

Set Up Edit Access to Plan Versions
To allow users to also edit plan versions, add the following:

1. Give the user permission to edit data. Go to Administration > Permission Sets. Assign a permission
set with the Editable Sheet Access permission.

2. Give the user an Edit rule. Go to Administration > Access Rules to update or add Edit rules to the
user or group.

3. Give the user edit access to the versions. Go to Modeling > Versions. From the Access Controls
section for Editable Sheet Access, choose Full Access.
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Or, assign them a user-assigned sheet without the Salary Detail sheet setting.

Restrict Edit Access to Actuals

If you want only certain users to edit actuals, create a specific permission set for it and refine the version
access. This blocks others without the permission set from being able to edit actuals versions.

To create a privileged permission set for actuals access:

1. Create a new permission set. Go to Administration > Permission Sets > New Permission Set. For
Permission Set Name, enter a name such as Actuals Access, or Privileged Access. Select Editable
Sheet Access and Privileged Actuals Access. Then assign the new permission set to the users who
can edit actuals.

2. Give only privileged users access to the actuals versions. Go to Modeling > Versions. In the Access
Control section of the settings for the actuals versions:

a. From the Privileged Actuals Access drop-down, select Full Access.

b. For all other user type drop-downs, select any other options besides Full Access.

c. Repeat for all actuals, or at least the leaf-level actuals. Only leaf-level actuals are editable. Leaf level
actuals are actuals without sub-versions that roll up to it.

3. Make the actuals versions available. Go to Modeling > Levels. For levels assigned to the users,
choose any leaf-level actuals version from the Version Selector drop-down. Select the checkbox.

Now only users with this new permission set can edit the actuals versions available in the levels they can
access.

To make an existing administration permission set the only one that allows actuals edit :

1. Goto Administration > Permission Sets and select Edit next to the administrator permission set.
Select Model > Version and Editable Sheet Access and save.

2. Goto Modeling > Versions. For only the Admin user type, select Full Access in each leaf level
actuals version.

Now only users with the administration permission set can edit the actuals versions.

Refine View and Edit Access

* Create Limited View access rules: The user or group can't view splits.

« Use Salary Detail settings: Make an account's details or modeled sheet viewable and editable to only
users who have the Access Salary Detail permission.

« Hide or lock accounts on standard sheets: To hide, go to Modeling > Level Assigned Sheets. Select
a standard sheet and select Customization for Sub-Levels. To lock, select the sheet and select
Account Groups. Select an account from the left box. Select the Read Only checkbox on the right.
See Build Standard Sheets.

* Use cube restrictions: Hide intersections of data in a cube sheet for all users. See Build Cube Sheets.

Steps: Set Up Level-Based Security

With the level-based security structure, user profiles, permissions, various access controls, and settings
work together to protect data. Manage these settings and controls in sheets, accounts, levels, and
versions.

Note: If your instance uses access rule security, go to Concept: Access Rules and Steps: Set Up Access
Rule Security.

Navigation

..-__.-r...
1

.. " Go to various areas of your instance, explained in each step.
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Prerequisites
See the Users and Permission Sets.
Required permissions:

e Admin Access > Users

e Admin Access > Permission Sets

* Model Management Access > Model

« Model Management Access > Organization Structure
* Model Management Access > Versions

Level-Based Security Structure

Administration

e Create user IDs and passwords. See Create,
Edit, or Delete Users.

e Assign permissions to permission sets and
permission sets to users. See Steps: Create,
Edit, or Delete Permission Sets.

« Assign level owners. See Import Associations on
page 110.

Version Settings

» Set access controls per user type. User types
are based on permissions.

* Lock or hide versions. See Lock or Hide
Versions with Version Access Controls.

- | Level Settings

« Set level availability for each version. See
Change Level Availability.

< (optional for sheet access) Assign owned levels
to sheets.

Sheet and Account Settings

e Sheet Settings: Read only accounts, sub-level
customization, cube restrictions, and Salary
Detail.

< Account Settings: Data privacy and Salary
Detail. See Steps: Protect Sensitive Data.

Set Up Basic View Access
To allow users to view data:

1. Create user profile and password. Go to Administration > Users.

2. Give the user permission to view data. Go to Administration > Permission Sets. Assign the user a
permission set with at least Access Sheets, Access Reports, or Access Discovery permissions.

3. Give the user access to the versions. Go to Modeling > Versions. Choose Locked, Locked Except
Notes, or Visible for the Users drop-down.

4. Give the user ownership to levels. Go to Administration > Users .

5. Make the level visible in the accessible versions. Go to Modeling > Levels and select the owned level.
Choose the accessible version from the version selector drop-down and select the checkbox.
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6. For users to view data on sheets, add the level to a level-assigned sheet. Go to Modeling > Levels and
select the owned level. From the Sheets section, select the checkboxes next to the sheets to add the
level. This adds all child levels of the level to the sheet automatically.

Set Up Basic Edit Access to Plan Versions
To allow users to edit data, add the following:

1. Give the user permission to edit data. Go to Administration > Permission Sets. Click Edit for the
permission set and select Editable Sheet Access.

2. Give the user edit access to the versions. Go to Modeling > Versions. From the Access Controls
section for Editable Sheet Access, choose Full Access.

Or, assign them a user-assigned sheet without the Salary Detail sheet setting.

Restrict Basic Edit Access to Actuals

If you want only certain users to edit actuals, create a specific permission set for it and refine the version
access. This blocks others without the permission set from being able to edit actuals versions.

To create a privileged permission set for actuals access:

1. Create a new permission set. Go to Administration > Permission Sets> New Permission Set. For
Permission Set Name, enter a name such as Actuals Access, or Privileged Access. Select Editable
Sheet Access and Privileged Actuals Access. Then assign the new permission set to the users who
can edit actuals.

2. Give only privileged users access to the actuals versions. Go to Modeling > Versions. In the Access
Control section of the settings for the actuals versions:

a. From the Privileged Actuals Access drop-down, select Full Access.
b. For all other user type drop-downs, select any other options besides Full Access.

c. Repeat for all actuals, or at least the leaf-level actuals. Only leaf-level actuals are editable. Leaf level
actuals are actuals without sub-versions that roll up to it.

3. Make the actuals versions available. Go to Modeling > Levels. For levels owned by the users, choose
any leaf-level actuals version from the Version Selector drop-down. Select the checkbox.

Now only users with this new permission set can edit the actuals versions available in the levels they can
access.

To make an existing administration permission set the only one that can edit actuals:

1. Goto Administration > Permission Sets and select Edit next to the administrative permission set.
Select Model > Version and Editable Sheet Access and save.

2. Goto Modeling > Versions. For only the Admin user type of each leaf level actuals version, select Full
Access.

Now only users with the administrative permission set can edit the actuals versions.

Refine View and Edit Access

« Use Salary Detail settings: Make an account's details or a modeled sheet viewable and editable to only
users who have the Access Salary Detail permission.

» Hide or lock accounts on standard sheets: To hide, go to Modeling > Level Assigned Sheets. Select a
standard sheet and select Customization for Sub-Levels. From the selection box on the left, select an
account. Uncheck levels and sub-levels in the selection box on the right. You hide the account data for
unchecked levels in that sheet for users who have access to only those levels. To lock, select the sheet
and select Account Groups. Select an account from the left box. Select the Read Only checkbox on
the right.

» Use cube restrictions: Hide intersections of data in a cube sheet for all users. See Build Cube Sheets.
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Concept: Security Structure

Your instance uses one of 2 security structures: level-based access or access rules.

Level-Based Security

Level-based security relies on level ownership, an association. With level-based security, you can only see
the data of levels you own.

See Steps: Set Up Level-Based Security.

Access Rules Security

Access rule security adds a flexible layer of rules that replaces level-based security. You can combine
level-based security with access rules by using owned levels in the rules. These rules dynamically update
when level ownership changes.

See Steps: Set Up Access Rule Security.

Note: See Transition to Access Rules for information about what changes when you switch to access
rules.

Credentials

Credentials are the combination of a user ID and password. To create credentials for a team member,
create a user profile. As part of that process, assign them a permission set and owned levels.

See Create User IDs and Passwords.

Permissions

With permissions, you create various permission sets. Each permission set includes permissions that
control a wide range of capabilities. You then assign the permission sets to each user to control where they
can go in your model.

See Reference: Available Permissions and Steps: Create, Change, or Delete Permission Sets.

Access Controls

Access Rules Access rules define specific intersections of
data that users or groups can change or view.
Secured dimensions define intersections. Secured
dimensions include levels, accounts, and up to 3
custom dimensions.

See Concept: Access Rules and Create Access
Rules.

Levels « Level ownership: With access rule security,
level ownership gives you special administrative
privileges to levels.

e Access rules using owned levels: Create access
rules based on owned levels. This assigns users
data access to all their owned levels. When you
update their owned levels, the rules dynamically
update too. See Create Access Rules.

« Level availability: This level setting makes levels
and their data visible in specific versions. See
Change Level Availability .
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Versions Use version access controls to hide or lock the
entire version for broadly defined user types. Or,
lock portions of versions.

See Lock or Hide Versions with Version Access
Controls.

Account Settings Use the 2 settings to control access for accounts:

« Control how you reference account values in
formulas with the Data Privacy setting. You can
either reference the value at the current level
only, the top level, or any level. This account
setting reveals the data of other levels that you
may not otherwise have access to.

* Flag an account as a Salary Detail. Only users
with the Salary Detail permission can see the
account splits and details. See Steps: Protect
Sensitive Data.

Sheets « After you add accounts to standard sheets,
you can mark them as read-only and no one
can change the data on that sheet. See Edit
Standard Sheets.

* You can also hide the whole sheet from
sublevels.

¢ For cube sheets, you can add cube restrictions
that block access to specific intersection.

« Flag a modeled sheet as Salary Detail. Only
users with the Salary Detail permission can open
the sheet.

See Concept: Modeled Sheet Building to get
started.

Permission Sets

Steps: Create, Change, or Delete Permission Sets

A permission set defines user access to Adaptive Planning. Every user needs an assigned permission set
to log in.

As an administrator, you can:

« Create as many permission sets as you need.
e Change existing permission sets.
« Assign permission sets to users.

Prerequisites

* Required permissions: Admin Access > Permission Sets.
e Concept: Permission Sets.
* Reference: Available Permissions.
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Navigation
?\_{’_,J' From the nav menu, select Administration and then Permission Sets.

Create Permission Sets
1. From the Permission Sets page, select New Permission Setand enter a permission set name.

* The most common permissions are pre-selected for you. This is a standard template.
* You can choose a different template: View Only, Contributor, Al Implementor, or Power User.
2. Hover over each permission to see a tool-tip. Check or clear any permissions or use the default
template as-is.
3. Select Submit.
4. Assign the permission set to any user.

Change Permission Sets
When you edit a permission set, you change the access of every user who is assigned that permission set.

1. From the Permission Sets page, select the Edit link next to the permission set you're editing
2. Select or clear permissions as required.

3. (Optional) From the Permission Sets page, select the permission set name from the list. You see a list
of permissions and the users assigned to that permission set. Change the permission set as follows:

« Select Edit at the top of the page to add or remove permissions.
» Select Assign Users to Permission Set to add or remove users from the permission set.

« Select the Edit link next to a user name to assign a different permission set to the specific user. This
option is only visible if you have Admin Access > User permission.

Assign or Remove Permission Sets for Users

There are many different ways to do this, depending on if you have just Permission Sets or both
Permission Sets and Users permissions. If you have both, you can choose any method.

Change the Permission Set for a User Additional Permission: Admin Access > Users

1. Go to Administration > Users.

2. Find the user in the list and select the Edit link
next to the Login (username).

3. From the Permission Set drop-down, select a
different option and select Submit.

Change the Users Assigned to a Permission Set additional Permission: Admin Access > Users

1. Go to Administration > Permission Sets.
2. Select the permission set name link.

3. Scroll to the bottom to see a list of users
assigned to the permission set. Select Edit next
to a user name. This opens the user profile.

4. From the Permission Set drop-down, select a
different option and select Submit.

Change Permission Set Assignment 1. Go to Administration > Permission Sets.
Select the Assign link for a permission set.

3. To assign users to the permission set, move
them to the Selected Users list. To remove

N
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users from the permission set, move them to the
Available Users list.

4. Select Submit.

You can also change the user assignment for
a permission set by selecting the permission
set name link. Next select Assign Users to
Permission Set.

Important: If you remove a user from a permission
set, you can assign them a different permission set.
A user needs a permission set assignment to log in
to the Adaptive Planning.

Delete a Permission Set

When you delete a permission set, you remove the associated permissions from all assigned users. Assign
them a different permission set so they don't get locked out of Adaptive Planning.

1. From the Permission Sets page, select Delete next to the permission set name.
2. Confirm deletion. A list displays all assigned users.

3. Select a new permission set for each user. If you choose Unassigned, they won't be able to log in to
Adaptive Planning.
4. Select Submit.

Concept: Permission Sets

You assign permission sets to users to give them access to areas of Adaptive Planning. A permission

set includes permissions that define what a user can see and do in Adaptive Planning. Example: An
Administrative permission set generally has all or most of the available permissions. A budgeter may only
need to access sheets and nothing else. That permission set may only contain a few permissions.

See Concept: Roles and Permissions and Reference: Available Permissions.
You can assign one permission set to several users, but each user can have only one permission set.

Every instance comes with predefined permission sets, depending on the license. Review the permission
sets and update their permissions as needed, or create additional permission sets.

Permissions Versus Data Access

Permissions control the actions users can take, and the areas in Adaptive Planning users can see or
access. This includes certain fields, sections, and services. Example: A user without the Admin Access
permission cannot get to the Administration screens.

Data access controls the data users can view. Example: you can choose the levels and versions that users
see and don't see. Manage data access with level, version, account, and sheet settings. If your instance
uses access rules, the rules add a specific layer of control.

Level owners are set up in the user profile or in Administration > Associations. Version access is set up
when you create or edit versions. Access rules are set up in Admin > Access Rules if you have access
rules enabled.

See:

e Concept: Access Rules.
« Steps: Create, Edit, or Delete Users.
« Create Plan Versions.
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Permissions Templates

A permissions template pre-selects a set of permissions for you. The permissions templates are different
for each instance. They generally include View Only and Full Seat. They may also include Contributor,
Adaptive Planning Implementor, and Power User.

To see the permissions included in each template, create a new permission set and click the template.
Remove and add permissions as you choose. See Reference: Available Permissions.

View Only Permissions Use the View Only template for users who should
only have view access to data. It's also a good
place to start for creating a limited permission set or
for building a permission set from the ground up.

Contributor Permissions Use the Contributor template for users who must
enter and change data. The Contributor template
doesn't include permissions suited for management,
administrative, and modeling. Besides a few other
advanced permissions, the Contributor template
doesn't include:

» Integration Operator
¢ Model Management Access
¢ Admin Access

Full Seat and Power User Permissions The Full Seat and Power User templates have
almost all the available permissions. Use these
templates for administrative and management
users. Permissions that are not selected in the Full
Seat and Power User template:

« Integration Developer: allows the user to create
data connectors using APIs.

< Time: allows the user to update the calendar
setup.

e Structure Import: allows the user to import model
structures, such as level, accounts, and so on.

Adaptive Planning Implementor Permissions Use the Adaptive Planning Implementor template
for users who manage the model for a limited time.
Examples include:

e Workday SAML SSO users who don't have
specific permissions yet within Adaptive
Planning.

e Third-party implementers.

Permissions that are not selected in the Adaptive
Planning Implementor template:

« Integration Developer: allows the user to create
data connectors using APIs.
« Export Capabilities: allows the user to export.

* Approve Levels: allows the user to approve
levels within Workflow.

* Process Tracker: allows the user to access and
manage the Process Tracker.
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What's Next

See Steps: Create, Change, or Delete Permission Sets.

Reference: Available Permissions

Check out Concept: Permission Sets for overview information and Steps : Create, Change, and Delete
Permission Sets for step-by-step instructions. Some permissions expose data or secured dimensions
protected by access rules. See Transition to Access Rules for details.

Sheet Permissions

Permissions Let Users Prerequisite General Setup
Permissions

Access Sheets Open Sheets from the
Navigation bar.

View level-assigned
sheets.

Editable Sheet Access Enter and edit data on Access Sheets
level-assigned sheets
that they can view.

Edit Dimension on Sheet Add dimension values Editable Sheet Access
to the dimension drop-
down of modeled and
cube sheets when the
sheet allows it.

When you add
dimensions to a sheet
in the model, click Edit
dimension on sheet.

Download to Excel Download a sheet of any Access Sheets
type in Excel format or
use printable view.

Report Permissions

Permissions Lets Users Prerequisite General Setup
Permissions

Access Reports Open Reports from the
Navigation bar.

View, download PDFs,
and create shapshots of
reports that others have
shared with them.

Create Personal Reports  create reports of any Access Reports

type for personal use
and store in any folder.

Create Shared Reports  Save a report to Shared Access Reports, Create
folders so that others can Personal Reports
view it and edit it.

Make changes to any
shared reports that they
originally created.
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Permissions

Lets Users Prerequisite
Permissions

General Setup

Modify All Reports

Download to Excel

Manage Shared Report
Folders

Send Notifications

Upload Files

Access OfficeConnect

Make changes to shared Access Reports
reports created by other
users.

Save changes to shared
reports so other users
automatically see the
changes.

Delete a report authored
by another user.

Delete a report or line
note authored by another
user.

Download a report of Access Reports
any type in Excel format
from:

* Report viewer
* Report builder
* Report URL

Rename, delete and Access Reports
create Shared Report

folders. All users with

report access see these

changes.

Send notifications to Access Reports
other users for shared
reports of any type.

Create personal email
groups in Change Your
Profile, Home Page, and
Email Groups.

Upload files from their Access Reports
computers and save

them. See: Upload Static

Report Files

Use Adaptive Planning  Access Reports
OfficeConnect for

Excel, Word, and

PowerPoint to create

reports, documents and

presentations using

Adaptive Planning data.

Purchase and enable
OfficeConnect in
Administration > Setup.

©2023 Workday, Inc. All rights reserved

Workday Proprietary and Confidential







Dashboards Permissions

| Using Administration | 29

Permissions

Lets Users Prerequisite

Permissions

General Setup

Access Dashboards

Edit Dashboards

View Snapshots

Create and Schedule
Snapshots

» Access Dashboards
from the Navigation
menu.

* View shared
perspectives.

* View charts and
analyze chart data.

» Download charts as
an image to personal
machine.

« Create perspectives Access Dashboards
and charts and share
with others.

* Duplicate shared
perspectives.

e Checkout and Publish
shared perspectives
that you can edit.

» Delete perspectives
that you can edit.

« Access the Access Dashboards

Snapshots folder.

* View and download

any shared
shapshots.

» Access the * Access Dashboards
Schedules folder. + View Snapshots

* Create new
snapshots and new
snapshot schedules.

Request Dashboards

Integration Permissions

Permission

Lets Users Prerequisite

Permissions

General Setup

Integration Operator

©2023 Workday, Inc. All rights reserved

Open Integration from
the Navigation menu.

Execute saved
Integration tasks.

See the Execution
History.
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Permission

Lets Users

Prerequisite
Permissions

General Setup

Data Designer

Not restricted by access
rules or level ownership

Integration Developer

Not restricted by access
rules or level ownership

Set up data sources,
loaders, tasks and
user permissions for
Integration.

Run APIs that load data
to all levels, accounts,
and dimensions.

Use JavaScript to define
the behavior for each of
the standard data source
actions (test connection,
import structure, import
data, and preview data).

View all accounts, levels,
and dimensions in the
staging tables.

Integration Operator

Data Designer

Modeling Permissions

Permissions

Lets Users

Prerequisite
Permissions

General Setup

Model Management
Access

Not restricted by access
rules or owned levels

©2023 Workday, Inc. All rights reserved

You must select
additional Model Access
permissions to give the
user access to Modeling.
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Permissions

Lets Users Prerequisite
Permissions

General Setup

Model includes: sheets,
accounts, dimensions,
and formulas

Organization Structure

Restricted by owned
levels with the Owned
Levels Only option.

Version

©2023 Workday, Inc. All rights reserved

Open Modeling from the  Model Management
Navigation bar. Access

Create, edit, and delete  (Optional) Integration
dimensions, dimension  Operator > Data
values and dimension Designer to view all
attributes. parts of the model in
Integration in the data

Create, edit, and delete ;
designer

GL, metric, and custom
accounts, and account
attributes.

Create, edit, delete,
and assign level-
assigned sheets and
user assigned sheets.

Open Formulas from the
navigation bar.

Write shared formulas of
your model.

View all dimensions and
accounts.

Create dashboard
metrics.

View and run all tasks in
Design Integrations.

Open the Levels menu in  Model Management
Modeling. Access

Create, edit, and delete  Admin Access > Users to

levels. manage associations.

View, create, and
change associations
(conditional)

Assign level owners.

e All Levels: Not
restricted by owned
levels.

e Owned Levels Only:
Restricted by the
levels they own.

Open the Versions menu Model Management
in Modeling. Access

Create, edit, delete, and
hide versions.
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Permissions

Lets Users

Prerequisite
Permissions

General Setup

Time

Configure Calendar

Transactions

Announcements

Assumptions

Structure Import

Allocation Rules

©2023 Workday, Inc. All rights reserved

Open the Time menu in
Modeling.

Create locales, add and
edit labels and extend
the defined calendar for
an instance.

Import new calendars
to replace existing
calendars.

Clear standard data in
the model.

Open Transactions from
the Others menu in
Modeling.

Define the columns and
fields of transactions.

Open Announcements
Pages from the Others
menu in Modeling.

Create, edit, delete and
share announcements
with other users.

Open Assumptions from
the Accounts menu in
Modeling.

Create, edit, and delete
assumption accounts.

Import level, account,
attributes, and dimension
structures from Modeling
menus.

Open Allocations Rules
from the Rules menu in
Modeling.

Create, edit, and delete
Allocation Rules.

Model Management
Access

Time

Model Management
Access

Model Management
Access

Access Reports

Model Management
Access

Model includes: sheets,
accounts, dimensions,

and formulas

Model Management
Access

This permission does
not appear if you have
purchased Dashboards
CPM.
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Permissions

Lets Users

Prerequisite
Permissions

General Setup

Currencies

Consolidation

Publish Financial Plan
into Workday

Not restricted by owned
levels

Publish Headcount Plan
into Workday

Not restricted by owned
levels

Publish Workforce Action
Plan into Workday

Not restricted by owned
levels

View All Publish
Histories for Enabled
Plan Types

Not Restricted by owned
levels

Open Currencies from
the Others menu in
Modeling.

Create, edit, and delete
currencies to be used in
the model.

Create, edit and delete
exchange rate types for
the currencies.

Enter rates in the
exchange rate sheets.

Administer
Consolidation.

Open Elimination Rules
from the Rules menu in
Modeling.

Create, edit, and delete
elimination rules.

Open Consolidation
Percentages from
the Others menu in
Modeling.

Publish financial plan
versions to Workday as
drafts.

Publish headcount plan
versions to Workday as
drafts.

Publish workforce action
plan versions to workday
as drafts.

View the publish
histories for plans
published by any user.
Used for auditing
purposes.

Model Management
Access

Model Management
Access

Model Management
Access

Model Management
Access

Model Management
Access

Model Management
Access and at least one
of the Publish plan type
permissions.

Purchase and enable
Consolidation.

Adaptive Planning must
be set up for Workday.
See Steps: Configure
Adaptive Planning for
HCM and Financials.

Adaptive Planning must
be set up for Workday.
See Steps: Configure
Adaptive Planning for
HCM and Financials.

Adaptive Planning must
be set up for Workday.
See Steps: Configure
Adaptive Planning for
HCM and Financials.

Adaptive Planning must
be set up for Workday.
See Steps: Configure
Adaptive Planning for
HCM and Financials.
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Permissions Lets Users

Prerequisite
Permissions

General Setup

Admin Access

Not restricted by access
rules or level ownership

Users Open Administration

from the Navigation bar.

Create, edit, and delete
users and their profiles.

Change user passwords
and IDs.

Assign owned levels to
users (conditional).

Assign permission sets
to users (conditional).

Create access rules.

View, add, change
associations (conditional)

Permission Sets Open Administration

from the Navigation bar.

Create and delete
permission sets.

Change permissions of
permission sets.

Assign permission
sets to and remove
permission sets from
users (conditional).

Manage Global User
Groups

Open Administration
from the Navigation bar.

Create, edit, and delete
user groups.

Add and remove users
from groups.

©2023 Workday, Inc. All rights reserved

You must select
additional Admin
permissions to give
the user access to
Administration.

Admin Access

(Optional) Model
Management Access >
Organization Structure to
assign levels to users or
to manage associations.

(Optional) Admin Access
> Permission Sets to
assign permission sets to
users

Admin Access

(Optional) Admin Access
> Users to assign
permission sets to users.

Admin Access
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Permissions Lets Users Prerequisite General Setup
Permissions

General Setup Open the System menu  Admin Access
in Administration.

Update General Setup of
the instance.

Enable or disable
features in the instance.

Change the visual
preferences, such as the
company logo.

Enable or disable the
use of avatars in user
profiles.

Process Tracker Permissions

Permissions Let Users Prerequisite General Setup
Permissions

Access Process Open Processes from Purchase Workflow

Tracker the Navigation bar.

View processes and the
pending and completed

tasks assigned to others
and assigned to self.

Complete Tasks Mark their own tasks Access Process Tracker

Assigned to Self complete or incomplete.

Complete Any Task Mark anyone's tasks Complete Tasks
complete: Assigned to Self

* Mark group tasks
(Any or All) as
Complete even if user
is not an assignee on
the task and doesn't
see it in the process
guide.

e Mark a completed
group task as
Incomplete and
reopen to Any or All
option.

Manage Tasks Create, edit, and assign Complete Any Task
tasks within a process
to anyone. Enables
you to add or remove
attachments.

Manage Processes Create and edit Manage Tasks
processes for tasks.
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Permissions

Lets Users

Prerequisite
Permissions

General Setup

Import Capabilities

Import To All Locations

Not restricted by access
rules or level ownership

Erase Data

Not restricted by access
rules or level ownership

Export Capabilities

Refresh Linked Levels

Not restricted by access
rules. Conditionally
restricted by level
ownership.

Open Integration from
the Navigation menu.

Import data to levels
they can access and any
sheet assigned to them.
Importing to workflow
statuses that are locked
or approved results in an
error.

Import data to all
levels, accounts, and
dimensions.

See and edit previously
defined mappings.

See the Import mapping
table.

See actuals import
history.

Import data into workflow
statuses that are locked
or approved without
encountering any errors.

Delete all data from
any non-virtual plan or
actuals version.

See and start Integration
from the Navigation
menu.

Export data to a .csv file.

Refresh linked levels on
sheets (conditional).

Refresh linked levels
through Modeling >
Levels (conditional).

Import Capabilities

Import to All Levels

Access Sheets to refresh Multi-Instances only
from the sheet.

(Optional) Model
Management >
Organization Structure
> All levels to refresh
all levels from Modeling
area.

(Optional) Model
Management >
Organization Structure
> Owned levels only
to refresh only owned
levels from Modeling
area.
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Permissions

Lets Users

Permission
Prerequisites

General Setup

Access Consolidation

Not restricted by access
rules

Restricted by level
ownership

Access Salary Detall

Privileged Actuals
Access

Access Transactions

System Audit Access

Not restricted by access
rules or owned levels

©2023 Workday, Inc. All rights reserved

Open Consolidation from
the Navigation menu.

Create and submit
journal entries for owned
levels.

View intercompany
elimination rules.

View all accounts at
owned levels.

See salary data (in
sheets, reports, and
accounts) that are
otherwise hidden.

Open and enter data in
modeled sheets with the
salary detail setting.

See and edit the values
on splits of GL and
custom accounts with the
salary detail settings.

Edit salary detail settings
for modeled sheets.

Edit value lookups on
modeled sheets.

Select any actuals
versions from the version
selector in Sheets.

Edit data in actuals
version sheets.

Drill from sheets, reports,
and cell explorer to view
imported transaction
data.

Build pattern and
transaction reports
(conditional).

Build and run audit trail
reports (conditional).

Search cell notes
(conditional).

(Optional) To see sheets,

the user also needs
Sheet Access.

(Optional) To see
reports, the user also
needs Report Access.

(Optional) To edit salary
detail settings, the

user also needs Model
Management Access >
Model includes: sheets,
accounts, dimensions,
and formulas

Sheet Access

To see sheets, the
user also needs Sheet
Access.

To see reports, the
user also needs Report
Access.

Access Reports to build
pattern and transaction
reports.

Access Sheets to run
audit trail reports and
search cell notes.

Purchase and enable
Consolidation in your
instance.

Purchase the
Transaction module.

Enable Access Rules
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Permissions

Permission
Prerequisites

Lets Users

General Setup

See Who is Online

NetSuite Setup

Drill Into NetSuite
Imported Numbers

Drill Into Workday
Imported Numbers

Export Budgets To
NetSuite

Approve Levels

Restricted by level
ownership

SAML

See how many users are
currently logged in to the
instance and who they
are.

Configure the

initial NetSuite

Basic connection

to link an Adaptive
Planning instance to
a NetSuite account in
Administration.

Drill into numbers Sheet Access

imported from NetSuite.

Drill into numbers Sheet Access

imported from Workday.

Export data directly into
the NetSuite budget
module. Requires Export
Capabilities permission.

Export Capabilities

Open Workflow from the
navigation bar.

Approve or reject levels
and sheets in Workflow.

Manage SAML single
sign-on settings.

Purchase Netsuite Basic.

Adaptive Planning must
be set up for Workday.
See Steps: Configure
Adaptive Planning for
HCM and Financials.

Purchase Netsuite Basic.

Purchase and enable
Workflow for your
instance.

Purchase SAML option.

Access Rules

Create Access Rules

With access rules , you can secure levels, accounts, and custom dimensions. You then use secured
dimensions to define specific intersections of data that users or groups can edit or view. You can also add
attributes to the rules and use them to filter access to the dimensions they tag.

You use a spreadsheet template to create the rules. You can either replace all existing rules with the
template or update and append the rules.

Note: Access rules describe specific intersections of dimensions in your model. If a user's rules conflict
with each other at a specific intersection, the access defaults to the more permissive rule.

Prerequisites

Documentation to read:

* New to access rules? See Concept: Access Rules and Transition to Access Rules.
« The template uses hierarchy logic for every secured dimension. See Concept: Hierarchies and Access

Rules.
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» Access to data depends on various access controls throughout the model. For start-to-finish
instructions, see Steps: Set Up Access Rule Security.

« For best practices, see Reference: Access Rules and Your Model.
e You may also be interested in Create Dynamic Access Rules.

Actions to complete:

e Complete your model's structure, including the levels, accounts, and custom dimensions.

e Have your level, level attributes, account, and custom dimension hierarchies viewable as you create
rules. You need codes for levels, dimension values, and attribute values. For all accounts except
modeled accounts, you need the account code. For modeled accounts, you need the sheet name.

« If you use associations for rules, have all associations completed and have the codes viewable as you
create the rules.

* Create the users and groups.

Tip: Best Practices: If you have a lot of users, or often add new users, create rules for user groups. Then
add each user to a group to immediately grant them appropriate access. Update the rule per group to
update the access of all the users in the group.

Prerequisites

Required permission: Admin Access > Users

Navigation
Py

1

..~ From the nav menu, click Administration. From Users and Permissions section, click Access
Rules.

Basic Steps to Set Up Access Rules

1. Add the dimensions and attributes to access rules. You use the dimensions and attributes to define
access rules.
2. Export existing rules or download the template. The template and the export are spreadsheets.

3. Complete the template or make changes to the exported rules. In the template, list groups or users and
assign them rules or a series of rules. You build the user's access by permitting more with each rule.
You can also create rules based on owned levels, associations, and attribute tags.

4. Import the access rules. Choose either Update and Append or Replace All to change existing rules,
add new rules, and delete old rules.

5. Review the access rules on the table.

Periodically audit your rules, if you make changes to the model, such as adding new levels, reorganizing
any hierarchy, or deleting dimension values. See the section "Manage Rules After Model Updates" below.

Secure Dimensions and Add Attributes

Secure accounts, level attributes, and up to 3 custom dimensions, and add any number of attributes.
Levels are secured by default.

1. From the toolbar, click Add. The list includes levels, accounts, and available custom dimensions.
Attributes nest under the dimensions they tag. Some custom dimensions aren't available because their
settings disqualify them. See the section, Eligible Dimensions, that follows.

2. Click the check boxes next to the items and click Add.

3. Review the table: The dimensions and attributes you added appear as columns on the page and also in
the template or export. See Concept: Access Rules Interface Tour.

Eligible Custom Dimensions Custom dimensions may not appear in the list for
various reasons:
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¢ The dimension has over 10,000 values.

* You already have 3 custom dimensions secured.
Contact us if you require more than three
custom dimensions.

e The dimension has the Use on Levels or Data
import automatically creates dimension
values setting selected.

« The dimensions might be on modeled and cube
sheets with a sheet setting that allows users to
edit dimension values from the sheets.

To change the dimension settings:

1. Go to Modeling > Dimensions.

2. From the list of dimensions, select the
dimensions you want to secure.

Uncheck the settings.

4. Return to the access rules and the dimension
appears in the list.

w

* Dimension Details

Name™®

Customer

Short name

Lilt dimension

Use on levels s

Data import automatically creates dimension s
values

Keep sorted

Use mapping criteria to set dimension value on
modeled sheets

To change the sheet settings:

1. Find the sheets that have the dimension you
want to secure. From the nav menu, click the
arrow next to Modeling. Then click Overview.

¢ For modeled sheets, double-click each
modeled sheet icon. Dimensions on the sheet
appear in the Column Details of the table.

¢ For cube sheets, double-click each cube
sheet icon. Dimensions appear in the
Dimension Details.

2. Once you know which sheets have the
dimension, go to Modeling > Level Assigned
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Sheets or User Assigned Sheets. Find the
sheet with the dimension, and click Edit:

* For modeled sheets, click Columns and
Levels.

* For cube sheets, click Dimensions,
Attributes, and Levels.

3. Select the dimension you want to secure from
the canvas to change its settings and save the
sheet:

Export the Rules or Download the Template

When you export the rules, your template includes existing rules. When you download the template it's a
blank excel file.

Export Rules From the toolbar, select Export. Save the file to
your computer so you can make changes.

Download the Template 1. Select Import from the toolbar.
Select the Download Template link.

3. Save the template to your computer so you can
make changes.

N

Complete the Template or Edit the Export

Template Interface Tour You can create rules for either a username OR a
group name. Each secured dimension and attribute
has a Grant column and a Grant All Except
column. For each secured dimension or attribute in
the rule, enter data either in the Grant column OR
the Grant All Except column. Ask yourself if it is
more efficient to list all the grants, or to list all the

exceptions.
A B C I

; Access Rules Dime
3 OR

Access Type Username Group Name  |Level (€
4
5 |Edit storemanager@cavanaugh.com Design
]
7

If you're listing more than one value, add a new row
for each value. Several rows can make up one rule.
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f. B C |
Access Rules Dime

LR A

Access Type Username Group Name |Level (G

Edit storemanager@cavanaugh.com Design

14

For the next rule, enter the Access Type in a row
below the last listed dimension.

Important: Don't add more than 1 blank rows
between each rule. Any content after the 2
completely blank rows is not imported.

fit B C

Access Rules Dim

LA R

Access Type Username Group Name Level

Edit storemanager@cavanaugh.com Desig

=D = R B = R B

10
== | Next Rule Here
12
13
14

The accounts listed are accessible only at the levels
and custom dimension values listed in the same
rule and vice versa. Example: 1 of the rules assign
John Doe access to the Sales Detail account
group at the Sales level. The other rule assigns him
access to the Expenses account group at G&A. He
cannot access the Sales Details accounts at the
G&A level or vice versa.
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Create Rules 1. Open the template or exported rules.

2. Inthe Access Type column, enter the type of
access for the rule: Edit, Full View, Limited View.

3. Enter either the username or the group name. If
you enter a group name, the rule is for all users
assigned to that group.

4. Define level access for the rule, entering 1 level
per row:

« To give access to all the levels, enter (+) or
the code of the top level in the Level (Grant)
column.

* To give access to a level and its
descendants, enter the code of the parent
level in the Level (Grant) column. This
excludes ancestors.

« To give access to the owned levels, enter (~)
in the Level (Grant) column.

« To give access to levels associated with the
user or the users in the group, enter the level
association code in parenthesis in the Level
(Grant) column.

e Or, inthe Level (Grant all Except) column,
list the parent levels or child levels. This
removes access to the levels listed, their
ancestors, and their descendants. It gives
access to all other levels. You can create
other rules that give access to descendants
of levels listed here.

Note: The only way to give access to an (Only)
level is to give access to the parent and all
descendants.

5. (Optional) Define account access, entering 1
account per row:

* To give access to all accounts, enter (+) in
the Account (Grant) column.

« To give access to entire account hierarchies,
enter GL Accounts, Custom, Metric,
Assumptions, Cube, or Modeled in the
Account (Grant) column.

e To give access to all accounts in a group,
enter the group name, modeled sheet name,
or cube sheet name in the Account (Grant)
column.

« To give access to an account and all its
descendants, enter the account code of
a parent account in the Account (Grant)
column. This excludes ancestors.

e Or, list the account codes, group names, or
hierarchy names in the Grant all Except
column. This removes access to the accounts
listed, their ancestors, and their descendants.
It gives access to all other accounts. You
can create other rules that give access
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to descendants listed here at different
intersections.
6. (Optional) Define custom dimension access,
entering one value per row for each dimension:

« To give access to all the dimension's values,
enter (+) in the Grant column. This includes
the all value, or the dimension rollup.

* To give access to level, account, and split
rollup values on standard sheets, enter (+)
in the Grant column. See Access Rules and
Your Model.

« To give access to specific values, enter
the value codes in the Grant column. This
excludes the all value, or rollup, and parent
values in hierarchical dimensions.

* To give access to only the values associated
with the user or the users in the group,
enter the association code of the custom
dimensions in parenthesis in the Grant
column.

« To give access to only the root uncategorized
value, enter (-) in the Grant column.

e Or, list the value codes in the Grant all
Except column. This excludes the all value.
For hierarchical dimensions, list the parent
code to remove access to the parent, its
descendants, and its ancestors. You can't list
the root uncategorized value in this column.
There is no way to remove access from the
root uncategorized value.

Note: Every rule automatically gives access
to the root uncategorized value of custom
dimensions.

7. (Optional) Define attribute access, entering 1
value code per row in either the Grant or Grant
All Except columns. The attribute value codes
listed only apply to the levels, accounts, or
dimensions listed in the same rule.

8. Save the template. You can change the name of
the template file. Don't change the extension, the
sheet names, or the column headers.

Many rules work together to create access per user
or group. Example: These two rules work together
to grant John Doe's data access:
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Access Rules Dimensi
Access Type Username Group Mame  |Level (Gran
Edit johndoe@cavanaugh.com

Edit johndoe@cavanaugh.com FP&A

The rules alone result in different access:

¢ The first rule says John has no access to the
FP&A level. He has access to all other levels for
all accounts and all product dimensions.

« The second rule says John only has access to
the FP&A level and no other levels. The only
accounts he can't edit are the Salaries and
Personnel accounts.

The rules together have a different result. John can
edit everything except the Personnel and Salaries
accounts at the FP&A level.

Find Associations Codes 1. Go to Administration > Associations.
2. The codes are listed in the table. You can export
them for easy access while you create your
rules.

Find Account Codes The codes are in the account lists in the Code
column. You can use the exportAccounts API to pull
all account codes or you can go to Modeling for:

¢ Modeled account codes: Use the sheet name

¢ Cube account codes: Click Level-Assigned
Sheets or User-Assigned Sheets. Click Edit
next to the cube or modeled sheet name. Click
Cube Accounts. The codes appear in the
hierarchy list.

e System account codes: Click General Ledger
Accounts or Custom Accounts from
Accounts section. System accounts have a
special icon in the account lists. The codes
appear in the hierarchy list.

« Any other account codes: Click on any type of
account from the Accounts section. The codes
appear in the hierarchy list.
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» Exchange rate accounts:
Use the following protocol:
Assum Exchanger at e. Fr onCur r encyCode. ToCur r ency

1. Go to Modeling > Currency.

2. Replace FromCurrencyCode and
ToCurrencyCode with your model's currency
code for each. Codes for each currency are
in the Currency section.

3. Replace RateCode with the exchange rate
type code. Codes for each exchange rate
type are in the Exchange Rate Types
section.

Import Access Rules
When you import the rules, you can either:

* Replace All: Deletes all existing rules and adds the rules that are in your template.
e Update and Append:

* Replaces corresponding rules for users or groups with existing rules. Example: You add one rule in
the template for the Accountants group. Update and Append replaces all the existing rules for the
Accountant group with the one new rule. If you intend to add an additional rule to this group, export
the existing rules and then add one more rule. The import then includes the existing rules as well as
the new rule.

< Adds rules for new users or groups. Example: The template only has rules for new users or groups
that before had no rules. Update and Append adds the news rules and leaves all existing rules as-

is.
Import the Rules 1. From the toolbar, select Import.

2. Select the Replace All radio button, or Update
and Append radio button.

3. Drag and drop your saved file into the square
or click anywhere in the square and select your
saved file.

4. If adding and appending, select Done when you
get the success message.

5. If replacing all, select the Replace All button to
confirm. When you get the success message,
select Done.

Correct Import Errors If there are errors in the import, you get an error
message when you import the template. To correct
them:

1. Select the Download Report link beneath the
error message.

2. Open the file and select the Errors sheet.
Rows with errors are yellow. The error message
appears in the cell with the error in red text.
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3. Select the cell with the error to read the full

message.

ot

4 | Access Type Username Gr
a I eu:l'ltl AccountingMgr@cavanaugh.com
i Edit Admin2@cavanaugh.com
7 Edit CEO@cavanaugh.com
8 Edit CFO@ cavanaugh.com
9 Edit Controller@cavanaugh.com
10 Edit MarketingDir@cavanaugh.com
11 Edit MorthSales@cavanaugh.com
12 Edit WVPofSales@cavanaugh.com
el Edit | Remove access rules for]
14 Edit admin@cavanaugh.com
15 Edit bhrauley@cavanaugh.com
16 Edit dbrasnick@cavanaugh.com
17 Edit ddrake@cavanaugh.com
18 Edit iPadi@cavanaugh.com
15 Edit lhull@cavanaugh.com
20 Edit nopassword@cavanaugh.com
21 Edit rowen@cavanaugh.com
22 Edit serenai@cavanaugh.com
23 Edit storemanager@cavanaugh.com
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4. Select the Import sheet and find the
corresponding rule. It's on the same row as the
error is in the Errors sheet.

5. Correct the error and save the file.

6. Try importing again.

Tip: Best Practice: Work with your team to see how
the new access rules affect them. Refine the rules
as needed.

Review the Access Rules Table

The rules on the screen don't look the same as the rules in the template. Each dimension column lists the
values granted and there's no Grant All Except column. Example: If you listed two levels in the Grant
All Except column in the template, the rule on the screen lists all the levels except the two. If a level
column is blank on the screen, it means that the rule gives no access to any levels. If the account or
custom dimension columns are blank, it means that the rule gives access to all the accounts and custom
dimension values. See Concept: Access Rules Interface Tour.

Remove Secured Dimensions and Attributes

Remove custom dimensions, attributes, or accounts from your access rules from the main screen. When
you remove a dimension, all users have full access to that dimension and its values. When you remove an
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attribute, users with access to levels and custom dimensions no longer have their access filtered by the
tags.

1. Hover over the dimension column name until three vertical dots appear.
2. Click the dots and select Remove.
3. OK.

Remove Secured Levels

You can't remove levels from access rules. If you don't want levels to control access, assign the top level to
every user and group.

Delete Access Rules

From the toolbar, select Export.

Open the file and delete rules from the spreadsheet. Don't make any other changes to the other rules.
Save the spreadsheet.

Return to the access rules page.

From the toolbar, select Import.

Select the Replace All radio button.

Select the Replace All button to confirm. The template has all the rules that you didn't want to delete.
Select Done when you see the success message.

© NGOk wWN R

Audit and Correct Invalid Access Rules

When you update your model, associated rules automatically update according to the hierarchy. See
Concept: Hierarchies and Access Rules.

If you create an account, level, or dimension value:

« Atintersections where you can access the parent, you can also access the new child.

« Atintersections where you can't access the parent, you can't access the new child. This is true even if
you can access all the siblings of the new child.

Deleted accounts, levels, or dimension values, get removed from the rule. This can make existing rules
invalid or change the access. If your rules only give you access to the deleted:

« Account at various intersections, you lose all access to data and your rules become invalid.
« Level at various intersections, you lose all access to data and your rules become invalid.

» Custom dimension value at various intersections, the rule updates to include only the uncategorized
value. The rule remains valid.

To find and correct invalid access rules:

Go to Administration > Access Rules.

Click Export.

Save the file and don't make any changes to any rules.
From the access rules screen, click Import.

Drag and drop the exported file into the box.

If there are any invalid rules, you get an error with a link to the error report. Use the report to correct any
errors in the rules and import again.

o0k whNE

Create Dynamic Access Rules

Dynamic access rules update the access of users based on changes made to the model, so you don't have
to update rules every time you update the model.

You can create dynamic access rules with:

* Owned levels using a tilde in parenthesis.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







| Using Administration | 49

« Level attributes to filter granted levels.

» Account attributes to filter granted accounts.

« Dimension attributes to filter granted dimension values.
« Associations using the association codes in parenthesis.

Prerequisites
Documentation to read:

* New to access rules? See Concept: Access Rules.

» The template uses hierarchy logic for every secured dimension. See Concept: Hierarchies and Access
Rules.

« Access to data depends on various access controls throughout the model. For start-to-finish
instructions, see Steps: Set Up Access Rule Security.

« For best practices, see Reference: Access Rules and Your Model.

Actions to complete:

« Complete your model's structure, including the levels, accounts, and custom dimensions.

» Have your level, attributes, account, and custom dimension hierarchies viewable as you create rules.
You need the account codes. For modeled and cube accounts, you can use the sheet names.

e Consider creating user groups. See User Groups.

« Import level owners and associations using the association import or API. See Import Associations and
updateAssociations.

Tip: Best Practices: If you have a lot of users, or often add new users, create rules for user groups. Then
add each user to a group to immediately grant them appropriate access. Update the rule per group to
update the access of all the users in the group.

Required permissions: Admin Access > Users

Navigation

..-__.'r._-.
i

.. Indicated in each section.

Use Attributes for Access Rules

Attributes in access rules limit the granted access to the secured dimensions in the same rule. This gives
access to only the dimensions that are tagged with the attribute value.

Example: Grant access to all owned levels. Then in the attribute Grant column of the same rule, enter a
level attribute value. This limits access to levels that are owned and that are tagged with the value.

You can then update access to levels by removing or adding attribute tags to the levels without having to
update the access rules.

Add Attributes to the Template 1. Create the attributes and assign them to

accounts, levels, or custom dimensions. See
Create Attributes and Create Attribute Values.

2. Go to Administration > Access Rules and click
the Add button.

3. Expand the dimensions to find the the relevant
attributes.

4. Click the check boxes next to the attributes
you want to use and click Add. You can add as
many attributes as you want.
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5. Click the Import button and click Download
Template.

The template includes a Grant and Grant All
Except column for each attribute you added.

Complete the Template For more details about completing the access rule
template, see Create Access Rules.

1. Enter the Group Name or Username in the
appropriate column. If you use groups, be sure
add new users to the groups.

2. Enter the Access Type: Edit, Full View, or
Limited View.

3. Grant access to levels, accounts, or custom
dimensions.

4. Enter 1 attribute value per row in the Grant or
the Grant All Except columns for the attribute.
You must always enter the attributes in the same
rule that grants the tagged levels, accounts, or
dimensions you want to limit.

Example Level Tree with Attribute Tags us

New York (tag: east)
California (tag: west)
Canada

Alberta (tag: west)
Newfoundland (tag: east)

Example Rule Access Usernanhevel Level Level Level
Type (Grant) (Grant Attributéttribute
All (Grant) (Grant
Except) All
Except
Edit JsmithUS west
Canada
Example Results JSmith can change data in the Alberta and

California levels. JSmith can't view or change data
in the US or Canada rollups.

Change the Model Add a new level under US, called Oregon, and
tag it with the west attribute. JSmith automatically
gets access to Oregon. Likewise, remove the west
tag from Alberta. JSmith no longer has access to
Alberta.
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Use Associations for Access Rules

Associations provide a shortcut to grant access to users and groups. Level ownership is a type of level
association.

In the Grant columns of the access rule template, you can enter the association codes, or (~) for level
ownership. This grants all values that the association code connected to the particular users. Changing the
associations changes the access without having to change the rules.

See Concept: Associations.

Set Up Associations and Groups 1. Go to Administration > Associations to
import the associations. You must create
associations for the user, not a group. See
Import Associations.

2. (Optional) Consider creating groups for the
association. Go to Administration > Global
User Group.

a. Name the group something intuitive, like
Level Owner Group or Product Manager
Group.

b. Add the users to the groups. See User
Groups.

Complete the Template
For more details about completing the access rule template, see Create Access Rules.

1. Goto Administration > Access Rules and click the Import button. Click Download Template.

2. Enter the Group Name or Username in the appropriate column. If the rules you create are for groups,
you must add the same users in the associations to the groups.

3. Enter the Access Type: Edit, Full View, or Limited View.
4. For the Level (Grant) column, enter:

« (=) to give access to the owned level of the user, or the users in the group.
« Or, the level association code to give access to the levels associated with the user or each user in
the group.
5. For the custom dimension Grant column, enter the custom dimension association code in parenthesis
to give access to the dimension values associated with the user or each user in the group.

6. Complete the remaining columns to further define access or add more rules as needed.

Note: You can only enter association codes and (~) in the Grant columns, not the Grant All Except
columns.

Example Product Dimension Tree e T-Shirts

e Sweaters
¢ Pants

* Jeans
* Leggings

Example User Group Jsmith and Janedoe are part of the New York user
group.

Example Product Associations Template Notice that the association is for each user, not the
group.
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Code DimensioAssociatiimensiollser
Name Value

A- PROD Product Product Pants Jsnmith
Associ ati ons

Sweat er s

Jeans JaneDoe

Leggi ngs
Example Rule Notice the rule is for the group.
Access User Level Level ProductProduct
Type Group (Grant) (Grant (Grant) (Grant
All All
Except) Except
Edi t EdiNew  (~) (A
Your PRCD)
Example Result Jsmith has access to Jeans, Leggings, and

Sweaters at all owned levels. The parent value,
Pants includes all descendants,.

Janedoe has access to Jeans and Leggings at all
owned levels.

Change Associations Add Janedoe to the Sweaters associations. (A-
PROD) in the rules automatically grants JaneDoe
access to Sweaters.

Calculate the Access of Users

The user access calculator can help you understand a user's access based on the access rules and
version access settings.

Prerequisites

Security: Users.

Navigation

T
1

*_.~" From the nav menu, go to Administration > User Access Calculator.

Dimension Lists

There's a list for Levels, Accounts, Versions, and each custom dimension in your model, regardless of
whether or not you secured them for access rules.

Before clicking Calculate, you must:

» Select a version to calculate the version access controls for the user, which supersedes access rules.
* Select a value from each secured dimensions. This calculates the access rules.
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« Select any other dimension values that aren't secured. This could include accounts and any custom
dimensions. This has no affect, but is still required to proceed.

Check Access to a Coordinate
With this method, the calculator tells you what kind of access the user has to a particular coordinate.

1. Select a username from the User drop-down list.
2. Click a value from each of the lists.

3. For Mode, click Single Coordinate.

4. Click Calculate.

The pop-up window describes the access of the user.

Check Access to a Single Dimension

With this method, the calculator tells you what values the user has some access to for the specific
dimension. From here you can pivot your calculations to get the specific coordinates.

1. Select a username from the User drop-down list.

2. For Mode, click Single Dimension.

3. From the Single Dimension prompt that appears, select the dimension you want to calculate. Example:
Select Account if you want to see all the accounts the user can access somewhere.

4. Click a value from each of the dimension lists. Selecting dimensions from the list that you're searching,
has no affect, but is still required. Example: If you selected Account from the prompt, you must click
some account from the account list. The results still show all the accounts the user can access.

5. Click Calculate.

The pop-up window shows a table. In the Name column is a list of all the values the user has access to for
the single dimension you selected from the prompt. Example: If you selected Account, you see a list of all

the accounts the user has access to at some intersection in the Name column. In the Access column you

see what type of access the user has to the account at the other coordinates you selected from the lists.

Example: Pivot Single Dimension Calculations

Example: Your model secures levels and accounts.

Level Structure Account Structure
HQ * Revenue

« Sales * Expenses

«  Marketing * Invetntory

¢ G&A

Your level structure:

You want to figure out Userl's access.

Find Any Accessible Levels 1. Select Userl from the User drop-down list.

2. Click Single Dimension and select Level from
the Single Dimension prompt.

3. Click any level from level list, and any version
from the version list.

4. Click Revenue from the account list.

The results are:
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Name Access
Sales None
Marketing None

You see that the user has

* Some kind of access to 2 levels in the entire
model: Sales and Marketing.

* No access to either level at the Revenue
account.

Find Accessible Accounts at the Sales Level Your next step is to find the accessible coordinate
for those 2 levels. You could:

» Click through the account list and recalculate for
each account.

e Pivot your search.
To pivot:

1. Select Accounts from the Single Dimension
prompt because you already know all the levels
Userl can access.

2. From the level list, click Sales because you
already know Userl has access to Sales .

3. Leave the other list selections as-is.

4. Click Calculate.

The results are:

Name Access
Expense Write
Inventory Read

You now know Userl's access at the Sales level
and all the accounts the user can access at some
level:

« Access only 2 accounts in the entire model at
some level: Expense and Inventory.

* Change data at Expense and view data at
Inventory for the Sales level.

Find Accessible Accounts at the Marketing 1. Click Marketing from the level list.

Level 2. Leave everything else as-is.

The results are:

Expense Write

Inventory None

You now see that at the Marketing level Userl has
only change data in 1 account, Expense.

You now know all Userl's access:
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* Change data in Expense at the Sales and
Marketing levels

* View Inventory at the Sales level.

Access Calculation Results

The resulting access is a combination of both access rules and version access controls. Version access
control are defined in the version settings. Version access controls supersede access rules.

Calculator Results Meaning Reasons

WRITE Can add and change data, splits, BOTH:

modeled sheet rows, and details. e
Access rules: Edit access

Can add cell notes. » Version Access Control: Full
Access
READ_EXCEPT_NOTES Can view data, splits, modeled ~ BOTH:

sheet rows, and details. s
* Access rules: Edit access

Can add notes. » Version Access Control:

Locked Except Notes

OR BOTH:

¢ Access rules: Full View
access

* Version Access Control: Full
Access

OR BOTH:

* Access rules: Full View
access

* Version Access Control:
Import and Notes Only

OR BOTH:

* Access rules: Full View
access

* Version Access Control:
Locked Except Notes

READ Can view data, splits, modeled BOTH:

sheet rows, and details. .
e Access rules: Full View

Can't add notes. access

* Version Access Control:
Locked or Visible

OR BOTH:

* Access rules: Edit access

* Version Access Control:
Locked or Visible
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Calculator Results Meaning Reasons

READ_NOSPLITS_WRITENOTES can't view splits, modeled sheet  BOTH:
rows, or details.

* Access rules: Limited View

Can add cell notes. access
* Version Access Control: Full

Access

OR BOTH:

¢ Access rules: Limited View
access

* Version Access Control:
Import and Notes Only

OR BOTH:

* Access rules: Limited View
access

¢ Version Access Control:
Locked Except Notes

READ_NOSPLITS Can view data. BOTH:

Can't view splits, modeled sheet « Access rules: Limited View
rows, or details. access
* Version Access Control:

Can't add cell notes. -
Locked, or Visible

NONE Can't view or change data. EITHER:

« Access rules do not grant any
access to selected coordinates

e The Access Control for the
selected version is set to
Hidden for the user

IMPORT_AND_NOTES Can change data only through BOTH:
imports. e Access rules: Edit access
Can view the data, splits, * Version Access Control:
modeled sheet rows, and details. Import and Notes

Can add notes.

Transition to Access Rules

Learn what changes when you transition from level-based access security to access rules.
Access rules define specific intersections of data that users or groups can edit or view.
When you transition to access rules:

e Some capabilities are discontinued, changed, or restricted. You may need to take some actions before
Workday can enable access rules.
« Default rules are automatically created to mimic your current level-based security.

« Creating access rules is a two step process. First you secure the dimensions, then you use the secured
dimensions to create the rules. Securing dimensions does not affect access until you create the rule.

New to access rules? See the Concept: Access Rules Interface Tour.
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Important: Once Workday enables access rules for your instance, you can't turn it off.

Transition Basic Steps

1. Review the Discontinued, Restricted, or Changed Capabilities. Take any necessary actions to prepare
for access rules.

2. Submit a support request. You may request a sandbox to test access rules.

3. View or change your default rules.

4. (Optional) Migrate the access rules to your live instance from your sandbox.

Discontinued , Restricted, or Changed Capabilities

Discontinued With access rules, these capabilities are
discontinued:

e Discovery Classic

e Shared reporting dashboards

* Reclassification rules

« The Data Visibility option on shared reports
e Sample reports

+ SOAP APIs

If applicable, take these steps before submitting the
request:

« Transfer all the Discovery Classic charts to
dashboards.

* Use Announcements to recreate shared
reporting dashboards. Find all your personal
reporting dashboards in your Reports personal
folder.

« Delete all reclassification rules. This deletes all
data associated with the rules and could change
your historical data in your actuals version.

Be aware of these items:

* When you saved shared reports, you had a Data
Visibility option. The options showed users all
the report data regardless of level ownership.
With access rules, this option disappears. Users
may not be able to run previously shared reports
or they may see different data.

Restricted or Changed Capabilities .
g P APl Versions These APIs will only

validate against API v22
and above for access

rule compatibility:

e exportAccounts

» exportActiveCurrencies
* exportAttributes

e exportDimensions

» exportLevels

» exportTime

e exportVersions
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permission, System
Audit Access, to:

e Run audit trail

reports

» Build pattern
reports

* Build or edit
transaction
reports

e Search cell notes

e The Model
Management

Access> Allocation
Rules permission
lets you manage
allocations on

all levels and all
accounts, even those
not granted through
access rules.

» The Access
Transactions
permission no
longer lets you edit
transaction reports
when you drill into
data from sheets.
To edit transaction
reports, you need
the System Audit
Access permission,
and you must go to
Reports from the nav
menu.

Setting Changes « Modeled and Cube
Sheet Setting:
Edit Dimension
Values on Sheets is
disabled for secured
custom dimensions.

» Dimension Setting:

Use on Levels
and Data import
automatically
creates dimension
values is disabled
for secured custom
dimensions.

Level Owners « Without access rules, you can view data in
sheets and reports in the levels that you own.
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* With access rules, ownership doesn't control
your access. You no longer need to own the
level to open a level-assigned sheet. Instead,
your access rules must grant you access to at
least one level on the sheet.

» Level ownership managerial privileges don't
change.

Use Cases for Creating Access Rules

Access rules can have major affects on your model and how you plan. Depending on how you plan to use
access rules, the setup tasks can be slightly different.

Secure Only Levels Secure Accounts Secure Custom Dimension

1. Read the docs. 1. Read the docs. 1. Read the docs.

2. Open a support case in the 2. Open a support case in the 2. Open a support case in the
Workday Customer Center Workday Customer Center Workday Customer Center

3. Consider training. 3. Complete training. 3. Complete training.

4. (Optional) Contact 4. Consider contacting 4. Contact professional services.
professional services. professional services. 5. Consult professional services .

5. (Optional) Test in sandbox. 5. Consider testing in sandbox.

View and Change the Default Access Rules

As soon as you enable access rules, Adaptive Planning secures levels and creates rules. The rules mimic
level ownership access for each user. To keep the user experience the same, the new rules assign Edit
access to the owned levels.

You can review and then change the rules.

View Default Access Rules 1. From the nav menu, select Administration.
2. Select Access Rules.

The table displays the level-based default rules for
each user.

Example: The VP of Sales owned the Sales level.
The default rule is Edit access to the Sales level
and all Sales child levels. The child levels are not
listed, but are always included. VP of Sales has Edit
access to all accounts and all dimensions until you
define more rules.

Admin rule states that Admin has Edit access to the
entire model because Admin has Edit access to the
top level, Headquarters.
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Change the Default Access Rules 1. Secure more dimensions by adding them to the
table. Once you add dimensions, you see them
as columns in the table.

—+] Import [= Export iy Add Dimensions

TYPE NAME AC
User AccountingMgr@cavanau... Ed
User Admin2@cavanaugh.com Ed

2. Export the rules to update them. See Create
Access Rules.

3. Consider rethinking the levels each user owns
now that the function has changed.

Concept: Access Rules
Access rules define specific intersections of data that users or groups can edit or view.

You can secure levels, accounts, and custom dimensions, and you add attributes to the rules. You then
use secured dimensions and level attributes to define specific intersections of data that users or groups
can edit or view.

Without access rules, you control access through levels and certain version and account settings.
Example: When you have access to the Sales level, you have access to all the accounts at the Sales level.
With access rules, you control access to each intersection of data.

Example: You can view the intersection of the Revenue account at the East Sales level. You can edit the
intersection of the Revenue account at the West Sales level. You can't even see the intersection of the
Revenue account at the North Sales level.

You create access with several access rules that build on each other.

Note: Access rules are an optional capability. Before you make a request, review Transition to Access
Rules. To understand how the rules affect your model and to get best practices, see Reference: Access
Rules and Your Model.

Why Use Access Rules?

» Sensitive details: Prevents users from seeing contributing splits and details. You can also hide
accounts, levels, and custom dimension values, so users never see them.

« Flexibility: Let users view an entire department and edit another department.
e Conditional access: Allow a user to access some accounts or dimensions in some areas of your model.
Then, restrict or even hide them in other areas.
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« Free up your levels: With access rules, you aren't forced to use levels to restrict data access. Levels
can accurately reflect your organizational structure.

» Simplify data entry: Access rules filter sheets. Users only see the rows, columns, and cells you want
them to see.

» Simplify reporting: Build one report and share it with many users. The report filters out the data each
user can't see.

Eligible Dimensions

You can secure levels (required), accounts, and up to three custom dimensions. You can use any number
of attributes. The attributes must be listed in the same rule as the related dimensions.

Custom dimensions must:

* Have less than 10,000 values each.
* Not have the Use on Levels setting active. See Concept: Level Dimensions and Attributes.
* Not have the Data import automatically creates dimension values setting active.

« Not be on modeled or cube sheets with the Edit Dimension Value setting active. See Concept:
Building Sheets.

System dimension are not eligible. This includes time, subsidiary, and currency dimensions.

What Defines Access Rules
Access rules define access to data through:

« The user or group that you assign the rule to.
« The intersection of secured dimensions. This could be as simple as their owned levels.
» The level of access: Limited View, Full View, and Edit

Levels of Access

* None: You don't have a rule assigned to you, or you don't have rules that grant access to at least one
level.

< Limited View: You can't view the supporting details of the data, including splits, transactions, and rows
in modeled sheets.

e Full View: You can view the data and all its supporting details.
« Edit: You can edit the data.

When rules overlap, and most will, access follows the most permissive rule.

Dynamic Access Rules

Dynamic access rules simplify the creation of access rules by leveraging key capabilities. Dynamic access
rules update the access of users based on changes made to the model, so you don't have to update rules
every time you update the model.

You can create dynamic access rules with:

» User associations, including owned levels
« Attributes for levels, accounts, and custom dimensions

See Create Dynamic Access Rules.

See Access Rules at Work in a Cube Sheet

Let's look at the revenue cube sheet as seen by the VP of Sales, the Norther Region Manager, and the
Store Manager. Each has different access rules so the sheet looks different for each.
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The VP of Sales can edit all accounts, customers, and products at the Sales level only. The only levels that
appear in the columns are the Sales levels.

TIME Jan-2016 ~ i: cusToMER Fashion Fiend ~  PropucT Jackets v it crour All v

ACCOUNTS BY LEVELS SOUTHWEST SOUTHEAST MORTHWEST MORTHEAST SALES (OMLY) SALES
* Sales Details
Units 5,600 f(x)?
Discount %

Discounted Price
¥ Revenue
¥ Cozt Details
¥ Total Cost of Sales
¥ Gross Profit and Margin %

» Target

The North Region Manager can view all the accounts, customers, and products at the Sales level. The
North Region Manager can only edit data for the Northeast and Northwest levels. All the Sales levels
appear in the columns, but only Northwest and Northeast are editable. The insert of the product drop-down
shows all the products.

TIME Jan-2016 ii cusTomErR Fashion Fiend w {{ PRODUCT Jrole=t= i crour All ~
Mortheast
ACCOUNTS BY LEVELS SOUTHWEST SOUTHEAST| NORTHWEST NORTHEAST| SALES (ONLY) |
¥ Sales Details
Units _
- Dime
Discount %
L

Discounted Price
v Revenus
Gross Revenue
Price
Discount
Met Revenue
¢ Cost Details
¥ Total Cost of Sales
» Gross Profit and Margin %

»  Target

»  Operational Metrics

The Store Manager runs a ski clothes store in the Northeast region. The manager can only view and edit
the Northeast level for the Units and Discount accounts:
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TIME Jan-2016 ii cusToMER Winter Wonderland it propucT Jackets v i GROU
z ACCOUNTS BY LEVELS NORTHEAST
1 * Sales Details
2 Units
3 Discount %
4 Discounted Price
4 kA

The Store Manager can only see products sold in the store. Nesting product dimension in the rows under
accounts shows only the products sold in the store:

TIME Jan-2016 - it cusToMerR Winter Wonderland i GROUP Group v
F ACCOUNTS, PRODUCT BY LEVELS MORTHEAST
1 w  Sales Details
2 * Units
3 Sweaters
4 Jackets
5 Jeans
B Hats
I Gloves
i Scarves
£ Product (Uncategaorized)
10 + Discount %
11 Sweaters
12 Jackets
13 Jeans
14 Hatz
15 Gloves
16 Scarves
17 Product (Uncategaorized)
18 w Dizcounted Price
19 Sweaters
20 Jackets
e Jeans
22 Hats
23 Gloves
24 Scarves
25 Product (Uncategorized)
4 b4

Access Rules Exceptions

Access rules apply to sheets, charts, reports, Excel Interface for Planning, OfficeConnect, and most APIs.
Access rules don't apply to modeling, administration, shared formulas, and consolidation. Also, some
permissions and circumstances circumvent access rules.
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Permissions

Permission Allows Edits to Data Exposes Data Exposes Secured
Dimensions
Import Capabilities > You can edit all databy ~ NO All accounts, levels, and
Import to All Locations  jmporting to any area of custom di.mensions in
the model. the mapping areas of
. Integration
The Import Capabilities
permission without the
Import to All Location lets
you import to locations
that you can access.
Access Consolidation You can use journal In the eliminations All accounts and all
entries to update data in Matching viewer atall  owned levels in:
all accounts at the levels owned levels. o
oU OWN » Consolidation >
y ' Journal Entries
_You can review » Consolidation
intercompany > Intercompany
eliminations for all Eliminations
accounts at the levels
you own.
System Audit Access No In transaction reports, All accounts, levels, and
(new permission) audit trail reports, and custom dimensions in
cell note searches . the report builder for
transaction and pattern
reports.
Integration > Data You can edit data In the staging tables All accounts, levels, and
Designers and through APIs. custom dimensions in
Integration > Integration the staging tables.
Developers
All Admin permissions No No All accounts, levels, and
custom dimensions in
the Administration.
All Model permissions No No All accounts, levels, and
custom dimensions in
Modeling.
Add the Organization
Structure > Owned
Levels to limit levels to
all owned levels.
Refresh Linked Levels Yes with the data synch  No No

Other Situations that Expose Data or Dimensions
Regardless of access rules:

* You have access to all level attributes, even when they are secured and used as access rules.
¢ You have edit access to all the data intersections on user-assigned sheets.

* When you activate the Data Privacy account setting, anyone who can access the account can use it in
a formula for any level.
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* When you have at least Full View access to all the secured dimension combinations in the parent row
of modeled sheet, you can also view all the split rows. This remains true when the split rows have
dimensions that you normally can't access.

» APIs that require the Import to All Locations permission let you edit data at all locations. APIs that
require Model Management Access permissions let you view all the secured dimensions. If you have
these permissions, you can run the APIs, but you can't see the results on the sheets and reports without
access rules that allow it.

Access Rules and Other Security

Access rules secure data by working with permissions, level ownership, version access controls, the salary
detail setting, and other sheet settings:

e Permissions: Access requires both permissions and an access rule. Example: Without the Edit Sheets
permission, you can't edit data on any sheet, even if you have Edit access. Without an edit rule, you
can't edit any sheet, even if you have the permission.

« Level ownership (formerly level access): Level ownership only controls access to levels if you use it as
the access rule. Example: Unless you use owned levels as the rule, you can access levels you don't
own, and you can have no access to levels that you do own.

» Version access controls: Access rules and version access controls can cap each other. Example: You
can't view hidden versions or edit locked versions even if you have view or edit access to the data. On
the other hand, even if the version access controls allow you to import data, you still need edit access to
do so.

e Salary detail settings: For accounts, reports, or sheets with an active salary detail setting, you need
both the Access Salary Detail permission and view or edit access to the data. If you have data access,
but don't have the permission, you can't view salary details. If you have the permission, but don't have
the access, you can't view the salary details.

e Sheet settings and sheet restrictions. For a sheet with read-only, the accounts are read-only on this
sheet even if you have edit access. Cube restrictions block you from accessing intersections that aren't
necessarily blocked by your access rules.

Concept: Access Rules Quick Tour

Access rules define specific intersections of data that users or groups can edit or view.

* New to access rules? See Concept: Access Rules.
« Want to get started? See Transition to Access Rules or Create Access Rules.
« Looking for the finer details and best practices? See Reference: Access Rules and Your Model.

Access Rules Table

—+] Import [~ Export [® Add 1

TYPE NAME ACCESS LEVEL ACCOUNT JOB CODE

User AccountingMgr@dem... Edit Total Company Assumptions, Metric, C...

User Alice@demo-madeling... Edit Total Company
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Option Description

1 Toolbar

e Import: Download the import template to add
new rules, or replace all the rules.

» Export: Review and edit your access rules.
Then, use the Import button to update the rules.

e Add: Add dimensions or attributes that you can
use to create rules. See Create Access Rules.

« Search: Click the magnifying glass to enter
search words.

2 Columns

* Type and Name: The rule is either for a single
user, where you see the username, or group,
where you see the group name.

* Access: The level of access given with each rule
is Edit, Full View, or Limited View. See Concept:
Access Rules.

* Level: The levels granted with the rule include all
the child levels, which are not listed. Levels are
always secured with access rules.

e The remaining columns are specific to your
instance and the dimensions and attributes you
secured. In the example, accounts are secured,
S0 it appears as a column.

For columns, you can:

e Sort columns: Click near the Type, Name, and
Access column headers. Click the arrow that
appears to switch between ascending and
descending order.

* Remove columns: Hover over the custom
dimension column headers. Click the three dots
and then click Remove. Once you remove a
dimension, it's no longer secured. All users have
Edit access to all the dimension's values.

* Adjust column widths: Hover over any column
header. Then drag the vertical line that appears.
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Option Description

3 Rules

This area is also referred to as the access rule
table.

Each row is a rule. Most users or groups have
many rules to create the appropriate access.
Sort by the Name column or use the search from
the toolbar to see all the rules assigned to a
group or user.

If you don't see levels listed in a rule, the user
or group has no access to data in any sheets,
reports, or charts. If you see [ Omed Level ],
the rule gives access to all owned levels for the
group or user.

If you don't see accounts or custom dimension
values listed in a rule, the user has access to all
the accounts or customer dimension values.

View Rule Details

When all the assigned dimensions or attributes don't fit on the table, you see an ellipse at the end of the

list:

TYPE MNAME

ACCESS LEVEL

dit Rlorthesst

L WL edak

To see the full rule, select the User or Group link from the Type column to open the rule details. The rule

details shows the full list.

Concept: Hierarchies and Access Rules

Access rules define specific intersections of data that users or groups can edit or view.

Access rules use a hierarchy logic to define intersections of access. You must understand the hierarchies
of the levels, accounts, and dimensions you are securing. The hierarchies affect the access rules you

create.

Hierarchy Terminology

Color-Schemed Hierarchy General Hierarchy Terms
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Blue

e Parent of the grays.
« Ancestor of the grays, greens, and yellows.

Grays

< Children, or descendants, of the blue.
< Siblings of other grays.
e Parent, or ancestor, of the greens or yellows.

Greens and Yellows

* Greens are children, or descendants, of the first
gray.

* Yellows are children, or descendants, of the
second gray.

» Siblings of others of the same color.

* Descendants of the blue.

Leaf Levels

The yellows, greens, and the last gray are leaf
levels in the hierarchy, because they have no
children.

More on Account Hierarchies

More on the Level Hierarchy

©2023 Workday, Inc. All rights reserved

There's separate account hierarchies for general
ledger, custom, metric, and assumptions accounts.
Also, each cube and modeled sheet has its own
account hierarchy. For the accounts, the blue is
either the type of account, or the name of the cube
or modeled sheet.

If a gray account has children, it's either an account
group or an account rollup. Account groups don't
hold totals. Accounts rollups hold the total of
descendant accounts. If an account doesn't have
descendants, it's a leaf level account.

Every model has one level hierarchy, also called the
organization structure. Some instances use level
dimensions (custom dimensions with a level setting)
to create alternate level hierarchies. Because you
can't secure level dimensions, the only way to give
access to levels is through the main level hierarchy.

The blue is always the top level, named whatever
your admin named it. Every parent level has an
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(Only) level, which rolls up to the parent level. The
last gray is the Top Level (Only) level. The last
green and the last yellow are the (Only) levels for
the respective gray parents.

More on Custom Dimension Hierarchies There are hierarchical dimensions and list
dimensions. A hierarchical dimension has values
that roll up to other values. A list has one level of

values.
List Dimension Hierarchical
Example Dimension Example
Product (All) Product (All)
e T-shirts e T-shirts (All)
* Sweaters « Graphic T-shirts
* Jackets « Solid T-shirts
* Product _ e T-shirts
Uncategorized Uncategorized
e Sweaters
e Jackets
¢ Product
Uncategorized

The blue is the name of dimension, and the
dimension rollup, or the All value. The grays are
the dimension values. The last gray, for both

lists and hierarchical dimensions, is the root
uncategorized value . The root uncategorized
value tags data points that weren't tagged explicitly
with a dimension value. In the examples, Product
Uncategorized is the root.

A list dimension only has grays. For hierarchical
custom dimensions, like T-shirts in the example,
every value with descendants has an uncategorized
value and an All value.

Hierarchies and Access Rules
General hierarchy rules for access:

» Access to a parent includes all descendants. You can't use other rules to remove access to
descendants once you grant access to parents.

« Access to children doesn't include ancestors. So you can restrict a user from seeing any rollups by only
giving access to children accounts and levels.

< Allrules include access to the root uncategorized value of secured dimensions .
* The only way to give access to (Only) levels is to give access to the parent.

Using the below example hierarchy for levels, the tables show you the result of each rule or series of rules
in the template.

HQ
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« G&A
« HR
e Legal

e Product Development

e Operations
« Engineering

When you use the Grant column:

When you use the Grant All Except Column
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Rule with Granted Resulting Level
Levels Hierarchy for User
G&A
4 Access Type Username Grou
5 |Edit iohrtdoERcompany
e Legal
Explanation: Whenyou . GgA (Only)
grant G&A, you grant
all descendants, no
ancestors.
4 Access Type User(r%a%e Grou
5 |Edit iohrtdoEBcompany
6 e Legal
¢« G&A (Only)
Explanation: When you )
also grant Operations, ~ Operations
you don't grant its
siblings or ancestor.
No-change
4 Access Type Username Group |
5 |Edit jchndoe@company.dom
6
7 |Edit jchndoe@company.dom
Explanation: The new
rule is invalid. You
cannot add a rule that
restricts the descendant
of a granted parent.
Rule with Grant All Resulting Level
Except Levels Hierarchy for User
4 | Access Type USEﬂl‘:l)arl(‘-l)l(iiEUCt Development Grou
5 |edit iohrdo©perationsy
- « Engineering
Explanation: When e Product
you grant all except Development (Only)
G&A, you also exclude
G&A's ancestors and
descendants.
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Rule with Grant All
Except Levels

Resulting Level
Hierarchy for User

Access Type UsemamFLR Group M
Edit iG"I"IdGEFngH%II :IIDHeFI\{;eIopment
Edt iohndoe@Operations
« Engineering
Explanation: You can « Product

add a rule that grants
a child of a restricted
parent.

Development (Only)

Secured Custom Dimensions and Intersections

All data points intersect at a specific level, account, time period, and version. All data also intersects at
every custom dimension in your model. For custom dimensions:

- Data intersects at the root uncategorized value when you don't tag data with a custom dimension value.
« Data intersects at the all value of all the custom dimensions at all level, account, and custom dimension
rollups.

To see any rollup value on a sheet, you need access to all descendants of all rollups. On a report, unless it
is a metric account, you can see a partial rollup value. In sheets, you may not see accounts or levels at all
if you don't have access to the rollup. In reports and charts, the rollups display partial rollup values. Partial
rollup values include only the contributing values that you can access.

For more information, see Access Rules and Your Model.

Reference: Access Rules and Your Model

Access rules define specific intersections of data that users or groups can edit or view.

Access rules affect your model and how your team can use your model. If your instance secures just levels
or just levels and accounts, expect some subtle changes in your model. If your instance also secures
custom dimensions, expect some prominent changes in your model. In either case, understand the affects
and use best practices for smooth planning.

Before you read this article, read:

« Concept: Access Rules
e Transition to Access Rules
» Steps: Set Up Access Rule Security

To learn how to create access rules, see Create Access Rules.

Guiding Principles
Data Values:

* In sheets, values are the same for anyone who can view the value at a specific intersection.
« Inreports and charts, values may be different than what others view at the same intersection.

Rollups and Totals:

< Blank totals occur in sheets when you don't have access to all contributing data at the rollup
intersection.

« Partial rollups occur only in reports when the report must display a rollup cell that you don't have access
to. The total displayed contains only the contributors that you can access.
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Invalid Intersections : You might come across invalid intersections when you have access to the secured
dimension values at other intersections, but not at the specific intersection. Example: You have access to
Expense accounts at the Engineering level and Revenue accounts at the Sales level. Expenses at Sales is
an invalid intersection for you.

Messages: You might see various messages when you come across invalid intersections. You may be
able to create intersections in reports, sheet views, and formulas that aren't valid for you. This results in
errors or blank data. If you feel that you can't get to data you need to see or edit, talk to your admin about
your access rules.

Modeling and Administration Areas and Permissions

What to Know: Best Practices:

* In general, modeling and administration e To let users manage the structure of the model,
permissions allow you to see the entire the permissions alone are sufficient. You don't
hierarchies of levels, accounts, and custom need to give the view or edit access to data.
dimensions. + To let users publish the entire plan to another

« One exception is the publishing plans platform, give Edit access to all secured
permission. This permission lets the user publish dimension values in the model.
only the areas they have Edit access to.

See Available Permissions for details.

Imports and Import Permissions

What to Know: Best Practices:

« If you have the Import Capabilities > Import To let users with this permission validate their

at all intersections of the model through an AP | View access to all secured dimension values in
import or a regular import. the model. Otherwise, they can't see all that they

imported in the sheets and reports and may think

» The permission alone does not allow you to see X )
that the import failed.

the data intersections in sheets and reports.

* When you start imports for modeled sheet data
by spreadsheet, the Import Mode options are
slightly different (see Spreadsheet Import):

* Add the imported rows to the sheet: Adds
imported rows and leaves existing rows
untouched.

* Replace all editable rows: Replaces all
existing rows with imported rows.

* Replace only rows with matching secured
dimensions: Replaces all existing rows
that match the level or any secured custom
dimension. If matches aren't found, adds
rows.

* Update existing rows: Updates specific
data in existing rows that match the Import
Key. Not available for sheets with Allow
Splits selected.

» Update existing rows and add new rows:
Updates specific data in existing rows that
match the Import Key. If matches aren't
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What to Know:

Best Practices:

found, adds rows. Not available for sheets
with Allow Splits selected.

Your Model with Secured Accounts

Level-Assigned Standard and Cube Sheets

Level-Assigned Modeled Sheets
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Applies to sheets and Excel Interface for Planning

sheets.

What to Know:

Best Practices:

e Standard and cube
sheets remove
intersections you
can't access. As
a result, rows,
columns, and
drop-down options
disappear and
reappear as you
make selections and
pivot the sheet.

Example: When you
choose a level from
the level drop-down,
accounts you can't
access at the level
disappear from the
rows.

* In cube sheets,
when you click the
Change Dimension
button the options
you select from
the drop-downs
do not filter the
options available
in the other drop-
downs. You can
potentially create
invalid intersections.
If all intersections
are invalid, you get
an error.

e To let users view
data, give them
Limited View access
to one level and
one account on the
sheet.

¢ To let users view
splits, give them Full
View access to the
account and level.

e To prevent users
from viewing the
splits, give them
Limited View access
to the account and
level. They see
the total, but not
contributing splits.

Applies to sheets and Excel Interface for Planning

sheets.

What to Know:

Best Practices:

* You can give access
to a modeled sheet,
which includes all its

» To give or restrict
access to all the
accounts, enter the
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What to Know:

Best Practices:

accounts, or you can
give access to each
account, including
Timespan and Initial
Balance.

You can see the row,
but you can't explore
the contributing
details if they include
accounts that you
can't access.

If an account is in
the columns oris a
display column, your
access can prevent
you from viewing the
data or editing it. If
you have no access
to the account at any
level, the column
doesn't appear.
Rows with levels
that you can't access
disappear from the
sheet for you.
Columns with
accounts that you
can't see disappear
from the sheet for
you.

If you have Full View
access to the parent
row, you can see

all the split rows,
even if the split has
dimensions that you
can't access.

If you don't have
access to the Initial
Balance, you can't
add splits to any row.

modeled sheet name
in the access rule
template.

To let users open

a modeled sheet,
give them at least
Full View access to
one level and one
modeled account.
To let users add or
delete rows, give
them Edit access

to modeled sheet
name.

To limit View access
to only some of the
modeled sheet's
accounts, consider
creating general
ledger or custom
accounts that link

to the modeled
accounts you want
visible. Give users
access to the linked
accounts, but not
the source. See the
Linked and Source
Account section
below.

To prevent users
from seeing levels
and accounts that
they can't access,
give them Limited
View access to

the modeled sheet
accounts. They can
still see the total
row, but not the
contributing splits.
To prevent confusion
with parent rows, tell
your team to edit the
parent dimension
values before adding
splits. If the splits
each have different
values, it's best to
leave the parent
selection blank.

For sheets with Initial
Balances, give users
edit access to the

Workday Proprietary and Confidential








User-Assigned Sheets

Sales Planning Refresh Linked Modeled Sheets
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What to Know:

Best Practices:

Initial Balance to
enable the user to
split any rows.

Users with access to
levels that don't share a
common ancestor level
must toggle between
levels to see relevant
rows.

To let users see all
relevant rows in one
view, create a dummy
custom account. Give
the user access to
the nearest common
ancestor of all their
levels at the dummy
account.

Applies to sheets and Excel Interface for Planning

sheets.

What to Know:

Best Practices

When you assign a
user-assigned sheet to
a user:

e The user can view
and edit all the
data on that sheet,
including accounts
they don't have
access to.

e The user can't
reference the
accounts they see
if they don't have
access to those
accounts.

When you grant access
to the accounts on a
user-assigned sheet:

e The user can
reference the

anywhere in the
model.

e The user can't open
the user-assigned
sheet if you didn't
assign the sheet to
them.

accounts in formulas

Use caution when
assigning users to a
user-assigned sheet.

Consider: Grant users
access to the accounts
on the sheet If you have
assigned the sheet to
them.

Applies to sheets.
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What to Know: Best Practices

When you refresh linked |.  Give users who

modeled sheets, you can refresh linked
synch the data between modeled sheets

two instances. You Edit access to

need edit access to all all the secured

the sheet's dimension dimension values on
values of the receiving the receiving sheet.
instance. To validate Otherwise, their
your work, you need synch fails.

Full View access to all
the sheet's dimension
values in source

e To let users validate
their work, give them
at least Full View

Instance. access to all the
secured dimension
values on the source
sheet. This way they
can check it against
their receiving sheet.

Consolidation Percentage Sheet Applies to sheets.

What to Know: Best Practices:

The consolidation To let users open and

percentage sheet is not | edit the conslidation

restricted by access percentage sheet,

rules. assign them a

permission set with the
Model Management
Access > Consolidation
permission.

Time Rollup Breakback Methods Applies to sheets.
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What to Know: Best Practices:

Building Reports and Charts
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an auto-breakback
assumption, anyone
can trigger the auto-
breakback without
any access to the
assumption or its
terms.

If you can choose
from a list of
assumptions,

you need Limited
View access to all
the terms in the
assumption to see it
as an option.

* Ifyour modeluses <« To letusers choose

an assumption for
breakback in sheets,
give them at least
Limited View access
to all the terms in the
assumption.

« If your breakback

assumption uses
terms that not
everyone can
access, consider
using auto-
breakback in the
General Settings.
Auto-breakback
applies the formula
automatically for any
user.

Applies to reports and OfficeConnect reports.

What to Know:

Best Practices:

You need at least
View access to an
account at some
level to build a
report.

In the Elements tab,
you can see all the
accounts that you
have at least Limited
View access to at
some level, and you
can see all the levels
that you have access
to.

Because you

can drag these
dimensions into

the report, you

can create invalid
intersections that
you can't access.
Invalid intersections
don't necessarily
prevent you from
running report.
Report cells with
invalid intersections
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To help your users
avoid confusion,
tell them which
combinations are
invalid.








Viewing Shared Reports and Charts

Modifying Shared Reports
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What to Know:

Best Practices:

display blanks or
Zeros.

Applies to reports, OfficeConnect reports, and

charts.

What to Know:

Best Practices:

e Shared reports and
charts strip out data
you can't access.
Shared reports and
charts may look very
different to each
user.

¢ You may see:

» Entire columns
and rows that
others can't see.

e Options in the
parameters and
filters that others
can't see.

+ Data where
others see blanks
and zeros.

* Rollups with
different values.

» Report calculations
show different
results per user
because you

can't access

certain terms. The

calculation filters

out terms that

you can't access.

This can result in

different numbers,

partial rollups, f(x)

restricted, and zeros.

Go to Administration

> General Setup and
enter a message in the
Data Access Message
for Reports field. This
message appears in the
information note of all
reports to help users
understand how their
access rules affect the
data they see in reports.

Applies to reports and OfficeConnect reports.

What to Know:

Best Practices:

If you have the
permission you can edit
reports that other users
created and shared with
you.
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To avoid accidental
changes to a shared
report's structure, give
the Modify All Reports
permission to users








Formula-Driven Data in Sheets, Reports, and
Charts
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What to Know:

Best Practices:

When you run the
report, dimensions and
dimension values that
you have no access to
are stripped from the
report but they persist
for other users.

When you edit

the report, your

access rules remove
dimensions and
dimension values that
you don't have access
to. Your saved changes
also remove those
dimensions for others.

Example: The report
includes the HQ,
Engineering, and
Marketing levels.

You only have access
to Engineering. When
you run the report, you
only see Engineering.
Behind the scenes, HQ
and Marketing are still
on the report. Others
with access to those

Example: A shared
report shows
expenses for the entire
organization. You

only have access to
Engineering expenses.
When you edit the
report, you only see
Engineering in the
builder. You don't know
that other levels are

on the report. When
you save the report to
shared folders, behind
the scenes, the report
removes all levels,
except Engineering for
everyone.

levels can still see them.

who generally have
more access rather
than less access to
secured dimensions in
the model.

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.
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What to Know: Best Practices:

If you're viewing data in N/A
your model:

e Shared formulas,
formulas entered in
cells, and calculated
accounts evaluate
the same value for
all users, regardless
of access.

e The formula itself
appears as "f(x)
restricted" when you
don't have at least
Limited Read access
to all the terms in the
formula.

Writing Formulas in Sheets Applies to sheets.
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What to Know: Best Practices:
 Limitations on To help your users
the levels you avoid errors, tell them
can reference for which combinations are
each account are invalid.

controlled by the
data privacy setting
of the account. See
the Data Privacy
section that follows.

e Touseatermina
formula, you need at
least Limited View
access to the term.

e If you enter a term
that you can't
access, you get a
formula error when
you save the sheet.
The error persists for
all users.

* If you use Formula
Assistant, you see
all your accessible
dimensions in the
formula assistant
lists. Example: Your
rules prevent you
from viewing the
Revenue account
at the Engineering
level. In Formulas
Assistant, you see
Revenue in the
account list and
Engineering in the
level list. You can
attempt a formula
with Engineering
and Revenue, but
Formula Assistant
will not allow you to
save the formula.

Writing Formulas in Reports Applies to reports and OfficeConnect.
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Linked and Source Accounts
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What to Know: Best Practices:

In addition to the above N/A
information about

Writing Formulas in

Sheets:

* The Display as %
calculation uses the
Expenses account
by default. If you
don't have access
to Expenses at all,
the formula uses
the next general
ledger account in
your general ledger
account list. You can
edit the the element
properties to change
this.

* Because you can
create invalid
intersections on
the report (see the
section on Building
Reports), you
can create report
calculations that
reference these
invalid intersections.
In these cases, the
calculations treat the
invalid intersection
as a zero.

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.
For general information about linked accounts, see
Concept: Linked Accounts.
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Assumption Accounts
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What to Know:

Best Practices:

Linked accounts
are read-only. Edit
access to a linked
accounts results in
Full View access.

You don't need

access to the source -

account to view

the data in a linked
account.

You do need access
to the source
account to drill into
the data of the linked
account.

With access to

both the linked and
source account, you
may see different
values for each
account in reports.
This could be due
to any custom
dimension filters
within the linked
account or on the
report. It could also
be a result of your
access rules for
each account.

To let users edit
the data they see

in linked accounts,
create Edit access
rules to the source
account.

To limit a users
view of the

account details

and dimension
breakdown, give
Full or Limited View
access to only the
linked account, and
not the source.

For users who have
permission to build
reports, give Full
View access to both
the linked account
and the source
account. Even

if you restricted

the source, the
user can use
reports to see the
custom dimensional
breakdown of the
data in the linked
account.

Workday Proprietary and Confidential

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.








System Accounts

©2023 Workday, Inc. All rights reserved

| Using Administration | 84

What to Know:

Best Practices:

« Thedatain
assumptions is the
same for all levels
and editable at the
top level (Only)
level. See Concept:
Hierarchies and
Access Rules for
terms.

» With view access
to an assumption
account at any
one level, you
can reference the
assumption in a
formula at any
editable level.
Example: You
have access to the

at the Engineering
level. You also
have access to
some other account,
say Revenue, at
the Sales level.

In a formula, you
can reference the
Assumption at
either Sales or
Engineering. This is
because the value
in the assumption
is the same at all
levels.

Assumption Account

e To let users edit an
assumption account
value, you must give
them access to the
account at all levels.

¢ For rules that
give access to
the assumption
account, include
every level the user
or group can access
to provide admins
with clarity.

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.

What to Know:

Best Practices:

When you have access
to a system account,
the values you see may
differ between sheets,
charts, and reports.

CTA, allocations, and
elimination difference
accounts follow the
rules of formula-driven
accounts. To see the

account's value in

N/A

Workday Proprietary and Confidential







Exchange Rate Accounts

Data Privacy Settings for Accounts
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What to Know:

Best Practices:

sheets, you don't need
access to all the terms
of the formula. Reports
and charts filter out the
formula terms that you
can't access.

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.

What to Know:

Best Practices:

Access to the Exchange
Rate Sheet (Modeling

> Exchange Rates)
requires the Model
Management Access >
Currency permission.
Access rules aren't
necessary.

Access to the Exchange
rates accounts on
sheets, reports, and
charts requires View
access to the accounts.
To learn how to find

the account codes

of the exchange rate
accounts, see Create
Access Rules.

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.
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What to Know:

Best Practices:

» Data Privacy is an
account setting
that controls
how users can
reference accounts
in formulas.

* The intersection
of the account
and level per rule
defines access to
the account data.
The Data Privacy
account setting
defines how you can
use the account in
formulas.

If you don't want users
to know certain levels
exist, don't give them
access to accounts with
the Public at all levels
data privacy setting.

Some examples of access and data privacy
combinations when you have access to the
Revenue account at the Sales level:

Data Privacy Setting
for Revenue

Outcome

Public at all levels:

Lets you reference
account data from any
level.

Top level only:

Lets you reference
your company's total
Revenue.

Private:

Default for all accounts.
Lets you reference the
account only from the
current level (and its
descendants).

You can create
formulas that reference
Revenue from all levels
in the model, including
Engineering .

In the formula assistant,
you can see the entire
level hierarchy of the
model.

You can create
formulas that reference
the top level rollup
value of Revenue,
which includes the sum
of all levels.

You can't see the level
hierarchy beyond your
explicit access.

For data at the Sales
level, you can reference
Revenue from the Sales
level or any of the Sales
level descendants.

You can't reference the
accounts from any other
levels.
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Your Model with Secured Custom Dimensions
When your model secures custom dimensions:

« All access rules automatically include the uncategorized value of all custom dimensions.

» All data intersects at every custom dimension. If the custom dimension isn't specified, the data
intersects at the Uncategorized value of each custom dimension.

» All rollup values, including split rollups, intersect at the All value of each custom dimension.

« Without access to the All value of secured custom dimensions, your capabilities are limited for formulas,
accounts, and access to data on sheets, reports, transactions, and charts.

See Concept: Hierarchies and Access Rules for information about the All and Uncategorized values.
See Concept: Access Rules for information about custom dimensions that qualify for access rules.

Consider the following best practices in addition to the ones listed above for models with just secured
accounts and levels.

Level-Assigned Standard and Cube Sheets Applies to sheets and Excel Interface for Planning

Level Assigned Modeled Sheets
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sheets.

What to Know:

Best Practice:

* Any cell that
displays a rollup
through a link, or
a level, or account
hierarchy, or splits,
intersects at the All
value of all custom
dimensions.

* If you don't have
access to the All
value of secured
custom dimensions,
once a row is split,
you no longer see
the rollup row at
all. This can make
accounts and levels
that you can access
disappear from the
sheet.

Create rules that
include the All value of
each secured custom
dimension to let users:

« Add or edit splits.

e View any split rollup
or the contributing
splits.

« View any cube and
modeled accounts
on the standard
sheet

To prevent errors, tell
your team members
what dimension
combinations are valid
for them.

Use cube sheets more
than standard sheets to
prevent confusion.

Applies to sheets and Excel Interface for Planning

sheets.

What to Know:

Best Practice:

e To view a row, you
need Full View
access to the levels,
and every custom
dimension value
selected for that row.
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To prevent errors,

tell users what
combinations are valid
for them.

To let users change
custom dimension
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What to Know: Best Practice:

* Rows with values in rows, give
combinations that them edit access to all
you can't access accounts on the sheet.

disappear from the
sheet for you.

« Inthe rows, an error
prevents you from
selecting dimension
values that create
invalid intersections
for you. You can try
again with different
values.

» To change secured
custom dimension
values on the sheet,
you need access
to all the modeled

accounts.
Level Assigned Modeled Sheets with Splits Applies to sheets and Excel Interface for Planning
sheets.

What to Know: Best Practice:

e When a parent * To help your users
row has the avoid errors in cube
uncategorized sheets, tell them
value of a custom which combinations
dimension, all of the are invalid.
row's children are  To prevent confusion
visible and editable. with parent rows, tell

* When you split your team to edit the
rows with secured parent dimension
dimensions, the values before adding
parent row's selected splits. If the splits
dimension locks each have different
upon save. values, it's best to

« Parent rows don't leave the parent
display Multiple for selection blank.
secured dimensions.

The parent row
displays whatever
you selected for it,
which is often blank.

Allocations Accounts Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







Linked Accounts with Secured Custom
Dimensions
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What to Know:

Best Practice:

When allocations
accounts preserve
custom dimensions
they intersect at the
All value of the custom

dimensions.

Include the All value of
all custom dimensions
for any rule that
includes the allocation
accounts.

Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.

What to Know:

Best Practice:

* In standard sheets,
linked accounts
intersect at the All
value of all secured
custom dimensions.

* In cube sheets,
linked accounts
intersect at the
Uncategorized value
of any secured
custom dimensions
not on the sheet
itself.

e Inreports and
charts, the report
filters the linked
account data. The
linked account only
shows the data
tagged with the
custom dimension
values each user
can access.
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* To view access to
linked accounts in
standard sheets,
include the All

value of all custom

dimensions in the

access rule.

For view access to

the linked account in

cube sheets, include

All value of all

secured dimensions

on the source sheet.

e Source accounts
often use custom
dimension values
to break down data.
To block users
from viewing the
breakdown of the
data, exclude the
source account from
their rules. They can
see the source's
total values through
the linked account
view but they won't
be able to drill into
the source account
details.

» If users cannot have
access to the All
value of all secured
custom dimensions,
give them access to
the source account
only. This allows
them to see the
account data in the
cube or modeled
sheet only at the








| Using Administration | 90

What to Know: Best Practice:

custom dimension
values they can
access.

» Forview access in
reports to general
ledger or custom
linked accounts,
include only the
custom dimension
values that you want
the user to access.

Metric Accounts Applies to sheets, Excel Interface for Planning
sheets, reports, OfficeConnect reports, and charts.

What to Know: Best Practice:

* Metric accounts on e To let users view

standard sheets metric accounts on
intersect at the standard or modeled
All (root rollup) sheets, include
value of all custom access to the All
dimensions. value of all secured
e Cube metric custom dimensions.

accounts (metric
accounts in cube
sheets) intersect at
the All (root rollup) of
any secured custom
dimensions not on
the cube sheet itself.
For secured custom
dimensions on the
cube sheet, each
cell intersects at the
selected dimension

value.
Viewing and Editing Dimension Mappings Applies to dashboards and modeling.
What to Know: Best Practices:
To view a row in the N/A

dimension mapping
table, you need:

* Full View access
to the dimension
value combinations
in the row. If you
have Full View
access to only some
combinations of the
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What to Know: Best Practices:

secured dimension

values in the row,

you can only see the

dimension values for

those combinations.
e Full View access

to at least one of

the modeled sheets

that include the

dimensions used

in the dimension

mapping table.

To edit a row in
dimension mapping
table, you need:

» Edit access to the
dimension value
combinations in the
row.

» Edit access to all
modeled sheets
that include the
dimensions used
in the dimension
mapping table. If
a modeled sheet
requires the Salary
Detail permission
you need to have
that permission.

To export and import
dimension mappings
directly from the
Dimensions page in
Model Management:

* You don't need
any defined access
to the dimension
values.

* You can make
any edits in the
spreadsheet and
import them.

* You need the Model
Management
Access > Model
and Structure
Import permissions.

Applies to sheets.
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What to Know: Best Practice:
« In standard and To avoid errors and
modeled sheets, confusion, tell your team

formulas you write | What to expect.
reference the All
value of all custom
dimensions by
default. If you don't
have access to the
All value, you must
qualify the formula
with the dimension
values you have
access to or you will
get an error.

* In cube sheets,
formulas you write
for cube account
cells that reference
accounts on the
same cube sheet,

imply that the

dimension equals

"This".

Building and Sharing Reports and Charts -
What to Know: Best Practice:
When you don't Encourage report and
have access to All chart builders to use the
of a secured custom entire secured custom
dimension's values: dimension in the reports
they share. The access

* You can see the rules filter data and

custom dimension in | calculations for each
your Elements tab. |team member.

You can drag it into
reports and charts.

« When you run the
report or view the
chart, the element
holds only the values
you have access to.

Example: You only
have access to the
Product dimension
value, T-shirts. You
drag and drop the
Product dimension
into the report with the
Revenue account. You
see the revenue for T-
shirts.
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What to Know: Best Practice:

When you share the
report, another user has
access to T-shirts and
Sweaters. That user
sees the Revenue total
for both T-shirts and
Sweaters.

* The same logic
affects report
formulas.

What to Know

Best Practice

You can use level, account, and custom dimension
attributes to limit the related levels, accounts or
custom dimensions granted in the same rule.

When you use attributes, anyone can see all
available attribute values in the attribute drop-down
lists and rows.

When you use attributes in a rule, you grant access
to the related dimensions listed in the same rule
that are also tagged with the attribute values.

Example: Canada level is tagged with North and
USA level is not tagged. If your rule grants USA and
Canada levels along with the attribute North, you
get access to Canada and not USA.

Another example: Western Hemisphere is the
parent of Canada, USA, and Mexico. Your rule
grants all three levels with the attribute North. If
you add the North tag to all levels, you get access
to all levels. If you remove the tag for Mexico, you
no longer have access to Mexico. You can add
the North tag to Mexico again and you get access
again.

If your rule grants access to dimensions and leaves
the attribute value columns blank, you get access
to the granted dimension values regardless of their
attribute values.

If your rule grants access to a dimension and
attribute value, and you then remove the attribute
tag from the dimension, you no longer have access
to the dimension.

©2023 Workday, Inc. All rights reserved

Use attribute values to limit the secured and related
dimensions (accounts, levels and custom).

Attributes in access rules work best when you grant
access to large portions of the related dimension
tree. Then use the attributes to further filter the
access. Otherwise, you may have to update the
rules as you change the attribute tags.

For users who always need access to a level or
custom dimension, no matter how it's tagged, don't
list attributes in the rule that grants them access.

Attributes in access rules work best when you grant
access to large portions of the related dimension
tree. Then use the attributes to further filter the
access. Otherwise, you may have to update the
rules as you change the attribute tags.
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What to Know

Best Practice

If you tag existing dimensions with a new attribute
value, it could remove access for users when the
user has existing rules for that dimension that use
attributes.

Audit and update your rules when adding and
tagging with new secured attribute values.

Example: Create Access Rules

« For an general information, see Concept: Access Rules.

* For how-to instructions, see Create Access Rules.

« For best practices, see Reference: Access Rules and Your Model.

Model Setup
Dimensions
Levels General Ledger Personnel Modeled Product Custom
Accounts Sheet Dimension
HQ Expenses Information about the T-shirts
« G&A e Salaries (linked to sheet: Tank Tops
. Finance modeled Personnel e Calculates salary Sweaters
Sheet) based on details of
* Human Resources | Inventory each employee. Jackets
* Sales  Salary account in
Revenue . Hats
« Sales Northeast the sheet links to the
e Units Salaries account in Gloves

» Sales Northwest
» Sales Southeast
* Sales Southwest

» Discount Percent

the general ledger.
The Salary Detail
setting for the sheet
is on. This means
you need the Salary
Detail permission to
open the sheet.

Scarves (prospect
product for planning

only)

Personas

« Administrators must manage the model structure and data.

< Executives must see broad data for reporting.

« Financial analysts must edit all data except the individual salaries of their peers.
» Vice president of sales must edit all accounts for the sales levels and view company-wide general

ledger accounts.

« Regional managers must edit the levels they own and view all company-wide general ledger accounts.

The regional manager should not have any access the the prospect products, such Scarves.
« Store managers must edit Inventory, Revenue, and salary details at the level they own and at the

products sold on their store.

Steps

1. Secure the dimensions.

Create the rules.
See the results.

HpwnN
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Create the user and permission set, and assign the permission set to user.
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Secure the Dimensions

1. From the breadcrumbs, click Administration.

2. Click Access Rules.

3. From the toolbar, select the Add Dimensions button.
4. Select Accounts and Product from the list and click Add .

Set Up Your Admin User
The administrator must be able to make any changes to the model's structure.
Create a permission set that lets the admin complete any task in the model:

From the nav menu, click Administration.

Click Permission Sets.

Click New Permission Set and do the following:

In the Permission Set Name field, enter Adm n Rol e.
Click the Power User template.

Select all unchecked permissions and select Submit.

S e o

To create the user and assign to a permission set:

From the breadcrumbs, click Administration and then click Users from the menu.
Click New User.

For Username, enter adnmi n@onpany. com .

Enter a password in the Password and Re-enter Password fields.

From the Permission Set dropdown, select Administrative and save.

a ks wbdpE

Create access rules that let the admin view and edit all data.

From the breadcrumbs, click Administration and then click Access Rules.
From the toolbar, select the Import button.

From the dialog, select the Download Template link.

Save the template to your computer so you can make changes.

Open the file and select the second sheet.

For Access Type, enter Edi t .

For Username, enter adnm n@onpany. com .

For Level (Grant), enter, +.

. For Account (Grant), enter +.

10.For Product (Grant), enter +.

©o NGO rWNE

Set Up Your Executive User
Create a permission set that lets the executive build reports and charts:

Return to Adaptive Planning. From the nav menu, click Administration.
Click Permission Sets.

Click New Permission Set and do the following:

In the Permission Set Name field, enter Exec Rol e.

Click the View Only template.

Select additional permissions:

o gk wN R

e Under Access Reports, check any sub-permissions that aren't selected.
e Under Access Dashboards, check any sub-permissions that aren't selected.

* You can keep the Salary Detail permission selected because the access rules you create prevent
access to the details on the sheet.

7. Click Submit.
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To create the user and assign to permission set:

1. From the breadcrumbs, click Administration and then click Users from the menu.
2. Click New User.

3. For Username, enter ceo@onpany. com

4. Enter a password in the Password and Re-enter Password fields.

5. From the Permission Set dropdown, select Exec Role and select Submit.

Create access rules that let the executive:

* View all general ledger accounts at all levels.
Not view the salary details in the Personnel sheet.

Open the template you saved on your computer.

In the next blank row, enter Ful | Vi ewfor Access Type.

For Username, enter ceo@onpany. com .

For Level (Grant), enter, +.

For Account (Grant All Except), enter Per sonnel . This excludes all accounts in the Personnel sheet.
The executive can still view the Salaries account in the general ledger. This general ledger account
shows the total expense of salaries per level, but not the details of each employee.

6. For Product (Grant), enter +.

abrwbdE

Resulting Rule After Import

TYPE NAME ACCESS LEVEL ACCOUNT product

Notice:

* Only the top level is listed in the rule. This indicates all levels.
« Alist of accounts appears in the Account column. This indicates that the rule excludes certain accounts.
e The custom dimension, product, column is empty. This indicates that the CEO can view all products.

Set Up Financial Analyst, VP of Sales and Regional Sales Manager
Create a permission set that lets users edit data in sheets, and build reports and charts.

1. Return to Adaptive Planning. From the nav menu, click Administration.
2. Click Permission Sets.

3. Click New Permission Set and do the following:

4. In the Permission Set Name field, enter Cont ri but or .

5. Click the Contributor template and select Submit.

To create the user and assign to permission set:

1. From the breadcrumbs, click Administration and then click Users from the menu.
2. For the three new users, click New User and complete the fields according to the table:

For Username, enter: For Password and Re-enter For Permission Set, select:
Password, enter:

fin.anal yst @onpany.com  Any password Contributor

vpsal es@onpany. com Any password Contributor

regi onal @onpany. com Any password Contributor
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Financial Analyst Rules
The financial analysts must:

- Edit data in all general ledger accounts at all levels.

* Not view data the Personnel sheet details at the Finance level. This is because the financial analyst
should not view the salary details of their peers.

« View the summary data of the salary expense in the general ledger Salaries account.

Create two rules that together accomplish your goals for the financial analyst. Open the file you saved on
your computer and in the next blank row:

1. For Access Type, enter Edi t .

2. For Username, enter fin. anal yst @onpany. com .
3. For Level (Grant), enter Fi nance.

4. For Account (Grant), enter +.

5. For Product (Grant), enter +.

For the second rule:

1. In the next empty row, enter Ful I Vi ewfor Access Type.
2. For Username, enter fin. anal yst @onpany. com .
3. For Level (Grant All'), enter +.
4. For Account (Grant All Except), enter Per sonnel .
5. For Product (Grant), enter +.
; Access Rules Dimensions
3
Access Type |[Username Group Name |Level (Grant) Level (Grant All |Account
4 Except) (Grant)
5 |Full View ceo@company.com (+)
6 Edit fin.analyst@company.com Finance (+)
7 Full View fin.analyst@company.com (+)

Resulting Rule After Import

TYPE NAME ACCESS LEVEL ACCOUNT praduct

Notice:

e The second rule lists the Finance level. This indicates that the rule gives access to Finance and all the
levels that roll up to it.

* The second rule has no accounts listed. This indicates the financial analyst can edit all accounts at the
Finance level.

* The product column is empty for both rules. This indicates that the financial analyst can view all
products and edit all products at the Finance level.
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VP of Sales Rules
The vice president of sales must:

« Edit the data for all accounts for all sales levels,

» Edit the salary details for all sales levels.

* View all general ledger data for all levels.

* Not view the sales details for any level except the sales levels.

Create two rules that accomplish your goal:

1. Inthe next empty row, enter Edi t for Access Type.
2. For Username, enter vpsal es@onpany. com .

3. For Level (Grant), enter Sal es. Because Sales is a parent account, it automatically includes all the
child levels of Sales.

4. For Account (Grant), enter +.
5. For Product (Grant), enter +.

For the second rule:

1. Inthe next empty row, enter Li m t ed Vi ew for Access Type. Limited View doesn't let the vice
president see splits. Because all salary details in the Personnel sheet are splits, the vice president can
see only the rollup values for the levels other than Sales.

For Username, enter vpsal es@onpany. com .
For Level (Grant), enter +.

For Account (Grant), enter +.

For Product (Grant), enter +.

a kv

Resulting Rules After Import

TYPE NAME ACCESS LEVEL ACCOUNT product

Regional Manager Rules
The regional manager must:

* View company-wide Inventory.
< Edit all accounts at the levels in their regions.
* Have no access to prospect products, like Scarves.

Create two rules that accomplish your goals. For the first rule:

1. Inthe next empty row, enter Ful | Vi ewfor Access Type.
2. For Username, enter regi onal @onpany. com .

3. For Level (Grant), enter +.

4. For Account (Grant), enter | nvent ory.

5. For Product (Grant All Except), enter Scar ves.

For the second rule:

1. Inthe next empty row, enter Edi t for Access Type.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential




mailto:vpsales@company.com


mailto:vpsales@company.com


mailto:regional@company.com





| Using Administration | 99

2. For Username, enter regi onal @onpany. com .

3. For Level (Grant), enter Sal es Nort heast .

4. In the cell below Sales Northeast, enter Sal es Nor t hwest . You must enter the additional levels in
separate rows.

5. For Account (Grant), enter +.

6. For Product (Grant All Except), enter Scar ves. Limiting access to secured custom dimensions provides
some limitations in standard sheets and reports. See Access Rules and Model.

Access Type |Username Group Level (Grant) Level (Grant |Account Account (Gr
Name All Except) (Grant) All Except)

Full View ceo@company.com (+) Personnel

Edit fin.analyst@company.com Finance (+)

Full View fin.analyst@company.com (+) Personnel

Edit vpsales@company.com Sales (+)

Limited View vpsales@company.com (+) (+)

Edit regional@company.com Sales Northeast (+)

Sales Northwest

Resulting Rules After Import

TYPE NAME ACCESS LEVEL ACCOUNT product

Notice:

« The levels listed indicate that the rule gives access to only some levels.
« The products listed indicate the the rule gives access to only some product values.

Set Up Store Manager
Create a permission set that allows the store manager to edit data and build reports and charts:

Return to Adaptive Planning. From the nav menu, click Administration.
Click Permission Sets.

Click New Permission Set and do the following:

In the Permission Set Name field, enter Data Entry.

Click the View Only template.

Select Editable Sheet Access and Submit.

o0k wNE

To create the user and assign to permission set:

1. From the breadcrumbs, click Administration and then click Users from the menu.
2. Click New User.

3. For Username, enter storemanager@company.com.

4. Enter a password in the Password and Re-enter Password fields.

5. From the Permission Set dropdown, select Data Entry and save.

The store managers must

- Edit Revenue accounts, Inventory, and salary details, at the Northeast level.
« Edit only the winter products sold in their stores.

To create the rule:
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1. Inthe next empty row, enter Edi t for Access Type.
2. For Level (Grant), enter Nor t heast .
3. For Accounts (Grant), enter Personnel.This includes all accounts in the sheet.
4. In the cell below Personnel, enter | nvent ory.
5. In the cell below Inventory, enter Revenue. This includes all child accounts of Revenue.
6. In Product (Grant) column, in the cell next to Personnel, enter Sweat er s.
7. Below Sweaters, enter Jacket s.
8. Below Jackets, enter Hat s.
9. Below Hats, enter G oves.
Access Type |[Username Group Level (Grant) Level (Grant |Account Account (Gr
Name All Except) (Grant) All Except)
Full View ceo@company.com (+) Personnel
Edit fin.analyst@company.com Finance (+)
Full View fin.analyst@company.com (+) Personnel
Edit vpsales@company.com Sales (+)
Limited View vpsales@company.com (+) (+)
Edit regional@company.com Sales Northeast (+)
Sales Northwest
Edit storemanager@company.com Sales Northeast Personnel
Inventory
Revenue

Resulting Rules After Import

TYPE

NAME ACCESS LEVEL

Import the Access Rules

1. Save the Excel file.

HpwnN

Sensitive Data

Return to Administration and click Access Rules.
From the toolbar, click the Import button.
Drag and drop the file into the dialog and the rules import.

Steps: Protect Sensitive Data

ACCOUNT

product

The salary detail settings are an access control found in general ledger and custom account settings,
modeled sheet properties, and shared snapshot reports. The settings work with the Access Salary Detail
user permission. The permission allows only privileged users to view or edit the details of sensitive or
private data, such as personnel information, salaries, and addresses. This permission also enables you to
edit lookup values in modeled sheets.

In accounts, the protected details are the splits. The account setting blocks a user from expanding the
account splits, or linking to the splits in Cell Explorer of all level-assigned sheets, reports, and charts. Only
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general ledger and custom accounts have the setting. For modeled accounts the setting is read-only and
depends on the modeled sheet property.

In user-assigned and level-assigned modeled sheets, the property blocks users from seeing the sheet
and automatically activates the account setting for all the modeled accounts in the sheet. Although users
without the Access Salary Detail permission can't open the sheet, there are many ways they can access
the accounts, including through reports, charts, account formulas, and linked accounts. Use best practices
described in this article to avoid breaches.

In shared snapshot reports, the property blocks users from seeing the shared report.

How Salary Detail Works
In general, an Adaptive Planning model handles sensitive data, like salary accounts, one of two ways:

« Standard sheet splits: The salary account is on a standard sheet. You add splits to the salary account to
enter individual salaries. These splits roll up to the total in the salary account. Protect the account with
the salary detail account setting.

« Personnel modeled sheets: The rows in the modeled sheet contains sensitive data that calculates the
salary per employee. In a modeled sheets, all the rows are splits. Protect the entire sheet with salary
detail sheet property.

What the Salary Details Settings Don't Protect

* Any user with permission to build reports and charts can use protected general ledger, custom, and
modeled accounts.

< Any user who has access to a sheet, chart, or report with protected accounts can see the total values of
the protected accounts and drill to the levels they have access to.

Prerequisites

For required permissions, see each section in this article.

Navigation
Py

~. For navigation, see each section in this article.

Basic Steps to Protect Sensitive Data

1. Create a privileged permission set with the Access Salary Detail permission. Assign this permission
set to the users who can see sensitive details.

Protect accounts with the Contains Salary Detail setting.

Protect modeled sheets with the salary detail property.

Use best practices to secure the modeled sheet details.

Share snhapshots with privileged users only, using the shared report setting.

a kv

Create a Privileged Permission Set

The salary detail settings are meaningful only if you limit the Access Salary Detail permission to select
permission sets.

Required Permissions: Admin Access > Permission Sets and Admin Access > Users.

.""-. T i

p .f"l From the nav menu, select Administration > Permission Sets.

To create the permission set:
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Select the New Permission Set button. You can also edit an existing permission set.
Enter a permission set name, such as Salary Detail, or Privileged Data.
Find and select the Access Salary Detail permission.

Add other permissions that allow users with this permission set to view and edit sheets, reports, and
charts.

5. Select Submit.

PN

To assign the permission to users:

1. From the list of permission sets, select the Assign link next to the new permission set.
2. Select from the Available Users list and add them to the Selected Users list for the permission set.
3. Select Submit.

Protect General Ledger and Custom Account Splits

If your salary account is a general ledger or custom account, select the Contains Salary Detail check box
in the account setting.

When the Contains Salary Detail account setting is on, users without the Access Salary Detail
permission can only see the account total in sheets, reports, and charts. They can drill through time
and levels, but not through dimensions and splits. Users must have this permission to drill or explore
contributing values and splits.

Activate the Account Setting Required permission: Access Model Management
> Model

.. From the nav menu, select Modeling.

1. Select General Ledger Accounts or Custom
Accounts. Your salary account may be either.

2. Select you salary account from the account list.

3. In the settings on the right, find the Data Privacy

section and select Contains Salary Detail radio

button.

4. Save.

Account Best Practices Cube accounts: You can't protect cube accounts or
cube sheets. Sensitive accounts should be general
ledger, custom, or modeled so that you can protect
the data.

Linked Accounts: If you link the accounts, the
Contains Salary Detail setting is read-only and
depends on the source account. If you link to a
modeled account in a protected modeled sheet, the
setting is activated. If you link to a cube account or
modeled account that's not in a protected sheet, the
setting is off.

Account Formulas: If you use a protected account
in the account formula or shared formula, you don't
need the Contains Salary Detail setting to protect
the account details . If you leave it off, users without
the permission can explore the data of the linked
account until they reach the protected account.
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Protect Modeled Sheets
If your instance uses a personnel modeled sheet, activate the salary detail sheet property.

This allows only users with the Access Salary Detail permission to open the sheet. Users without the
permission can't see the sheet.

Activate the Sheet Setting Required permissions: Access Model Management
> Model and Access Salary Detail.

-

-
/ ﬁf §
*_.~" From the nav menu, select Modeling.

1. Select Level Assighed Sheets or User
Assignhed Sheets.

2. From the sheet list, select the Edit link next to
the name of your personnel sheet.

Select Columns and Levels.

w

From the toolbar, select Sheet Properties E

5. Select the Security tab and check Viewing
this sheet or any of its rows requires Salary
Detail permission.

6. Save the sheet.

The Contains Salary Detail setting of all its
accounts are now activated and read-only:
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Personnel Planning Accounts

Accounts Search

MName Code

¥  Personnel Planning

Personneal.DeptAlloc  Personnel.Deptalloc

a. Headcount Personnel.Headcount
t. New Hire Personnel.isStarthonth
u. Termination Personnel.isEndMaonth

v. Partial Head Count  Personnel.PartialHeadCoun

. Salary Personnel.5alary

w. Hours Parsonnel.Hours

e, Commission Parsonnel.Commission
d. Bonus Parsonnel.Bonus

e. Recruiting Fee Personnel.RecruitingFee

*% Cumulative Salary  Personnel.CumulativeSalary

g. Social Security Personnel.Soc_Security Tax
f. FUTA Personnel.FUTA_ Tax

p. National Insurance Personnel.Naticnal_Ins_UK
b. FTE Personnel.FTE

z. FTE AE Only Personnel.FTE_AE

v Trtal Pavrall Darcannal Trtal Dawrnll

If you use the accounts in reports and charts or link
other accounts to the modeled accounts, only users
with the permission can explore the data. Those
without the permission can view only the totals.

All users must have the permission to open the
sheet, even if it's a user-assigned sheet assigned
directly to the user.

Add custom dimensions to protected modeled
sheets carefully.

Users without the Access Salary Detail permission
can explore the data of protected modeled accounts
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in sheets, reports, and charts. They can only
explore through time and levels. They can't see the
dimension break down, which is considered a detail.

However, in reports, anyone can drag custom
dimensions into a report. This breaks down the
data of protected modeled accounts by dimension,
potentially exposing data that you want to protect.

Example: A dimension for regions in personnel
sheet lets users tag each employee with a region.
In reports, the dimension breaks down the salary
account by region. This doesn't expose sensitive
data.

A dimension for employee names or employee titles
in personnel sheets lets users in the sheet tag each
row with a name or title. In reports, the dimension
breaks down the salary account by name, exposing
the salary of individuals, or by title, exposing the
salary of groups or individuals.

Tip: Best Practice: In your protected modeled
sheets, don't use custom dimensions for sensitive
data, such as employee names, titles, etc. Use data
entry columns to keep the data protected.

Protect Snapshot Reports

Snapshot reports allow you to share reports exactly as you see them with others who have different
access controls. This can potentially expose sensitive data. The salary detail snapshot setting protects the
shapshot so that only users with the permission can open the report.

Share a Protected Snapshot Required permission: Access Reports > Create
Shared Reports.
."'-.. P 1

..~ From nav menu, select Reports.

1. Either build a new report and save, or open an
existing report that you want to share.

2. From the toolbar, select Save as Snapshot.
3. Select the Shared report radio button.

4. Select File only available to users who can
view salary detail check box.

5. Save.

Only users with the permission can find the
snapshot in the reporting shared folder.

Concept: Sensitive Data

Use any combination of these methods to protect sensitive data. Examples of sensitive data include salary
details, social security numbers, or employee addresses.

« Salary detail permissions and settings.
» Access rules
» User-assigned sheets
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Tip: Combine methods to get the best protection. Always explore the results to ensure they’re what you
expect. If you need help, contact us.

The example for this article is a personnel modeled sheet that with data about employees. It includes
sensitive information such as social security numbers and addresses. It also calculates sensitive account
data, such as the salary account. The salary account feeds general ledger accounts in sheets and reports
as an expense.

* The HR manager needs to know everything on the sheet.

* The VP of Sales needs to know the total expense of salaries for the sales department. The VP doesn’t
need to know the salaries of each employee.

* The inventory manager never needs to see salary information.

User-Assigned Sheets

User-assigned sheets give only the users assigned
= =]
to the sheet access to the sheet.

This method protects only the information gathered
in the sheet. This includes social security numbers
and addresses. It doesn't protect the account data
generated by this information. Others can view the
salary account when it appears on other sheets,
reports, or charts.

Method 1. Build a user-assigned sheet as your personnel
sheet.

2. Assign the HR manager to the sheet. Don't
assign any other users to the sheet.

3. Don't use any columns with sensitive data as the
row key.

Result « The HR manager can access the sheet and all
its data.
e The VP and inventory manager:

e Can't open the sheet.

¢ Can't view employee social security numbers
and addresses.

« Can view the salary account in reports,
charts, and other sheets at their owned
levels.

e Can explore the salary account details to see
the salary of each employee in their owned
levels.

e Can reference the salary account in formulas.

Get Started Concept: Building Sheets
Assign Users to Cube and Modeled Sheets
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Salary Detail Permission and Settings

The salary detail settings are an access control
found in general ledger and custom account

settings, modeled sheet properties, and shared
snapshot reports. The settings work with the
Access Salary Detail user permission.

This method protects both the sensitive information
and the sensitive account details. At the same
time, this method gives other users access to only
the total expense of salaries. The Access Salary
Detail permission also enables you to edit lookup
values in modeled sheets.

Method 1. Tag the modeled sheet with the salary detail
setting. This tags all the modeled sheet
accounts with salary detail setting.

2. Tag any snapshot reports that use the accounts
with the salary detail setting.

3. Give only the HR manager the Access Salary
Detail permission.

Result + HR manager:

e Can open the modeled sheet.
« Can view and reference all accounts and
details throughout the model.

¢ Can edit lookup values on the modeled
sheet.

¢ VP and inventory manager:

« Can't open the sheet or any tagged snapshot
reports.

e Can't view employee social security numbers
and addresses.

e Can't explore the salary account details to
see the salaries of employees.

¢ Can view only the salary account totals in
reports, charts, and other sheets at their
owned levels.

e Can run reports and reference only the salary
account totals at owned levels.

Get Started Steps: Protect Sensitive Data.

Access Rules

Access rules let you define specific intersections of
@% data that users or groups can edit or view.

This method offers different levels of protection per

user.
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Method 1. Create an Edit access rule for the HR manager.
Grant the modeled sheet name at all levels.

2. Create a Full View access rule for the VP. Grant
the modeled sheet's salary account at the Sales
level.

3. Create a Limited View access rule for the VP.
Grant the modeled sheet name at all levels.

4. Create a rule for the inventory manager. Don't
include the modeled sheet in the rule.

Result « HR manager can open the entire sheet and edit
all account details.
e VP

« Can view the entire modeled sheet.

e Can explore the salary account to view
employee salaries at the Sales level.

< Can view only the salary account totals at all
other levels.

e Can run reports and charts that show the
employee salaries at the sales level and the
totals for all other levels.

* Inventory manager can’t open the modeled
sheet or view or use any of its accounts in
formulas, reports, or charts.

Get Started Concept: Access Rules

Other Forms of Protection

* Lock or Hide Versions with Version Access Controls.
e Level ownership.

To see how everything fits together, start with Concept: Security Structure.

Create User Groups

User groups let you quickly share information, assign tasks, and assign access.

Share Dashboard Perspectives Share dashboards with many users at once. See
Share Perspectives.

Share Reports Share shared reports with user groups. Recipients
get a notification with a link to the report. See Share
Reports.

Assigh Process Tasks Assign a process task with the Assignment Type

of Group to a user group. You can specify if any or
all members must complete the task. See Create
Processes and Process Tasks.

Assign Version Access Assign group access to a version. Go to the Access
Control section of the Version details and select the
group from the Group drop-down. Then select the
type of access. For more information, see Version
Access Control.
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Assign Access Rules Create user groups to assign and update access
rules to many users at once if your model uses
access rules. Using groups for access rules also
lets you assign access to new users by adding
them to the group. See Concept: Access Rules and
Create Access Rules.

Prerequisites

Required permission: Admin Access > Manage Global User Groups.
Navigation
v, From the nav menu, select Administration > Global User Groups.

Create Groups and Add Users

1. Select New Group.
2. Enter a Name for the group.
3. Select users and use the arrows to add them to the group. Choose from the available lists:

< Available Groups: A list of user groups that exist in Adaptive Planning. Your group gets
automatically updated when groups are updated.

e Available Users: A list of all users. Add individual users to the new group.]
« Available Levels: A list of levels. Add levels to add all the users assigned to the level. Your group
gets automatically updated when levels you added update.

4. Select OK.

Change or Delete Groups
Before changing a user group, verify it isn't assigned to a process task or used in access rules.

Example: If you've assigned a user group to a process task, changing the group members can impact the
task status. If you try to delete a user group that is assigned to a process task, the system alerts you and
prompts you to delete the confirmation.

See Concept: Start, Manage, and Finish Processes.

To change an existing group, select the pencil icon. To Delete a group, select the X icon.

External User Groups

If you've imported external user groups using importGroups API, you can view these groups on the
Manage Global User Groups page. The external user groups are read-only. You can edit the membership
of an external user group only in the source system. To reflect the latest changes to these external user
groups in Adaptive Planning, use the importGroups API.

The external user groups:

» Consist of individual users, not levels, or other groups.
< Display group names that aren't necessarily unique.
* Include users with a unique ID such as userName, userGUID, or Workday ID (wid).

Use the external user groups to:

+ Define access rules.
* Grant version access control.
« Target notifications.
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» Assign group-based process tasks.
« Share reports and dashboards.

Related Information
Reference

importGroups

Export Users and Permission Sets

Export Users and Their Permissions
Download permissions into a spreadsheet file. This lists all the active permissions assigned for each user.

1. Go to Administration and select Users.

2. At the bottom of the page, select Export User Permissions.

3. In spreadsheet, sort by permission to see all the users that have that permission, or sort by user to see
the permissions each user has.

Export Permission Sets
Download permissions into a spreadsheet file. This lists all the permissions for each active permission set.

1. Gotto Administration and select Permission Sets.
2. At the bottom of the page, select Export Permission Sets.

3. In the spreadsheet, sort by permission set name to see all the permissions for a set, or sort by
permissions to see all the permissions that belong to the same permission set.

Associations

Import Associations

Associations connect levels and custom dimensions to users. You can then use association codes to
create access rules for users and groups. When you use associations for access rules, you can update the
associations, instead of the rules, to update user access.

Level owners is a type of user association that connects users to levels. Unlike regular level associations,
level ownership also comes with other privileges.

To create associations:

« Import from the Associations page, as directed below.
e Create planning association loaders.
« Use the updateAssociations API.

Prerequisites

* Have a list of the usernames, levels, and custom dimension values that you want to associate. You can
export these lists to keep them handy.
e Security:

e Users permission.
< Organization Structure permission with All Levels selected.
¢ Model includes... permission.
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Navigation
P

{

“_.~" From the nav menu, click Administration. From the Users and Permissions section, click
Associations.

Download Template or Export Associations
You can either work from a blank template or you can download the existing rules and update them.
To download a blank template:

1. From the toolbar, click Import.
2. Click Download Template.
3. Save the Excel file.

To export existing associations: From the toolbar, click Export. Save the file.

Complete Associations Template

1. For the blank template, click the second sheet to get started.
2. For the Code column:

» Leave this column blank for level ownership.
< Enter any unique code for level and custom dimension associations. Codes can contain numbers,
letters, spaces, and symbols.
3. For the Associated Dimension column, enter:

« Levels for level associations and level ownership.
* The name of the custom dimension for custom dimension associations.
4. For the Association Name column, enter:

» Level Ownership for level ownership associations.
< Any name for level and custom dimension associations.

5. For Dimension Value Code, enter 1 custom dimension value code or level code. For hierarchical
dimensions and levels, entering the parent code always includes the children in the association.

6. In the Username column, enter the first user associated with the value code. Enter all other users, one
in each row. Leave the previous columns blank. See the example table below.

7. In the row after the last username, enter the next value code in the Dimension Value Code column.

8. List all the users associated with that dimension value code, one in each row.

9. To start a new rule, enter a Code after the last user listed in the previous rule.

Example: LManager is the code for a level association called Level Managers. jsmith and janedoe are
associated with the Sales level. For janedoe note that the first 4 columns are blank. janedoe is part of the
Sales associations of LManagers. For the HQ level value, note that the first 3 columns are blank. HQ is still
part of the LManager association. PManager is the next association rule.

Code Associated Association Name Dimension Value Username
Dimension Code
LManager Levels Level Managers Sales jsmith@company.com

janedoe@company.¢om
HQ CEO@company.con
HR@company.com
G&A Marketing@company.com

PManager Product Product Managers
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Import Associations
To import associations:

1. From the toolbar, click Import .
2. Click a radio button:

* Replace: Deletes all existing associations for each code and replaces them.

« Update and Append: Changes existing associations and adds new ones.
3. Drag and drop your saved file into the square or click anywhere in the square and select your saved file.
4. Click Done when you get the success message.

Delete Association Codes

1. Download a blank association template.

2. In the columns, enter the code and name of the associations you want to delete. You can leave all other
columns blank.

3. Return to the Associations page and click Import from the toolbar.

4. Click the Remove radio button and attach your file.

Note: You can't use the updateAssociations API or the planning associations loaders to delete
associations.

Remove Users from Associations

1. Click Export from the toolbar.

2. In the spreadsheet, find the dimension value you want to remove from the user.
3. Find the username. Delete the name, leaving the cell blank.

4. Use the Update and Append option for your import.

The user is no longer associated with the value.

Correct Import Errors
If there are errors in the import, you get an error message when you import the template. To correct them:

1. Click the Download Report link beneath the error message.

2. Open the file and click the Errors sheet. Rows with errors are yellow. The error message appears in
the cell with the error in red text.

3. Select the cell with the error to read the full message.

4. Click the Import sheet and find the corresponding rule. It's on the same row as the error is in the
Errors sheet.

5. Correct the error and save the file.

6. Try importing again.

Find Level Owners in Associations

Prerequisites

Security: Users permission.

Context

Level owners have special privileges in Adaptive Planning. You can find the owners of levels from the
Associations area of Administration. You can also go to the user profile of any user to see what levels
they own.

When you have many users and levels, you can export the associations to find level owners.
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Steps

1. Select Administration from the main menu.

Click Associations.

From the association that doesn't have a Code, click View Details.
As you complete the task, click:

P wnN

* View by Username to view all the parent levels the users own. Users own all descendant levels of
owned parents.

« View by Level to view all the owners of each level.

Next Steps
Change level ownerships. See Import Associations on page 110.

Related Information
Concepts

Concept: Level Ownership on page 114
Tasks
Steps: Create, Edit, or Delete Users on page 115

Concept: Associations

Associations connect levels and custom dimensions to users. You can then use association codes to
create access rules for users and groups. When you use associations for access rules, you can update the
associations, instead of the rules, to update user access.

Level ownership is a type of user association that connects users to levels. Unlike regular level
associations, level ownership also comes with other privileges.

How Associations Work
You create the associations codes using the:

« Association import template
< Planning Association loader
e updateAssociations API

When you import the codes, you also connect the user to the values. The code holds all the connections
between all the users listed for each value.

See:

* Import Associations.

e updateAssociations.

« Create Planning Association Loaders.

e Concept: Associations and Workday Roles.
« Load Associations After User Sync.

» Create Dynamic Access Rules.

Why Use Associations

« Associations with level-based security. Associations provide a single interface to see all level owners.
You can update level ownership in bulk.

¢ Associations with access rule security. Associations provide a shortcut to create dynamic access rules.
You enter the code in the Grant column for the corresponding dimension in the access rule template.

» Associations with synced Workday users and access rules. Associations align Workday roles to
Adaptive Planning users. The Planning Association Loaders create the associations from a custom
report. Then, you can create access rules using the association codes created for each role.
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Associations Quick Tour

From the nav menu, click Administration > Associations.

Associations Main Page

e Toolbar: Click Import to download the template and to import updated templates. Click Export to
download the existing associations.

« Each row is an association.

« Every instance has level ownership associations based on existing level owners. Level ownership
associations have no codes.

* Click View Details to see all the users and their associated levels or dimensions.

Association Details
When you click View Details from row, you can see all the connections created by the association.

* View by Username tab lists the users in the first column. The next column lists all the dimensions the
association connects to the user.

* View by Level/Dimension Value tab lists each value and then all the users associated with the value.

Concept: Level Ownership

Level ownership is a type of association. It gives users special privileges throughout the model. If you use
level-access security, level ownership also controls your access to data.

You can manage level ownership in the Associations or Users area of Administration. Level ownership
trickles down the level hierarchy. Users who own a parent level own the child levels, the child of each child
level, and so on.

Special Privileges

Level owners have special privileges for the levels that they own, regardless of their security configuration.
As a level owner, you can:

e Approve levels in workflow.

» Assign level ownership to other users.

e Create and view journal entries on levels that you own.

* Manage owned levels from the modeling menu.

* Receive shared-by-level reports in your Shared Reports folder.

* Review Intercompany Eliminations debits and credits for owned levels if you have Consolidation.

Access to Data

If your instance uses level-based security, level ownership determines how you control access to data.
With the appropriate security permissions, in addition to the special privileges, you can:

* Access data if you own at least 1 level of data.
* Open level-assigned sheets assigned to the levels that you own.
* View the data of the level in charts and reports.

Even without level ownership, you can still view the level when:

* You have the Organization Structure > All Levels permission. You can change the level settings from
the level hierarchy. You can't view the data associated with the levels in sheets and reports.

« Your user-assigned sheets include the level. You can enter and change the data within the level.

¢ You change modeled sheets with level columns and split the row. You can select any level from the
drop-down prompt in the cell and enter or change data.
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* You use formula assistant or explore cells for accounts with a Public at all levels data privacy setting.
You can select levels you don't own in the level drop-down prompt, reference that account from any
level, and drill into the source data of the level.

* You have the Data Designer permission. You can view all the levels in the Integration.
e You view a shared report or a shared global report snapshot that includes the level.

Using Level Ownership for Access Rules

You can define access rules with owned levels using the tilde. Then, you can grant access to a large
number of users with these dynamic rules. Example: For a user group, you can create a rule for a user
group that grants access to all owned levels. Every user in the group gets access to all their owned levels.
When you change the user's owned levels, you don't need to change the rule because it dynamically
honors the user's current owned levels.

Related Information
Concepts

Concept: Associations on page 113

Tasks

Import Associations on page 110

Find Level Owners in Associations on page 112
Create Dynamic Access Rules on page 48
Steps: Create, Edit, or Delete Users on page 115
Steps: Set Up Access Rule Security on page 16
Steps: Set Up Level-Based Security on page 19

Manage Users

Steps: Create, Edit, or Delete Users

When you create a user, you're filling one of the available seats that your company purchased with your
license agreement. When you delete a user, the seat becomes available again for future new users.

You must assign every user a permission set. Without a permission set, the user can't log in. The
permissions define the type of seat the users have and also what they can do in the instance. Example:
Can they access sheets, or modeling, or both? See Reference: Available Permissions.

Administrators with the Admin Access > Users permission can create and maintain users, and
administrators with Manage Global User Groups permission can also assign users to Groups. See Create
User Groups.

Any user can update their own profile and change their password. See Change Your Profile, Home Page,
and Email Groups.

Prerequisites

New to Administration? See Concept: Permission Sets on page 25 and Concepts: Users Interface Tour.
Required permissions:

« Admin Access > Users to create and edit users, and update passwords.

Additional permissions:

« Model Management Access > Organization Structure to assign levels to users.

« Admin Access > Permission Sets to assign users permissions. All users need an assigned permission
set to log in.

Before you create users IDs, first create permission sets or familiarize yourself with the permissions
for each permission set in your instance. You must assign a permission set to users to activate their
credentials. See Concept: Permission Sets.
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If you use access rules, you must assign the user an access rule, or add the user to a group that already
has access rules defined for it. Otherwise, the user can't access any data in Adaptive Planning. See
Concept: Access Rules.

If you synchronize users from Workday, you must manage users within Workday. In Adaptive Planning you
can only edit permission sets and owned levels for synchronized users. All other user details become read-
only. If an admin begins editing a user profile before user synchronization begins and does not log out, that
user profile remains editable until the admin logs out.

Navigation
~2_/ From the nav menu, select Administration.

Create User IDs

1. From the Users and Permissions page, select Users.

2. From the All Users page, select the New User button.

3. Complete at least the required fields: Name, Username, and Password. See Reference: User Fields
and Manage Passwords.

4. Select the Owned Levels for the user. You need the Model Management Access > Organization
Structure permissions to see this field.

5. From the Permission Set drop-down, assign the user a permission set to give the user access to
Adaptive Planning. You need the Admin Access > Permission Sets permission to see this field.

6. You can either provide an alternate email address or set the username as email for the user:

* Add an alternate email which is different from the username in the second field next to Email.

* Select Use username as email to populate the second field next to Email from the Username field.
You can't add an alternate email.

An email icon appears next to the username on the All Users page. Select the email icon to send the
user an email.
7. Submit to save your changes. The user appears in the list of all users.

You can also create a new user from the Permission Sets page: Go to Administration > Permission Sets
and select a permission set from the list. Select the New User button.

Assign Owned Levels
Additional Required Permission: Model Management Access > Organization Structure.
Note: Owned levels function differently if you have access rules enabled.

When users own a level, they own all the sub-levels below it too. You can expand levels to be more
precise. When a user owns a level, they can access the level's data in sheets and reports.

1. From the All Users page, find the user in the list and select the Edit link next to the login (username).
2. Enter the level name in the search field or expand and collapse the level list.
3. Select the checkboxes next to any level that you want the user to be able to see in Adaptive Planning.

« Select collapsed levels to include all the sub-levels within it.
« Expand collapsed levels to be more precise in your selection.
4. Select Submit.

Assign or Change User Permissions
Additional Required Permission: Admin Access > Permission Sets

From the user profile page, select a different permission set from the Permission Set drop-down. To edit
the permissions in the permission set, see Steps: Create, Change, or Delete Permission Sets.
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Edit User Profiles

Select the Edit link next to the user profile you want to edit. Make any changes to the fields and settings
and save. See Reference: User Fields.

Delete Users

Find the user in the list and select the Edit link next to the Login (username). Select the Delete button at
the bottom of the page and select OK.

Deleting a user does not delete:

« Data they entered.

e Shared reports they created.

e Audit trail history they created.

» Action logs, such as import history or user activity login history.

It does delete any personal reports they created.

Important: If the user has access to more than one instance, you need to delete them from each one.

Manage Passwords

You can create passwords for users in the Users menu. You can set password requirements in the
General Setup menu.

Prerequisites
Required permission to create passwords for users: Admin Access > Users

Required permission to set password requirements: Admin Access

Navigation
"'.- ) 1

~.._ From the nav menu, select Administration.

Password Best Practices
Important: Always research and use current password management best practices.

1. Select General Setup from the System menu.
2. Consider these general guidelines:

e For Minimum character length, enter 8 or more.

e For Numeric characters, enter 1 or more to require that passwords use at least one humber.

« Select Mixed case required for the password use both capital and lowercase letters

« For Password valid for, enter at least 90 days or 3 months.

« For Allowed failed attempts, enter a number between 4 and 10. Then, enter a maximum of 1,440
minutes (24 hours) in the field to the right. The system locks an account if users try to log in 10
times within a 24-hour period. Once you set this, you see the column on the Users interface in
Administration.

e For Prevent using last, enter at most 10.
e Select Users must change their password on first login.
3. Select the Save button.

For descriptions on all the fields, see Reference: General Setup.
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Create or Reset Passwords for Users

1. Select Users from the menu.

2. From the All Users page, find the user in the list and select the Edit link next to the Login (username).
3. At the bottom of the page, type a new password in the Password and Re-enter password fields.

4. Select Submit.

The user may get a prompt to change their password as soon as they log in with the new password you
created. To enable this option, go to Administration > General Setup. Choose the option in the Password
Reset Management section.

Note: Passwords must conform to the password requirements defined in Administration > General
Setup.

Unlock Locked Passwords

By default, user accounts lock when the user has unsuccessfully attempted to log in 10 times within 24
hours. You can see locked accounts from the Users list.

To change the default, see Set Password Requirements, the section above.
To unlock an account:

1. Select Users.

2. Select the Edit link next to a user with a Locked Login State.

3. In the Password section, from the State dropdown, select Unlocked.
4. Select Submit.

Concept: User Interface Tour

For step-by-step instructions, see Steps: Create, Edit, or Delete Users.

Prerequisites

Required permissions: Admin Access > Users
Navigation
:\_’.{.,«:' From the nav menu, select Administration > Users.

The All Users Page

The All Users page lists all current users in alphabetical order by their login ID, or username. Click any
column header to sort.
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Action

Login

Mservices. GREENCO@adaptive.support

o I I

Name
* SUPPORT: Services User

o Edit Mlandrea@greenco.com Andrea Smith
Edit [EAndy@greenco.com Andy Baehrle
Edit [asiaboss{@greenco.com Asia Boss
Edit [FBob@greenco.com Bob Anderson
Edit [bobr@greenco.com Bob Resourcer
Edit EAConnig@gresnco.com Connie DeWitt
Edit [Mdaves@greenco.com Dave Service
Edit [EAEalasaid@greenco.com Ealasaid Haas
Edit [Melaineq@greenco.com Elaine QA
Edit EAggreen@greenco.com Gary Green
Edit [gkantz@greenco.com Gary Kantz
Edit [Hjeffi@greenco.com Jeff Info
Fdit Mlisongadmin/@areenco.com Jinning Somo

Option Description

1 Edit: Select Edit to view, delete, or update the user
profile, or change the password. An email icon
appears next to any user with an email address
saved in their profile. Select the email icon to send
an email to the user.

2 Permission Set (conditional): The permission set
assigned to each user. Select the permission set
link to see and edit the permissions associated with
it. You only see this column if you have the Admin
Access > Permission Sets access.

3 Owned Levels: The organization level assigned to
the user. Select the level to open the user profile
and update it.

4 Buttons: Select New User to create a new user,
Printable View to download the user list to
an Excel file, or Export User Permissions to
download a list of all users and the permissions
assigned to them. See Export Users, Roles, and
Permissions.

Login State: Appears to the right of Last Login Time and indicates how many failed attempts a users has

made to log in, and whether they have been locked out. Only available if your instance is set up to lock out

users after a specified amount of failed attempts. See Manage Passwords.
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Reference: User Fields
For step-by-step instructions:

« For admins, see Steps: Create, Edit, or Delete Users.
* For users, see Change Your Profile, Home Page, and Email Groups.

Users synchronized from Workday can only edit their details from within Workday.

Fields and Descriptions

Field Description Available to Admins Only

Name (Required) Enter the full name of No
the user. This appears on the All
User list under Name.

Position Enter the user's title or position. No

Username (Required) Create a username. ~ Y€S

Best Practice: Use the corporate
email address of the user for easy
recall and easy contact.

Do not use a hyphen or minus
sign (-) as the first character.

Email Use this option to indicate if user NO
email is:

e Same as username. You can't
specify an alternate email.

« Different from username. You
can specify an alternate email.

If you want to email the user from
the All User page or add the user
to a User Group, you must link the
profile to an email address.

Use username as email Use this option if the username is  NO
an email address.

If you want to email the user from
the All User page or add the user
to a User Group, you must link the
profile to an email address.
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Field

Description

Available to Admins Only

Home page

Time zone, Country, and State

Instance Access

Default Instance

©2023 Workday, Inc. All rights reserved

Select the page you want the user No
to see when they first log in. The

user can change this value from

their profile settings.

If Dashboards is turned on for the
instance, you can set Dashboards
as a home page for a user.

Also, you can select a specific
perspective or dashboard as the
landing page. The perspective
must be a shared perspective.

If you select only a perspective
and leave the Dashboard field
blank, the user home page
shows the first dashboard in that
perspective.

If the user doesn't have access
to the specific dashboard or
perspective that you select, they
land on the Dashboards overview

page.

Enter location information about  No
the user. Time stamps use the
time zone selected here for the

user.

Select all instances the user can ~ Y€S

access. You only select instances
that roll up to the one you're in.
As a best practice, log in to your
top "parent” instance to see all the
instances below it.

This field appears for multi-
instances only.

The default instance is the No
instance the user accesses upon
login.

This field appears for multi-
instances only.
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Field

Description

Available to Admins Only

Permission Set

Owned Levels

Password and Re-enter
password

Failed Attempts

State

Salesforce User Name

©2023 Workday, Inc. All rights reserved

Use the dropdown to selectthe ~ Y€S
permission set you want to assign
to the user.

This field is not required to save
the profile, but it is required for
the user to be able to log in to
Adaptive Planning.

You need Admin Access >
Permission Sets to see this field.

Select the levels the user can Yes
access. If you select a level with

child levels, the user can access

the level and all its child levels.

Without access rules, this field is
required for the user to be able to
access data in Adaptive Planning.

(Required) Enter the same No
password in both fields to

update the users password.

Password requirements are set in
Administration > Setup.

If you use SSO, this isn't the
password your users will use.

Indicates how many the times Yes
the user tried to login with an
incorrect password.

This field is visible only if you
have Allowed Failed Attempts
defined in the General Setup.

Select unlocked from the Yes
dropdown to let the user login
again.

This dropdown only appears
when a user has locked
themselves out.

This field only appears if you have
Allowed Failed Attempts defined
in the General Setup.

Enter the user's Salesforce login ~ Y€S
ID.

This field only appears for
Salesforce SSO instances.
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Field Description Available to Admins Only

NetSuite Login Email Enter the user's NetSuite login ID. Y€S
This field only appears if NetSuite
SSO is enabled in General Setup.
SAML Login ID Enter the user's SAML Yes

identification.

This field only appears if the
SAML option is enabled.

Multi-instances

Set Up Multi-instances
The following is a high-level description of the set up and use of the multi-instance feature.

1. A client contacts their Account Executive to purchase additional instances and connect together any
new or existing instances. The New Accounts department creates the instances requested by the client
and connects the instances in the hierarchy as requested by the client and provides the client with
access.

2. An administrator sets up access for the user who will link and refresh data. An administrator assigns
access to a child instance for a user residing in the parent instance. Once this link has been
established, an administrator on the child instance needs to grant access rights to the shared user in
order for them to refresh data from the child to the parent.

3. An administrator creates one or more linked levels in the parent instance/instances.

4. The administrator establishes mappings between accounts, dimensions, and dimension values in the
child (source) and parent (target) instances to bring specific information into the linked level/levels in the
parent (target) instance.

5. A user with access to refresh linked levels can refresh a linked level to reflect the current data in a
corresponding child (source) instance. The user who refreshes the linked level can choose which
version in the child (source) instance to pull into a specific version in the parent instance.

Map Accounts from Source to Target Instance
You can map accounts from the source instance to the current (target) instance.

e Source Account: This column displays all of the accounts (General Ledger, Custom, Metric, Modeled,
Cube, and Assumptions) in the linked sub-instance.

e Target Account: This column displays all General Ledger and Custom accounts in the current (target)
instance.

If the source and target account codes match, click the Auto Map button to have the system create the
mappings for any unmapped accounts. GL account and other account codes may vary from instance to
instance. If the account codes differ in the two linked instances, you can manually establish the mappings.

To establish mappings between the source account and the target account, follow these steps:

1. Locate the source account that you want to map and click to select it. You can use the search box to
quickly locate the source account in the list.

2. Inthe Mapping Details section of this screen, locate the target account and click to select it. You can
use the search box to quickly locate the account in the list. You can map multiple source accounts to a
single target account.

3. Once you have located the target account, click Accept and then Save.
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Note: You can click the Printable View button to get an export of the account mappings in this screen as
an Excel™ spreadsheet.

Map Dimension Values from Source to Target Instance

On this screen, you can map dimension values from the source instance to the target instance. These
mappings are associated with the individual linked level where they are created and are not affected by
mappings for other linked levels or other import or export mappings. See Concept: Levels.

The mapping table has two columns:

« Source Dimension Values: This column displays all of the dimension values for the selected
dimension in the linked child instance.

« Target Dimension Values: This column displays all of the dimension values for the selected dimension
in your current instance, the parent instance.

If the source and target dimension value names match, you can click the Auto Map button to have the
system generate the mappings for any unmapped dimension values. If the dimension values differ between
the two linked instances, you can manually establish the mappings. To establish mappings between the
source and the target dimension values, follow these steps:

1. Locate the source dimension value that you want to map and click to select it. A Search box is available
to quickly locate the source dimension value name in the list.

2. Inthe Mapping Details section of this screen, locate the corresponding target dimension value and
click to select it. A Search box is available to quickly locate the dimension value name in the list. You
can map multiple source dimension values to a single target dimension value.

3. Once you have located and selected the target dimension value, click Save.

Note: You can click the Printable View button to get an export of the dimension value mappings in this
screen as an Excel file.

Map Dimensions from Source to Target Instance
In this screen, you can map dimensions from the source instance to the current (target) instance.

e Source Dimension - This column displays all of the dimensions in the linked sub-instance.
« Target Dimension - This column displays all of the dimensions in the current (target) instance.

To establish mappings between the Source Dimension and the Target Dimension, follow these steps:

1. Locate the source dimension that you want to map and click to select it. You can use the search box to
quickly locate the source dimension name in the list.

2. In the Mapping Details section of this screen, locate the target dimension and click to select it. You
can use the search box to quickly locate the dimension name in the list. Each target dimension can
only be mapped to one source dimension. If a target dimension has already been mapped, it will
appear disabled in the Mapping Details section. You can create multiple mappings for a given source
dimension. If you click a source dimension you can Control-Click to select multiple target dimensions.

3. Once you have located and selected the target dimension, click Save.

4. After the link has been established between the source and target dimensions, Dimension Value
Mapping for ... links will appear in the Mapping Details section. Click these links to establish the
dimension value mappings.

Note: You can click the Printable View button to get an export of the dimension mappings in this screen in
as an Excel file.
Create Linked Levels for Multi-instances

Once the multi-instance structure is complete, the Level Administration screen includes New Linked Level.
SeeConcept: Levels.

To create a new linked level, do the following:
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Log in to the parent instance where you plan to create the linked level.

Go to Modeling > Model Management and click Levels.

Select the level to which you want the linked level to roll up.

Click New Linked Level.

Specify the details for the new level in the Level Details area.

See Defining Level Details.

Be sure to specify which instance you want the linked level to draw data from in the Linked to field.
8. Click Save

No oprwDdhE

Note: You can also create linked levels using the Import Organization Structure feature. See Import and
Export Levels.

Refresh Data in Parent Instance to Synchronize with Child Instances

Users with the Refresh Linked Levels permission can refresh the data in the parent instance so that it is
synchronized with the data in the child instance.

* You can refresh each version independently.

« Levels can be refreshed individually or all at once.

» Refreshing plan versions has additional steps.

Refresh Levels for Actuals Versions

1. Go to Modeling > Model Management and click Levels.
2. Expand the list to select the level you want to refresh.

3. .n.-

Click the arrow on
* Refresh Linked Level to refresh the selected level.
+ Refresh All Levels to refresh all linked levels.

4. From the list of versions, click Refresh next to the version you want to refresh. This updates the levels
of the version you selected.

More Actions and select:

Refresh Levels for Plan Versions

1. Go to Modeling > Model Management and click Levels.
2. Expand the list to select the level you want to refresh.

3. ﬂ.'

Click the arrow on

» Refresh Linked Level to refresh the selected level.

* Refresh All Levels to refresh all linked levels.

From the list of versions, click Refresh next to the version you want to refresh.

From the Source version dropdown, choose the version you want to synchronize.
(Optional) From the Import into actuals dropdown, select the actuals version to refresh.
Click Refresh.

More Actions and select:

No s

Linked Level Currency

No currency conversion is done during the refresh. Make sure that the currency in your linked plan
matches the Corporate Currency in the child instance.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







| Using Administration | 126

Column Descriptions

The columns on the Refresh Levels page vary depending on whether you are refreshing one level or all of
them. The possible columns are:

* Version Name: The target versions in your current (parent) instance are listed in this column. Locked
versions appear in the list, but do not have a refresh button and cannot be refreshed.

« Default: The checkmark in this column indicates that the version is the default version of the instance.

« Last Refresh: The name of the user who performed the last refresh on this version as well as the date
and time of the last refresh.

e Source Version: The version in the linked instance from where the data was pulled during the last
refresh. If a target version has not been refreshed from a source version, this column is blank.

« Refresh: Clicking the refresh button in this column brings up a dialog that allows you to select a source
version from the child instance, and then refresh the selected row's version in the parent instance.

Concept: Multi-Instances

Adaptive Planning offers the capability of connecting multiple instances of its hosted system together.
Multi-instances allows data to be seamlessly copied between instances, and users to have access to
multiple instances at once and easily transition between instances. Even instances of different Adaptive
Planning capabilities (such as consolidation) can be linked together using this solution.

This feature is useful in many situations, including:

« Corporate consolidation of a conglomerate

* Modeling radically different company processes

* Mergers and acquisitions

« Functional group planning like: Sales planning, Marketing planning, etc.

e Setting up a sandbox for detailed what-if planning

« Collecting and reporting on non-financial metrics/data

* Investment portfolio management

« Retaining a subsidiary's chart of accounts or fiscal years before rolling up to the parent organization

Requirements

All the instances of a multi-instance setup must be hosted in the same data center. Adaptive Planning data
centers are United States, United Kingdom, Asia-Pacific, and Canada.

Definitions/Terminology

« Instance: Sometimes referred to as a company or a model, an instance is the collection of structural
components that define an entity. An instance consists of a single set of accounts, organization
structure, versions, dimensions, attributes, sheets, permissions, fiscal years, integrations, etc.

* Instance tree: The multi-instance feature lets you link instances together in a hierarchy or tree. Instance
trees can contain any number of instances with any level of hierarchy.

» Linked level: A linked level is a level in a parent (target) instance that inherits some or all the data from
the top level of a child (source) instance.

Multi-Instance Users

Users who have access to more than one instance of Adaptive Planning see a special "instance selector"
to the right of their name along the top edge of Adaptive Planning. From this selector, they can transition
to any of the instances of Adaptive Planning to which they have access. You can configure users with
different permission sets, and different level access, in each of the instances to which they have access.
Administrators of a multi-instance system have access to a control on the Edit Users page, which they can
use to assign access to individual instances for users, as well as define their default instance (the instance
a user sees when they first log in).
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Multi-Instance Data Transfer

Instances can be linked for data transfer purposes by creating Linked Levels in the Manage Levels screen,
connecting a level in one instance to the rollup of data from another instance. Once connected, a linked
level can apply data import maps and filters to limit, transform, or summarize the data brought from the
other instance. The data is copied from the other instance into the linked level, and can be refreshed on
demand by simply clicking the "Refresh Data" button on the linked level. Data from plan versions and the
actuals version can easily be copied between instances.

Multi-Instance Uses

The ability to connect multiple instances of Adaptive Planning products quickly and seamlessly adds vast
amounts of power to the Adaptive Planning solution, allowing you to model many complicated situations
simply and easily:

» Subsidiaries which roll up their financials to a consolidating parent can do so with complete autonomy:
they can have separate charts of accounts, separate budgeting cycles, separate fiscal years, and
separate users and permission sets.

e Companies can perform different forms of planning and combine the results easily, such as having a
separate Sales Planning instance which has different sets of versions, users, and levels, but whose
sales forecast results still roll up to a main budgeting instance.

« Creating a sandbox instance where you can experiment with building different models is now easier
than ever, since you can now have one or more users with access to both your production and sandbox
instances at the same time. No need to login to a different system or use different credentials; you only
need to select the instance you wish to see from your instance selector.

Note: This feature is available as an add-on.

Concept: Multi-Instance Data Synchronization Methods

You can link multiple instances for a single organization into multi-instance or multi-domain setups. See
Multi-Instances.

Overview

Multi-instance setups satisfy use cases for:

Functional Planning Your organization wants separate instances
for functional planning outside of your financial
planning instance. Typical functional planning
needs include:

» Sales planning
« Workforce planning
e Marketing planning

Department Level Planning Your large departments within your organization
want to manage their individual budgeting and
planning lifecycles. By giving departments
full control over who manages and accesses
their plans, your departments maintain control.
Department plans can then be shared with other
departments or corporate planners.

Synchronizing Data and Metadata Across Instances

A multi-instance setup can address different planning needs within the same organization. Organizations
typically want to synchronize data between their different instances. As an example, departmental
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expenses calculated in child instances may need to roll up to the parent instance for corporate-level
reporting.

You may also want to synchronize metadata across instances. As an example, you may want all instances
to keep the same chart of accounts. You would also want all of the changes to accounts to synchronize
across all of your instances. Metadata changes would cascade from a parent instance where the accounts
are managed. The remaining instances in the hierarchy pick up those changes.

You can use these methods for synchronizing across a multi-instance configuration:

Linked Level Refresh When an instance is part of a multi-instance setup,
you can configure data synchronization from a child
instance to a parent. You link a level in the child
instance to a level in the parent instance. You can
also set up how dimension values map when data
flows through the linked instances.

See Create Linked Levels for Multi-instances

Integration Framework The Integration framework can transfer data and
metadata between instances. With integration,
you can use the Planning data source to retrieve
information from your source planning system into
staging, including:

» Standard sheet data
¢ Cube sheet data

¢ Modeled sheet data
* Account metadata

* Level metadata

« Dimension metadata
e Attribute metadata

See Set Up Adaptive Planning as a Data Source.

The data/metadata that comes into the staging
area can load into the current instance with loaders.
Optionally, the data/metadata can also load into a
different instance or a third party system through a
custom cloud loader.

See:
Concept: Loaders
Create Custom Cloud Loaders

Concept: Integration

Linked Modeled Sheet Refresh (Sales Planning Only)

If you have Sales Planning, you can move data between modeled sheets across instances when specific
conditions on the modeled sheets are met.

See Create Modeled Sheet Links.

Comparison of Multi-Instance Synchronization Methods

Use this table to help you understand the different data and metadata synchronization methods for your
multi-instance setup.
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Linked Level Refresh Integration Framework Linked Modeled Sheets
(Sales Planning only)

Data synchronization yes yes no

from child to parent

instances

Data synchronization no yes no

from parent to child

instances

Data synchronization no yes no

across sibling instances

Data synchronization no yes Requires matching
across modeled sheets columns and dimension

values with matching
names on both
instances.

Does not support:

* Level attributes

» Dimension attributes
» Account attributes

e Column types:

» Text selector
* [|nitial balance

* Model sheet
account (Display

Column)
Data synchronization no yes no
across cube sheets
Data synchronization yes yes no
across standard sheets
Data transformation no yes no
during synchronization
Metadata no yes no
syncrhonization across
instances
Integration no yes no

implementation project
needed for multi-
instances

Automated (scheduled) no yes no
synchronization

Concept: Multi-instance User Administration

User access to instances is determined by the administrator on the Edit User screen under Instance
Access.

Once a user is added at a parent instance and given access to child instances at the parent level, this
does not grant the user the same access in the child instances that he/she has at the parent level. An
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Administrative user with access to manage users and permission sets in the child instance must assign the
user a permission set and level access in the child instance.

If you create a new user in a child instance, you will not have access to create a user in a parent or sibling
instance. If you create a user with a login that already exists in a parent instance (e-mail address), the user
accounts will become linked.

You cannot remove a user from their current instance. Attempting to delete a user who has access to more
than one instance generates a warning message.

A non-administrative user can choose the preferred default instance on the profile page. This is the
instance that is selected when the user logs in. This option appears only for users who have access to
more than one instance.

User and Instance Name in Header

The instance you are viewing is displayed next to the navicon. For users who have access to multiple
instances, the instance name acts as a drop-down menu. You can use the menu to select which instance
you want to view.

Concept: Multi-instance Sheet View and Cell Explorer

Multi-Instance Sheet Viewer

Sheets are always read-only on linked levels. If the linked level has been refreshed, the name of the user
who ran the refresh appears, as well as the date and time of the most recent refresh.

Multi-Instance Cell Explorer

When using Cell Explorer to view a number on a linked level from a sub-instance, the result shown

is based on the current linked level mappings. You can then use Cell Explorer to explore further, by
drilling into the accounts in the sub-instance from the Cell Explorer details pane, but only if the user has
permission to the sub-instance. If a user tries to view information from a level to which he/she does not
have access, a message appears saying the user does not have permission.

SAML Single Sign-on

Steps: Configure SAML SSO Using Okta

Provides instructions for configuring Adaptive Planning to accept SAML SSO tokens from your instance

of Okta. In SAML terms, your Okta instance is an identity provider and Adaptive Planning is a service
provider. There are 2 approaches for configuring SAML SSO in Adaptive Planning with Okta. In the first
approach, which we recommend, you'll make use of the Okta-validated Adaptive Planning application.

If you're unable to configure SAML SSO using the standard Adaptive Planning application, the second
approach might be more appropriate. In this case, you would be creating a new Okta application to connect
to Adaptive Planning.

Prerequisites
The prerequisites for these procedures are:

« An Okta account with administrative permissions
* An Adaptive Planning account with administrative permissions
< A confirmation email from Adaptive Planning stating that you've provisioned SAML on your instance
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Approach 1

In this recommended approach, you'll make use of the Okta-validated Adaptive Planning application. If you
aren't able to complete the configuration this way, try Approach 2.

Add the Adaptive Planning Application in Okta
To add the Adaptive Planning application in Okta:

Sign in to Okta.

Click Administration.

Click the Applications tab.

Click Add Application.

In the search field, enter Adaptive Insights.

Select the Adaptive Planning (Okta verified) app by clicking Add.
On the Add Adaptive Planning page, enter these properties:

NoogprwDdhE

a. Application label: The default name is Adaptive Planning. You can select to leave the default name
as the application label.

b. Adaptive Planning SSO URL: Enter a placeholder URL. Example: http://
www.adaptiveplanning.com. You'll revisit this property to provide an updated URL at a later step.

c. NamelD format: Default value is Unspecified. Leave this value as it is.

d. Application Visibility:
« Do not display application icon to users : Default is unchecked. You can select this option

based on your business requirements.

* Do not display application icon in the Okta Mobile App: Default is unchecked. You can select
this option based on your business requirements.

8. Click Next.
9. In the Assign to People step, click Next.
10.Click Done.

Set Okta as an Identity Provider in Adaptive Planning

1. In the application you added within Okta in the previous section, click the Sign On tab.

2. Click View Setup instructions.

3. To complete configuring Adaptive Planning to accept SAML 2.0 requests from Okta, follow the
instructions on the View Setup Instructions page

Test the Setup
To test the SAML/SSO sign-in from Okta into Adaptive Planning:

In Okta, click the application you added in Add the Adaptive Planning Application in Okta.
Click the People tab.

Assign the application to yourself and any other users who will require access to it.

Sign in to Adaptive Planning with your administrator credentials.

Go to Admin > Edit User and select the user that you want to give access to the app.
Do the same for other users who need access to the app, if any.

In Okta, click My Applications.

8. Find the icon with the name of the application you created and click it.

No s

If you've configured everything correctly, Okta redirects you to Adaptive Planning. After successfully testing
your setup, you can enable SAML SSO for your users. See Enabling SAML SSO for all Users in Adaptive
Planning.
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Approach 2

If Approach 1 doesn’t work for your instance:

Create an App in Okta

Sign in to Okta.

Click Administration.

Click the Applications tab.

Click Add Application.

Click Create New App in the left panel.

Select SAML 2.0.

Click Create.

Enter a name for the application in the App Name field. Example: Adaptive Planning.

For the setting Do not display application icon to users, the default is unchecked. You can select this

option based on your business requirements.

10.For the setting Do not display application icon in Okta Mobile app, the default selection is
unchecked. You can select this option based on your business requirements.

11.Click Next.

12.Enter the URL of your server in the Single sign on URL field. You'll return to this field and update it as
part of the next section.

13.Check the Use this for Recipient URL and Destination URL box.

14.Enter Adaptive Planning in the Audience URI field.

15.Leave the Default Relay State field blank.

16.Select a format from the Name ID format field.

17.Select Email for the Default Username.

18.Click Download the Okta Certificate on the right side of the page and save the certificate in a location
you'll remember.

19.Skip the Attribute Statements and Preview sections.

20.Click Next.

21.Check This is an internal application that we created. It's important that you select this setting to

make sure that the application isn't visible to users outside of your instance. For more details, see Okta
documentation.

22.Click Finish.

©o NGO rWNE

Set Okta as an Identity Provider in Adaptive Planning
Once you've created an app inside Okta, you can set up Okta as an identity provider in Adaptive Planning.

1. Sign in to the Adaptive Planning instance as a user with User administrator permissions.
2. Goto Admin > Manage SAML SSO Settings.
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3. Enter these SAML SSO Settings:

a. IDP Entity ID: Copy and paste the Identity Provider Issuer (you can find this information in Okta.
Click the application that you created previously, and then click Sign On Tab in Okta. Now click
View Setup Instructions under SAML 2.0)

b. Identity provider single sign-on URL: Copy and paste the Identity Provider Single Sign-

On URL. You can find this URL by clicking the Sign On tab in Okta and the clicking View Setup
Instructions under SAML 2.0).

c. Custom logout URL: (Optional) Enter a URL to redirect users to if they click Logout in the Adaptive

Planning application.

Certificate: Select the certificate file that you downloaded from Okta, Create an App in Okta.

SAML user ID type: Select User's federation ID.

SAML user ID location: Select User ID in NamelD of Subject.

SAML attribute: Disabled for this scenario.

SAML namelD format: Select the same name ID format as what you configured in Okta.

Enable SAML: Select Not Enabled (the default value). After testing the configuration, return to this
page and enable SAML for other users.

Click Save.

Copy the URL from the Adaptive Planning SSO URL field.

Go to Okta and click the application that you created in Create an App in Okta.
Click the General tab.

Click Edit and go to Configure SAML Page.

. Paste the URL in the Single sign on URL field.

10.Click Next.

11.Click Finish.

T Sa oo
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Test the Setup
You can test the SAML/SSO sign in from Okta into Adaptive Planning.

In Okta, click the application you created in Create an App in Okta.

Click the People tab.

Assign the application to yourself and any other users who will require access to it.

Sign in to Adaptive Planning with your administrative credentials.

Go to Admin > Edit User and select the user that you want to give access to the app.
Enter the email address from your Okta account as the SAML Federation ID for the user.
Do the same for other users who need access to the app, if any.

In Okta, click My Applications.

Find the icon with the name of the application you created and click it. If you configure everything
correctly, Okta redirects you to Adaptive Planning.

©o NGO rWNE

After successfully testing your setup, you can enable SAML SSO for your users. See Enabling SAML SSO
for all Users in Adaptive Insights.

SSO Into Excel Interface for Planning and OfficeConnect
After you've successfully configured and tested SAML SSO, Excel Interface for Planning and
OfficeConnect users can sign in using only their usernames. They can leave the password field blank.

Steps: Configure SAML SSO Using Azure AD

Note: You can obtain your Single Sign-On URL from Adaptive Planning by providing this information:

* Place holder values for the required fields.
* Your SSO certificate in Administration > SAML SSO Settings.
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After saving the page with placeholder values, reload it to see the SSO URL at the bottom. Use this URL
as both the Reply URL and Identifier (Entity ID) in Azure AD.

Visit Microsoft Azure Tutorial: Azure Acitive Directory integration with Adaptive Planning for more.

Set Up Azure

1. Sign in to your Azure AD administrator interface.

2. Navigate to Enterprise applications. Then go to All Applications.

3. To add a new application, click New application on the top of the dialog.

4. In the search box, type Adaptive Insights, select Adaptive Insights from the result panel. Click Add.

Configure Azure AD Single Sign-On

1. Inthe Azure portal, on the Adaptive Planning application integration page, click Single sign-on.
2. On the Single sign-on dialog, select Mode as SAML-based Sign-on to enable single sign-on.
3. In the Adaptive Planning Domain and URLS section:

a. In the Identifier(Entity ID) field, enter the url using this pattern: https://
| ogi n. adapti vei nsi ghts. com 443/ sanl sso/ <uni que-i d>

b. In the Reply URL field, enter a URL using this pattern: https://
| ogi n. adapti vei nsi ghts. com 443/ san sso/ <uni que-i d>

Note: You can get the Identifier(Entity ID) and Reply URL values from the Adaptive Planning
Manage SAML SSO settings page.

4. On the SAML Signing Certificate section, click Certificate (Base64) and then save the certificate file on
your computer.

5. Click Save.

6. Onthe Adaptive Planning Configuration section, click Configure Adaptive Planning to open
Configure sign-on window. Copy the SAML Entity ID, and SAML Single Sign-On Service URL from
the Quick Reference section.

7. In a different web page, sign in to Adaptive Planning as an administrator.

Navigate to Administration and click Manage SAML SSO Settings.

9. On the SAML SSO Settings page:

©

a. In the Identity provider name field, type a name for your configuration.

b. Paste the Azure AD ldentifier value copied from Azure portal into the Identity provider Entity 1D
field.

c. Paste the SAML Single Sign-On Service URL value copied from Azure portal into the Identity
provider SSO URL field.

d. Paste the SAML Single Sign-On Service URL value copied from Azure portal into the Custom
logout URL field.

e. To upload your downloaded certificate, click Choose file.

f. Select these, for:

* SAML user id, select User's Adaptive Planning user name.
e SAML user id location, select User id in NamelD of Subject.
*  SAML NamelD format, select Email address.
« Enable SAML, select Allow SAML SSO and direct Adaptive Planning login.
. Click Save.
. Copy Adaptive Planning SSO URL and paste into the Identifier(Entity ID) and Reply URL fields
in the Adaptive Planning Domain and URLs section in the Azure portal.

i. Click Save.

o «Q
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Create an Azure AD Test User

1. In the Azure Portal, on the left navigation pane, click the Azure Active Directory icon.
To display the list of users, go to Users and groups and click All users.

To open the User dialog, click Add on the top.

On the User dialog page:

HwnN

a. In the Name field, type BrittaSimon.

b. In the User name field, enter the email address of BrittaSimon.

c. Select Show Password and write down the value of the Password.
d. Click Create.

Create An Adaptive Planning Test User

1. Sign in to Adaptive Planning as an administrator.
2. Navigate to Administration.

3. Click Users.

4. Click New User.

a. Enter the Name, Login, Email, and Password of a valid Azure Active Directory user you want to
provision.

b. Select a permission set.

c. Click Submit.

Assign the Azure AD Test User

These steps let Britta Simon, created earlier as an Azure AD test user, access Adaptive Planning using
single sign-on.

1. In the Azure portal, open the applications view and navigate to the directory view and go to Enterprise
applications and click All applications.

In the applications list, select Adaptive Planning.

In the menu on the left, click Users and groups.

Click Add button. Then select Users and groups in the Add Assignment dialog.

On Users and groups dialog, select Britta Simon in the Users list.

Click Select on Users and Groups.

Click Assign on Add Assignment.

No arwDN

Test the SSO (Service Provider Initiated)

Sign in to the Adaptive Planning company without a password and you are redirected to the SSO sign-in
page:

AISSOTest
Enter password

Enter the password fo g
Wie'we taking you o the Micresalt account sign-in page.
el | Password |

ﬁ- D Ketp me signed in

Ll Ewap me sigreed in
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Enter your credentials and complete the SSO sign in. You're logged in to Adaptive Planning.

Test the SSO (ldentity Provider Initiated)

1. Inthe Azure Portal, go to Azure Active Directory > Enterprise Applications > Adaptive Planning >
Properties.

2. Copy the User access URL.

3. Open a new browser page, paste the User access URL into the URL bar, and press Enter.

SSO Into Excel Interface for Planning and OfficeConnect

After you've successfully configured and tested SAML SSO, Excel Interface for Planning and
OfficeConnect users can sign in using only their usernames. They can leave the password field blank.

Steps: Configure SAML SSO Using MS-AD FS 2.0

Explains how to configure Adaptive Planning to accept SAML SSO tokens from your instance of Microsoft
Active Directory Federation Services 2.0 (AD FS 2.0). Your instance of AD FS is an identity provider and
Adaptive Planning is a service provider. After completing these steps, you'll have configured an identity
provider initiated SSO sign-in from your AD FS 2.0 instance to Adaptive Planning.

Prerequisites
¢ A machine that:

* Has Windows Server 2008 R2 and AD FS 2.0 installed.

* Hasthe AD FS 2.0 Rollup 2 hotfix installed and the usage of the Rel aySt at e parameter enabled.
See The AD FS 2.0 Rollup 2 Hotfix for more.
e Isincluded within a domain.
e An Adaptive Planning account with administrative permissions.
« A confirmation email from Adaptive Planning stating that you've provisioned SAML on your Adaptive
Planning instance.
» A certification authority verified token signing certificate.

To export the MS AD FS token signing certificate:

Go to MS AD FS Management Console > Service > Certificates.

In the Certificates list, right-click Token-Signing and click View Certificate.
Go to the Details tab and click Copy to File .

When the Certificate Export Wizard displays, click Next.

Select DER encoded binary X.509 (.cer), and click Next.

Select a directory to save the file and give it a name, and click Next.

7. Click Finish.

Note: This document uses ADFS_HOST as a placeholder in text to refer to the AD FS website. Replace
that with your AD FS 2.0 Web site address.

o gk wN R

The AD FS 2.0 Rollup 2 Hotfix If you haven't already installed the hotfix, go here:
http://support.microsoft.com/kb/2681584

After installing the hotfix, enable the usage of the
RelayState parameter in the Identity-provider-
initiated SSO:

1. Openthei net pub\ adf s\ | s\ web. confi g file
in an editor.

2. Locate the section beginning with
<m crosoft.identityServer.web>
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3. Add this line to that section:
<useRel aySt at eFor I dpl niti atedSi gnOn
enabl ed="true" />

4. Save the file.

Configure Adaptive Planning As a Relying Party

A relying party is a web application or web service. It relies on claims extracted from tokens issued by an
STS (Security Token Service). Adaptive Planning is the relying party and your AD FS 2.0 instance is an
STS.

1. Navigate to the AD FS 2.0 Management console.

2. Click AD FS 2.0 and expand Trust Relationships.

3. Right-click Relying Party Trusts and click Add Relying Party Trust.

4. On the Select Data Source page, select Enter data about the relying party manually, and click
Next.

5. Specify any appropriate name for the display name. Example: AdaptivePlanning. Enter the notes if any
and click Next.

6. Select AD FS 2.0 Profile.

7. Skip the Configure Certificate step.

8. Set up the Adaptive Planning SSO URL, which you'll get from the SAML Settings page. Example:
https://1ogin. adapti vepl anni ng. com 443/ sam sso/ VkdHUk VFTKk NPQURGUo Mz NA==

9. On the Configure Identifiers page, enter the URL from the SAML Settings page in Adaptive Planning
as the identifier and click Add.

10.0n the next page, select Permit all users access to this relying party. Select Deny if you want to
assign this application to specific users later and click Next.

11.0n the Ready to Add Trust page, click Next.

12.0n the Finish page, clear Open the Edit Claims Rules dialog for this relying party trust when the
wizard closes, and click Close.

Configuring Claim Rules

You'll create some sample claim rules. You can change the claim rules to satisfy your requirements for
SAML authentication.

Sample Claim Rule #1 In this claim rule, the Email-Address value of a
user is sent as an attribute statement in the SAML
response. You can use any LDAP attribute in the
SAML token as long as that attribute uniquely
identifies each user. Similarly, for the Outgoing
Claim Type, select one from the list or type in the
name.

1. Right-click the AdaptivePlanning entry in the
Relying Party Trusts list and select Edit Claim
Rules.

2. Click Add Rule from the Issuance Transform
Rules tab.

3. Select Send LDAP Attribute as Claims from
Claim Rule template drop-down.

4, Click Next.

Give the claim a name like Email as Claim.

6. Set the Attribute Store field to Active
Directory, the LDAP Attribute to Email-

o
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Addresses, and the Outgoing Claim Type to
Email Address.

7. Click Finish.

Sample Claim Rule #2 In this claim rule, we'll send the email address
configured in Claim Rule #1 as the NamelD of the
subject.

1. Click Add Rule.

2. Select Transform an Incoming Claim as the
claim rule template to use.

3. Give it a name. In this example, we're using
Email Address to Name ID.

4. The incoming claim type should be E-mail
Address (OR it must match the outgoing claim
type used in Sample Claim Rule #1).

5. Set Outgoing claim type to Name ID and
Outgoing name ID format to Email.

6. Select Pass through all claim values.

7. Click Finish.

This rule will send the E-mail-Address value of a
user as the NamelD of the subject with the format
urn: oasi s: names:tc: SAM.: 1. 1: nan®i d-
format : enai | Addr ess.

Setting Up AD FS as Identity Provider In Adaptive Planning

In this section, you'll configure your Adaptive Planning instance to accept SAML/SSO tokens from your AD
FS 2.0 installation. The steps in this section use the sample claim rules described above. If you've created
different rules, you will need to alter these instructions accordingly.

1. Sign in to your Adaptive Planning instance as a user with User Administrator permissions.
2. Goto Admin > Manage SAML SSO Settings.
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Enter these settings:

a. ldentity provider name: Enter your AD FS 2.0 server name here.

b. Identity provider Entity ID: Enter the value found on the FS Server AD FS 2.0 Management
Console. To find this, right-click Service, click Edit Federation Services Properties, and copy the
value from Federation Service Identifier field.

c. ldentity provider single sign-on URL: Enter the URL from MS AD FS side to log in directly to
Adaptive Planning similar to:ht t ps: / / ADFS_HOST/ adf s/ | s.

d. Custom log out URL : Optional. Enter a URL to load when the user clicks Logout from Adaptive
Planning. If you don't specify a UR, the Adaptive Planning sign-in page is used.

e. ldentity Provider Certificate: Select the certificate file included in Prerequisites.

f. SAML user ID type : Select the user federation ID. If you set up your claim rule to use the user
email address and that address is the same as the login field on the user profile, select User's
Adaptive Planning user name for SAML User ID.

g. SAML user ID location: If you only configured Sample Claim Rule #1 in the claim rules of the
relying party, then select User ID in Attribute. If you configured Sample Claim Rule #2, then select
User ID for NamelD of Subject.

h. SAML attribute and SAML NamelD format: You only need to enter one of these:

< If you only configured Sample Claim Rule #1, fill in the SAML attribute field with the outgoing
claim type from Sample Claim Rule #1. Leave the SAML NamelD format field blank.
« If you configured both sample claim rules, skip the SAML attribute field and fill in the SAML
NamelD field. Use the outgoing name ID format from Sample Claim Rule #2 (Email).
i. Enable SAML: Select Not Enabled (this is the default value). After testing the configuration, return to
this page and enable SAML for other users.
Click Save. The Adaptive Planning Admin Overview page will load.
Look for Adaptive Planning SSO URL at the bottom of the page, and copy the entire string value.
Save this value as you'll need it in the next section. Example:

https://1ogin. adapti vepl anni ng. com 443/ sam sso/ VkdHUKVFTk NPQURGUOMz NA- -

Complete the Configuration of the AD FS Relying Party

You'll complete the AD FS relying party setup, which you started in Configuring Adaptive Planning as a
Relying Party.

1.
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Navigate back to your AD FS 2.0 administration console.

Right-click AdaptivePlanning in the Relying Party Trusts list and select Properties.
Click the Endpoints tab and click Add.

Set Endpoint Type to SAML Assertion Consumer.

Set Binding to POST.

Paste the value of the Adaptive Planning SSO URL, which you copied in Step 6 of Setting up MS AD
FS as Identity Provider in Adaptive Planning, into the URL field.

Click OK and click Apply in the properties dialog.

Test the Setup
Test the SAML - SSO sign in from AD FS 2.0 into Adaptive Planning.

1.

Select a user on the AD FS and on Adaptive Planning. The Adaptive Planning user must have SAML
Admin permission.

Enter the email address (or the LDAP attribute selected in Claim Rule #1) in AD FS for that user.
From Adaptive Planning, enter the email address in the SAML Federation ID field for the user on the
Administration > Users page and click Submit.

Log that AD FS user into a computer that is part of the Active Directory domain.
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5. Within a web browser on that computer, goto htt ps://1 ogi n. adapti vei nsi ght s. conf app

6. If you configured everything correctly, you're redirected to the Adaptive Planning welcome page. Enter
the username but leave the password field blank on the sign-in page. Click Submit.

After successfully testing your setup, enable SAML SSO for your users. See Enabling SAML SSO for all
Users in Adaptive Planning.

SSO Into Excel Interface for Planning and OfficeConnect

After you've successfully configured and tested SAML SSO, Excel Interface for Planning and
OfficeConnect users can sign in using only their usernames. They can leave the password field blank.

Steps: Configure SAML SSO Using MS-AD FS 3.0

Provides instructions for configuring Adaptive Planning to accept SAML SSO tokens from your instance
of Microsoft Active Directory Federation Services 3.0 (MS AD FS 3.0). In SAML terms, your instance of
MS AD FS is an identity provider and Adaptive Planning is a service provider. After completing these
steps, you will have configured a identity provider initiated SSO login from your MS AD FS 3.0 instance to
Adaptive Planning.

Prerequisites
* A computer that:

« Has Windows Server 2008 R2 or RelayState parameter enabled. See MS AD FS 3.0 RelayState for
more information.

e Isincluded within a domain
« An Adaptive Planning account with administrative permissions
« A confirmation email from Adaptive Planning stating that SAML has been provisioned on your instance
« A certification authority verified token signing certificate

To export the MS AD FS token signing certificate:

Go to MS AD FS Management Consol > Service > Certificates.

In the certificates list, right-click Token-Signing, and then click View Certificate.
Go to the Details tab and click Copy to File...

When the Certificate Export Wizard appears, click Next.

Select DER encoded binary X.509 (.cer), and click Next.

Select a directory to save the file, name it, and click Next.

7. Click Finish.

Note: This document uses ADFS_HOST as a placeholder in text to refer to the MS AD FS website.
Replace that with your MS AD FS 3.0 Web site address. The screenshots show the address of the test
server.

o gk wN R

MS AD FS 3.0 RelayState
Identity-provider-initiated SSO by following these steps:

1. For ADFS 3.0, open the following file in Notepad: %syst ent oot % ADFS
\M crosoft.ldentityServer. Servi cehost. exe.config

2. In the microsoft.identityServer.web section, add a line for useRelayStateForldplInitiatedSignOn as
follows, and save the change:

<m crosoft.identityServer.web>

<useRel aySt at eFor I dpl ni ti at edSi gnOn enabl ed="true" />

</mcrosoft.identityServer.web>
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3. Save the file.
4. Restart the Active Directory Federation Services (adfssrv) service.

Configuring Adaptive Planning as a Relying Party

A relying party is a web application or web service that relies on claims, which are extracted from tokens
issued by an STS (Security Token Service). Adaptive Planning is the relying party and your MS AD FS 3.0
instance is an STS.

1. Navigate to the MS AD FS 3.0 Management console.

Click MS AD FS 3.0 and expand Trust Relationships.

Right-click Relying Party Trusts and click Add Relying Party Trust.

On the Select Data Source page, select Enter data about the relying party manually, and click Next.

Specify any appropriate name for the display name. Example: AdaptivePlanning. Enter the notes if any

and click Next.

Select AD FS profile.

Skip the Configure Certificate step.

8. Set up the Adaptive Planning SSO URL which you will get from the SAML Settings screen in Adaptive
Planning. Example: htt ps: / /1 ogi n. adapt i vepl anni ng/ sam sso/ ROXPQk8==

9. On the Configure Identifiers page, enter the URL from the SAML Settings screen in Adaptive Planning
as the identifier and click Add.

10.0n the next page, select Permit all users access to this relying party (select Deny if you want to
assign this application to specific users later) and click Next.

11.0n the Ready to Add Trust page, click Next.

12.0n the Finish page, clear Open the Edit Claims Rules dialog for this relying party trust when the
wizard closes, and click Close.

a kv
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Configuring Claim Rules

You will create some sample claim rules. You can choose to change the claim rules to satisfy your
requirements for SAML authentication.

Sample Claim Rule #1 In this claim rule, the Email-Address value of a
user will be sent as an attribute statement in the
SAML response. You can use any LDAP attribute
in the SAML token as long as that attribute uniquely
identifies each user. Similarly, for the Outgoing
Claim Type, choose one from the list or type in the
name.

1. Right-click the AdaptivePlanning entry in the
Relying Party Trusts list and select Edit Claim
Rules.

2. Click Add Rule from the Issuance Transform
Rules tab.

3. Select Send LDAP Attribute as Claims from
Claim Rule template drop-down.

4. Click Next.

5. Give the claim a name like Email as Claim.

6. Setthe Attribute Store field to Active Directory,
the LDAP Attribute to Email-Addresses, and
the Outgoing Claim Type to Email Address.

7. Click Finish.
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8. SAML attribute: If you configured only one
Claim Rule #1, then to enter Outgoing Claim
Type from Claim Rule #1.

a. To find the Outgoing Claim type, go to ADFS
Management console.

b. Click on Service > Claim Descriptions

¢. Right click on Claim type you are using and
click properties.

d. Copy the value in Claim Type and paste
in the SAML attribute name. It might look
like "htt p: // schemas. xnl soap. or g/
ws/ 2005/ 05/ i dentity/cl ai ns/
emai | addr ess" or the short name that you
might have typed.

Sample Claim Rule #2 In this claim rule, we will send the email address
configured in Claim Rule #1 as the NamelD of the
subject.

1. Click Add Rule.

2. Select Transform an Incoming Claim as the
claim rule template to use.

3. Give it a name. In this example, we are using
Email Address to Name ID.

4. The incoming claim type should be E-mail
Address (OR it must match the outgoing claim
type used in Sample Claim Rule #1).

5. Set Outgoing claim type to Name ID and
Outgoing name ID format to Email.

6. Select Pass through all claim values.

7. Click Finish.

This rule will send the E-mail-Address value of a
user as the NamelD of the subject with the format
urn:oasi s: nanmes:tc: SAM.: 1. 1: nanei d-
format: emai | Addr ess.

Setting up MS AD FS as Identity Provider in Adaptive Planning

In this section, you will configure your Adaptive Planning instance to accept SAML/SSO tokens from your
MS AD FS 3.0 installation. The steps in this section use the sample claim rules described above; if you
have created different rules, you will need to alter these instructions accordingly.

1. Log in to your Adaptive Planning instance as a user with User Administrator permissions.
2. Goto Admin > SAML SSO Settings.
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3. Enter the following settings:

a. ldentity provider name : Enter your MS AD FS 3.0 server name here.

b. Identity provider Entity ID : Enter the value found on the FS Server MS AD FS 3.0 Management
Console. To find this, right-click Service, click Edit Federation Services Properties, and copy the
value from Federation Service Identifier field.

c. ldentity provider single signh-on URL: Enter the URL similar to (this is the URL from MS AD FS
side to directly log in to Adaptive Planning): ht t ps: // ADFS _HOST/ adf s/ | s

d. Custom logout URL: Optional. Enter a URL to load when the user clicks Logout from Adaptive
Planning. If a URL is not specified, the Adaptive Planning login page is used.

e. ldentity Provider Certificate: Select the certificate file described in the Prerequisites.

f. SAML user ID type: Select the user's federation ID. If you set up your claim rule to use the user's
email address and that address is the same as the login field on the user's profile, you can select
User's Adaptive Planning user name for SAML User ID.

g. SAML user ID location : If you only configured Sample Claim Rule #1 in the claim rules of the
relying party, then select User ID in Attribute. If you configured Sample Claim Rule #2, then select
User ID for NamelD of Subject.

h. SAML attribute and SAML NamelD format: You only need to enter one of these. If you only
configured Sample Claim Rule #1, fill in the SAML attribute field with the outgoing claim type from
Sample Claim Rule #1 and leave the SAML NamelD format field blank. If you configured both
sample claim rules, you can skip the SAML attribute field and fill in the SAML NamelD field with the
outgoing name ID format from Sample Claim Rule #2 (Email).

i. Enable SAML : Select Not Enabled (this is the default value). After testing the configuration, return
to this screen and enable SAML for other users.

4. Click Save. The Admin overview displays.

5. Go back to the SAML SSO Settings page to verify that the settings were saved successfully. Verify the
issuer and validity of the identity provider certificate.

6. Look for Adaptive Planning SSO URL at the bottom of the page, and copy the entire string value. Save
this value as you will need it in the next section.

Completing the Configuration of the MS AD FS Relying Party

In this section, we will complete the MS AD FS relying party setup, which you started in Configuring
Adaptive Planning as a Relying Party.

Navigate back to your MS AD FS 3.0 administration console.

Right-click AdaptivePlanning in the Relying Party Trusts list and select Properties.

Click the Endpoints tab and click Add.

Set Endpoint Type to SAML Assertion Consumer.

Set Binding to POST.

Paste the value of the Adaptive Planning SSO URL into the URL field. Note that you copied the URL in
the step Setting up MS AD FS as Identity Provider in Adaptive Planning .

7. Click OK and click Apply in the properties dialog.

S e o

Testing the Setup
Test the SAML/SSO login from MS AD FS 3.0 into Adaptive Planning.

1. Select a user on the MS AD FS side and the Adaptive Planning side. The Adaptive Planning user must
have a SAML Admin permission.

2. Enter the email address (or the LDAP attribute selected in Claim Rule #1) in MS AD FS for that user.

3. From Adaptive Planning, enter the email address (possibly the same value) in the SAML Federation ID
field for the user on the Admin > Edit User page.

4. Logthat AD FS user into a computer that is part of the Active Directory domain.

5. Within a web browser on that computer, visit https://1 ogi n. adapti vei nsi ghts. conl app
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6. If everything is configured correctly, you will be redirected to the Adaptive Planning welcome page.
Enter the username but leave the password field blank on the login page. Click Submit.

After successfully testing your setup, you can enable SAML SSO for your users. See Enabling SAML SSO
for all Users in Adaptive Planning .

SSO Into Excel Interface for Planning and OfficeConnect

After you've successfully configured and tested SAML SSO, Excel Interface for Planning and
OfficeConnect users can sign in using only their usernames. They can leave the password field blank.

Configure SAML SSO Using PingOne

Provides instructions for configuring Adaptive Planning to accept SAML SSO tokens from your instance of
PingOne. Your PingOne instance is an identity provider and Adaptive Planning is a service provider.

Prerequisites

* A PingOne account with administrative permissions
* An Adaptive Planning account with administrative permissions
» A confirmation email from Adaptive Planning stating that SAML has been provisioned on your instance

Add Adaptive Planning to PingOne

Log in to PingOne.

Go to Applications > My Applications.

Click Add New Application.

Choose Search Application Catalog.

In the search text box, enter Adaptive Planning.

Select Adaptive Planning to start setting up the application.

o0 wN R
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7. Download the SAML Metadata and open the SAML Metadata xml document from PingOne.

saml2-metadata-idpaml X

<ds:FKeyvInfo

<ds:

</md:KeyDescriptor>
<md:SingleLogoutService Location="https://ss0.connect.pingidagEity.com/ 830/ 5L
<md:SinglelLogoutJervice Location=" : ' Cit 0/ 3

<md:SingleSignOnService Location=
<md:SingleSignOnService Location=
<gaml: Attribute NameFormat="urn:casis:names:tc:SANL:2.0:attrname-format:basic
<saml:Attribuce NameFormat="urn:ocasis:names:tc:JSANL:2.0:attrname-formac:basic

ntityDescriptor :ntityibﬁlgtp:ﬁpingune.cnmf&dcunmctf?%d?%ﬂcﬂ—'?w::i ~4264-9569-k
md: IDPSSCODescriptor protoc
<md: KEeyDescriptor use="signing™>

S UDDOLLENWOELALi0N="ULN:IOGS15;: Names: Lo i SANL 2. 0: pEOL

¥xmlns:ds="http://vuw.w3.org/2000/09/ xmldsigl"™>

<ds=:X509Datcax>

X509Cercificatce>

YiheFwOxAnKgAvIBAgIGATINzM4NzFOGCSqGS Ib3DQEBBQUANIGF MOswC QY DY
CBMCQOBxQ08x Dz ANBgNVE AcBACTERRZ 1cjEVMBOGAITECKhMNTG luZyBJ ZGVud
AxM3aHROcHBpbmdvbm' b2 1hZGNvhbmS 1 Y3 QSNGOSNDE 1NzdhZTHOYTYOOTUZ O
YiheFwOxMjAIHz AxNzM4NzFaFwOyNj A4MDExNz 4Nz FalIGF NOswC QY DV OOGE
CENCQOBxDzANBgNVEBACTEKR1bnZ lcJEVNEBQGALUEChMNTGluZyBJ ZGVudGl0e
aHROcHBpbmdvbnV bz 1hZGHvhbmS LY305SNGOINDE 1MedhZTHOTTYDOTUE OWI kN
EPF39pImIowXGHENAQERBQADgYEPADCCAOOCgEEBANAE YehfBryTinlYZ9VLA
CHADA9oPGREWVEZyILkscAuXcN61B+mlc6YcdVsuwlIcIwgijvNEL e/ TAMBmowvH
vdOGU+=153Z/ gLSw+b/ v3PBkzOMEX7cA/ /ECOODWEKUATVgShS1=x0ACF pWU3
TSHaz lezhFzGVegPHWgAGEF / a3oulul3skvCaRvgnsncVpnE/ 112506WZ0r7p0
nadkoAkbFE8RIPcE/ dpOo/ We9KPVS14DEPHeNNACAc AxxefJ lo7dGINHgXo U+
pPECAVEAATANEgkaghkiGOwOBAQUF AROCAQELC=sXPO2da2gr?4+xCeB83F4ftk1+
gzJCUSD/ %/ TIACEKAPVIWU+WHCE/ gJLxE1i10gI£P M3 76 Ly08YeOVemwHY = £
vib6FLmOWgpOKxh3BTz8K 1 YaHYvELJTeqQOYzPnoXUep7C+aSmygUr jaFJ1iSRY
XL9gKGlTmz4oH1/ zyTy2xpN=0582 z05h bV 7 1KEYOf SCLESMNyuLl4nx KEPF39p
JpTIiVEXCyPERGEXRAURXPIxwaUalewEbEdsSrEhw70/2335a60Vy7zoP 14vECY

</ds:X509Certificates>

</d=:X509Data> IDP SS0O URL
</ds:KeyInfo>

Bindings-PO

https://sso.connect.pingidentity.com/sso/id
S80.cOonnect. Pingli Entlt?. ()

8. Copy the Identity Provider EntitylD from the downloaded SAML Metadata XML document and use it in
the Adaptive Planning Admin > SAML SSO Settings Identity Provider Entity ID field.

9. Copy the IDP SSO URL (with

Bindings-POST) from the downloaded SAML Metadata XML document.

You will use this URL in Adaptive Planning when setting up the Identity Provider SSO URL field.
10.From PingOne Download the Signing Certificate and save the certificate in a location you will

remember.

11.From Adaptive Planning, go to Admin > SAML SSO Settings screen, upload the PingOne signing

certificate you downloaded.
12.Click Save.

13.Configure the entity ID in PingOne:

a. In Adaptive Planning, copy the Adaptive Planning SSO URL found at the bottom of Admin > SAML

SSO Settings screen.

b. In PingOne, go to SAML Settings for the Adaptive Planning app and paste the URL in both the ACS
URLS and Entity ID fields.
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14.From PingOne, copy the Initiate Single Sign-On (SSO) URL and paste it into a browser and attempt
an SSO.

After successfully testing your setup, you can enable SAML SSO for your users. See Enabling SAML
SSO for all Users in Adaptive Planning.

SSO Into Excel Interface for Planning and OfficeConnect

After you've successfully configured and tested SAML SSO, Excel Interface for Planning and
OfficeConnect users can sign in using only their usernames. They can leave the password field blank.

PingOne SAML SSO Limitation

Users who configure PingOne as their Identity Provider may need to reenter login credentials each time
they connect to Adaptive Planning, including OfficeConnect and Excel Interface for Planning.

Enable SAML SSO for all Users

You can enable SAML SSO for all your users once you have completed setting up and testing.

Enter Federation IDs

If you selected SAML Federation ID as the SAML user ID on the Manage SAML/SSO Settings page, you
will need to enter federation IDs for each user you want to have access to the application. There are two
ways to do this, individually by hand or in bulk by uploading a spreadsheet.

If you selected a different SAML user ID than Federation ID, go to the Enable SSO for All Users section.

Add Federation IDs Manually 1. In Adaptive Planning, go to Admin > Edit User
and select the user that you want to give access
to.

2. Enter the email address from your Okta or
PingOne account as the SAML Federation ID
for the user.

3. Repeat for each user who need access.

Upload a Spreadsheet of Federation IDs 1. Log in to Adaptive Planning.

2. Goto Admin > SAML SSO Settings. If the link
is not available, open a support case from the
Workday Customer Center.

3. Click Update Users in the upper right. The
Update Users dialog opens.

4. Download the template to your computer and
enter the federation IDs for your list of users.

5. In the Update Users dialog, click Browse.
6. Select the template file you filled out above.
7. Click Open.
8. Click Save.

Enable SSO for All Users

After testing your setup and entering Federation IDs if applicable, you can enable SSO for all of your users
from Adaptive Planning.

1. Goto Admin > Edit User. Check that SAML Federation IDs are present for all users.
2. Goto Admin > SAML SSO Settings.
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3. Inthe Enable SAML section, select either Allow only SAML SSO or Allow SAML SSO and direct
Adaptive Planning login to enable SAML SSO for your entire instance.

Configure Your IDP for Encrypted SAML Assertion

A SAML assertion is the XML document that your identity provider sends to Adaptive Planning, the service
provider. The document contains the user authorization. When users log in to Adaptive Planning using
SAML SSO, only a plain assertion is supported with signature validation. The assertion is not encrypted.

You can add an extra layer of security to your SAML SSO configuration. For enhanced security and
privacy, encrypt the assertion too so that only the service provider can access your user info. Download
an official Adaptive Planning public key certificate to do this. During SAML SSO, Adaptive Planning
decrypts the SAML assertion with a private key and validates the signature. After successful validation and
authentication, users can log into Adaptive Planning.

Adaptive Planning supports the following configurations of signing and encrypting the SAML assertion:

* Signed response + Encrypted signed assertion
« Unsigned response + Encrypted signed assertion
« Unsigned response + Signed assertion

Adaptive Planning supports the following algorithms for encryption using the public key certificate:

» Encryption algorithm: AES-256-CBC
« Key Transport Algorithm: RSA-OAEP
» Bits for private key: 2048 bits

* Private key digest algorithm: SHA512

Before You Begin
Verify:

« Provisioning has enabled SAML SSO for your instance. See Enable SAML SSO for All Users.

* You have configured your Adaptive Planning instance to interact with your identity provider (IDP). See
Reference: SAML SSO Settings.

Download the SAML Encryption Certificate

1. In Adaptive Planning, navigate to Administration > SAML SSO Settings.

2. Scroll to the Certificate section and click Download Certificate. The certificate is saved to your local file
system.

Encrypt the SAML Assertion
As an administrator, configure your IDP for encrypted assertion to SSO to your Adaptive Planning instance.

Note: In this procedure, we've used Okta as an example. Your IDP settings can vary from the Okta
settings.

1. Navigate to Okta> Admin> Applications and select the specific application.
2. Under General, navigate to SAML Settings and edit the following advanced settings:
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3. Configure the following settings for connecting to Adaptive Planning:

« Assertion Signature. Select Signed to digitally sign the SAML assertion. This ensures that only
your IDP generated the assertion.

» Signature Algorithm: Select the algorithm used to digitally sign the SAML assertion. Example:
RSA-SHA 256.

< Digest Algorithm: Select the digest algorithm used to digitally sign the SAML assertion. Example:
RSA-SHA512

e Assertion Encryption: Select Encrypted to encrypt the SAML assertion. This ensures that nobody
but the sender and receiver understand the assertion.

« Encryption Algorithm: Select the algorithm used to encrypt the SAML assertion. Example:
AES256-CBC.

» Key Transport Algorithm: Select the key transport algorithm used to encrypt the SAML assertion.
Example: RSA-OAEP

4. Inthe Encrypted Certificate field, upload the certificate that you downloaded from Adaptive Planning
to send an encrypted SAML assertion.

5. Navigate to Users> People and for each user you want to have access to Adaptive Planning, create an
IDP account by specifying the SAML Federation ID and password.

6. Navigate back to Applications and assign the users to the Okta application that you just configured.

Users can now log in to Adaptive Planning using SAML SSO. For a login initiated by the service provider,
they submit using their Adaptive Planning username and leaving the password field blank. When redirected
to their IDP login, they enter their IDP username and password.

Concept: SAML SSO

Security Assertion Markup Language (SAML) is an open-standard, XML-based format for exchanging
authentication and authorization between an identity provider and a service provider. One of its advantages
is that it makes single sign-on (SSO) possible between multiple online services.

This documentation walks you through setting up SAML 2.0- and SAML 3.0-based SSO between identity
providers like Microsoft Active Directory Federation Services 2.0 or 3.0 (MS-AD FS 2.0 or MS-AD FS 3.0),
Okta, or PingOne and Adaptive Planning.

If you would like to configure SAML 2.0- or SAML 3.0-based SSO with another Identity Provider, you will
follow steps similar to the ones listed. You must ensure that your Identity Provider supports SAML 2.0
or SAML 3.0 and either Identity Provider Initiated SSO or Service Provider Initiated SSO (these are the
modes supported by Adaptive Planning Authentication).

This documentation also walks through how to set up SAML SSO for Workday users who use Adaptive
Planning.

Some links in this article go to the Workday Community. If you don't have a Community account, request
one.

« Steps: Configure SAML SSO Using Azure AD

» Steps: Configure SAML SSO Using MS-AD FS 2.0
« Steps: Configure SAML SSO Using MS-AD FS 3.0
« Steps: Configure SAML SSO Using Okta

e Configure SAML SSO Using PingOne

« Enabling SSO for All Users

e SAML SSO into Adaptive Planning from Workday

e Steps: Set Up SAML Single Sign-On (SSO) into Adaptive Planning without User Sync
e Steps: Set Up SAML Single Sign-on (SSO) into Adaptive Planning for Synced Users
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Reference: SAML SSO Settings

Security Assertion Markup Language (SAML) is an open-standard, XML-based format for exchanging
authentication and authorization between an identity provider and a service provider. One of its advantages
is that it makes single sign-on (SSO) possible between multiple online services.

The SAML SSO Settings page is where you configure Adaptive Planning to interact with your Identity
Provider. See the SAML SSO Documentation for more information on setting up SAML SSO.

SAML Configuration fields on this page are:

SAML version: What level of SAML to use to interact with your Identity Provider

Identity provider name: The name of the identity provider you are linking to Adaptive Planning
Identity provider entity ID: The ID of the identity provider. This is generally found in the Admin section
of your identity provider's interface.

Identity provider SSO URL: The URL used by the identity provider to directly log in to Adaptive
Planning. Usually in a form similar to:

htt ps://ADFS_HOST/ adf s/ | s/ i dpi ni ti at edsi gnon. aspx?l ogi nt oRP=Adapt i vel nsi ghts
Custom logout URL: Optional. Enter a URL to load when the user logs out from the Adaptive Planning.
Identity provider certificate: Click Choose File to upload the certificate downloaded from your identity
provider's interface.

SAML user ID : Select the user ID type to be used: the user's Adaptive Planning username or their
federation ID.

SAML user ID location: Select where in the SAML token the user ID can be found.

You can also use the Enable SAML menu to enable or disable SAML SSO, or to allow both SAML SSO
and Adaptive Planning login. To log in to Adaptive Planning login page using SAML SSO, users can leave
the password field empty to be forwarded to your identity provider for authentication.

With SAML SSO enabled, Admin users granted the SAML permission can log in using SAML SSO or their
Adaptive credentials.

You can use this image as an IDP tile:

Workday Adaptive
Planning
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Administration FAQs and Troubleshooting

How Does CTA Work?

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

How does CTA work?

Answer

CTA (Cumulative Translation Adjustment) is a system account used to adjust for the differences in
exchange rates due to different exchange rate types being used for roll-up conversions within a single
supposedly-in-balance portion of the account structure. Assuming the currency conditions below and
exchange rate differences apply, CTA will evaluate on child levels when viewing a sheet in View by Level
and on a report showing a child level in a different currency (e.g. placing a EUR child level on a report and
then converting it to CAD).

The CTA values do not "roll up" in the traditional sense. The CTA value at a given parent level in the
organization is not the sum of the CTA of all of its child levels. Instead, CTA is calculated at the parent level
which is selected on the sheet. If the parent level on which the calculation is occurring does not have any
child levels with different currencies, there is no CTA. This means the CTA will be blank. If the parent level
on which the calculation is occurring does have child levels with different currencies, here is how the CTA
would calculate. For all accounts under the Assets roll-up, find all accounts which are not using Exchange
Rate Type EOM. Calculate what their value would be if they were using EOM, and subtract that from the
values they have using their assigned Exchange Rate Type to find the difference. Sum all of these values
together into a single number. Then do the same calculation for all accounts under the Liabilities and
Equities roll-up. Subtract the difference value of the Asset accounts from difference value of the Liabilities
and Equities value. This is now the value of CTA at the parent level, in the currency of the parent level.
The logic used in the formula for the CTA is automatically created in the system and cannot be edited. The
value also cannot be overwritten on the sheet. The formula would look similar to the one below: (Assets
converted using their assigned exchange rate type - Assets converted using EOM) - (Liabilities & Equity
converted using their assigned exchange rate type - Liabilities & Equity converted using EOM)

To turn on the CTA, take the following steps.

1. Go to Modeling > Currencies 2. Check the Enable cumulative translation adjustment (CTA) box 3. Click
OK.

The CTA Account will be placed in the Equities rollup within the General Ledger structure.

User and Level Access And Permissions

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

What are the different ways to restrict access within Adaptive?

Answer

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







| Administration FAQs and Troubleshooting | 151

Sheet Access
Access to sheets is granted by level or by user.

Access is granted by level (department, cost center, etc.) for any sheet that is on the Sheets tab. These
sheets are also known as Level Dependent Sheets. A user will only see those levels that he/she has been
given access to in the drop-down selectors on sheets and on reports.

Access to sheets on the Assumptions tab is granted on a per-user basis. These sheets are also known as
User Assigned Sheets. This means that a user with access to the Assumptions sheet will see data for ALL
levels and accounts that are available on the sheet, regardless of the level access that the individual has.

The levels and accounts that are made available on this type of sheet are determined by the sheet creator.

Roles

Administrators can create roles to further specify what a user has access to in the application. Roles can
be created by going to Admin, Create and Assign Roles Set Role Permissions. There are templates in
Adaptive Insights to assist you, but each role can be customized. The default settings for each template
are below.

e Administrative: User has all permissions, EXCEPT Structure Import. Structure Import allows a
user to reload or append any structure in the model (COA, organization structure, Custom accounts,
etc.). Note: Structure Import cannot be used to update existing levels in a structure. For clients with
Discovery, all Discovery permissions are enabled.

e Analysis: User has read-only access to sheets, can see which users are working in the application,
and can create and run reports. For clients with Discovery, View Dashboards that have been published
to them, Edit Personal Discovery Dashboards, and Use Analysis tools are the permissions that are
enabled.

* Report Only: User can see other users logged in to the system and can create and run reports. For
clients with Discovery, View Dashboards that have been published to them, Edit Personal Discovery
Dashboards, and Use Analysis tools are the permissions that are enabled.

» Standard: User can edit data on sheets, access and create reports, see salary level detail, see which
users are logged in, and approve levels in Workflow. For clients with Discovery, View Dashboards that
have been published to them, Edit Personal Discovery Dashboards, and Use Analysis tools are the
permissions that are enabled.

» Discovery Only: User can view dashboards that have been published to them, edit Personal Discovery
Dashboards, and Use Analysis Tools. Users can also create and run reports and see which users are
logged in.

Salary Detail Permission

There is a permission called Access Salary Detail. If this option is checked (and the Personnel sheet is
configured so that access to the sheet requires salary detail permission), the user will be able to view the
Personnel sheet for the levels that he/she has access to. A user must also have Editable Sheet Access
permission to add/edit rows on the Personnel sheet.

If a user does NOT have the Access Salary Detail permission, he/she will not be able to view the
Personnel sheet at all. When viewing the P&L, the user will see the consolidated total of the GL Salary
account, but if the user tries to drill into the cell, an error message is displayed indicating that he/she does
not have sufficient permission to view the data. There is not a way to restrict the value of the GL salary
account by user. You can restrict the account by level (using Customization for Subplans), but not the
value by user.

Report Access

Report access respects level access. The level(s) that a user has access to on sheets is the same access
that a user will have on reports. When saving a report, the user can select the Show all data regardless
of level option. This option allows viewers of the report to see data for all levels available on the report.
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However, if a user tried to drill into data that he/she normally does not have access to, the system will
display an error message and not allow the user to drill further.

With the current functionality, access cannot be granted by folder, nor can reports be assigned to individual
users.

We do not recommend that employee names are set up as a dimension on the Personnel sheet, as
the salary detail permission is bypassed, and there is a potential for a security breach. If names are a
dimension, any user with the ability to create reports can run a report with the name dimension and the
Salary Modeled account and see this sensitive information.

Version Access

The Access Control section of Version Details (in Modeling > Versions) allows Administrators to
determine what different types of users will be able to view and edit within specific Versions. See Version
Access Control for additional information.

Administration FAQs

Associating A Valid Email Address With Your Adaptive Insights Login (Username)

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

Why do | need to associate a valid email address to my Adaptive Insights user?

Answer

If you have multiple logins or usernames then you should setup each login with a valid email address. This
important for a few reasons:

1. If you ever need to reset your password using the "Forgot your password?" link on the login page.

2. If you need to submit a ticket to support. Without a valid email address you will not receive their
responses.

3. If you want users to email you reports within the application.

Can Sheet Changes Be Restricted To Specific Budget Versions?

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

Can | make changes to a sheet, then limit which versions these changes apply to?

Answer

Structural changes apply to all versions, while other modifications are Version-specific. Please see the
below list for examples of what changes apply to all versions and what changes are version-specific.

Structural Changes (apply to all versions) + Adding, deleting, renaming, and moving plans in
the plan tree
* Adding, deleting, renaming, and moving
accounts in the account trees
e Adding and deleting sheets
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Changing formula logic in Cube calculated
accounts, modeled accounts, and Metric
accounts

Changing which accounts are displayed on
Standard sheets

Changing which plans have access to a sheet
Customization for Subplans on a Standard sheet
Cube restrictions

Updating lookup table values and assumptions
Formulas on the Formulas tab

Data imports

Data entry on sheets

This article includes suggestions and workarounds. Content may not be accurate for all use cases or

represent best practices for the latest release.

Question

When should a user be deleted? What needs to be considered before deleting a user?

Answer

What happens:

When you might delete a user:

Additional Suggestions:

©2023 Workday, Inc. All rights reserved

. All of the user's personal reports will be deleted.

« If you do not want to lose any of the user's
reports, you could consider logging in as the
user and moving the personal reports to a
shared report folder.

. Any personal perspectives, dashboards or dials

in Discovery that are shared with other users
(versus being created in the company folder)
would be deleted when the user holding those
personal items is deleted.

* You may also login as the user and move
these items to a shared folder, so as not to
lose any of the dials/dashboards.

. The Audit Trail associated with that user is NOT

removed.

. Cell and Sheet notes created by the user will

NOT be deleted.

. Any shared reports that the user has created will

NOT be deleted.

If the employee leaves the company

If the employee moves to a separate
organization within the company that does not
use Adaptive

If an Admin user leaves the company, we would
suggest deleting their user and asking each of
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your end users to change their passwords to
something new as an additional step of security.

Disk usage information

Question

What is the max disk usage allowed, how is it calculated and what happens if | go over the limit?

Disk usage 87 MB
Transactions 0 MB
Report files 0 MB
: = al / / ,
'~ & L L ‘
Answer

The default maximum disk usage is usually 25 GB; however, additional storage can be purchased so the
maximum disk usage allowed will be determined in each customers Adaptive Planning contract. When
you get close to your allocated amount of disk space, our Customer Success team will contact you as a
courtesy to inform you of the disk usage level. At this point you can either leave the instance the same, or
reduce the amount of data. The primary items that effect storage are a combination of the following:

e The number of years history/planning versions
e The use of the Audit Trall
* The wide use of uploading documents into the Adaptive Suite (into reports)

Your current disk usage can be found from Admin>General Setup. The number shown will recalculate
each night there is activity in the model. By the next day, at the latest, your disk usage should update to
reflect your activity from the prior day.

If you have any questions about the disk space included in your contract or the cost associated with going
over the limit and/or purchasing additional disk space, you can contact your Customer Success Manager.

Enable SAML SSO

Question

We just purchased SAML SSO. How do | enable SAML and what are the setttings available?

Answer

From Admin > Manage SAML SSO Settings, Enable SAML at the bottom controls how different users can
access the system
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SAML SSO Settings

SAML version 2.0

* Identity provider name
* Identity provider Entity ID
* Identity provider 550 URL
Custom logout URL
» Identity provider certificate Mo
* SAML user id @ User's Adap

) User's feder

* SAML user id location ) User id in N
SANML Name

@ Userid in At

* SAML attribi

* Enable SAML @ Mot enabled
© Allow only 5
) Allow SAML

Not Enabled + Standard users will login from the
standard Adaptive login page (e.g. https://
login.adaptiveinsights.com/app).
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¢ Admin users with the SAML permission1 can
login using SAML SSO or can login using the
standard Adaptive login page.

Allow only SAML SSO « Standard users can only login using SAML SSO.
They cannot login from the login page.
¢ Admin users with the SAML permission1 can
login using SAML SSO or can login using the
standard Adaptive login page

Allow SAML SSO and direct Adaptive Insights . Both Admin users with the SAML permission®

login and Standard users can login using SAML SSO
or can login using the standard Adaptive login

page
1 Admin SAML SSO Permission
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*Role Name: |.ﬁ.dmin - Full Access

Role Permissions

Set Using Template: standard User [

Access Sheets
Editable Sheet Access
Edit Dimension on Sheet

Access Consolidation

Access Reports
Create Shared Reports
Modify All Reports
Manage Shared Report Folders
Email Reports
Upload Files
Access OfficeConnect

Access Discovery
Edit Personal Discovery Dashboards
Edit Company Discovery Dashboards
Use Analysis Tools

Access Salary Detail

Import Capabilities
Erase Actuals
Export Capabilities

Privileged Actuals Access
Access Transactions
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Grant Read-Only Access To The Personnel Sheet
This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.
Question
I would like to give my users access to the Personnel sheet, but they should not be able to make edits.
How can | do this?
Answer

Typically, the Personnel sheet is configured to require users to have the 'Access Salary Detail' role
permission to view the sheet or any of its rows. This setting can be adjusted from the Security tab of the
Sheet Properties menu in Modeling > Level Assigned Sheet > "Edit" Personnel sheet > Columns and
Levels.

Model Sheet Properties

Details Settings

[ Viewing this sheet or any of its rows requires Salary Detail permission

The Access Salary Details permission can be assigned to a role from Administration > Roles and
Permissions. In order for the user to be able to edit the sheet, they will also need to have the Editable
Sheet Access role permission. The Editable Sheet Access role permission applies to all sheets the
user has access to.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







| Administration FAQs and Troubleshooting | 159

“Role Hame: Standard

Role Permissions

et Using Template: standard User Analysis User Report Only User l

Access Sheets |:| Admin Acce
Editable Sheet Access Model i
|f| Edit Dimension on Sheet Organizz
Access Consolidation Versions

Users

Access Hepors oles
Create Shared Reports Nashbaos
Modify All Reports anage
|:| Manage Shared Report Folders General
Email Reports Assump
Upload Files Ctructur
Access Discovery Allzcatio
Edit Perzsonal Discovery Dashboards Transac
|:| Edit Company Discovery Dashboards MetSuite
Uze Analysis Tools |:| Consolid
- Recl;

| I [7] Access Salary Detail
| 4 Access Pro
Complete

IMan:

] n

|:| Import Capabilties

Eraze Actualz
|:| Export Capabilties
|:| Privileged Actuals Access

If you would like to grant certain users read-only access to the Personnel sheet, but still be able to edit all
other sheets in the model, you have a few different options as outlined below:
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1. Create a Model report that contains the information from the Personnel sheet. In this scenario, users
without the Access Salary Details permission would not be able to view the report. So, you could create
a PDF or Excel Snapshot of the report and save that report to your machine. Then you could upload the
file and share the uploaded report file with the necessary user levels.

2. Create a second login for users who need read-only access to the Personnel sheet. The second login
would have the Access Salary Details role permission, but would not include the Editable Sheet Access
permission.

3. Make all columns on the Personnel sheet read-only from the Modeled Sheet Builder. The user would
still be able to add and delete rows from the Personnel sheet, but they wouldn't be able to edit existing
rows. The read-only setting from the sheet builder would apply to all users, so whoever is entering the
information would either need to temporarily disable the read-only settings to make edits or import the
data (and not make changes through the Ul).

Hide Accounts From Specific Levels on a Sheet

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

How do | hide Accounts from specific levels, but allow then to be available for other levels on the same
sheet?

Answer
If you are working on a Standard sheet, do the following:

Navigate to Modeling > Sheets > "Edit" your Sheet > "Edit" Customization for Sub-Levels. You will
see the Accounts on the left and levels on the right. Expand the accounts on the left and then select the
account that you would like to customize the level availability. Next, expand the levels on the right. You
will have three options for an account: Hidden, Read Only, or Editable. You can restrict at parent levels to
expedite the process (as the setting will be inherited by the child levels).
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E Support PM | Modeling » Sheets » Summary of Balance Sheet » Customization for Sub-Levels Adaptlvetsif @YourCompdny,Inc.

Insigh

Edit Customization for Sub-Levels

Accounts Levels Search
Name Code Type Name
| v New Group v i--.Tota.l Company
¥ 1000 Assets 1000_Assets Asset M v Company A (100%
¥ 1100 Current Assets 1100_Current_Assets Current Asset | ¥ [»=Operations
1110 Petty Cash 1110_CA_PettyCash Current Asset % »  United States
1120 Cash 1120_CA_Cash Current Asset ] »  Canada
» 1130 Accounts Receivable 1130 CA_AR Current Asset (] »  United Kingdo
1140 Allowance for Doubtf 1140_CA_AllowanceDoubtfulAccts Current Asset L] Global Suppor
» 1150 Inventory 1150_CA_Inventory Current Asset [ »  Corporate
1160 Prepaids 1160_CA_Prepaids Current Asset M »  Company B (40% o
» 1500 Fixed Assets 1500_Fixed_Assets Fixed Asset M Company C (80% ov
1600 Long Term Assets 1600 LongTerm Assets Long Term Asset v Proposed Acquisitio
1700 Other Assets 1700_Other_Assets Other Asset

»  New Group
» New Group

Copyright © 2004-2017 Adaptive Insights, Inc. All rights reserved. | Privacy Policy »

If you are working on a Cube sheet, you can create restrictions that limit the availability of accounts for
each level. To do this, navigate to Modeling > Sheets > "Edit" your Cube Sheet > "Edit" Restrictions.
You can create a Level-Account restriction and then customize that way.

Hide a version from one user

Question

| have a version that | would like to hide from one user so | created a global user group, added the user,
and then | changed the Access Control setting for the version to Hidden' for that group. Why can the user
still access the version?

Answer

If a user belongs to multiple groups, the user is granted the highest level of access that their group
membership allow.

In this case, the user in question is either a member of the User group or the Editable Sheet Access group
depending on their role permission. If the role the user is assigned to has the Editable Sheet Access box
checked, they will belong to the Editable Sheet Access group. If the Editable Sheet Access box is not
checked, they will be in the User group.

©2023 Workday, Inc. All rights reserved Workday Proprietary and Confidential







| Administration FAQs and Troubleshooting | 162

To hide a version from this user, you will need to either set Users or Editable Sheet Access to hidden
depending on which group he belongs to. Then, the users that are in the User or Editable Sheet Access
group will need to be assigned to a global user group and then given the higher level access permission.

Note: Please see the Version Access and Version Access Control articles for more information.

Hiding a Version From a Specific User

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

| have a user who | would like to hide a specific Version from, but would like all other users to have access
to the same Version. How can | accomplish this?

Answer

When a user is included in multiple groups (i.e. Administrators, Users, Editable sheet access, Group),
the user is granted the highest level of access that their group membership allows. So in this case, the
best way to accomplish this would be to assign all users except for the user in question to a specific
Global User Group. This can be done by users with the '"Manage Global User Groups' by navigating to
Administration > Global User Groups > New Group. Then, within the Version Access Control settings,
remove access for all groups except for this newly created Global User Group. This way, the Version will
be hidden for the user that is not included in this group as desired.
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Adaptive
Fl’ril:sights

E Modeling

Add, Edit, or Delete Version

| @ ol B8 W X

Find yo
MName Description
Actuals Actuals

1 Current Year
Default Version Systermn-generated default version
| |5l Forecast Version |

How To Clear Your Browser And Java Cache On A Mac

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

How do | clear my browser and java Cache on a Mac?
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How to clear the Java cache:

How to Clear the Firefox Cache:

Clear Cache in Chrome on Mac:

Increase the session timeout

Question

N
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Click on Apple icon at the top of your screen.
Click the System Preferences icon to open.

Click on Java icon located under the Other
section to open Java Control Panel.

. Click on the Delete Files button on Temporary

Internet Files window.

This will open the Delete Files and
Applications window, click OK to confirm

delete.

. On the menu bar, click on the Firefox menu and

select Preferences...

Select the Advanced panel.

Click on the Network tab.

In the Cached Web Content section, click Clear

Now.

Click on the three vertical dots in the top right

corner.

In the menu select, More Tools
Select the Clear Browsing Data link.
Select the time range.

Check boxes for Cookies and other site and
plug-in data and Cache images and files.
Click the Clear Browsing Data button.

I noticed that the application logs me out after an hour if I do not click on anything. Is there any way we can

increase the timeout period?

Answer

The session timeout period has a minimum setting of 5 minutes and maximum setting of 500 minutes. If
the field is left blank, the setting will default to 60 minutes. To modify the timeout session settings, go to

Administration > General Setup.

Dizsk usage

Session timeout

Transactions

Report files

126 MB

0 MB
4 MB

minutes

Keep in mind that if the session times out prior to clicking the save button, the user will be directed to the
login screen. Once the user logs back in from that screen, the changes will be saved. If the user navigates
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away from the login page that he or she is redirected to before logging back in, the changes will not be
saved when the user logs back in.

Is it possible to use the same Identity provider to log in to My production and sandbox
instance using SAML SSO?

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

We just got our new sandbox instance and | wish to use our existing IDP to connect to both of our
instances. How is this possible?

Answer

Each customer instance, which does not participate in a multi-instance setup, should have it's own SAML
setup, so each instance will have a unique SAML URL that will need to be configured on the customer side
for their Identity Provider (IDP). The URL is used by the Identity Provider to redirect to a given instance,
hence the uniqueness of the URL.

Assuming that these will be separate instances, these will have unique URLs as well as unique user
identifiers. There is really only one way of doing this if Production and Sandbox instances are independent
of each other:

- On the side of the Identity provider (if it allows for it) to have 2 separate apps to use for Production

and Sandbox instances. This means that a user will log into the Identity provider interface (Okta, Azure,
Centrify, etc.) and will be presented with 2 links/tiles/gallery applications, one for Production (and it is
clearly labeled as such) and one for the Sandbox. They will click on either one and assuming that the set
up has been performed correctly, will be redirected to an appropriate instance. This can be done 2 of the
following ways:

1. Production will use the correct username (99% cases is their actual email address) and authenticate
via that to log them into production. Sandbox instance, on the other hand, will have to use Federation

IDs that are associated with these users. This ensures that 2 sets of users (for production and Sandbox
are unique). The IDP will need to use the proper username mapping to Federation ID, which is not
something that we would advise on, but after that is done, the Sandbox app itself should use federation ID
to authenticate.

2. If the Identity Provider is smart enough to perform a transform, then for a given app (say

the Sandbox Adaptive App) it will take a given user from the IDP database of users, drop their
domain name and transform it to their sandbox domain. Say we have a user in the sandbox

called **John@adaptive.sandbox .com** which corresponds to a user in the IDP data base called
**john@adaptive.com**. Then, the sandbox app in the IDP can take the **john@adaptive.com** and
*transforms* it to **John@adaptive.sandbox .com** and logs them into the Sandbox. Keep in mind
that this is localized to Just the sandbox app, meaning the production app will still authenticate via
*john@adaptive.com** to **john@adaptive.com** in the Production instance.

If the production and sandbox are a part of a multi-instance model, then you can setup the SAML
configuration on both instances. It is fine within the Adaptive Planning application to have the same IDP
setup for both instances. If you do so then users who directly want to go to the child instance should be
configured with the default company code for the child (from Edit User) and their federation id setup for that
instance. Users who want to go directly to the parent instance can be configured with their federation id in
the parent instance. Note that on your side you will have TWO urls to login to Adaptive, one for the parent
instance and one for the child instance.
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Issue: Reset Getting Started Assistant is preventing users from logging in

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Issue: Reset Getting Started Assistant is preventing users from logging in

Example: My entire staff cannot log in to the Adaptive Planning instance. Every time user submits a
password, the login page simply refreshes. | am the only person who can login and | can't get the Getting
Started Assistant' to stop showing up. Also, it is defaulting when | click the Administration menu. | have
tried to reset passwords for the users, but nothing seems to work.

Solution: An administrative user must re-accept the MSA to allow users to access the instance. There are
two possibilities why the 'Getting Started Assistant' page started to shows up when an administrative user

logs in:

1. Administrative user who accepted the master subscription agreement was deleted

2. Reset Getting Started Assistant was accidentally clicked via the Administration > General Setup menu

Recover Lost Data

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question
| accidentally deleted something in my instance. Can a recover my data?

Answer
There are several options available to recover data in an instance. It will depend on what data was lost. A
few areas to consider are:

1. Do you have a sandbox instance available (or other production instance) that may have the data
present?

Perhaps your sandbox was refreshed recently and whatever was lost (formulas, reports, rows on a
modeled sheet, attribute taggings on levels, etc.) is there.

2. Is the data in a prior version?

If it was a shared formula (formula on the Formulas page) or a cell formula on a sheet, a prior version
may contain that data. There may be modeled sheet rows or other data available as well that can be
extracted and moved back in to your current version.

3. Is the data lost in your actuals version in a Standard or Cube sheet and can you use Import History?

From Integration > Import History, imports will be tracked to Transactions, as well as Standard and
Cube sheets for actuals versions. You may be able to leverage one of the files in Import History to
reimport your data.

4. Is audit trail enabled in the version?

You can check from Modeling > Versions > Select the version in question > Audit Trail check box
on the right. If so, you may be able to run an Audit Trail Report (Reports > New Report > Audit Trail
Search) to identify and recover data changes.

5. Is the data present in an external system?

This most often applies to actuals. If actuals was lost you could leverage the same integration method
to load the data back in to Adaptive Planning in most cases.

6. Do you have an offline saved Excel or other files with the data?

Perhaps there are reports, exports, or import files that have been saved that can be leveraged to
recover the data.
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If you don't believe the data is recoverable through any of the means above, or you would like assistance
recovering the data, open a case in the Workday Customer Center.

Restrict access by IP address
This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.
Question

Is it possible to restrict access to Adaptive Insight by IP Address?

Answer

It is possible to restrict access to your Adaptive Insights instance by IP address. To restrict access to your
instance by IP Address, take the following steps.

1. Login as an Administrator
2. Click on Administration > General Setup
3. Enter the IP addresses in the "Allow logins only from IP Addresses" box and click Save
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Minimum character length 7
Minimum number of
Alphabetic characters
Numeric characters
Additional Requirements
[ Mixed case required [¥|Disallow more than 2 consecutive ider
[] At least 1 non-alphanumeric character required

Password valid for ap Days
Minimum password age Days
Allowed failed attempts 3

Expiration warning 5 days

Prevent using last » | P

Password Reset Management
] Allow users to reset their password from the login page
Tusers must change their password on first login

12.14.150.17,16.15.144

Allow logins only from IP Addresses

Multiple IP addresses can be specified in the "Allow logins only from IP Addresses" field and must be
separated by commas. For a range, you must enter two valid IP addresses and place a hyphen between
them.

There is a limit of 2,048 characters that can be entered in this field and ranges are not allowed. Please
note this field is only present if IP Restrictions have been enabled in your instance. If you do not see the
option to enter IP Restrictions, send an email to support@adaptiveinsights.com and we can enable it for
you.

Typically when Administrators restrict access by IP addresses, they restrict the access by the network IP
address. This allows the Administrator to use a single IP address for several users who have unique IP
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addresses on their machines. For example, here at the Austin location of Adaptive Insights, we have 4
users who share 1 network IP address.

The users can check their IP addresses using the link below. If the IP address is the same for multiple
users, that would indicate they are sharing a network IP address.

http://www.whatismyip.com/

For security reasons, when a user is rejected due to an IP mismatch, they are presented with an error
message that does not mention the phrase "IP address". Instead the message will state login has been
rejected due to using an "invalid network".

Restrict access for a group of users who only need access to one standard sheet

Question

| have a group of users who only need access to one standard sheet for data entry. How can | restrict their
access to one sheet while allowing other users to see the same sheet and all other sheets.

Answer

You can create a duplicate of the sheet as a User Assigned Sheet for the group that only needs to access
to one sheet. You will also want to create a separate role for these users where you remove access to the
following permissions: Access Sheets, Editable Sheet Access, and Edit Dimension on Sheet.

* Removing their sheet access permissions will completely remove the "Sheets" tab from their navigation
menu.

“Role Name: Standard-User Assigned Only‘i

Role Permissions
Set Using Template: View Only Contributor Power User
"] Access Sheets ["] Model Management Access
Editable Sheet Access Model includes: sheets, accounts, dimensi
Edit Dimension on Sheet Organization Structure : ' All Levels Ac

7| Access Reports Versions
[¥] Create Shared Reports Announc.ements
[ Modify All Reports Remove all Assumptions
["] Manage Shared Report Folders access StrUCtU_Fe Import
[ Email Reports Allocation Rules
["1Upload Files Transactions
Currencies

[¥] Access OfficeConnect
Consolidation

v| Access Discovery Reclassification Rules

[¥] Edit Personal Discovery Dashboards

Edit Company Discovery Dashboards -/ Admin Access

[¥] Use Analysis Tools Users
. - SAML
| Integration Operator Roles

Data Designer
Integration Developer
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« They will have access to the Assumptions tab after they are added to a user assigned sheet. User
Assigned sheet means that a user with access to a sheet in the "Assumption" menu will see data
for ALL levels and accounts that are available on the sheet, regardless of the level access that the
individual has.

= Standard Demo Support  Welcome Adaemt.lgﬁtsv @‘r’oun:ompuny,lnc,

Support
HOME

Help

ASSUMPTIONS
Adaptive News

REPORTS Welcome

Adaptive Insights Home Page
DISCOVERY

Product Documents
ANNOUNCEMENTS e T

CONSOLIDATION Product Support and Forums

PROCESSES

WORKFLOW

Support

Sandbox Instance and Refresh Requests

Sandbox Instance Information

A sandbox is a clone of a production instance or a blank non-populated instance. Sandboxes are
completely independent instances, so changes in the sandbox will not affect the production environment,
and vice versa. A sandbox instance is a tool that you can leverage to test new features or possible
changes to your instance without affecting live production instance data.

Use case:

< Building and testing significant changes to the level structure, accounts, or formula
» Developing and validating imports for a new integration
* Archiving a clone of your production instance before making major structural changes

Sandbox Refreshes

A sandbox refresh is a re-clone of a production instance, so all changes previously made in the sandbox
will be lost. After a refresh, the sandbox will be a replica of the production instance without transactions,
import history , audit trail, and snapshot reports.
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If you need to purchase a refresh, contact support.
If you need to purchase a sandbox instance,
contact your CSM.

Refreshes are available Monday through Friday
from 8:00 AM to 6:00 PM CT and can take between
a few hours and 7 business days to complete. The
completion time for a refresh will depend on the
availability of our Account Provisioning team and
the size of the instance being used for the refresh.
Multi-instance sandbox refreshes and sandboxes
cloned from instances that are greater than 50 GB
typically take longer to process.

The Account Provisioning team will need to confirm
all required information and receive approval from
an Administrative user before starting or scheduling
a refresh.

1. Source Instance Code: The unique code of the
instance you want copied to another instance.
This instance will not be changed/overwritten.

2. Instance Code to Refresh: The unique code of
the instance you want to refresh. This instance
will be overwritten/refreshed with a copy of the
Source Instance.

¢ To find the unique code for each instance, go
to Administration > General Setup > Code

3. Refresh date and/or time: If no date or time is
provided, we will assume that the refresh can
start at the earliest availability of our staff

4, Administrative user who will receive
credentials: Credentials will need to be sent to
an administrative user in the instance

Important: Requests submitted by consultants,
customer success managers, or non-admin
users require written approval from a customer
administrative user.

To submit a refresh request, you must open a case in the Workday Customer Center. Use the step below
to access the ticket portal from the navigation menu in your instance.

1. Go to Support > Submit a Request

Swap Sandbox and Production Instances

In some cases, it is possible to swap your instances so that the current production instance becomes the
sandbox and the current sandbox becomes the production instance. This could be an option if you want
your sandbox changes copied to production, but you do not want to do a production refresh and lose the

current production data.

Important: Instance swaps are not possible if either the production or sandbox instance is connected to a

Workday tenant.
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Steps to swap instances:

1. Log into the current production instance and change all of the logins from @company.com to something
like @company_sandbox.com.

2. Log into the sandbox instance and change all of the logins from @companysandbox.com to
@company.com.

3. (Optional) You could log back into the original instance and change the logins from
company_sandbox.com to companysandbox.com if that domain is preferred.

4. In each instance, go to Administration > General Setup and update the instance names accordingly.

5. Open a case in the Workday Customer Center to let us know the change has been made so that we
can update our internal records.

Copying Sandbox to Refresh Production

Although not typical, there are some cases when a sandbox can be copied and used to refresh a
production instance. Since the refresh uses an exact copy of the source instance (sandbox), any SAML
SSO settings and users in the production instance would get overwritten with the SAML SSO settings and
users from the sandbox as part of the process. For this type of refresh, it is the customer's responsibility to
capture any SAML settings prior to making this request.

Important: This type of refresh is not possible if either the production or sandbox instance is connected to
a Workday tenant.

Search for all elements in my instance

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

How can | perform a search of all elements (Accounts, Levels, Dimensions, etc..)?

Answer

The matrix report builder contains the most robust way to search all existing elements in Adaptive. This
includes Accounts, Levels, Time periods, Versions, Currencies, Attributes, and Dimensions. See Create
Basic Matrix Reports. Using this area to perform searches can be helpful in the following circumstances:

* There are many elements with the same name and you'd like to see a list of all elements with that name
* You are searching for the name of an account but do not know its account type or location
* You find an element referenced in a formula but do not know its location

When searching, you are given the name of the element and its location. This would allow you to
determine if an account lives directly in a Modeled or Cube sheet or if it can be found in the GL, Custom,
Metric, or Assumption hierarchy. If there are many elements with a similar name, it can be helpful to enable
the Show Account Codes setting available from the Report properties page.

In the example below, a search for Revenue returns a list of different revenue accounts found in many
different locations. We also see attribute values returned that contain Revenue.
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Elemenis
Hame

MNew Revenue

Price per unit

Product Net Revenue
Product Revenue
Product Revenue
Revenue

Revenue

Revenue

Revenue

Revenue

Reyenue

Revenue (current year)
Revenue Cube

Revenue Forecast
Revenue per Employee
Rewvnue

Service Revenue
ServiceRevenuelinkTest
Services Revenise
Sources of New Revenue
Support Revenue
Support Revenue J Call
Units Sold

Inc/{Dec) in Deferred Reven
Revenue

Service Revenue

Total Revenue

Page: 111

DESIGN ELEMENTS

Search

Location
NEW LONTIACT SEMVILE REVEr ACCOUNTS->LUDE-=50UMCES OT NEW REVENUE->NEW K

Accounts->Cube-=Sources of Mew Revenue
Accounts-=Cube-»Revenue Cube
Accounts-=Cube-sSources of New Revenue->New R
Accounts-=Custom-=Functional PEL Accounts-=Rew
Accounts-=Cube
Accounts->Custom->Functional PEL Acgounts
Accounts-=bodeled-=Project P'roﬁta:gr_j Flanning
Accounts->Cube->Scenario Analysis->P&L
Accounts-»Cube-=Scenario Analysis-»account Modi
Accounts-=hodeled->5ervices Revenue
Accounts-=Cube-=Product Revenue
Accounts-=Assumpticns->Breakback Assumptions
Accounts-=Cube

Accounts-=Custom->CRM - Sales Mlanning-Current
Accounts->hetric-=Employee Metrics-=Per Employ
Accounts-=Cube-=Revenue Cube
Accounts-=Custam->Functional PEL Accounts-=Rew
Accounts->Custom

Accounts-=hodeled

Accounts-=Cube

Accounts->Cube-=Daily Suppert Call Mlan
Accounts-=Assumptions->PEL Drivers
Accounts-=Cube->Revenue Cube

Account Attributes-»=Cash Flow->Total Adjustments-
Account Attributes->GAAP PEL

Acoount Attributes-»IFRS PEL-»Total Revenue
Account Attributes->IFRS PEL

@

K
A |

Swap sandbox and production instances

Question

Drag to add rows

I would like to switch my instances so that what is currently our Sandbox becomes our Production instance
and the current Production instance becomes the Sandbox. How can | do this?

Answer

Note: Instance swaps can only be performed if both the sandbox instance and the production
instance are NOT connected to a Workday tenant.
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The instance swap involves a Workday representative updating the instance type of the instances. The
update by the representative does not change users or any instance access. The instance Admin would
need to update the users by following the process below:

1.

2.

Log into the current production instance and change all of the logins from @company.com to something
like @company_sandbox.com.

Log into the Sandbox instance and change all of the logins from @companysandbox.com to
@company.com.

(optional) You could now log back into the original instance and change the logins from
company_sandbox.com to companysandbox.com if necessary.

Go to Admin > General Setup in both instances and update the instance names accordingly.

Open a provisioning case from the Workday Customer Center to let us know the change has been
made and we will make sure to update the instance type for our internal record.

by

Selup
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Update my user information

Question

Where can | update information specific to my own Adaptive Insights user account?

Answer

From the user selection in the upper-right of Adaptive and then "Settings", a user can update information
specific to their profile. This includes the user's:

Name

Email

Home Page (the first page loaded when logging in to Adaptive)
Time Zone

Location

Password

Avatar

Email communications received
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|
=== Crume Inc.

My Profile _

r Basic Profile

*Mame: Standard User

Position:

Login: StandardUSMX@ joshblank.com

Email: © Use login as email
@ '
Home page: Welcome -
Time zone: (GMT-08:00) Pacific Time (US & Canada) -
Country: -
State:| -

- Subscriptions to Company Announcements

Please check the types of e

System Ale
Educafi

Partn

| do not wish to receive emal

r Personal Email Groups
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Users are not forced to change their passwords after changing the password
requirements

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

| updated the password requirements yesterday and | intentionally left a test user with a password that did
not meet the new requirements. Even after saving new password requirements, | was able to log in with
this test user using a password that did not meet the new requirements.

How does a password requirement change impact active users who currently don't meet those new
requirements?

Answer

The system was designed so that new password requirements are not applied to existing users until the
next time they need to change their password.

If you want to force users to change their password, one thing you might consider is temporarily adjusting
the "Password Valid for" and "Expiration warning" fields under Administration > General Setup to
something like 5 days. This way, each user will have a few days to change their password and will be
prompted to do so when they log in. After the initial 5 day period is complete, you could then extend the
Password Valid For setting.

What Does It Mean If A User Is Expired?

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

One of my users is expired in Administration > Edit Users, what does this mean?

Answer

A password can become expired based on the Password Settings put in place in Administration >
General Setup.

If a user has an expired password, and they login using the correct, expired password, they will be
immediately directed to reset their password. The Change Password page, in this situation will display a
message that says "Your password has expired. Please enter a new password." The user will not be able
to navigate to any other page in the application till the password has been changed.

If the password is expired and the user cannot remember their password, an Administrator must reset the
password as the user will not be able to use the Forgot your password link.

What To Do When A User Leaves The Company

Question

What should | do when a user leaves our company?

Answer

As soon as a user leaves the company, we recommend immediately changing their password. When
a user is deleted, all of the reports in their Personal folder will also be deleted. So, if the user has any
Personal reports that you need to keep, you should login as the user and copy them to the Shared folder
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before deleting the user. Note, when the user is deleted, the Audit Trail associated with the user will NOT
be deleted.

Additionally, because Admin users have access to create new users and change passwords, you might
also want to take some additional steps to ensure security. We recommended reviewing your list of users
and/or resetting the passwords for all users after an Admin user leaves the company.

When The Only Administrator Leaves Your Company

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

The only Administrator at my company just left and did not create or assign an Administrative role to any
other users. Can you please assign me an Admin role?

Answer

Per our security policy, if the only Administrator in your Workday Adaptive Planning instance leaves

your company, the Support team will need an email from your VP of Finance or higher (i.e. CFO, CEO)
requesting that Administrative permission be assigned to a specific user (please use their full name in the
request).

The statement should read:

| am requesting that [INSERT NAME] be granted Administrative level access in our model. | understand
that giving Admin level access will give [INSERT NAME] salary level detail for the organization as part of
their Administrative access in Workday Adaptive Planning.

Important: This is a security measure to ensure that sensitive data remains private unless otherwise
specified by the client's management.

Why Does The User Activity Panel Show That A User Is Active After The User Logs
Out?

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

I logged out of Adaptive over 5 minutes ago so why is the user activity panel showing that | am still logged
in to Adaptive?

Answer

The user activity panel includes descriptions of when users were last active in the instance. Although the
system tracks the users' activities by milliseconds, the users' idle time will be put into one of the following
categories.

e In progress

« Afew seconds ago

e A few minutes ago

e 5-10 minutes ago

¢ 10-20 minutes ago

e 20-30 minutes ago

e More than 30 minutes ago

As an example, let's say a user has not been active in the system for 45 minutes. The "More than 30
minutes ago" description would be seen next to that user's name. The active users will be sorted by most
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recently active to oldest activity within the hour. Since the time out time is 60 minutes, there will not ever be
an idle session that is longer than 1 hour.

Managing Data Loads to Optimize Performance

Managing Data Loads to Optimize Performance

Question

How do | improve report, dashboard, or sheet load time or performance?

Answer

When you refresh an OfficeConnect report, run a web report, or load a sheet or a dashboard, it can
sometimes take a long time. This depend on whether the action involves a full or partial load of the
underlying data model.

A report or sheet can take longer to load if it involves a full load. For example:

e Changes made to your model.

« Changes to the Actuals data

« Updates to the General Setup page under Administration
* Updates submitted to shared formulas in any version.

A report or sheet loads relatively faster if it involves only a partial load. For example:
« Changes to the Budget data including imports and data entry into sheets and assumptions
For faster performance, we recommend the following best practices:

« Minimize actions that trigger a full load during peak activity hours.

e Use Admin publishing to defer modeling updates at a later time.

* Notify users of inconsistent performance while changes are underway.

» Test variances between full and partial load to understand user impact. A wider variance means greater
impact.

Managing Admin Changes To Optimize Performance

This article includes suggestions and workarounds. Content may not be accurate for all use cases or
represent best practices for the latest release.

Question

How do | make Admin changes without impacting workflow in my model?

Answer

After certain Administrative changes are made, the calculations stored in memory in your instance are
deleted. This is so that the next time sheets are loaded or reports are run, the data has to reload and
recalculate. This happens so the data is most up to date. In instances where calculations are more
complex or where there are very large data sets, this can cause a noticeable impact for end users.

If Administrative changes cause noticeable impact for end users, it is recommended to schedule Admin
changes outside of times when end users are making updates and running reports. There is an option
called Admin Publishing that allows administrators to make updates and publish them at a later time.

See Admin Publishing for more information on Admin publishing and how to enable it in your model
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Users





			Rhonda Goede at Arch Resources, Inc. PRODUCTION





			Login			Name			Permission Set			Owned Levels			Last Login Time			Login State			SET-UP


			josh.guinto.ARCHRSC1@adaptive.support			* SUPPORT: Josh Guinto			Administrator			Top Level			Aug 18, 2023 04:11 PM						3/23/23


			adifatta@archrsc.com			Anthony DiFatta			Corporate Analysts			Multiple			Sep 05, 2023 06:12 PM						7/18/23


			bmabe@archrsc.com			Bernie Mabe			Underground Planner			Multiple			Sep 05, 2023 04:14 PM						5/15/23


			btop@archrsc.com			Bora Top			Corporate Planner			002.4311 Tax						Expired			9/5/23


			cbrune@archrsc.com			Chad Brune			Corporate Planner			002.4311 Tax						Expired			9/5/23


			cwalker@archrsc.com			Claudio Walker			Administrator			Top Level						Expired			9/5/23


			ddickinson@archrsc.com			Darla Dickinson			Corporate Planner			002.4336 Compensation						Expired			9/5/23


			ddean@archrsc.com			David Dean			Underground Planner			Multiple			Sep 01, 2023 10:43 AM						5/15/23


			dfinnerty@archrsc.com			David Finnerty			Land Planner			Total Arch Land			Sep 05, 2023 09:52 AM						8/18/23


			dslone@archrsc.com			Deck Slone			Corporate Planner			Multiple						Expired			9/5/23


			dlabell@archrsc.com			Derek LaBell			Corporate Planner			002.4306 Internal Audit						Expired			9/5/23


			dhuddleston@archrsc.com			Desmond Huddleston			Underground Planner			Multiple						Expired			5/15/23


			dbruggeman@archrsc.com			Diane Brueggeman			Corporate Planner			Multiple						Expired			9/5/23


			dconaway@archrsc.com			Doug Conaway			Corporate Planner			002.4326 Safety						Expired			9/5/23


			dlboyd@archrsc.com			Douglas Boyd			Underground Planner			Multiple			Sep 05, 2023 03:10 PM						5/15/23


			elindgren@archrsc.com			Elizabeth Lindgren			Underground Planner			Total Mountain Coal			Sep 05, 2023 06:25 PM						5/15/23


			edilley@archrsc.com			Ethan Dilley			Administrator			Top Level			Aug 31, 2023 08:09 PM			


			glassman@archrsc.com			Gary Glassman			Corporate Planner			Multiple						Expired			9/5/23


			ghensala@archrsc.com			Greg Hensala			Corporate Planner			002.4331 Corporate Aircraft						Expired			9/5/23


			gszczepan@archrsc.com			Greg Szczepan			Administrator			Top Level			Sep 05, 2023 10:07 AM						2/23/23


			gmccoy@archrsc.com			Gregory McCoy			Corporate Planner			002.4317 Operations Services Administration						Expired			9/5/23


			ilowder@archrsc.com			Ileen Lowder			Underground Planner			Total Mountain Coal			Aug 04, 2023 05:02 PM						5/15/23


			jeball@archrsc.com			Jeff Ball			Corporate Planner			None						Expired			9/5/23


			JLipp-Oster@archrsc.com			Jennifer Lipp-Oster			Surface Planner			Multiple			Sep 01, 2023 11:37 AM						7/18/23


			jswan@archrsc.com			Joe Swan			Corporate Planner			002.4317 Operations Services Administration						Expired			9/5/23


			jlorson@archrsc.com			John Lorson			Corporate Planner			002.4305 Accounting						Expired			9/5/23


			jziegler@archrsc.com			John Ziegler			Corporate Planner			None						Expired			9/6/23


			jalfaro@archrsc.com			Jose Alfaro			Corporate Planner			002.4350 Analysis and Strategy						Expired			9/5/23


			kmalachowski@archrsc.com			Kelly Malachowski			Administrator			Top Level			Sep 05, 2023 12:12 PM			


			Ltest@archrsc.com			Land test user			Land Planner			Total Arch Land			Aug 18, 2023 03:34 PM						8/18/23


			lhughes@archrsc.com			Larry Hughes			Underground Planner			Multiple			Aug 01, 2023 09:01 PM						5/15/23


			leasler@archrsc.com			Laura Easler			Corporate Planner			Multiple						Expired			9/5/23


			lchen@archrsc.com			Lily Chen			Corporate Planner			Multiple						Expired			9/5/23


			ladkins@archrsc.com			Lori Adkins			Underground Planner			Multiple			Sep 05, 2023 10:49 AM						5/15/23


			mblackford@archrsc.com			M. Bret Blackford			Corporate Planner			None						Expired			9/5/23


			rzambo@archrsc.com			Marty Zambo			Corporate Planner			002.4314 IT Admin, Compliance & Security						Expired			9/6/23


			mgrabosky@archrsc.com			Michael Grabosky			Underground Planner			Multiple			Sep 05, 2023 03:37 PM						5/15/23


			mmouser@archrsc.com			Michelle Mouser			Underground Planner			Multiple			Aug 23, 2023 09:33 AM						5/15/23


			nwoolen@archrsc.com			Nathan Woolen			Administrator			Top Level			Aug 30, 2023 02:35 PM						8/14/23


			pmarlow@archrsc.com			Pam Marlow			Corporate Planner			002.4337 Benefits						Expired			9/5/23


			pdemzik@archrsc.com			Paul Demzik			Corporate Planner			Multiple						Expired			9/5/23


			pkappel@archrsc.com			Paul Kappel			Corporate Planner			002.4316 IT Applications						Expired			9/5/23


			pstaub@archrsc.com			Poppy Staub			Corporate Planner			002.4327 Environmental						Expired			9/5/23


			rpaladino@archrsc.com			Renato da Silveira Paladino			Corporate Planner			002.4318 Business Development						Expired			9/5/23


			rgoede@archrsc.com			Rhonda Goede			Administrator			Top Level			Sep 05, 2023 12:03 PM						2/23/23


			rklein@archrsc.com			Rosemary Klein			Corporate Planner			002.4308 Legal						Expired			9/5/23


			samoore@archrsc.com			Sandra Haddix			Underground Planner			Total Leer South Complex			Sep 01, 2023 11:33 AM						5/15/23


			seastwood@archrsc.com			Sherrie Eastwood			Corporate Planner			002.4334 HRIS, STL, Corp and Other						Expired			9/5/23


			showard@archrsc.com			Steve Howard			Administrator			Top Level			Aug 30, 2023 09:12 AM						2/23/23


			tataylor@archrsc.com			Tambria Taylor			Corporate Planner			002.4308 Legal						Expired			9/5/23


			ctest2@archrsc.com			Test Corporate2			Corporate Planner			002.4314 IT Admin, Compliance & Security			Sep 05, 2023 07:48 PM						9/5/23


			ctest3@archrsc.com			Test Corporate3			Corporate Planner			None			Sep 05, 2023 07:46 PM						9/5/23


			ctestz@archrsc.com			Test CorporateZ			Corporate Planner			None			Sep 05, 2023 07:55 PM						9/5/23


			stest@archrsc.com			test surface			Surface Planner			Multiple			Aug 17, 2023 11:28 AM						7/17/23


			test@archrsc.com			test underground			Underground Planner			Multiple			Jul 10, 2023 02:57 PM			


			tsimpson@archrsc.com			Thomas Simpson			Administrator			Top Level			Sep 05, 2023 11:08 AM						2/23/23


			tmooney@archrsc.com			Timothy Mooney Jr			Corporate Planner			002.4308 Legal						Expired			9/5/23


			tbianconi@archrsc.com			Tina Bianconi			Administrator			Top Level			Sep 05, 2023 07:22 PM						2/23/23


			Pdriver@archrsc.com			Trish Driver			Surface Planner			Multiple			Aug 16, 2023 03:13 PM						7/18/23


			Sep 6, 2023 11:19:30 AM CDT


			Confidential Information. Do not distribute without permission.








Assignments


			Name / Assigned Levels			Last			First			User/Group			Username/Email


			Bernie Mabe			Mabe			Bernie			Underground Planner			bmabe@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Mountain Laurel


			Total Spruce


			Total Spruce Fork


			Total East Kentucky


			Total Arch Coal Operations


			140.4140 Arch Coal Operations Administration


			Total Hunter Ridge


			Total White Wolf


			Top Level									Full view


			Total Cost Centers


			Total Arch Eastern


			Total Arch Western





			Douglas Boyd			Douglas			Boyd			Underground Planner			dlboyd@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Mountain Laurel


			Total Spruce


			Total Spruce Fork


			Total East Kentucky





			Lori Adkins			Adkins			Lori			Underground Planner			ladkins@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Beckley


			Total Beckley Smokeless





			Desmond Huddleston			Huddleston			Desmond			Underground Planner			dhuddleston@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Beckley


			Total Beckley Smokeless





			David Dean			Dean			David			Underground Planner			ddean@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer Complex


			Total Leer West


			Total Tucker Run





			Michelle Mouser			Mouser			Michelle			Underground Planner			mmouser@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer Complex


			Total Leer West


			Total Tucker Run





			Sandra Haddix			Haddix			Sandra			Underground Planner			samoore@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer South Complex


			Total Buckhannon			removed 7/20/23


			Total Patriot			removed 7/20/23


			Total Eastern Complex			removed 7/20/23


			Total Marketing and Trading			removed 7/20/23


			Total Arch Energy			removed 7/20/23


			Total Terminal Operations			removed 7/20/23


			Total Maidsville Landing Terminal			removed 7/20/23


			Total Hunter Ridge			removed 7/20/23


			Total Upshur			removed 7/20/23


			Total Hawthorne Coal			removed 7/20/23





			Michael Grabosky			Grabosky			Michael			Underground Planner			mgrabosky@archrsc.com																								Total Patriot			Total Sycamore Group			Total Buckhannon			Total Eastern Complex


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer South Complex			removed 7/20/23


			Total Buckhannon


			Total Patriot


			Total Sycamore Group


			Total Vindex


			Total Eastern Complex


			Total Marketing and Trading


			Total Arch Energy


			Total Terminal Operations


			Total Maidsville Landing Terminal


			Total Hunter Ridge


			Total Upshur


			Total Hawthorne Coal


			Total White Wolf			added 7/20/23


			Larry Hughes			Hughes			Larry			Underground Planner			lhughes@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer South Complex


			Total Buckhannon


			Total Patriot


			Total Sycamore Group


			Total Eastern Complex


			Total Vindex 			added 7/20/23


			Total Marketing and Trading


			Total Arch Energy


			Total Terminal Operations


			Total Maidsville Landing Terminal


			Total Hunter Ridge


			Total Juliana			added 7/20/23


			Total White Wolf			added 7/20/23


			Total Upshur


			Total Hawthorne Coal


			Ileen Lowder			Lowder			Ileen			Underground Planner			ilowder@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Mountain Coal


			Elizabeth Lindgren			Lindgren			Elizabeth			Underground Planner			elindgren@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Mountain Coal


			Trish Driver			Driver			Trish			Surface Planner			pdriver@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Thunder Basin


			Total Arch of Wyoming


			440.4440 Arch Western Resources Administration


			Jennifer Lipp-Oster			Lipp-Oster			Jennifer			Surface Planner			jlipp-oster@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Thunder Basin


			Total Arch of Wyoming


			440.4440 Arch Western Resources Administration





			Anthony DiFatta			DiFatta			Anthony			Corporate Analysts			adifatta@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Arch Eastern


			Total Arch Western


			Total Marketing and Trading


			Total International


			Total Arch Land


			0000 Payroll balance sheet


			0010 OCI - MTM


			0011 OCI - Reclass to income


			0012 OCI - Deferred tax impact


			4000 Costs to be allocated - COS


			5000 Costs to be allocated - SGA


			6000 Costs to be allocated - Other


			Balance Sheet


			David Finnerty			Finnerty			David			Land Planner			dfinnerty@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Land


			Total Arch Land LLC


			Total Ark Land Company


			Total Western Energy Resources


			Total Ark Land LT, Inc


			Total Ark Land WR, Inc


			Total Ark Land KH, Inc


			Total Natural Resources


			Total CoalQuest


			Total Allegheny Land LLC


			Diane Brueggeman			Brueggeman			Diane			Corporate Planner			dbrueggeman@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4341 IT Infrastructure & Operations


			002.4343 IT Support


			Doug Conaway			Conaway			Doug			Corporate Planner			dconaway@archrsc.com


			Top Level


			Total Cost Centers


			Total Corporate


			Total Other Operational Activities Summary


			002.4326 Safety


			Paul Demzik			Demzik			Paul			Corporate Planner			pdemzik@archrsc.com


			Top Level


			Total Cost Centers


			Total Marketing and Trading


			Total Arch Coal Sales Company


			Total Marketing Services


			017.4606 ACS St. Louis G&A


			Total ACAP


			Total Arch Coal Asia


			016.4016 Arch Coal Asia Administration


			Total Arch Resources India


			016.4633 Arch Resources India Administration


			Total Arch Coal Europe


			013.4013 Arch Coal Europe Administration


			Lily Chen			Chen			Lily			Corporate Planner			lchen@archrsc.com


			Top Level


			Total Cost Centers


			Total Marketing and Trading


			Total Arch Coal Sales Company


			Total Marketing Services


			017.4606 ACS St. Louis G&A


			Total ACAP


			Total Arch Coal Asia


			016.4016 Arch Coal Asia Administration


			Total Arch Resources India


			016.4633 Arch Resources India Administration


			Total Arch Coal Europe


			013.4013 Arch Coal Europe Administration


			Greg Hensala			Hensala			Greg			Corporate Planner			ghensala@archrsc.com


			Top Level


			Total Cost Centers


			Total Corporate


			Total Executive Summary


			002.4331 Corporate Aircraft


			Gary Glassman			Glassman			Gary			Corporate Planner			gglassman@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4307 Human Resources Executive


			002.4321 St. Louis Office Services


			002.4333 Training and Org Development


			002.4334 HRIS, STL, Corp and Other


			002.4336 Compensation


			002.4337 Benefits


			Darla Dickinson			Dickinson			Darla			Corporate Planner			ddickinson@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4336 Compensation


			Laura Easler			Easler			Laura			Corporate Planner			leasler@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4321 St. Louis Office Services


			002.4334 HRIS, STL, Corp and Other


			Sherrie Eastwood			Eastwood			Sherrie			Corporate Planner			seastwood@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4337 Benefits


			Paul Kappel			Kappel			Paul			Corporate Planner			pkappel@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4316 IT Applications


			Rosemary Klein			Klein			Rosemary			Corporate Planner			rklein@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4308 Legal


			Timothy Mooney Jr			Mooney			Timothy			Corporate Planner			tmooney@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4308 Legal


			Tambria Taylor			Taylor			Tambria			Corporate Planner			tataylor@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4308 Legal


			Derek LaBell			LaBell			Derek			Corporate Planner			dlabell@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4306 Internal Audit


			John Lorson			Lorson			John			Corporate Planner			jlorson@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4305 Accounting


			Renata da Silveira Paladino			Paladino			Renato			Corporate Planner			rpaladino@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4318 Business Development


			Deck Slone			Slone			Deck			Corporate Planner			dslone@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4309 External Affairs


			002.4350 Analysis and Strategy


			Jose Alfaro			Alfaro			Jose			Corporate Planner			jalfaro@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4350 Analysis and Strategy


			Poppy Staub			Staub			Poppy			Corporate Planner			pstaub@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Other Operational Activities Summary


			002.4327 Environmental


			Joe Swan			Swan			Joe			Corporate Planner			jswan@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4317 Operations Services Administration


			Gregory McCoy			McCoy			Gregory			Corporate Planner			gmccoy@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4317 Operations Services Administration


			Bora Top			Top			Bora			Corporate Planner			btop@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4311 Tax


			Chad Brune			Brune			Chad			Corporate Planner			cbrune@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4311 Tax


			M. Bret Blackford			Blackford			Bret			Corporate Planner			mblackford@archrsc.com


			View ONLY


			002.4314 IT Admin, Compliance Security





			Jeff Ball			Ball			Jeff			Corporate Planner			jeball@archrsc.com


			View ONLY


			002.4314 IT Admin, Compliance Security


			John Ziegler			Ziegler			John			Corporate Planner			jziegler@archrsc.com


			View ONLY


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			Total HR Summary


			Marty Zambo			Zambo			Marty			Corporate Planner			rzambo@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4314 IT Admin, Compliance Security
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		From

		Blackford, Bret B.

		To

		Goede, Rhonda R.

		Cc

		Szczepan, Greg A.; Blackford, Bret B.

		Recipients

		RGoede@archrsc.com; gszczepan@archrsc.com; mblackford@archrsc.com



Thanks for all the work and for confirming!  This will be important to defend our review and consideration of controls and subsequent development of an adequate control environment.  



    ---- Bret 



CTASK0017223



 



From: Goede, Rhonda R. <RGoede@archrsc.com> 
Sent: Friday, September 8, 2023 3:37 PM
To: Blackford, Bret B. <mblackford@archrsc.com>
Cc: Szczepan, Greg A. <gszczepan@archrsc.com>
Subject: RE: Adaptive Key Controls post 9/11 go-live 



 



Just wanted to let you know that I have added the Closing Summary report in Adaptive today.   I already have the Calculate Accounts report in Adaptive that should handle proof of FSCP29 & 30. Other than that, I agree with your document!



 



·        Financial Statement Close (FSCP 8) - The Business Analyst - Application Administrator reconciles OFA to the G/L daily and retains a copy of the final reconciliation for the month. Any errors are investigated and communicated to Accounting for resolution.



          Add necessary report in Adaptive



 



·        FSCP 29 - On an annual basis, the Vice President & Chief Accounting Officer (or designee) will compare the current OFA programming logic for EBITDA and Profit/Loss from Operations calculated accounts to the prior year programming logic. Changes identified during the review will be investigated and resolved.



          Add necessary Calculate Accts. report in Adaptive



 



·        FSCP 30 - Changes to OFA calculated EBITDA and Profit/Loss from Operations accounts are reviewed and approved by someone independent of the individual making the change in OFA. The approval, along with documentation to support the change, should be retained.



          Add necessary Calculate Accts. report in Adaptive



 



 



 



From: Blackford, Bret B. <mblackford@archrsc.com> 
Sent: Friday, September 8, 2023 10:38 AM
To: Goede, Rhonda R. <RGoede@archrsc.com>
Cc: Szczepan, Greg A. <gszczepan@archrsc.com>; Blackford, Bret B. <mblackford@archrsc.com>
Subject: Adaptive Key Controls post 9/11 go-live 



 



Rhonda,



 



Throughout the Adaptive Planning implementation project we have continually considered and discussed ITGC and other controls. There will be some risks and associated controls that will rise to the level of Audit review and we will want to make sure we can adequately address these questions.



 



Attached is one of the documents we have been using to document the legacy control environment under OFA and how that will look in the future with Adaptive.  In red are some of the updates we recently discussed, and I would like you and Greg to review the attached to make sure you are comfortable with the wording. 



 



An area not clearly addressed in the attached is that OFA will continue to be used through 2023 and possible early 2024.  As such, we will continue to rely on the existing OFA control environment.  We will, however, need to be able to document how we are comfortable with any Adaptive data that has been brought into OFA or XFA to allow for this reporting.  



 



*	Testing documented in SmartSheets here

*	Model validations and other testing on SharePoint  here



 



    ---- Bret  



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | Director PMO, Change Mgt, Compliance



Time Zone: Central
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Adaptive Planning Controls-update.pptx

Adaptive Planning


Key Control Considerations





August 15, 2023


Updated 09.07.2023








Bret Blackford will work with Rhonda Goede, Greg Szczepan, and John Lorson to determine that adequate security and controls are included in the Workday implementation.  Note that as Arch is a publicly traded organization, so we need to consider Sarbanes-Oxley (SOx) control considerations.  For SOx controls, we need to focus on only those areas of the Adaptive Planning (AP) implementation that could material impact the published financial statements.  As AP is mainly a budget and financial analysis tool there will be limited impact to the published financial statements.








IT General Controls





User access controls 


Program change management controls


Backup and recovery controls


System development life cycle controls


A good SOx overview document can be found here, from Protivity … https://tinyurl.com/2p85e643  











What items in Adaptive Planning can materially impact the financial statement reported to the SEC?





What budgeted or forecasted amounts are used to create journal entries?





What Adaptive reports may be used in preparation of the financials?








Here are some of the financial controls that specifically mention OFA.  There are also multiple references to OFA in the SOX narratives that will have to be reviewed by Accounting/Finance when the switch happens. 


Asset Impaiment 1 (AI 1) - Each of the primary measures (price, quality, volume and transportation) are reviewed by the Sales & Marketing group, Director of Reporting, Financial Analysis and Process Enhancement and various individuals in Sales & Marketing management depending on the measure, prior to and after they are loaded into OFA.  If the measure requires change, it is reviewed by the Director of Reporting, Financial Analysis and Process Improvement and various individuals in management. 


	Sales & Marketing OFA – N/A for Adaptive


 


Contract to Cash (CTC 15) - When transferring data from RMS to OFA, automated data checks are performed to verify information is within defined parameters.  The data checked includes pricing, contract dates, facilities validity, product validity, and tonnage. 


	Sales & Marketing OFA – N/A for Adaptive


 


External Reporting (EXR 1) - The income statement and balance sheet worksheets reports are reconciled to standard OFA/Workday reports to make sure all accounts are included correctly.


 


Financial Statement Close (FSCP 8) - The Business Analyst - Application Administrator reconciles OFA to the G/L daily and retains a copy of the final reconciliation for the month. Any errors are investigated and communicated to Accounting for resolution.


	Add necessary report in Adaptive


 


FSCP 29 - On an annual basis, the Vice President & Chief Accounting Officer (or designee) will compare the current OFA programming logic for EBITDA and Profit/Loss from Operations calculated accounts to the prior year programming logic. Changes identified during the review will be investigated and resolved.


	Add necessary Calculate Accts. report in Adaptive


 


FSCP 30 - Changes to OFA calculated EBITDA and Profit/Loss from Operations accounts are reviewed and approved by someone independent of the individual making the change in OFA. The approval, along with documentation to support the change, should be retained.


	Add necessary Calculate Accts. report in Adaptive	


 


Windows 1 - Only authorized IT personnel are classified as  global or local administrators on servers supporting the OFA, FAS, MARS, Allegro, and Business Objects applications and OFA and FAS databases.


	N/A – Adaptive is a SaaS solution so no access to underlying environment.  Adaptive Admin access will be as limited as possible.












Other OFA controls





			Process Name			Control Number			Key/Non-Key			Control Description			Frequency			Category			Risk			Prevent/ Detect			Control Type


			IT - Managed Security (SCR)			Access Admin 1 - All Other Applications			Key			All requests for new/changed application or infrastructure access, submitted via a 'User Request' form on the IT  Service Portal, are either submitted by the user's supervisor or approved by the user's supervisor. 
YES – still in place for Adaptive			As Needed			IT			Unauthorized users could access critical computing systems and modify data.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			OFA 01			Key			Only OFA Adaptive administrators  have access to add/change/delete user privileges.
YES – still in place for Adaptive			As Needed			IT			Inappropriate and/or unauthorized individuals have access to add/change/delete user privileges and set access levels.			Prevent			IT Dependent Manual


			IT - Managed Security (SCR)			OFA 02			Key			A report of all employees with access to OFA Adaptive is reviewed annually by management to verify appropriateness of user access.  Any discrepancies are investigated and resolved in a timely manner.
YES – still in place for Adaptive			Annually			IT			Application access is not periodically reviewed, leading to inappropriate and/or unauthorized individuals that maintain application access.			Detect			IT Dependent Manual


			IT - SDLC & Change Mgmt. (CHG)			CHG 01-OFA			Key			All key application customization changes are tested and approved by the change requestor before a change is made in the production environment. This testing is performed by requestor or designate in a separate test environment so that testing does not adversely impact the production environment. An individual separate from the requestor must also approve the change before it is moved to production.
YES – still in place for Adaptive (manual logs maintained by Rhonda)			As Needed			IT			System changes are put into production with undetected errors or faulty program logic, resulting in mis-stated financials.			Prevent			IT Dependent Manual
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Information Technology General Controls


(ITGC)














User Access Controls





New user approval: Before granting new access, ensuring an independent and appropriate level of approval is provided to verify that access is appropriate. This is tracked through the Arch ServiceNow ticketing system, and approval provided users line manager.





Terminations process: Access needs to be revoked for terminated employees or users. Workday FIN terminations will be managed similarly as other how Workday HCM/Payroll and other Arch applications. Due to single sign on use, when user terminated from Active Directory and Workday they will not have access to Adaptive Planning.





Role-based-access-control (RBAC): Designing access privileges to align to user roles, helps ensure the access provided is appropriate.





Segregation of duties: Incompatible duties should be segregated to reduce the risk of fraud or error. If the same person can perform two tasks or approve their own actions, they may bypass and undermine the established process requirements. Limited risk in Adaptive for financial statement risk or fraud





Periodic access review: Conceptually, a periodic access review is the catch-all for any errors or required changes in the access privileges. It reviews the system access at a point in time to confirm it's correct; including the users and their access rights. It can identify if terminated users weren't removed, the incorrect privileges were given, or just role changes were the access is no longer required.





Restricted privileged access: Every system needs a super-user to be able to administer other users access and troubleshoot any issues in the system. However, the more users have this access, the greater the risk of inappropriate use. This should be restricted to the extent possible, while still ensuring a super-user is always available to support the system(s).











Program change management controls





Workday’s Adaptive Planning is a cloud SaaS application.  Although Arch does not have access to source code or systems there are several integrations and customizations that can be changed by Arch users. Controls need to be in place to ensure any changes to integrations or customizations are authorized, documented, tested, and logged for independent review. Key Adaptive customization changes will be manually documented and approved by Rhonda Goede, like current process with OFA.





Backup and recovery controls


 


Again, Workday Adaptive Planning is a cloud SaaS application. All backup and disaster recovery is the responsibility of Workday.  Arch will need to make sure configurations are backed up and that the application is included in the Arch BI/DR plan. 





System development life cycle controls





This is to ensure that appropriate analysis, planning, design, development, and testing have occurred and are properly documented.  The project management documents for the Workday Adaptive Planning implementation are maintained by Workday consultants on SmartSheets and on the Arch SharePoint site. 


SmartSheets url - https://app.smartsheet.com/home 


Arch SharePoint location - https://archcoal.sharepoint.com/sites/PMO 
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09.11.2023 revisit initial Adaptive Blueprint

		From

		Blackford, Bret B.

		To

		Blackford, Bret B.

		Recipients

		mblackford@archrsc.com



MEMO to FILE



 



From: Goede, Rhonda R. <RGoede@archrsc.com> 
Sent: Monday, September 11, 2023 8:36 AM
To: Blackford, Bret B. <mblackford@archrsc.com>; Szczepan, Greg A. <gszczepan@archrsc.com>
Subject: RE: revisit initial Adaptive Blueprint



 



Bret, this is all I have to add.  I don’t care if these items are noted or not – just pointing them out.  



 



 



Page 13 – not sure if this is referring to what we USED to do or what is in AP – but we have 5 years all by month. 







 



Page 23 – decided against “maintenance vs development” 







 



Page 30 – not using process tracker







 



Page 31 – Admin training – Tina and I would really like this … I am hoping they have a ‘best practice’ approach to what they need to train us on, as “we don’t know what we don’t know”… so, if they ask what we want to see/learn about – we really don't know.  



 



From: Blackford, Bret B. <mblackford@archrsc.com> 
Sent: Monday, September 11, 2023 7:57 AM
To: Goede, Rhonda R. <RGoede@archrsc.com>; Szczepan, Greg A. <gszczepan@archrsc.com>
Cc: Blackford, Bret B. <mblackford@archrsc.com>
Subject: revisit initial Adaptive Blueprint



 



Rhonda and Greg,



 



Way back at the start of the Adaptive implementation project we walked through the attached Blueprint.  I’m revisiting to make sure we received the implementation goal outlined or if there are still items that Kelly and Ethan need to deliver.



 



If you would, read through the attached and let me know what else might still need to be delivered.  As an example, an item discussed on slide 31/52 is knowledge transfer.   



Let’s make sure we receive all the value expected before we let Kelly and Ethan go at end of month.



 



  ---- Bret



 



 



M. Bret Blackford | Arch Resources, Inc. | mBlackford@ArchRsc.com | Director PMO, Change Mgt, Compliance



Time Zone: Central
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Versions Budget, 5-year Plan (2 years by month, 3 years by year), Forecast
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— Manual Inputs: cost center, asset code,
type (Maintenance vs. Development)
purchase date, in service date, amount

— Actuals: Summarized journal lines down
to the cost center, not individual asset
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Note: This document was prepared and presented by Workday's

N\ Adaptive Planning implementation team (Carolyn Bandle, Ethan
workd ay. Dilley, Kelly Malachowski) to outline the scope of the project.

---- m Bret 9.11.2023
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Overview: Use Cases, User Groups,
Challenges, & Solutions

Process Flow & Model Details
Workflow & Reporting Solution
Security, Access & Roles

Data Management

Instance Management

Page 2 of 52







Methodology Stages
) P

Initiate Requirements Configure &

Project Startup Validate

Instance Workshop (by Sub-Process)

* Instance access * Level & Account * Review Use cases *  Sub-Process focus
* Request data configuration * Define planning «  Continuous
* Load prior Actuals requirements by Feedback
& Budget data sub- process * lterative &
Incremental
Page 3 of 52
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Overview

Use Cases, User Groups, Challenges, & Solutions

Workday Confidential







Business Use Cases

Revenue & COGS OpEXx

* Arch Land & majority of Corporate SG&A are direct
input sheets
»  Other Operating expenses will be driver based

*  Driver Based
* Use of Statistics in Workday
* Additional accounts not in Workday will also be

used
*  multiple sheets will be used for input and

calculations

Capital Other

«  Straight Line * Centrally Planned Expenses
*  Unit Of Production methodology (UOP) - Input + Statement of Cash Flow

Only + *Balance Sheet & Cash Flow Planning
* Manual upload of depreciation for assets in service *  *Eliminations

*Allocations

*QOut of scope items have been included in Blueprint, assuming a change order will take place
Page 5 of 52
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Scope Issues

®* In Scope but not needed
—  Personnel Model

— 2 Prism integrations (80 hours total)
—  Multi Currency planning

- Transactions

®* Notin Scope, but needed
—  Simple Eliminations (Module not needed)
—  Simple Allocations

— Balance Sheet Planning - 5 tranche schedules (similar logic across all), direct input, simple formulas

* |tems of mention

— 2 Supporting Schedules for Opex are in scope, however the need for multiple cube and modeled sheets to bring
together drivers, stats and assumptions could be upwards of 10

—  Statement of Cash Flow is in scope and SOW reads “1 Currency in scope for cash flow planning” which eludes
to cash flow planning

Determined to use User Sync for single

sign-on to Adaptive from Workday via

Active Directory. Page 6 of 52
--- mBret 9.11.2023

—  May not utilize User Sync. See RAIDlog «_____
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Actions / Access

Administrator

Manages Planners
Access

Initiates Planning
Process

Executes Integration
Tasks

Edit Access Across all
data

Workday Confidential

Key Roles

Planner

Access determined
by Level (CC)

Input Global drivers

Approves Total CC
cost

TBD

Planning Analyst

View only

No Compensation
cost visibility
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Challenges & Pain Points with Legacy Systems

* Increased risk of software/hardware failure that cannot be recovered from due to age and
support status

°  Vulnerable software/hardware that is end of life given the manufacturers are no longer
releasing patches

I °  Cybersecurity Insurance providers will not entertain doing business with Arch due to

outdated and vulnerable software

°  Heavy reliance on Arch employee tribal knowledge of processes put in place to work
around current platform limitations

g
0/O

¢ Consistent calculation logic and real-time automation built into the planning
models

* Automation of data and metadata feeds from Workday FINs to reduce

Solutions reliance on manual inputs and increase accuracy

* Data quality reporting allowing planners (and central FP&A) to identify and
address any plan

. VerWt trail and traceability of data fully supported
ndequate in
needed to

verify key changes. Page 8 of 52
---- mBret 9.1..2023
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Design Decisions Summary

Design Issue Options Summary Option Selected / Rationale

Level Structure Is Company needed in level structure or can it be 1- Company/Cost Center 2 - Cost Center based with company
cost center only 2- Cost Center with Company under incorporated into lowest level of cost center
Need for Eliminations as Determine what level of actuals users need to see  1- Not needed 1 - Not needed. Having the Mgmt Adjustments
ub actuals versions 2- Need to see Eliminations broken out broken out separate as a subversion of actuals is
under each book code sufficient
Balance Sheet/Cash Flow Need Requirements 1 - Supporting schedules needed 1 - 5 tranche schedules of similar logic, direct
2- Input/simple formulas only inputs into custom accounts and simple formulas
ICapital UOP method of depreciation 1- Model offline and input results into a modeled  1- Input Only
sheet

2- build UOP model (needs requirements)

FLASH Need Requirements Decision made to not include

Opex 2 Supporting Schedules in scope 1- Not needed 1- Not Needed
2- Define requirements

Page 9 of 52
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Model Details

Process Flow, Structures, Calculations
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Tasks

Owner

High Level Process Flow

Load
Actuals

« Via Automated Integration,
Import Actuals from Workday

into General Ledger Accounts

 Via Automated Integration,
Import Statistics Actuals into
Sheet

Automation /
Administrators

2

Create & Prepare
Version

(G

Create
YE Forecast / Y
Budget ~J

3 )

Reporting &
Analysis

Lock Down
Forecast/Budget

* Create a new Plan Version
+ Adjust Start/End of Plan
* Reset Workflow

* Validate / Update
Assumptions in following
sheets:
* TBD
* TBD

* Administrative Planning

Sheets:
» Existing Capital

Administrators

« Based on level access, submit
through the following sheets:
* Mapping Tables
« Drivers
« Statistic accounts

* When finished with

forecast/budget entry, check
off Task to mark as Complete

Users

* HTML/Web Reports:
» Up to 10 (TBD)

* When ready, submk

approval

Due to lim

» Lockdown Version

IS

tations with Adaptive's HTML and

Office Cornect reporting, key reports will

continue t
XFA.
--- mBre

Users

be obtained from OFA and then

9.11.2023

Page fydsnissstrators
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Instance Diagram

=9

Capital

@

Capital Summary

Sub-Cost Center Mapping <:><:>

AcfLand
< .f'
® o e

.-~ Revenue
A

Assumptions i
CC with Mine Org '
<:> <:> Al Assumptions e N\ T » QL]

\
Drivers e <:><:>\A

\
» Custom

1
\
1" et o *
TS e
Cash Flow
Balance Sheet

|
Income Statement

Asset Class Useful Life
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Model Overview

Model Element Usage

Levels Total Cost Centers by Company. Common name is being used in place of Company name

Dimensions & Attributes Mine Orgs (cleanup of values being done by Arch), Schedule, Pay Rate, Pay Grade, Unit Type
Level Attributes: All Segment Cost Center Hierarchy, Company, Common Name, Cost Center,
Total Account Grouping
Account Attributes: Tons Produced vs Tons Sold

Sheets User interaction with x main sheets (Combinations of Modeled, Cube and Standard Sheets)
Assumptions Global and Cost Center assumptions

Versions Budget, 5-year Plan (2 years by month, 3 years by year), Forecast

Time Monthly granularity of plans (rolling up to quarters and years)

Currencies USD only

Page 13 of 52
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Dimensions and Attributes

imensions | awbwes
 bouce Eupectedvolume Name __ ourceName _Bource Name ______ource |

Type (Production or

Mine Org Manual Labor)
Schedule Manual |20

Pay Rate Manual |10

Unit Type Manual |3

Pay Grade Manual

Asset Type Manual

Cost Center \Workday

Page 14 of 52
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Currency

» Level has Ledger Currency Assigned
» 1 Reporting Currencies

« AIlUSD

Workday Confidential








Time

Jan - Dec

Time Strata Roll-up: Month> Qtr > Year

¥ Strata Rollup

m 9 ‘ Quarter-‘ + ‘:ar ‘

Default

Workday Confidential

Single Fiscal Calendar

January 2021 February 2021

[ March2o21 W  Aprii2zozt |
mmm-mm [ SulMo] TuWe] Th] Fr]sal mmm-m mmm-mm

34| N4N P53 B6 1 BT 8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30

[ May2021 W June2o2t |
mmm-ﬁ:m mmm-mm mrmm-mm
1

2| B3N 248 5T B67| ) 58

10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

September 2021 October 2021

4312183 | R4 550 16
70 1281 91 E10) i 1922143
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28

June 2021

6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30

18 121 130 740 55
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31

July 2021

3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

November 2021

43 K5 N6 N 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

[ August2021 |
[ sulMol Tuwe[ Th] Fr]sal

il B2 3R E20 51 K6 T
8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 3

December 2021

[ SuMo] TuWe Th] Fr]sa] mmm-mm [ SulMo[ TuWe[ Th] Fr]sa] mmm-mm

A 21 BN A
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

SN 540 E51 61| N7 8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
31

40 B2 B3N B4 E51 N6
72| 582 N9 107 F140 1121 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30

4
5 6 7 8 9 10 11
12 71314 15 16 “17 18
19 20 21 22 23 24 25
26 27 28 29 30 31
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Models & Supporting Models

. Mineorg Mapping (Modeled Sheet)

- Sub-Cost Center Mapping (Links sub cost centers with schedules and pay rates and used to calculate labor costs and production tons
. Detail Labor (Modeled Sheet)

- Labor Worksheet — Sun — Sat inputs
o Pay Rates

- Pay Rates
. Schedules

- Work Schedule
. Production Detail

- Underground Production
- Plant Capacity

- Manning Worksheet — Production vs. Maintenance employees

. Expenditure
- Capex
o Ops Drivers Input

- Ops Driver Rates by Account and by Driver

- Global Rates (Global Assumptions) — Completed early in planning

- Corporate Rates by Cost Center (Cost Center Assumption Sheet) - Completed early in planning (TBD if can be combined with another input sheet)
. Revenue Summary

- Revenue Input

Page 17 of 52







Model Diagram

Mineorg Mapping Schedules Ops Driver Input Cube
-scenario -scenario -scenario
-mineorgs -cost center -cost center
Define mineorgs by: -period -period
-mapping type -day of the week -account
-schedule -schedule -drivers
-pay rate -schedule information
-unit type [There are 3 sep cubes now: want 1)
Sub-Cost Center Mapping WS Work Schedule WS Driver Input WS {by Acct / by Driver)
all inputs  mostly inputs all inputs

\

Budget & Forecast Variable
Detail Labor Cube Production Detail Cube Revenue Summary -scenario
-scenario -scenario -scenario -cost center
-mineorgs -mineorgs -cost center (only loadouts) -period
-period -period -period -account
-day of the week -production account -mine revenue line
-labor account -hourly headcount
Cost Center Input WS

Underground Production WS Production Inventory WS

Surface Production WS Salary Meadcount WS (not needed)
Labor WS Plant Capacity WS Manning WS Revenue Input WS very little GL accts; mostly special accts
| mostly linked or cake 3 Unputs, rest Ninked or colc Refreshed in from Sales system | mastly inputs; some inked or caic

Pay Rates Expenditure

-scenario -scenario
-cost center -cost center
-period -period
-pay grade -expenditure

-expenditure property
Pay Rates WS CAPEX WS
all inputs all inputs

Diagram provided by Arch
S T 3 Al
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Revenue Input

— Offline file will be used to input dollars to| |-~ Accounts: GL Accounts under Coal — Feeds Sheets: Income Statement
the Loadout Revenue cost centers Sales Revenue and Stat accounts

— Account mapping: direct
— Dimensions: n/a

— Levels: original input to Loadout Cost
Centers and allocated to other cost
centers

Modelling

Design Principles:

Allocation method:

30000 _RC8000, 30010 _RC3030, 30010 _RC3029 and 90000 Alloc to mines based on sold tons
90010 Alloc to Cost Centers 7001/7002

Dngn 19 of 52
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Model — Corporate SG&A

— Accounts: GL Accounts under Total — Feeds Sheets: Income Statement
— Manual Inputs: Mostly direct entry, SG&A (5xxxXx)
others are formula driven — Dimensions: N/A
— Actuals: WD FIN actuals at Cost Center
level — Levels: Mostly All Cost Centers, some

GL/Spend Cats will only be available at
certain levels

Modelling

Design Principles:
= Standard sheet for direct input and formula driven logic

Dngn 20 0of 52
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Model — Arch Land

— Accounts: GL Accounts under Total — Feeds Sheets: Income Statement
— Manual Inputs: All direct entry Other Expenses (6xxxx), except 62300,
— Actuals: WD FIN actuals at Cost Center 62600 and 60800 plus 40750, 40810,
level 41800 and 41560

— Dimensions: N/A

— Levels: Cost Centers under Total Arch
Land

Modelling

Design Principles:
= Standard sheet for direct input

Dngn 21 of 52
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Centrally Planned Accounts

— Input by Rhonda & Tina — Accounts: 30100 Income (Loss) from — Feeds Sheets: Income Statement
Equity investments, 30320, 30300,
40000, 40110, 40800, 41700, 60800, — Account mapping: direct

62600 Change in fair value of coal
derivitives, 62300 Other expense —
Other, 70000, 70010, 70100, 70200,
70220

— Dimensions: n/a

Modelling

Design Principles:

User assigned sheet. The accounts on this sheet will be planned by Rhonda and Tina

For the Non operating Profit/Loss (7xxxx) accounts, need to know which ones will be centrally planned and which ones will be driver
based

Dngn 22 of 52
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Model — Capital

— Manual Inputs: cost center, asset code, — Accounts: Statistic and GL mapping | |- Feeds Sheets: Capital Summary
type (Maintenance vs. Development) based on Asset Code
purchase date, in service date, amount — Accounts: COGS
— Dimensions: Asset Code 41540 _SC8125 Depreciation expense
— Actuals: Summarized journal lines down Allocated to:
to the cost center, not individual asset — Levels: All - 41530_SC4331 Depreciation

admin/central

41500 _SC4328 Depreciation beltline

41520 SC4330 Depreciation loadout
41510 _SC4329 Depreciation preparation

MOde"mg — Accounts: Expense

* 51500_SC8125 Depreciation SG&A
Design Principles: + 61500_SC8125 Depreciation Other
= Modeled sheet using straight line method of depreciation
= Maintenance type is the default (Text Selector) 41540 SC4333 Depreciation Expense UOP
= Add field for Code to drive which GL account is used (ADD, RPL, CMR, DEV, INT,
LBO, CLA)
Dagn 23 of 52
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Additional Scope Items

Allocations Eliminations
41300 Central Facilities 42210 Elimination Suspense account - I/S
41200 Divisional administration 42200 Management Services
41100 Beltline Costs 51600 SG&A pushdown - affiliate - SG&A
41000 Loadcount Costs 61600 SG&A pushdown - affiliate — Other
40900 Preparation Costs Affiliate Royalties
Depreciation Accounts 41530, 41500, Marketing Service Fees

41520, 41510
41560 Depletion

Page 24 of 52







Additional Scope Items

Balance Sheet Planning Cash Flow Planning
« Standard sheet to input amounts Cash flow plan is driven by balance sheet
that will feed to balance sheet account data

« Simple formula driven calculations
(% based)

« 5 debt tranche schedules of similar
logic across each

Page 25 of 52







User Experience

Versions, Workflow, Reporting & Dashboards
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Versions

Data Import
&
Overlay in Forecasts

Annual
Budget

Q2

Copy Fwd
Forecast

Forecast

Workday Confidential

Actual

[ vs Plan

Plan vs
— Plan

Version Management

Version
— VS
Version

Administrators will have ability to
create/delete/lock versions for purposes
of budgeting, forecasting or what-if
analysis.

Time settings allow for actuals to be
overlaid into Version

In reporting, versions can be compared to
perform variance analysis
(Plan vs. Plan, Plan vs. Actuals, etc.)

Versioning Process

Budget Versions will start as copy of prior
version

Forecast starts as a copy of prior version.
Versions will be locked, with notes only for
all users

User Groups can be used to limit access to
versions as needed







Reports

Reporting Category Example Reports
Data Quality (matrix/model) .
Financial Reporting .
Operational Reporting .

OfficeConnect *  Financial Reporting Package
WD to review list of reports Rhonda sent to be built in
Adaptive

NOTE: due to limitations in native Adaptive reporting (HTML & Office

Connect), such as limited ability to report on "per Ton", it was decided to

initially continue to report out of OFA and eventually report from XFA.
---- mBret 9.11.2023

*Reports included in scope: Up to 10 HTML/Office Connect Reports
Page 28 of 52
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Dashboards

Reporting Category Example Reports
Active Dashboards - TBD

|
Reporting Dashboards « TBD

Dashboards still to be built out. This will be
done post go-live.
---- mBret 9.11.2023

Page 29 of 52
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End Users’ Process

Workflow Process Tracker

» Submit & Approve by Level Owner for * Update Drivers
final

e Final Plan Version Locked after
Approval

Page 30 of 52
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Knowledge Transfer

Knowledge Base Working Sessions

Training Center (general configuration) * |terative Workshops

Knowledge Base/Community * Regular Showcases
—  New Features & functionality

Hands-on Model & Validate Process
- Roadmap

Admin Training End User Training

*  Full Instance Walk Through

User Guide to be developed by Arch Team

Excel “Book” Admin Documentation covering

Training to be delivered by Arch Team

Arch specific process & maintenance

Arch specific model configuration

Page 31 of 52
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Security

Access & Roles
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Security

+ Can be used to grant/restrict

I

I

| » Sheets assigned directly to
| access to a version, report,

I

I

I

I

I

I » Defines if user/group can
I individual users

I

I

I

I
1
1
| access specific dimension or
I
1
1

dashboard or slice of data dimensions combination

» Overrides level access (if level

» Also used for e-mailing reports is included and user has * Is inherited down the

to groups of users access to the sheet) dimensional hierarchy

« Defines if user/group can
access level

* Access to a level means

I I
I I

I I

I I

0 0 ) |

User Sheet Level/Dimension | level-assigned sheets,
|

: :

| |

| |

I |

| |

Security Groups

charts, reports, and APls
Access Access

* Access to data can be write
or read (with or without
detail)

¢ |s inherited down the cost

Version

ACCESsS Sheet/Data Access

I Roles & Permissions

I - Which functions a user can
perform on the platform

Roles & Permissions e

|
|
|
. |
* Menu options a user can I
|
|
I + Assigned to users 1

Page 33 of 52
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Permission Sets

Permission Set Purpose Design
Administrator * Manages Versions Rhonda Goede and Tina Bianconi are the key
*  Manages Access Administrators for Adaptive Planning. Initially, there
*  Manages Assumptions will be a few others as we work through
*  Manages Sheets implementation issues and enhancements.
* Manages Reports --- mBret 9.11.2023
Planner * Inputs into sheets

e Create ad hoc reports

Planning Analyst *  View only sheets
*  Reporting

Page 34 of 52
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User Groups

Group Purpose Design
Administrator Group «  Facilitate budget process set-up
Planner Group -« TBD

Planning Analyst Group -« TBD

Page 35 of 52
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Level/Dimension Associations

Association Code Level/Dim Based on Workday Role Design

Page 36 of 52
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Access Rules

Access Account [Dimension 1] [Dimension 2] [Dimension 3]

(Persona)
Full View All Levels Mine Org

Page 37 of 52
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Workday Users

Users Purpose Design

Adaptive_ISU e User ID to Authorize Connection from Al WD Delivered User (ISU) assigned to Adaptive
to WD ISSG

System Generated ISUs «  System-created to facilitate features *  Added to appropriate domain

for Platform Features

Page 38 of 52
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Workday Security Groups

Security Group Purpose Design
ADIN - ISSG * Integration Connection * Unconstrained
*  Manages the API Authorization * Integration System Security Group
* Al RAAS Reports needed for Data * Assigned all Domains needed for structure and data
Management are Shared with reporting
Planning Administrator e Ownership & Administration of *  Unconstrained
Integration & Drillback Reports * Assigned all Domains needed for structure and data
reporting

*  Manages Worklet
* Manages ADIN SSO

Adaptive Planner *  Allows access to Adaptive through +  User Assigned Security Group
Worklet

Page 39 of 52
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Platform Planning & Instance Management

Platform Features, Instance Usage
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P I ath 'm Power 011
Features

Current Phase

" Model/

In Place Initiate Validate Deploy Phase
Data Management ° ° °
Drillback ° °
Enable Platform Features (Associate Instance °
to Tenant — Prerequisite for the remaining)
User Sync* °
Notifications™ ®
Public API's (Required for Planning Data R
Source)**
Publish Headcount/Financial Plan (Not R
in Scope) Page 41 of 52
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Plan to Execute (NOT IN SCOPE)

Feature Source Version & Frequency Plan Type
Standard: GL

Financial Plan Accounts Financial
Standard: HC

Headcount Plan IAccount \Workforce
Model Sheet: New

Position/Job Requisition Plan Hires Hiring

Page 42 of 52
Workday Confidential







workday.

Workday Core to Planning Setup

Tenants are associated based on “intent”. Not implementation “phase”
Like Instances should be connected

. /\/n
&8 HCM/FINS @ Planning i,

Implementation Purpose and Use
! ~— - Initial Set-up :
! @ ( ) * Model & Validate !
! . . * Unit Testing !
! Implementation - archcoalt Implementation - ARCHRSC3 !
+ QA Testing \:
Sandbox » Training & Change Management :
. | - ARCHRSC2 !
Production _______________ .. e SAndbox  ARCHRS /
f — + Final Config :
! D@ <€ > + End to End Testing :
: - Sign-Off :
" Production - archcoal Production - ARCHRSC1 g )

__________________________________________________________________________________________________________________
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Phase X “Planning Only” — Tenant/Instance Management

I8

Build Reports for
Data Management

Production

' \ Migrate (OX)
copy copy
/ ~ D ' \ / .

Sandbox

WD Connector @
--Configure/Test
Data Management

Production

<>

pl

WD Connector
--User Sync /

Publish Plan Test

~

A

WD Connector

Production
| %

WD Connectox
Manual - --Configure Data Manual — --User Sync
co = reconfigure DM in Management o feqonflgure User
Py Al Production Py Sync/ Publishing
Adaptive Non Prod/IMPL > Adaptive Bug Fixes "~'»
-- Build Processes/Models/ Sandpox
Reporting/Integration -- Build
Platform
Features
Adaptive Production Adaptive Production
- Validate - Go-Live
\, J
( 3
— —
D- Manual Extract/upload D-
Manual
Non-WD sWBY of Batract/uploa
Systems Systems
Production Production








Data Management

Inbound, Intra-Planning, Outbound

Workday Confidential







Inbound Data Management

Source File or Report Loader Template mport into Sheet

PLNF Companies/Hierarchies, PLNF Company with

Cost Center WD Levels N/A

PLNF Ledger Account or Ledger Summaries, PLNF

Ledger Account and Category WD Accounts N/A

Planned Dimension/Hierarchies WD Dimensions N/A

PLNF Journal Lines Summary WD Actuals Data Loader Actuals Standard
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Inbound Security Feeds (Not in Scope)
Sowce | adaptivePlanningDataDesigner |

Source File or Report Source L oader Tempiate hssociation
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Planning Data Management

Export
Source Version & Frequency Type Destination

TBD
TBD
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Outbound Data Management (Not in Scope)

Source Version & Frequency  Export Type Destination
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Key Milestones & Dependencies
O Blueprint Sign-off

Model Builds O

(O  Reporting

End to End Testing C)

O UAT Sign-off
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wo/rkd\dy@

Q&A








wo/rkd\dy@

Thank You
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User documentation

		From

		Goede, Rhonda R.

		To

		Blackford, Bret B.

		Recipients

		mblackford@archrsc.com



*	User_Log_091223: lists each user from AP system.. I added a column to indicate when I set them up or made any revisions.  I added a tab to show each user and their level access.

*	Access Rules Template_091223_2: lists the different user groups and/or special one-off user access situations and level(s) granted

*	GlobalUserGroupMembers_091223: created a document to show the different user groups and the users included in each group

*	SGA_USERS: created this document to keep track of all SGA users that will need access (write and/or read) and to what levels

*	PermissionSets_091223: created this document to keep track of the different permissions sets



 



I sent a service now request listing all users for the User Sync process.  



 



 



I have been revising these as I have made changes.  



 



Thanks,



 



Rhonda Goede



Arch Resources, Inc



Director of Planning & Forecasting, Internal Reporting and Decision Support



Direct: (314) 994-2873



Cell: (314) 614-7984



 





User_Log_091223.xlsx

Users





			Rhonda Goede at Arch Resources, Inc. PRODUCTION





			Login			Name			Permission Set			Owned Levels			Last Login Time			Login State			Workday ID			Email ID			SET-UP


			brenyn.mathis.ARCHRSC1@adaptive.support			* SUPPORT: Richard Williams			Administrator			Top Level			Sep 11, 2023 06:56 PM			


			mmouser@archrsc.com			Angela Mouser			Underground Planner			Multiple			Sep 12, 2023 09:24 AM									mmouser@archrsc.com			5/15/23


			bmabe@archrsc.com			Bernie Mabe			Underground Planner			Multiple			Sep 12, 2023 11:54 AM									bmabe@archrsc.com			5/15/23			corrected name 9/11/23


			btop@archrsc.com			Bora Top			Corporate Planner			002.4311 Tax						Expired						btop@archrsc.com			9/5/23


			mblackford@archrsc.com			Bret Blackford			Corporate Planner			None						Expired						mblackford@archrsc.com			9/5/23			corrected name 9/8/23


			cbrune@archrsc.com			Chad Brune			Corporate Planner			002.4311 Tax						Expired						cbrune@archrsc.com			9/5/23


			ddickinson@archrsc.com			Darla Dickinson			Corporate Planner			002.4336 Compensation						Expired						ddickinson@archrsc.com			9/5/23


			ddean@archrsc.com			David Dean			Underground Planner			Multiple			Sep 12, 2023 02:50 PM									ddean@archrsc.com			5/15/23


			dfinnerty@archrsc.com			David Finnerty			Land Planner			Total Arch Land			Sep 12, 2023 02:34 PM									dfinnerty@archrsc.com			8/18/23


			dslone@archrsc.com			Deck Slone			Corporate Planner			Multiple						Expired						dslone@archrsc.com			9/5/23


			dlabell@archrsc.com			Derek LaBell			Corporate Planner			002.4306 Internal Audit						Expired						dlabell@archrsc.com			9/5/23


			dhuddleston@archrsc.com			Desmond Huddleston			Underground Planner			Multiple						Expired						dhuddleston@archrsc.com			5/15/23


			dbrinkman@archrsc.com			Diane Brinkman			Corporate Analysts			Multiple			Sep 12, 2023 04:55 PM			Expired						dbrinkman@archrsc.com			9/8/23


			dbrueggeman@archrsc.com			Diane Brueggeman			Corporate Planner			Multiple						Expired						dbrueggeman@archrsc.com			9/5/23			corrected email 9/8/23


			dconaway@archrsc.com			Doug Conaway			Corporate Planner			002.4326 Safety						Expired						dconaway@archrsc.com			9/5/23


			dlboyd@archrsc.com			Douglas Boyd			Underground Planner			Multiple			Sep 12, 2023 11:02 AM									dlboyd@archrsc.com			5/15/23


			elindgren@archrsc.com			Elizabeth Lindgren			Underground Planner			Total Mountain Coal			Sep 12, 2023 10:30 AM									elindgren@archrsc.com			5/15/23


			edilley@archrsc.com			Ethan Dilley			Administrator			Top Level			Sep 12, 2023 03:32 PM						e1cdb0bc652e100a85746d2c356d0000			ethan.dilley2@workday.com


			gglassman@archrsc.com			Gary Glassman			Corporate Planner			Multiple						Expired						gglassman@archrsc.com			9/5/23			corrected email 9/8/23


			gszczepan@archrsc.com			Greg Szczepan			Administrator			Top Level			Sep 08, 2023 12:00 PM									gszczepan@archrsc.com			2/23/23


			ghensala@archrsc.com			Gregory Hensala			Corporate Planner			002.4331 Corporate Aircraft						Expired						ghensala@archrsc.com			9/5/23			corrected name 9/8/23


			gmccoy@archrsc.com			Gregory McCoy			Corporate Planner			002.4317 Operations Services Administration						Expired						gmccoy@archrsc.com			9/5/23


			ilowder@archrsc.com			Ileen Lowder			Underground Planner			Total Mountain Coal			Aug 04, 2023 05:02 PM									ilowder@archrsc.com			5/15/23


			jeball@archrsc.com			Jeffrey Ball			Corporate Planner			None						Expired						jeball@archrsc.com			9/5/23			corrected name 9/8/23


			JLipp-Oster@archrsc.com			Jennifer Lipp-Oster			Surface Planner			Multiple			Sep 11, 2023 01:11 PM									JLipp-Oster@archrsc.com			7/18/23


			jswan@archrsc.com			Joe Swan			Corporate Planner			002.4317 Operations Services Administration						Expired						jswan@archrsc.com			9/5/23


			jlorson@archrsc.com			John Lorson			Corporate Planner			002.4305 Accounting						Expired						jlorson@archrsc.com			9/5/23


			jziegler@archrsc.com			John Ziegler			Corporate Planner			None						Expired						jziegler@archrsc.com			9/6/23			corrected name 9/11/23


			jalfaro@archrsc.com			Jose Alfaro			Corporate Planner			002.4350 Analysis and Strategy						Expired						jalfaro@archrsc.com			9/5/23


			kmalachowski@archrsc.com			Kelly Malachowski			Administrator			Top Level			Sep 12, 2023 09:08 AM									kelly.malachowski@workday.com


			lhughes@archrsc.com			Larry Hughes			Underground Planner			Multiple			Sep 12, 2023 11:08 AM									lhughes@archrsc.com			5/15/23


			leasler@archrsc.com			Laura Easler			Corporate Planner			Multiple						Expired						leasler@archrsc.com			9/5/23


			lchen@archrsc.com			Lily Chen			Corporate Planner			Multiple						Expired						lchen@archrsc.com			9/5/23


			ladkins@archrsc.com			Lori Adkins			Underground Planner			Multiple			Sep 12, 2023 10:07 AM									ladkins@archrsc.com			5/15/23


			rzambo@archrsc.com			Marty Zambo			Corporate Planner			002.4314 IT Admin, Compliance & Security						Expired						rzambo@archrsc.com			9/6/23


			mgrabosky@archrsc.com			Michael Grabosky			Underground Planner			Multiple			Sep 12, 2023 11:15 AM									mgrabosky@archrsc.com			5/15/23


			nwoolen@archrsc.com			Nathan Woolen			Administrator			Top Level			Sep 12, 2023 03:34 PM									nwoolen@archrsc.com			8/14/23


			pmarlow@archrsc.com			Pam Marlow			Corporate Planner			002.4337 Benefits						Expired						pmarlow@archrsc.com			9/5/23


			pdemzik@archrsc.com			Paul Demzik			Corporate Planner			Multiple						Expired						pdemzik@archrsc.com			9/5/23


			pkappel@archrsc.com			Paul Kappel			Corporate Planner			002.4316 IT Applications						Expired						pkappel@archrsc.com			9/5/23


			pstaub@archrsc.com			Poppy Staub			Corporate Planner			002.4327 Environmental						Expired						pstaub@archrsc.com			9/5/23


			rpaladino@archrsc.com			Renato da Silveira Paladino			Corporate Planner			002.4318 Business Development						Expired						rpaladino@archrsc.com			9/5/23


			rgoede@archrsc.com			Rhonda Goede			Administrator			Top Level			Sep 12, 2023 05:07 PM									rgoede@archrsc.com			2/23/23


			rklein@archrsc.com			Rosemary Klein			Corporate Planner			002.4308 Legal						Expired						rklein@archrsc.com			9/5/23


			samoore@archrsc.com			Sandra Haddix			Underground Planner			Total Leer South Complex			Sep 12, 2023 08:50 AM									samoore@archrsc.com			5/15/23


			seastwood@archrsc.com			Sherrie Eastwood			Corporate Planner			002.4334 HRIS, STL, Corp and Other			Sep 08, 2023 12:50 PM			Expired			95b1a3b1f0531042acfb3d02583502a6			seastwood@archrsc.com			9/5/23


			shoyem@archrsc.com			Steve Hoyem			Administrator			Top Level						Expired						steven.hoyem@workday.com						


			showard@archrsc.com			Steven Howard			Administrator			Top Level			Sep 12, 2023 02:16 PM									showard@archrsc.com			2/23/23			corrected name 9/11/23


			tataylor@archrsc.com			Tambria Taylor			Corporate Planner			002.4308 Legal						Expired						tataylor@archrsc.com			9/5/23


			tmooney@archrsc.com			Timothy Mooney			Corporate Planner			002.4308 Legal						Expired						tmooney@archrsc.com			9/5/23			corrected name 9/11/23


			tbianconi@archrsc.com			Tina Bianconi			Administrator			Top Level			Sep 12, 2023 04:54 PM									tsimpson@archrsc.com			2/23/23


			tsimpson@archrsc.com			Tom Simpson			Administrator			Top Level			Sep 12, 2023 01:05 PM									tbianconi@archrsc.com			2/23/23			corrected name 9/8/23


			adifatta@archrsc.com			Tony DiFatta			Corporate Analysts			Multiple			Sep 11, 2023 11:10 AM									adifatta@archrsc.com			7/18/23			corrected name 9/8/23


			Pdriver@archrsc.com			Trish Driver			Surface Planner			Multiple			Sep 12, 2023 03:35 PM									Pdriver@archrsc.com			7/18/23


			Sep 6, 2023 11:19:30 AM CDT


			Confidential Information. Do not distribute without permission.


			DELETED on 9.8.23


			cwalker@archrsc.com			Claudio Walker			Administrator			Top Level						Expired									9/5/23


			Ltest@archrsc.com			Land test user			Land Planner			Total Arch Land			Aug 18, 2023 03:34 PM												8/18/23


			ctest2@archrsc.com			Test Corporate2			Corporate Planner			002.4314 IT Admin, Compliance & Security			Sep 05, 2023 07:48 PM												9/5/23


			ctest3@archrsc.com			Test Corporate3			Corporate Planner			None			Sep 05, 2023 07:46 PM												9/5/23


			ctestz@archrsc.com			Test CorporateZ			Corporate Planner			None			Sep 05, 2023 07:55 PM												9/5/23


			stest@archrsc.com			test surface			Surface Planner			Multiple			Aug 17, 2023 11:28 AM												7/17/23


			test@archrsc.com			test underground			Underground Planner			Multiple			Jul 10, 2023 02:57 PM			


			josh.guinto.ARCHRSC1@adaptive.support			* SUPPORT: Josh Guinto			Administrator			Top Level			Aug 18, 2023 04:11 PM												3/23/23


			DELETED on 9.12.23


			richard.williams.ARCHRSC1@adaptive.support			* SUPPORT: Richard Williams			Administrator			Top Level			Sep 11, 2023 06:56 PM			
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Assignments


			Name / Assigned Levels			Last			First			User/Group			Username/Email


			Bernie Mabe			Mabe			Bernie			Underground Planner			bmabe@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Mountain Laurel


			Total Spruce


			Total Spruce Fork


			Total East Kentucky


			Total Arch Coal Operations


			140.4140 Arch Coal Operations Administration


			Total Hunter Ridge


			Total White Wolf


			Top Level									Full view


			Total Cost Centers


			Total Arch Eastern


			Total Arch Western





			Douglas Boyd			Douglas			Boyd			Underground Planner			dlboyd@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Mountain Laurel


			Total Spruce


			Total Spruce Fork


			Total East Kentucky





			Lori Adkins			Adkins			Lori			Underground Planner			ladkins@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Beckley


			Total Beckley Smokeless





			Desmond Huddleston			Huddleston			Desmond			Underground Planner			dhuddleston@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Beckley


			Total Beckley Smokeless





			David Dean			Dean			David			Underground Planner			ddean@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer Complex


			Total Leer West


			Total Tucker Run





			Angela Mouser			Mouser			Angela			Underground Planner			mmouser@archrsc.com


			Top Level			changed 1st name from Michelle to Angela 9/11/23


			Total Cost Centers


			Total Arch Eastern


			Total Leer Complex


			Total Leer West


			Total Tucker Run





			Sandra Haddix			Haddix			Sandra			Underground Planner			samoore@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer South Complex


			Total Buckhannon			removed 7/20/23


			Total Patriot			removed 7/20/23


			Total Eastern Complex			removed 7/20/23


			Total Marketing and Trading			removed 7/20/23


			Total Arch Energy			removed 7/20/23


			Total Terminal Operations			removed 7/20/23


			Total Maidsville Landing Terminal			removed 7/20/23


			Total Hunter Ridge			removed 7/20/23


			Total Upshur			removed 7/20/23


			Total Hawthorne Coal			removed 7/20/23





			Michael Grabosky			Grabosky			Michael			Underground Planner			mgrabosky@archrsc.com																								Total Patriot			Total Sycamore Group			Total Buckhannon			Total Eastern Complex


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer South Complex			removed 7/20/23


			Total Buckhannon


			Total Patriot


			Total Sycamore Group


			Total Vindex


			Total Eastern Complex


			Total Marketing and Trading


			Total Arch Energy


			Total Terminal Operations


			Total Maidsville Landing Terminal


			Total Hunter Ridge


			Total Upshur


			Total Hawthorne Coal


			Total White Wolf			added 7/20/23


			Larry Hughes			Hughes			Larry			Underground Planner			lhughes@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Eastern


			Total Leer South Complex


			Total Buckhannon


			Total Patriot


			Total Sycamore Group


			Total Eastern Complex


			Total Vindex 			added 7/20/23


			Total Marketing and Trading


			Total Arch Energy


			Total Terminal Operations


			Total Maidsville Landing Terminal


			Total Hunter Ridge


			Total Juliana			added 7/20/23


			Total White Wolf			added 7/20/23


			Total Upshur


			Total Hawthorne Coal


			Ileen Lowder			Lowder			Ileen			Underground Planner			ilowder@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Mountain Coal


			Elizabeth Lindgren			Lindgren			Elizabeth			Underground Planner			elindgren@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Mountain Coal


			Trish Driver			Driver			Trish			Surface Planner			pdriver@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Thunder Basin


			Total Arch of Wyoming


			440.4440 Arch Western Resources Administration


			Jennifer Lipp-Oster			Lipp-Oster			Jennifer			Surface Planner			jlipp-oster@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Western


			Total Thunder Basin


			Total Arch of Wyoming


			440.4440 Arch Western Resources Administration





			Tony DiFatta			DiFatta			Tony			Corporate Analysts			adifatta@archrsc.com


			Top Level									VIEW ALL


			Total Cost Centers


			Total Arch Resources Corporate


			Total Arch Eastern


			Total Arch Western


			Total Marketing and Trading


			Total International


			Total Arch Land


			0000 Payroll balance sheet


			0010 OCI - MTM


			0011 OCI - Reclass to income


			0012 OCI - Deferred tax impact


			4000 Costs to be allocated - COS


			5000 Costs to be allocated - SGA


			6000 Costs to be allocated - Other


			Balance Sheet


			David Finnerty			Finnerty			David			Land Planner			dfinnerty@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Land


			Total Arch Land LLC


			Total Ark Land Company


			Total Western Energy Resources


			Total Ark Land LT, Inc


			Total Ark Land WR, Inc


			Total Ark Land KH, Inc


			Total Natural Resources


			Total CoalQuest


			Total Allegheny Land LLC


			Diane Brueggeman			Brueggeman			Diane			Corporate Planner			dbrueggeman@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4341 IT Infrastructure & Operations


			002.4343 IT Support


			Doug Conaway			Conaway			Doug			Corporate Planner			dconaway@archrsc.com


			Top Level


			Total Cost Centers


			Total Corporate


			Total Other Operational Activities Summary


			002.4326 Safety


			Paul Demzik			Demzik			Paul			Corporate Planner			pdemzik@archrsc.com


			Top Level


			Total Cost Centers


			Total Marketing and Trading


			Total Arch Coal Sales Company


			Total Marketing Services


			017.4606 ACS St. Louis G&A


			Total ACAP


			Total Arch Coal Asia


			016.4016 Arch Coal Asia Administration


			Total Arch Resources India


			016.4633 Arch Resources India Administration


			Total Arch Coal Europe


			013.4013 Arch Coal Europe Administration


			Lily Chen			Chen			Lily			Corporate Planner			lchen@archrsc.com


			Top Level


			Total Cost Centers


			Total Marketing and Trading


			Total Arch Coal Sales Company


			Total Marketing Services


			017.4606 ACS St. Louis G&A


			Total ACAP


			Total Arch Coal Asia


			016.4016 Arch Coal Asia Administration


			Total Arch Resources India


			016.4633 Arch Resources India Administration


			Total Arch Coal Europe


			013.4013 Arch Coal Europe Administration


			Gregory Hensala			Hensala			Gregory			Corporate Planner			ghensala@archrsc.com


			Top Level


			Total Cost Centers


			Total Corporate


			Total Executive Summary


			002.4331 Corporate Aircraft


			Gary Glassman			Glassman			Gary			Corporate Planner			gglassman@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4307 Human Resources Executive


			002.4321 St. Louis Office Services


			002.4333 Training and Org Development


			002.4334 HRIS, STL, Corp and Other


			002.4336 Compensation


			002.4337 Benefits


			Darla Dickinson			Dickinson			Darla			Corporate Planner			ddickinson@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4336 Compensation


			Laura Easler			Easler			Laura			Corporate Planner			leasler@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4321 St. Louis Office Services


			002.4334 HRIS, STL, Corp and Other


			Sherrie Eastwood			Eastwood			Sherrie			Corporate Planner			seastwood@archrsc.com


			Top Level									Workday Admin


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total HR Summary


			002.4337 Benefits


			Paul Kappel			Kappel			Paul			Corporate Planner			pkappel@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4316 IT Applications


			Rosemary Klein			Klein			Rosemary			Corporate Planner			rklein@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4308 Legal


			Timothy Mooney			Mooney			Timothy			Corporate Planner			tmooney@archrsc.com


			Top Level			removed Jr from name 9/11/23


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4308 Legal


			Tambria Taylor			Taylor			Tambria			Corporate Planner			tataylor@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4308 Legal


			Derek LaBell			LaBell			Derek			Corporate Planner			dlabell@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4306 Internal Audit


			John Lorson			Lorson			John			Corporate Planner			jlorson@archrsc.com


			Top Level			VIEW ALL						Corporate Analyst


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4305 Accounting


			Renata da Silveira Paladino			Paladino			Renato			Corporate Planner			rpaladino@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4318 Business Development


			Deck Slone			Slone			Deck			Corporate Planner			dslone@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4309 External Affairs


			002.4350 Analysis and Strategy


			Jose Alfaro			Alfaro			Jose			Corporate Planner			jalfaro@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4350 Analysis and Strategy


			Poppy Staub			Staub			Poppy			Corporate Planner			pstaub@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Other Operational Activities Summary


			002.4327 Environmental


			Joe Swan			Swan			Joe			Corporate Planner			jswan@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4317 Operations Services Administration


			Gregory McCoy			McCoy			Gregory			Corporate Planner			gmccoy@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			002.4317 Operations Services Administration


			Bora Top			Top			Bora			Corporate Planner			btop@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4311 Tax


			Chad Brune			Brune			Chad			Corporate Planner			cbrune@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Financial Summary


			002.4311 Tax


			Bret Blackford			Blackford			Bret			Corporate View Special			mblackford@archrsc.com


			Top Level									View ONLY


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4314 IT Admin, Compliance Security





			Jeffrey Ball			Ball			Jeffrey			Corporate View Special			jeball@archrsc.com


			Top Level									View ONLY


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			002.4314 IT Admin, Compliance Security


			John Ziegler			Ziegler			John			Corporate View Special			jziegler@archrsc.com


			Top Level			removed Jr from name 9/11/23						View ONLY


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary


			Total HR Summary


			Marty Zambo			Zambo			Marty			Corporate Planner			rzambo@archrsc.com


			Top Level


			Total Cost Centers


			Total Arch Resources Corporate


			Total Corporate


			Total Information Technology Summary									View ONLY


			002.4314 IT Admin, Compliance Security


			Diane Brinkman			Brinkman			Diane			Corporate Analysts			dbrinkman@archrsc.com


			Top Level									VIEW ALL


			Total Cost Centers


			Total Arch Resources Corporate


			Total Arch Eastern


			Total Arch Western


			Total Marketing and Trading


			Total International


			Total Arch Land


			0000 Payroll balance sheet


			0010 OCI - MTM


			0011 OCI - Reclass to income


			0012 OCI - Deferred tax impact


			4000 Costs to be allocated - COS


			5000 Costs to be allocated - SGA


			6000 Costs to be allocated - Other


			Balance Sheet
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Import





			Rhonda Goede at Arch Resources, Inc. PRODUCTION





			Access Type			Username			Group Name			Level (Grant)			Level (Grant All Except)			Account (Grant)			Account (Grant All Except)


			Full View			bmabe@archrsc.com						Top Level									


			Edit			rgoede@archrsc.com						Top Level									


			Full View			rzambo@archrsc.com						CCH_Total_Information_Technology_Summary_									


			Edit						Administrator Group			Top Level									


			Full View						Corporate Analysts			Top Level									


			Edit						Corporate Planner			(~)									


			Full View						Corporate View Special			(~)


			Edit						Land Planner			(~)									


			Edit						Surface Planner			(~)									


			Edit						Underground Planner			(~)									


			Edit						Workday Implementers			Top Level									


			Sep 12, 2023 6:49:30 PM CDT


			Confidential Information. Do not distribute without permission.
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Sheet1


			Employee			Departments


			Brueggeman									Brueggeman, Diane <DBrueggeman@archrsc.com>			WRITE


						002.4341			IT Infrastructure & Operations


						002.4343			IT Support


			Conaway									Conaway, Doug <dconaway@archrsc.com>			WRITE


						002.4326			Safety


			Demzik									Demzik, Paul <pdemzik@archrsc.com>			WRITE


						017.4606			Marketing Services


						016.4016			Asia Pacific (Singapore)


						013.4013			Arch Coal Europe


						016.4633			Arch Resources India Administration


			Chen									Chen, Lily <lchen@archrsc.com>			WRITE


						017.4606			Marketing Services


						016.4016			Asia Pacific (Singapore)


						013.4013			Arch Coal Europe


						016.4633			Arch Resources India Administration


			Hensala									Ghensala@archrsc.com			WRITE


						002.4331			Corporate Aircraft


			Glassman									Glassman, Gary <gglassman@archrsc.com>			WRITE


						002.4307			Human Resources Executive


						002.4321			St. Louis Office Services


						002.4336			Compensation


						002.4333			Training and Org. Dev


						002.4334			HRIS, STL, Corp and Other


						002.4337			Benefits


			Dickinson									Ddickinson@archrsc.com			WRITE


						002.4336			Compensation


			Easler									Easler, Laura <LEasler@archrsc.com>			WRITE


						002.4321			St. Louis Office Services


						002.4334			HRIS, STL, Corp and Other


			Eastwood									Eastwood, Sherrie <SEastwood@archrsc.com>			WRITE


						002.4334			HRIS, STL, Corp and Other


			Marlow									pmarlow@archrsc.com			WRITE


						002.4337			Benefits


			Kappel									Kappel, Paul <pkappel@archrsc.com>			WRITE


						002.4316			IT Applications


			Klein									Klein, Rosemary <rklein@archrsc.com>			WRITE


						002.4308			Legal


			Mooney									tmooney@archrsc.com			WRITE


						002.4308			Legal


			Taylor									tataylor@archrsc.com			WRITE


						002.4308			Legal


			LaBell									LaBell, Derek <dlabell@archrsc.com>			WRITE


						002.4306			Internal Audit


			Lorson									Lorson, John <JLorson@archrsc.com>			WRITE


						002.4305			Accounting


			Paldino									rpaladino@archrsc.com			WRITE


						002.4318			Business Development


			Slone									Slone, Deck <DSlone@archrsc.com>			WRITE


						002.4309			External Affairs


						002.4350			Analysis & Strategy


			Alfaro									Alfaro, Jose <Jalfaro@archrsc.com>			WRITE


						002.4350			Analysis & Strategy


			Staub									pstaub@archrsc.com			WRITE


						002.4327			Environmental


			Swan									Swan, Joe <JSwan@archrsc.com>			WRITE


						002.4317			Operation Services Admin


			McCoy									gmccoy@archrsc.com			WRITE


						002.4317			Operation Services Admin


			Top									Top, Bora <btop@archrsc.com>			WRITE


						002.4311			Tax


			Brune									cbrune@archrsc.com			WRITE


						002.4311			Tax


			Zambo									Zambo, Marty <rzambo@archrsc.com>			VIEW ROLLUP


						002.4314			IT Admin, Compliance & Security						WRITE


						002.4316			IT Applications						VIEW


						002.4341			IT Infrastructure & Operations						VIEW


						002.4343			IT Support						VIEW


			Blackford									Blackford, M. Bret <mblackford@archrsc.com>			VIEW


						002.4314			IT Admin, Compliance & Security


			Ball									Ball, Jeff <jeball@archrsc.com>			VIEW


						002.4314			IT Admin, Compliance & Security


			Ziegler									Ziegler, John <JZiegler@archrsc.com>			VIEW ROLLUP


						002.4307			Human Resources Executive						VIEW


						002.4332			Compensation						VIEW


						002.4334			HRIS, STL, Corp and Other						VIEW


						002.4321			St. Louis Office Services						VIEW


						002.4333			Training and Org. Dev						VIEW


						IT ROLLUP									VIEW ROLLUP
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			Alfaro, Jose <Jalfaro@archrsc.com>						 Ball, Jeff <jeball@archrsc.com>			 Blackford, M. Bret <mblackford@archrsc.com>			 Brueggeman, Diane <DBrueggeman@archrsc.com>			 Chen, Lily <lchen@archrsc.com>			 Conaway, Doug <dconaway@archrsc.com>			 Demzik, Paul <pdemzik@archrsc.com>			 Easler, Laura <LEasler@archrsc.com>			 Eastwood, Sherrie <SEastwood@archrsc.com>			 Giljum, Matt <mgiljum@archrsc.com>			 Glassman, Gary <gglassman@archrsc.com>			 Kappel, Paul <pkappel@archrsc.com>			 Klein, Rosemary <rklein@archrsc.com>			 LaBell, Derek <dlabell@archrsc.com>			 Lorson, John <JLorson@archrsc.com>			 Luzecky, Mark <MLuzecky@archrsc.com>			 Mabe, Bernie <Bmabe@archrsc.com>			 Meier, James <jmeier@archrsc.com>			 Paladino, Renato <rpaladino@archrsc.com>			 Slone, Deck <DSlone@archrsc.com>			 Swan, Joe <JSwan@archrsc.com>			 Sykes, Chris <csykes@archrsc.com>			 Top, Bora <btop@archrsc.com>			 Zambo, Marty <rzambo@archrsc.com>			 Ziegler, John <JZiegler@archrsc.com>


			Alfaro, Jose <Jalfaro@archrsc.com>			Alfaro			Alfaro, Jose <Jalfaro@archrsc.com>						 Jose <Jalfaro@archrsc.com>


			 Ball, Jeff <jeball@archrsc.com>			Ball			Ball, Jeff <jeball@archrsc.com>						 Jeff <jeball@archrsc.com>


			 Blackford, M. Bret <mblackford@archrsc.com>			Blackford			Blackford, M. Bret <mblackford@archrsc.com>						 M. Bret <mblackford@archrsc.com>


			 Brueggeman, Diane <DBrueggeman@archrsc.com>			Brueggeman			Brueggeman, Diane <DBrueggeman@archrsc.com>						 Diane <DBrueggeman@archrsc.com>


			 Chen, Lily <lchen@archrsc.com>			Chen			Chen, Lily <lchen@archrsc.com>						 Lily <lchen@archrsc.com>


			 Conaway, Doug <dconaway@archrsc.com>			Conaway			Conaway, Doug <dconaway@archrsc.com>						 Doug <dconaway@archrsc.com>


			 Demzik, Paul <pdemzik@archrsc.com>			Demzik			Demzik, Paul <pdemzik@archrsc.com>						 Paul <pdemzik@archrsc.com>


			 Easler, Laura <LEasler@archrsc.com>			Easler			Easler, Laura <LEasler@archrsc.com>						 Laura <LEasler@archrsc.com>


			 Eastwood, Sherrie <SEastwood@archrsc.com>			Eastwood			Eastwood, Sherrie <SEastwood@archrsc.com>						 Sherrie <SEastwood@archrsc.com>


			 Giljum, Matt <mgiljum@archrsc.com>			Giljum			Giljum, Matt <mgiljum@archrsc.com>						 Matt <mgiljum@archrsc.com>


			 Glassman, Gary <gglassman@archrsc.com>			Glassman			Glassman, Gary <gglassman@archrsc.com>						 Gary <gglassman@archrsc.com>


			 Kappel, Paul <pkappel@archrsc.com>			Kappel			Kappel, Paul <pkappel@archrsc.com>						 Paul <pkappel@archrsc.com>


			 Klein, Rosemary <rklein@archrsc.com>			Klein			Klein, Rosemary <rklein@archrsc.com>						 Rosemary <rklein@archrsc.com>


			 LaBell, Derek <dlabell@archrsc.com>			LaBell			LaBell, Derek <dlabell@archrsc.com>						 Derek <dlabell@archrsc.com>


			 Lorson, John <JLorson@archrsc.com>			Lorson			Lorson, John <JLorson@archrsc.com>						 John <JLorson@archrsc.com>


			 Luzecky, Mark <MLuzecky@archrsc.com>			Luzecky			Luzecky, Mark <MLuzecky@archrsc.com>						 Mark <MLuzecky@archrsc.com>


			 Mabe, Bernie <Bmabe@archrsc.com>			Mabe			Mabe, Bernie <Bmabe@archrsc.com>						 Bernie <Bmabe@archrsc.com>


			 Meier, James <jmeier@archrsc.com>			Meier			Meier, James <jmeier@archrsc.com>						 James <jmeier@archrsc.com>


			 Paladino, Renato <rpaladino@archrsc.com>			Paladino			Paladino, Renato <rpaladino@archrsc.com>						 Renato <rpaladino@archrsc.com>


			 Slone, Deck <DSlone@archrsc.com>			Slone			Slone, Deck <DSlone@archrsc.com>						 Deck <DSlone@archrsc.com>


			 Swan, Joe <JSwan@archrsc.com>			Swan			Swan, Joe <JSwan@archrsc.com>						 Joe <JSwan@archrsc.com>


			 Sykes, Chris <csykes@archrsc.com>			Sykes			Sykes, Chris <csykes@archrsc.com>						 Chris <csykes@archrsc.com>


			 Top, Bora <btop@archrsc.com>			Top			Top, Bora <btop@archrsc.com>						 Bora <btop@archrsc.com>


			 Zambo, Marty <rzambo@archrsc.com>			Zambo			Zambo, Marty <rzambo@archrsc.com>						 Marty <rzambo@archrsc.com>


			 Ziegler, John <JZiegler@archrsc.com>			Ziegler			Ziegler, John <JZiegler@archrsc.com>						 John <JZiegler@archrsc.com>
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		From

		Goede, Rhonda R.

		To

		Blackford, Bret B.

		Recipients

		mblackford@archrsc.com



Just wanted to show you examples of these 2 files I keep to record all maintenance.  



 



Thanks,



 



Rhonda Goede



Arch Resources, Inc



Director of Planning & Forecasting, Internal Reporting and Decision Support



Direct: (314) 994-2873



Cell: (314) 614-7984



 





AP_DATAMGMT_LOG.xlsx

DATA MNGT (CURRENT)


			ADAPTIVE PLANNING VERSION/DATA MANAGEMENT





			DESCRIPTION						COMMENTS						DATE


			--------------------------------------------------						--------------------------------------------------------------						--------------


			Base Case Build						Live Working Scenario                                        Moved line for July                                              Moved line for August						                             8/15/2023                        9/12/2023





			Actuals						Brought in hourly





			Base Case Build Signoff as of 7/7						STORED: copy of working BCB @ model signoff						7/7/23





			FY23 OFA Budget						STORED: Replicated the 2023 Budget in OFA						4/25/23





			FY23 6 Month Base Case						STORED: Copied from BCB to 6MOBOD						8/11/23





			6 Month Base Case						VIRTUAL: points to FY23 6 Month Base Case						8/15/23





			FY23 Base Case w 6MO						STORED: Copied from FY23 6 Month Base Case (w/ July actuals)                                                          Created again from FY23 6 Month Base Case due to missing calculate formula values                             Brought in August actuals						8/15/2023                                                         ""                                                                              9/5/2023                                ""                         9/12/2023





			Base Case						VIRTUAL: points to FY23 Base Case w 6MO

























AP_MAINTENANCE_LOG.xlsx

Sheet1


			ADAPTIVE PLANNING MAINTENANCE LOG


															ADMINISTRATIVE												SHEETS																		VERSION MANAGEMENT												LEVELS						ACCOUNTS									REPORTING


			DATE			PURPOSE			NAME			SCENARIO AFFECTED			User Changes			Permission Sets			Global User Groups			Access Rules			Labor			Underground Production			Work Schedule			Arch Land - Input			Assumptions			Capital			COPY SCENARIO			NEW SCENARIO			Access Controls			Moving Line			MAINTAIN DIM VALUES			MAINTAIN ATTRIBUTE			GL Accounts			GL_Account_for_Drivers			GL_Account_as_Dimension			REPORTS


			05/15/23			Set up all Underground Planners			RRG			NA						Set up Underground Planner User			Set up Underground Planner User Group			Edit - owned levels


			07/18/23			Set up all Surface Planners			RRG			NA						Set up Surface Planner User			Set up Surface Planner User Group			Edit - owned levels


			07/18/23			Set up Corporate Analysts (for Tony DiFatta)			RRG			NA			New adifatta@archrsc.com			Set up Corporate Analysts permission set			Set up Corporate Analysts User Group			View - Top Level


			08/14/23			Set up new user Nathan Woolen			RRG			NA			New nwoolen@archrsc.com						Added to Administrator Group


			08/17/23			Changed permission set for Surface Planner & Underground Planner			RRG			NA						Added "Edit dimension on sheet" as an option to allow users to see menu on Capital sheet to add/edit rows


			08/17/23			Changed Capital sheet "exclude depreciation" to "include depreciation" 			RRG			ALL																														Changed check box to "Include depreciation". Requried changes to formulas for "Monthly Depreciation/amortization" & "Accumulated depreciation/amortization"


			08/18/23			Set up new user Dave Finnerty			RRG			NA			New Dfinnerty@archrsc.com			New Land Planner permission set			New Land Planner global user group			New Land Planner global user group


			08/21/23			Correct 2 capex formulas to take into account new budget YR28			TAS			ALL																														Revised formulas for Spend to Date & to go out 72 months now that YR28 was added


			08/24/23			Add/correct missing level attribute information 			RRG			ALL																																																Corrected missing/wrong attr: 230.1028, 3230, 3231, 4230, 6230, 6528, 6530 & 290.4425. 'All seg cc', 'cc hier', 'cc type', 'product level attr'& 'tot acctg grp'


			09/05/23			Set up all Corporate Users			RRG			NA						Set up Corporate Planner User			Set up Corporate Planner User Group			Edit - owned levels


			09/08/23			Set up new user Diane Brinkman			RRG			NA			New dbrinkman@archrsc.com						Added to Corporate Analysts Group


			09/08/23			Corrected user names prior to User Sync			RRG			NA			Change to Bret Blackford; Gregory Hensala; Jeffrey Ball; Tom Simpson; Tony DiFatta; Corrected email for Dbrueggeman & gglassman


			09/08/23			Hid the Arch Land "cost center (ONLY)" cost centers from Arch Land - Input sheet & made data zero decimals			RRG			ALL																								Unclicked all "cost center (ONLY)" levels so they do not show up on the sheet; changed #'s to zero decimals


			09/08/23			Kent indicated DTA file needs 3rd party ability.  Needed to add level 271.9731 Ashland Terminal 3rd party transloading & 30300.RC8004 Misc Revenue & 90430 Tons loaded - 3rd party			RRG			ALL																											Added 271.9731 level. Added 30300.RC8004 & 90430 to Centrally Planned


			09/08/23			Created Adaptive Planning Closing Summary Report to use to validate against Closing Summary Report in OFA and in Workday			RRG			ALL																																																												Created Adaptive Planning Closing Summary Report as key report - available to all Admin/Corporate Analysts


			09/08/23			Set up Sherrie Eastwood for User Sync purposes			RRG			NA						Set up Workday Admin permission set			Set up Workday Admin user group			Edit - Top Level


			09/11/23			Corrected user names prior to User Sync			RRG			NA			Change to Angela Mouser & Steven Howard;  remove Jr from Ziegler & Mooney


			09/11/23			Needed to manually add new account that was entered into WD 8/4/23, as there are no actuals yet (for it to come thru integration) but need for forecast			RRG			ALL																																																			Added 40520__SC4204; added link to Driver Input			Added 40520__SC4204			Added 40520__SC4204


			09/11/23			Addtl revision to DTA file.  Needs 17.9731 & accounts 30300.RC3002 & 42400.SC4368			RRG			ALL																											Added 17.9731 level. Added 30300.RC3002 & 42400.SC4368 to Centrally Planned


			09/11/23			Addtl revision to DTA file.  Needs 17.9731 & accounts 30300.RC3002 & 42400.SC4368			RRG			ALL																											Added 17.9731 level. Added 30300.RC3002 & 42400.SC4368 to Centrally Planned


			09/12/23			Set up new permission set/user group for special view for Corporate			RRG			NA			Change Jeff Ball, Bret Blackford & John Ziegler from Corporate planner w/ view only access in access rules to new Corporate View Special			Set up new Corporate View Special permission set			Set up new Corporate View Special user group - add Ball, Blackford, Ziegler			View - owned levels


			09/12/23			Set up new global user group to allow versionioning to exclude Corporate Planners			RRG			BCB									Set up new All Excl SGA user group that includes Admin, Surface Planner, Underground Planner, Land Planner only - no Corporate Planner


			09/12/23			Moved line for actuals in BCB & revised Access control to limit SGA users from input			RRG			BCB																																							Changed Users to Locked; Editable sheet access to Locked; Group All excl SGA; Access level to Full Access			Changed Start of plan to Sep-23


			09/12/23			Moved line for actuals in FY23 Base Case w 6MO [THIS ALSO CHANGES VIRTUAL BASE CASE]			RRG			FY23 Base Case w 6MO																																										Changed Start of plan to Sep-23
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09.19.2023 CTASK0017223 Key Reports & Accounts for SOX 

		From

		Blackford, Bret B.

		To

		Blackford, Bret B.

		Recipients

		mblackford@archrsc.com



MEMO to FiLE :



 



CTASK0017223



 



 



From: Goede, Rhonda R. <RGoede@archrsc.com> 
Sent: Tuesday, September 19, 2023 6:48 PM
To: Bianconi, Tina M. <TBianconi@archrsc.com>; Blackford, Bret B. <mblackford@archrsc.com>; Howard, Steven W. <SHoward@archrsc.com>; Simpson, Tom <TSimpson@archrsc.com>; Szczepan, Greg A. <gszczepan@archrsc.com>
Subject: Key Reports & Accounts for SOX



 



As discussed, the key reports for SOX should be the SEC Income Statement, Balance Sheet & Closing Summary (used to validate month end close MTD/YTD).  I created the Adaptive Planning Closing Summary report on Friday.



 



*	SEC Income Statement

*	Balance Sheet

*	Closing Summary



  



While we are temporarily using OFA for reporting, we will need to prove that these reports are in balance amongst the 3 systems, for actual financials : Workday (WD), Adaptive Planning (AP) and OFA.



 



Key Reports:



 



SEC Income Statement:



*	Available in OFA & QDR

*	Available in WD reports

*	Available in AP HTML



 



Balance Sheet:



*	Available in OFA & QDR

*	Available in WD reports

*	Available in AP in OC (may be able to create a report in HTML once BS is completed)



 



Closing Summary:



*	Available in OFA

*	Available in WD reports

*	Available in AP HTML



 



 



Key accounts are EBITDA & Profit/Loss from Operations: 



*	‘Calculated Accounts’ report for each in OFA [use Segments with Idle/Other for P&L and T.T for EBITDA]

*	‘Calculated Accounts’ report in AP has all calculated accounts [use Total Segments rollup for P&L and Top Level for EBITDA]

*	Results of EBITDA account in SEC Income Statement report in WD [use All Companies rollup for SEC IS for EBITDA]

*	Results of Profit/Loss from Operations in Op Result report in WD [use Total Segments rollup for Op Result for P&L]



 



 



Thanks,



 



Rhonda Goede



Arch Resources, Inc



Director of Planning & Forecasting, Internal Reporting and Decision Support



Direct: (314) 994-2873



Cell: (314) 614-7984
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