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	Ver. #

	3/2/2017
	Restructure V4 document.
	V05

	6/19/2018
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	V06
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[bookmark: _Toc459799333][bookmark: _Toc55451019]Font Standards
In order for the Table Of Contents to update properly the following standards will be used.
· Major Headings:  Heading 1, Calibri (Body), 16, Bold, Black, Underlined
· Secondary Headings:  Heading 2, Calibri (Body), 12, Black, Bold, Underlined
· Tertiary Headings:  Heading 3, Calibri (Body), 12, Bold, Black, Underlined
· Section Heading On Task List & Supporting Document Headings:  Heading 4, Calibri (Body), 12, Bold, Black, Underlined
· Body Of Document:  Normal, Calibri (Body), 11,  black

The master copy of this document can be found at W:\STL-InfoTech\Change Management\How-To Documents.  


[bookmark: _Toc55451020]What is the Land Management System (LMS)
The Land Management System is an application used to property ownership, leases, lease payments, and ensures on time payment of obligations.  

[bookmark: _Toc55451021]LMS Basics
The Arch Coal Compliance Team is responsible for managing the access to LMS.  This includes verifying the existence of a user, changing the access of a user, adding a new user, and terminating a user.  

Tammy Finnerty or Paul McAdams can help with LMS user administration should the need arise.

There are two ways to access LMS.
1. http://lmsprod:8888/lms_prod.html
2. Arch@Work > AppCentral > Property Systems > Land Management System  > Land Management System

[bookmark: _Toc55451022]LMS How To
Following are the step-by-step instructions for completing LMS requests.

[bookmark: _Toc55451023]Adding A User
1. Double click on Administration on the left side menu.
2. Double click on Person User.
3. Click on Enter Query button at top.
4. Click on Execute Query button at top.
5. Make sure new user is not already in LMS.  
6. Click on Insert Record button at top. 
7. Enter new user’s last name, first name, and email address in Person Information section of form.  Person # will be assigned by LMS.
8. Click on Save.
9. Verify 1 record saved at the bottom of the screen.
10. Click on new user’s last name in the Person Information section of the form.
11. Complete information in the User Information and User Form Security, and User Special Privilege sections of the form. UserID = last name + first initial.
12. Click on Save button at top.
13. Verify the correct number of records saved at the bottom of the screen.

[bookmark: _Toc55451024]Updating A User
1. Double click on Administration on the left side menu.
2. Double click on Person User.
3. Click on Enter Query button at top.
4. Click on Execute Query button at top.
5. Click on user’s last name in the Person Information section of the form.
6. Update the information in the User Information and User Form Security, and User Special Privilege sections of the form. 
7. Click on Save button at top.
8. Verify the correct number of records saved at the bottom of the screen.

[bookmark: _Toc55451025]Terminating A User
1. Double click on Administration on the left side menu.
2. Double click on Person User. 
3. Click on Enter Query button at top.
4. Click on Execute Query button at top.
5. Look for user’s name. 
6. Click on user’s last name in the Person Information section of the form.
7. Click on each line in the User Special Privilege section of the form and click on the Remove Record button at top.  Repeat for all lines in this section.
8. Click on Save button at top.
9. Verify the correct number of records saved at the bottom of the screen.
10. Click on each line in the User Form Security section of the form and click on the Remove Record button at top.  Repeat for all lines in this section.
11. Click on Save button at top.
12. Verify the correct number of records saved at the bottom of the screen.
13. Click in the UserID field in the User Information section of the form and click on the Remove Record button at top.  
14. Click on Save button at top.
15. Verify the correct number of records saved at the bottom of the screen.
16. Click in the Person # field in the Person Information section of the form and click on the Remove Record button at top.  
17. Click on Save button at top.
18. Verify the correct number of records saved at the bottom of the screen.



[bookmark: _Toc55451026]LMS User Account Setup Doc
The attached Word Document was prepared by LMS developer Paul McAdams and gives more detail and insight into the various roles and privileges.
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1. Overview

The Land Management System (LMS) uses Oracle database accounts to authenticate application users.  Each user has a unique login with password to the database and these credentials are to be used as their application account credentials in the LMS application.  Database Administrators (DBA) are the only personnel with access to create the database accounts and grant them the appropriate database roles.  The LMS Account Administrator defines the user profiles in LMS and assigns them the appropriate form security access.  For each LMS application user, the database user account and LMS User I.D. account must be the same.



Infrequently, database accounts are set up with the intention to directly access the LMS database.  In these cases, do not create a LMS application user account as this will prevent these “special” accounts from logging into the application.  The database role(s) assigned to them must be read only (ANALYST – see “Security Group Definitions” below), and you should work with the I.S. personnel responsible for LMS security architecture (currently Manager – Support Systems) to better understand the database role assignment or creation of new roles on a case-by-case basis.  If new roles are created this document will require updates.  



All LMS application user modifications are done via the LMS application using the Application User Setup form (labeled “Person User” in the LMS menu).



2. Creating User Accounts

2.a. Define Person in LMS

Create information about the person/individual.



Information about the LMS Application User

Determine if the person is already set up.  If not, set up the personal information for the person including their last name, first name, and email address; Save, re-query, and locate the new Person.  An example is shown in the “Person Information” block (upper data-grid) of the form below.  



NOTE: If the system only needs to know about a person (like CC email on a task), and that person does not require access to the LMS, no further information is required.  No User I.D. should be entered and no database account should be requested/created.
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2.b. Define user account in LMS

It is recommended that the user’s account name (user id) be their last name and first initial (e.g. GRAYL, SMITHN).  This nomenclature was established when the system was first put online, and consistently identifiable account names help the information technology staff quickly troubleshoot problems with connections and system access.  Select the type of user, and if an employee, enter the user’s employee I.D.  If a contractor, enter the last name/first initial of the person to whom the contractor reports.



2.c. Assign Form Groups

Determine how the user will be using the system.  Assign form privileges to the user id in the “User Form Security” area shown above.  Form groups and database roles should be coordinated among the appropriate LMS account setup personnel.



2.c.i Form Security Group Definitions

NOTE:  Security Groups with “ADMIN” listed in the code are the groups having the ability to view and manipulate day-to-day data (select, insert, update, delete).  Security Groups with “ANALYST” listed in the code are the groups having the ability to only view data (select).  The LMS main menu system is dynamic.  The login authentication process builds a list of form selections based off the user’s form security group assignments.  It is in this fashion that the user is only displayed a secured list of forms to which they have been assigned.  As such, “LMS Main Menu Access” is assigned to every application user (See Appendix “A” for a list mapping typical user types to form security groups).



		Form Group Code

		Form Group I.D. / Description



		AP_EXPORT_ADMIN_GRP

		A.P. Export Administration Group



		AP_FIN_ADMIN_GRP

		A.P. Financial Admin. Group



		AP_FIN_ANALYST_GRP

		A.P. Financial Analyst Group



		AP_INTRFCE_ADMIN_GRP

		A.P. Interface Admin. Group



		AP_PROD_ADMIN_GRP

		A.P. Production Admin. Group



		AP_PROD_ANALYST_GRP

		A.P. Production Analyst Group



		CONTRACT_ADMIN_GRP

		Contract Administration Group



		CONTRACT_ANALYST_GRP

		Contract Analyst Group



		MAIN_MENU_GRP

		LMS Main Menu Access



		SECURITY_ADMIN_GRP

		Security Administration Group



		SECURITY_PRINT_GRP

		Security Print Group



		SYSTEM_ADMIN_GRP

		System Administration Group



		TASK_ADMIN_GRP

		Task Administration Group



		TASK_ANALYST_GRP

		Task Analyst Group







NOTE: To maintain currently approved segregation of duties no single typical user should have both read-write access to the Contract module (CONTRACT_ADMIN_GRP) and the ability to perform A.P. Interfaces (AP_INTRFCE_ADMIN_GRP) coupled with the special privilege (AP_INTERFACE_PRIV). However, to support high-priority AP business processes special conditions and request processes have been put into place for covering out-of-office personnel.




2.c.ii Assign Special Privileges

To further enhance security, a special privileges table maintains entries that allow users additional rights in the system (See Appendix “A” for a list mapping typical user types to special privileges).



		ACCESS_PARTY_AP_BANK_PRIV

		Access to Party A.P. Bank Columns



		ACCESS_PARTY_TAX_IDS_PRIV

		Access to Party Tax Columns



		AP_INTERFACE_PRIV

		Interface Invoices with A.P.



		CONTRACTUAL_TASK_ADMIN_PRIV

		Contractual Task Administrator







2.d. Creating Database Account

Database User I. D.

The DBA will create the database user account and they will need to inform the LMS Account Administrator of the User I.D.  This user id will be the same one used by the LMS Account Administrator to set up the LMS Application Person Setup form.



Database Account Profile

Based off I.S. Policy the DBA will determine which database profile to assign the account.  This profile includes rules, such as password complexity and expiration, which govern the account.



Database Roles

Using this document, the assignment of database roles to the database account should be coordinated with the LMS Account Administrator.  Please note the OLMS_LOGIN_ROLE has the CREATE SESSION privilege, and as such this privilege should not be assigned directly to the account.  If any questions arise please involved the LMS support staff.



Determine which database roles are appropriate for the account (See Appendix “A” for a list mapping typical user types to database roles).  A typical application user account will have more than one role.  If an account has more than one role granting access to the same object, the account will have all the privileges granted by both roles.  The following is a cross-reference of form groups to database roles.  



Form Group to Database Role Cross Reference

(See Appendix “A” for a list mapping typical user types to form security groups)



		Form Group_Desc.

		Form Group Code

		Database Role



		A.P. Export Administration Group

		AP_EXPORT_ADMIN_GRP

		OLMS_AP_EXPORT_ADMIN_ROLE



		A.P. Financial Admin. Group

		AP_FIN_ADMIN_GRP

		OLMS_AP_FIN_ADMIN_ROLE



		A.P. Financial Analyst Group

		AP_FIN_ANALYST_GRP

		OLMS_AP_FIN_ANALYST_ROLE



		A.P. Interface Admin. Group

		AP_INTRFCE_ADMIN_GRP

		OLMS_AP_FIN_ADMIN_ROLE



		A.P. Production Admin. Group

		AP_PROD_ADMIN_GRP

		OLMS_AP_PROD_ADMIN_ROLE



		A.P. Production Analyst Group

		AP_PROD_ANALYST_GRP

		OLMS_AP_PROD_ANALYST_ROLE



		Contract Administration Group

		CONTRACT_ADMIN_GRP

		OLMS_CONTRACT_ANALYST_ROLE



		Contract Analyst Group

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ADMIN_ROLE



		LMS Main Menu Access

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE



		Security Administration Group

		SECURITY_ADMIN_GRP

		OLMS_SECURITY_ADMIN_ROLE



		Security Print Group

		SECURITY_PRINT_GRP

		OLMS_SECURITY_PRINT_ROLE



		System Administration Group

		SYSTEM_ADMIN_GRP

		OLMS_SYSTEM_ADMIN_ROLE



		Task Administration Group

		TASK_ADMIN_GRP

		OLMS_TASK_ADMIN_ROLE



		Task Analyst Group

		TASK_ANALYST_GRP

		OLMS_TASK_ANALYST_ROLE









Database Role Definition	 

Database Roles with “ADMIN” contained in the roles have the ability to view and manipulate data (select, insert, update, delete).  Database Roles with “ANALYST” listed in the role are the groups having the ability to only view data (select).  An expansion of this concept is the AP_EXPORT_ADMIN_GRP that allows exporting and logging of applicable AP information yet provides no ability to manipulate day-to-day business data.  The OLMS_LOGIN_ROLE has the ability to select from the form security tables and execute utility functions/procedures.  (See Appendix “B” for the description/purpose of each LMS database role)



NOTE: By design, when Admin and Analyst roles exist for a module (for example OLMS_AP_FIN_ADMIN_ROLE and OLMS_AP_FIN_ANALYST_ROLE), the analyst role has already been granted to the admin roll.  As such in these cases, when an admin role is granted to a user the privileges provided through the associated analyst role are also granted to the user.



Database

The user account can be created in the production (OLMSPRD3), test (OLMSTST3), and/or development (OLMSDEV3) databases.  Be aware that the next time the complete test or development database is refreshed from production all user accounts in the test database will be deleted and re-copied from production.  Schema level refreshes do not refresh the user accounts.



2.e. Notifying the User

Once both the database and application accounts are set up, the DBA will notify the user of their account name and temporary password.  The user will be prompted to reset this interim password during the initial login to LMS.  The user may also need to know the appropriate URL for them to access the LMS login form.  Currently the production URL is: http://lmsprod:8888/lms_prod.html



3. Maintaining User Accounts

3.a. Managing Passwords

LMS users are responsible for managing their own passwords.  Password complexity, expiry, and other various rules are associated with the database profile assigned to the user by the DBA.  Users are notified upon login when their passwords have entered the expiry window and are instructed to change their own passwords.  LMS users change their password from within LMS by opening the “Administration” node on the forms menu and selecting “Change Password”.  The form is shown below.



[image: ]

Users of the system sometimes forget their passwords or allow them to expire without changing them.  In either case, the user needs to contact the Service Desk to re-set their password.  The Service Desk will either resolve the issue or contact the DBA to re-set their password.  The LMS Account Administrator and Application Support staff cannot alter or reset passwords.



3.b. Deleting Accounts

There are three steps to deleting an LMS account.

1) Coordinate with the LMS System Administrator to identify the account to be deleted.  The LMS System Administrator needs to ensure the account to be deleted has had all user-associated information migrated to a new account.  LMS Tasks are a good example of the type of data that needs to be migrated prior to deleting an account.

2) Send an email to the DBA informing them the user id be deleted; be sure to include the database name(s).  You should receive an email back from the DBA with the statement that removed the user id and the results.  This effectively eliminates the user from being able to access the application.

3) From the Application Person Setup form in LMS, query the individual whose account is to be deleted and perform the following:  

a. Delete special privileges entries by placing cursor on any row and depress the button with the red “X” as many times necessary to clear all rows.  Save.

b. Delete form security entries by placing cursor on any row and depress the button with the red “X” as many times necessary to clear all rows.  Save.

c. Delete the user information by placing cursor on the user id and depress the button with the red “X”.  Save.

d. Coordinate with the LMS System Administrator if the person information is to be retained or deleted.  If deleted, place cursor on the person’s last name and depress the button with the red “X”.  Save.



NOTE: If the form issues any errors, please attempt to document them by going to the Help menu item, select Show Errors, and copy/paste the errors as needed.  A Service Desk ticket must be entered so that research and resolution of the issues can occur.  If warranted, a change request will need to be entered into the HP PPM Change Request system to resolve the issue.
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Appendix “A” – Mapping User Types to Database Roles, Form Security, & Special Privileges (Standard Configurations)



		USER TYPE 

		FORM SECURITY GROUP

		DATABASE ROLE

		SPECIAL PRIVILEGES



		ACCOUNTANT

		AP_EXPORT_ADMIN_GRP

		OLMS_AP_EXPORT_ADMIN_ROLE

		 



		

		AP_FIN_ANALYST_GRP

		OLMS_AP_FIN_ANALYST_ROLE

		 



		

		AP_PROD_ANALYST_GRP

		OLMS_AP_PROD_ANALYST_ROLE

		 



		

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		AUDITOR

		AP_FIN_ANALYST_GRP

		OLMS_AP_FIN_ANALYST_ROLE

		 



		

		AP_PROD_ANALYST_GRP

		OLMS_AP_PROD_ANALYST_ROLE

		 



		

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		TASK_ANALYST_GRP

		OLMS_TASK_ANALYST_ROLE

		 



		DEVELOPER

		AP_EXPORT_ADMIN_GRP

		OLMS_AP_EXPORT_ADMIN_ROLE

		 



		

		AP_FIN_ANALYST_GRP

		OLMS_AP_FIN_ANALYST_ROLE

		 



		

		AP_PROD_ANALYST_GRP

		OLMS_AP_PROD_ANALYST_ROLE

		 



		

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		TASK_ANALYST_GRP

		OLMS_TASK_ANALYST_ROLE

		 



		FINANCIAL_ADMINISTRATOR

		AP_EXPORT_ADMIN_GRP

		OLMS_AP_EXPORT_ADMIN_ROLE

		ACCESS_PARTY_AP_BANK_PRIV



		

		AP_FIN_ADMIN_GRP

		OLMS_AP_FIN_ADMIN_ROLE

		ACCESS_PARTY_TAX_IDS_PRIV



		

		AP_INTRFCE_ADMIN_GRP

		 

		AP_INTERFACE_PRIV 



		

		AP_PROD_ADMIN_GRP

		OLMS_AP_PROD_ADMIN_ROLE

		



		

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		TASK_ADMIN_GRP

		OLMS_TASK_ADMIN_ROLE

		 



		LEGAL_ANALYST

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		PROPERTY_ADMINISTRATOR

		AP_EXPORT_ADMIN_GRP

		OLMS_AP_EXPORT_ADMIN_ROLE

		ACCESS_PARTY_AP_BANK_PRIV



		

		AP_FIN_ADMIN_GRP

		OLMS_AP_FIN_ADMIN_ROLE

		ACCESS_PARTY_TAX_IDS_PRIV



		

		AP_PROD_ANALYST_GRP

		OLMS_AP_PROD_ANALYST_ROLE

		CONTRACTUAL_TASK_ADMIN_PRIV



		

		CONTRACT_ADMIN_GRP

		OLMS_CONTRACT_ADMIN_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		TASK_ADMIN_GRP

		OLMS_TASK_ADMIN_ROLE

		 



		PROPERTY_ANALYST

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		TASK_ADMIN_GRP

		OLMS_TASK_ADMIN_ROLE

		 



		SECURITY_ADMINISTRATOR

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		SECURITY_ADMIN_GRP

		OLMS_SECURITY_ADMIN_ROLE

		 



		SYSTEM_ADMINISTRATOR

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		SYSTEM_ADMIN_GRP

		OLMS_SYSTEM_ADMIN_ROLE

		 



		TASK_ADMINISTRATOR

		CONTRACT_ANALYST_GRP

		OLMS_CONTRACT_ANALYST_ROLE

		 



		

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		 



		

		TASK_ADMIN_GRP

		OLMS_TASK_ADMIN_ROLE

		 



		USER_RIGHTS_REVIEWER

		MAIN_MENU_GRP

		OLMS_LOGIN_ROLE

		



		

		SECURITY_PRINT_GRP

		OLMS_SECURITY_PRINT_ROLE

		






Appendix “B” – Database Role Descriptions



		DATABASE ROLE

		ACCESS DESCRIPTION



		OLMS_AP_EXPORT_ADMIN_ROLE

		Allows access to the tables and packages that support exporting Accounts Payable data. NOTE: This “ADMIN” database role does not allow the user to manipulate day-to-day AP business data in the database.



		OLMS_AP_FIN_ADMIN_ROLE

		Allows read/write access to the tables and execute access to the packages that permits users to view and create Accounts Payable financial obligations, payments, and invoices.  NOTE: This role by itself will not allow users to interface payments to Ellipse.



		OLMS_AP_FIN_ANALYST_ROLE

		Allows read access to the tables and execute access to the packages that permits users to view Accounts Payable financial obligations and payments.  



		OLMS_AP_PROD_ADMIN_ROLE

		Allows read/write access to the tables and execute access to the packages that permits users to view and create Accounts Payable production data.  



		OLMS_AP_PROD_ANALYST_ROLE

		Allows read access to the tables that permits users to view Accounts Payable production data.  



		OLMS_CONTRACT_ADMIN_ROLE

		Allows read/write access to the tables and execute access to the packages which permits users to view and create (administer) contracts, parties, etc.  



		OLMS_CONTRACT_ANALYST_ROLE

		Allows read access to the tables and execute access to the packages that permits users to view contracts, parties, etc.  



		OLMS_LOGIN_ROLE

		Allows read/write access to the tables and execute access to the packages that permits users to log into the system.



		OLMS_SECURITY_ADMIN_ROLE

		Allows read/write access to the tables that support viewing and creating system persons and users, applying form security groups to users, and access to the user level audit log.  



		OLMS_SECURITY_PRINT_ROLE

		Allows access to the objects supporting the printing of the LMS User Account report.



		OLMS_SYSTEM_ADMIN_ROLE

		Allows read/write access to the tables supporting viewing, editing, and adding system list elements.



		OLMS_TASK_ADMIN_ROLE

		Allows read/write access to the tables supporting viewing and creating tasks.  NOTE: This role by itself will not allow a user to manipulate “contractual” tasks.



		OLMS_TASK_ANALYST_ROLE

		Allows read/write access to the tables supporting viewing of tasks.
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